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24.2. Informative References
Appendi x A.  Extensions

A. 1. Essential extensions

A.2. Optional extensions

Aut hors’ Addr esses

1. Introduction

Thi s docunent describes the set of
Provi si oni ng Protocol (RPP),
(API) for provisioning objects in a shared dat abase.
the HTTP [ RFC9110] protocol

[ REST] .

2. Term nol ogy

In this docunent the followi ng term nology is used:

REST - Representationa
style.

RESTful - A RESTful web service is a web service or API

State Transfer ([REST]).

usi ng HTTP and the principles of [REST].

RESTf ul Provisioning Protocol or RPP - The protocol
requirenents are described in this docunent.

and the architectural

Decenber 2025

32
32
32
33
33

requirenents for the RESTful

an Application Programmi ng Interface

RPP i s based on
princi pl es of

An architectura

i mpl enent ed

whi ch

RPP Core - The collection of RFCs describing the RPP architecture,

data nodel, HTTP based protoco

el enents such as URLs and headers.

This al so includes a description of allowed extension points.

URL - A Uniform Resource Locator as defined in [ RFC3986].

Resource - An object having a type,

to other resources, identified by a URL.

data, and possible relationship

Extension - A specification that adds functionality to RPP Core,

within the extensibility framework defined herein.

Ext ensi ons MAY

provi de additional features beyond those defined in RPP Core.

EPP RFCs - This is a reference to the EPP version 1.0 specifications

[ RFC5730], [RFC5731], [RFC5732] and [ RFC5733].

RPP Client - An HITP user agent perform ng an RPP request.

RPP Server - An HITP server responsible for processing requests and

returning results in any supported nedia type.

Wil | i nk & Kowal i k
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Repository oject Identifier (ROD) - A unique, persistent identifier
assigned by the repository (Registry) to each object upon creation,
remai ni ng constant throughout the object’s lifetine.

oj ect Transfer / Transfer Operation - is an Registry operation used
to manage changes in client sponsorship of an existing object.

EPP Aut hlnfo - EPP password based Authorisation Information defined
in [RFC5731] and [ RFC5733].

Registry - An administrative authority responsi ble for nmaintaining
and operating an authoritative repository of provisioned objects
within a defined nanespace or donain. For the DNS Top-Level Domain
(TLD) use case, "Registry" specifically denotes the adm nistrative
operation of a zone that allows registration of names w thin that
zone (see also definition in [ RFC38499]).

Registrar - An entity that acts as an internedi ary between
registrants and the Registry, providing registration services and
mai ntai ni ng the Sponsoring Cient relationship for registered

obj ect s.

Regi strant - An individual or organization on whose behal f a domain
name or other object is registered in the Registry.

Regi stry Operator - An entity perform ng technical operation of one
or nore Registries.

Thin Registry - A Registry nodel in which the Registry stores and
serves only the minimal data necessary for Del egation and
identification of an object (for exanple, domain nane, registrar
identifier, status, and Name Server Del egation). Registrant and
contact data are maintained by the registrar and are not held by the
Regi stry.

Thick Registry - A Registry nodel in which the Registry stores and
serves the conplete data set for an object, including registrant,

adm ni strative, and technical contact information, and other rel evant
attributes required for provisioning.

Sponsoring Cient - The RPP Cient that currently has sponsorship of
t he obj ect.

Initiating Client - In the Transfer Operation - the client that
starts the transfer request.

Gaining Cient - In the Transfer Operation - the client seeking to
gai n sponsorship of the object.
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Functional Equivalent - A feature or capability in RPP that provides
the sane functionality as a correspondi ng EPP feature, though the
i mpl ement ati on nechani smmay differ.

2. 1. DNS Ter ns

Where DNS-specific termnology is used in this docunment, the
definitions from|[RFC8499] apply unless otherw se specified. Key DNS
terns used in this specification include:

Fully Qualified Domain Nanme (FQDN)
A-1abel and U- | abel (see al so [ RFC5890])
Name Server

Zone and Del egation

In-bailiw ck and Qut-of-bailiw ck

Top- Level Domain (TLD)

Subordi nate Host (as used in EPP)

DNS Oper at or

Lo T R T

3. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", " SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTI ONAL" in
this docunent are to be interpreted as described in [ RFC2119].

4. General

*R1.1* A well defined architecture MUST be defined for RPP, including
a description of the responsibilities of the defined protocol |ayers.

*R1. 2* _Renpved_

*R1. 3* Wherever applicable RPP SHOULD | everage existing best
practices and well adopted standards for building and docunenting
RESTful APls. There MJST be a clear justification when deviating
fromthis.

*R1.4* RPP MUST include support for application |evel status codes,
and MAY reuse the EPP status codes defined in [ RFC5730].

*R1.5* RPP MUST include support for providing detailed information
about application status codes, for exanple as described in
[ RFC7807] .

*R1. 6* RPP MUST support additional information about a successful

operation (information or warning) to convey additional infornmation
to the client for exanple about deprecation or partial success.
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*R1. 7* RPP MJST support both Thin and Thick Registry nodels, and MJST
allow for flexibility in how much data and what type of data is
stored and returned by the server, according to the chosen Registry
nodel . The data elements returned is based on what the client is

aut hori zed to receive.

5. HITP

*R2.1* The Hypertext Transfer Protocol (HTTP) [RFC9110] MJST be used
as the transport nechani smfor RPP.

*R2. 2* RPP SHOULD use the best common practices for designing HTTP
based applications, described in [BCP56]. There MJST be a cl ear
justification when deviating fromthis.

*R2. 3* Consistent, predictable and neani ngful URL structures MJST be
used for identifying, accessing object resources and enabl e request
routing.

*R2.4* RPP MUST use the existing HITP status codes and MJUST define
application | evel status codes and map these to HITP status codes.
RPP MUST NOT redefine existing HITP status code semantics and when
overl oading (generic) HITP status codes with nultiple RPP status
codes, the provided RPP status code MJST be used by the client to
determi ne the exact nature of the problem

*R2.5* RPP MUST support deploynent architectures where internediary
proxies route client requests to nmultiple backend servers (e.g.,
different TLD Registries). The protocol MJST enable routing

deci sions based on URL patterns and HTTP headers, maintaining

statel essness and all owi ng proxies to operate w thout parsing request
bodi es.

6. REST

*R3.1* RPP architecture MJST use the principles of the [REST]
architectural style. A RPP Server MJST conformto at |east level 2
of the [ RICHARDSON] Maturity Mdel (RW.

*R3.2* RPP architecture MJUST foll ow Resource-Oriented Architecture
[ROT].

*R3.3* RPP specification MIST strive to minimse round trips between
client and server. Approaches, where client would need to make

mul tiple requests each tine to discover resource URL or server
capabilities in order to performoperati on SHOULD be used sparingly
and be always well justified.
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*R3.4* Merged with R12.1

*R3.5* RPP specifications SHOULD i ncorporate a machi ne-readabl e and
wel | -establ i shed APl specification, such as [ OpenAPlI] or [RAM].
This will facilitate docunentation, testing, code generation, and
user-friendly extension descriptions. RPP MJUST NOT require what API
specification technology is to be used. The RPP Core docunents and
Ext ensi on documents may al so choose different APl specification
solutions, this choice is left to the docunent authors.

*R3.6* RPP architecture MJST define a comon pattern to allow a
single resource to be addressable via nultiple, alternative
identifiers inits URL. The protocol MUST specify that one address
is canonical, and any alternative addresses for the sane resource
MJST be treated as aliases resolving to the canonical resource.

7. Data Mbdel

Section 7 defines the requirenments to data and rel ati onships to be
nodel ed i n RPP.

*R4. 1* The base data nodel structures MJST be data format agnostic.
It MJUST be possible to nmap the base data nodel to nmultiple data
formats such as JSON, XML or YAM

*R4.2* Commonly used EPP extensions SHOULD be added to the RPP Core
data nodel. An exanple of this is the DNSSEC extension

*R4.3* The RPP Core specification MIST only nandate data fields that

are strictly necessary for the technical provisioning and nai ntenance
of an object. Al other data fields MJST be optional at the protoco

|l evel. A server MIST be able to designate any protocol -optiona

field as mandatory according to its local server policy.

*R4. 4* RPP MUST have a nechani sm for defining and signaling profiles
that enable conmpatibility across different inplementations. Profiles
MUST have unanbi guous identifiers (e.g., unique nanmes or codes) and
clearly descri be:

* The required conponents of the data nodel that nust be inplenented
* Defined functional subsets that enable conpatibility across
di fferent inplenentations.
* Versions used by the conponents, data nodels and extensions
support by the client and the server

*R4.5* RPP architecture MJST include | oose coupling between the

server and the client, allow ng for non-coordinated introduction of
non- breaki ng versi on changes on both sides.
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*R4. 6* RPP MUST enforce the use of strict validation, where unknown
properties, query paraneters, url segments and RPP specific headers
are treated as an error.

*R4.7* RPP MUST support |inking of objects of the sane or different
types, with flexible cardinality (one-to-one, one-to-nany, many-to-
many). The |inks MJST al so support to have attributes of their own
(e.g., alink between a domain and a contact object with a different
contact role).

*R4.8* RPP MUST allow a client to reference a shared object (e.g., a
host or contact) sponsored by a different client, while ensuring the
Sponsoring Cient retains full adm nistrative control over the shared
obj ect .

*R4.9* RPP MUST support the definition of first-class, read-only
resources whose state i s nanaged by the server. These resources MAY
expose |l ogically associated infornati on as sub-resources.

*R4.10* RPP data mpodel MJUST support conposition by defining a pattern
where a resource can contain child resources of sane or different
type, with flexible cardinality (one-to-one, one-to-many, nany-to-
many),that are integral to it. Such resources MAY be enbedded
directly in the parent resource representation or exposed as sub-
resources within the parent’s URL structure.

8. Data Representation

Section 8 defines requirenents to wire format of the data defined in
Section 7.

*R5. 1* RPP MJUST use JSON as the default data format.

*R5.2* It MJST be possible to extend RPP to include support other
data formats (e.g. XM, YAM).

*R5.3* Validation of request and response nessage MJUST be supported
for both clients and the servers, in order to determne if the
content is valid and no required attributes are m ssing.

*R5. 4* RPP MUST define a default nedia type however the protoco
SHALL be extensible to enable support for other media types.

*R5.5* A client MIUST be able to signal to the server what nedia type
the server should expect for the request content and to use for the
response content.

*R5. 6* _Renpved_

Wil |'i nk & Kowal i k Expires 8 June 2026 [ Page 8]
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*R5. 7* RPP SHOULD consi der nechani sns for supporting data formats
out side of core RPP domain. Especially formats, which lose their
properties if transformed, like Verifiable Credentials for contacts
which are digitally signed

*R5. 8* RPP MUST support partial update of data objects.
*R5.9* RPP MUST support full update of data objects.

*R5. 10* A generated RPP response representation that includes an
object identifier (for exanple a contact handl e) MAY al so include a
URL reference to the location of the object representation

*R5.11* RPP MJST support representation of a collections of
resources.

*R5. 12* The representation of the links (see R4.7) MIST be expressed
using the RPP Server’'s internal identifiers. The RPP SHOULD al so
consi der using URIs and/or [ RFC6570] URI tenplates for uniform
addressing of link targets, both internal and external to the RPP
Server.

*R5. 13* RPP MJST define a structured data nodel for all object types
that require DNS representation (e.g., Host, Donain). The data nodel
MUST support commonly used DNS record types (such as A, AAAA CNAME,
MX, NS, DS, TXT) and their standard attributes, such as TTL. See
R10.14 for extensibility requirements.

*R5. 14* RPP MUST include support for a client requesting different
depth of data representations, depending on the use case:

* Mnimal representation (1D, or |D+nane)

* Full representation (all data of the object)

* Full representation + dereferenced referrals (for exanple domain
with contact and host details)

*R5.15* RPP MAY return different representations of the sane object
in different contexts:

* CET request to the resource itself
* CET request to get a collection of objects
* Responses to PUT/ POST/ PATCH requests

*R5.16* The data representation in a RPP response MJUST only contain

data related to the object, transactional information MJST be
represented as one or nore separate HITP headers.
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9. (Operations and request handling
*R6.1* Mowved to Section 8 as R5.14_
*R6.2* Mved to Section 8 as R5.15_
*R6.3* _Moved to Section 8 as R5.16_

*R6. 4* RPP SHOULD support search for resource collections and SHOULD
support filtering (e.g., by nane prefix, status, registrar) and

pagi nation. This requirenent MAY be rel axed when addi ng the
described functionality results in a negative inpact on perfornance,
stability and/or security.

*R6. 5* RPP operations that nodify repository state MJST be atomic. A
single request MJST either succeed conpletely or fail conpletely,
| eaving the repository in its original state.

*R6. 6* RPP MUST provide services for the client to assure a re-tried
operation changi ng resource state is executed only once if a request
has been terminated or timed out before conplete response has been
received by the client (idenpotency).

*R6. 7* The protocol specification MIST define the expected server
state for a request that tines or term nates out before a response is
fully sent out to the client.

*R6. 8* For every request the server MJST generate a pernmanent,
server-unique transaction identifier. This identifier MJST be
returned to the client in the response.

*R6. 9* RPP MUST support informational and validation functions that
are not directly tied to a persistent, provisioned object. These
operations SHOULD be exposed as read-only resources that represent
the result of a query or check

*R6. 10* RPP MJST support a Functional Equival ent of the EPP Pol
command described in EPP RFC [ RFC5730], allowing for clients

di scovering and retrieving service nessages avail able on the server
The RPP equi val ent MAY contain additional options or features for
di scovering and retrieving service nessages, such as:

* Alowing clients to subscribe to specific types of service
messages.

* Alowing clients to receive multiple service nessages in a single
request.

* Allowing clients to use nultiple concurrent readers.

* Support for streami ng service nessages to clients.
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*R6.11* RPP MJST include a Functional Equival ent of [RFC9038] to
allow clients retrieve service nmessages including information it may
not understand due to m ssing Extension support.

10. Discoverability

*R7.1* RPP MAY include a bootstrap mechani sm designed to all ow
clients to locate the network identifier for the RPP service of a
Regi stry Operator, e.g. rpp.sidn.nl for the Registry Operator for the
.nl ccTLD.

Sol uti ons may incl ude:

| ANA bootstrap Service Registry
* DNS TXT records

*R7.2* An RPP Server MJST publish a service discovery docunent in the
wel | -known directory, described in [RFC5785]. This docunment contains
structured machi ne-readable information that is required or usefu

for the client to be able to generate valid RPP requests. The
informati on may contain, but is not limted to:

Avai | abl e servi ces,

Used Extensions

Ver sions used for services and extensions
Envi ronment name (production, test etc.)
Server datetine

Mai nt enance noti ces

Supported profiles

* % X X X X %

*R7.3* Server provided functionality, such as the set of supported
profiles, |anguages or extensions, MJST be discoverable using the
di scovery docunent.

*R7.4* RPP MJUST support versioning of:

The protocol itself
Dat a obj ect types
Repr esent ati ons
Qper ati ons
Profiles

Ext ensi ons

* ok X X kX

*R7.5* Versioning schema MJUST carry information about breaking vs.
non- br eaki ng changes and allow clients to decide whether it is able
to interact with the server. The versioning scheme SHOULD be |ike
the schene used for HTTP where mnor version changes do not break
conpatibility.
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*R7.6* Notices related to schedul ed server maintenance tineslots MAY
be included in the discovery docunent, this could be a human-
readabl e, non machi ne parsabl e character string

*R7.7* RPP MAY only support a subset of EPP functionality, the
supported functionality MJST be discoverable by the client

*R7.8* Renpbved_

*R7.9* _Merged with R5.10_

*R7.10* _Renmoved_. Included in R7. 3.
11. EPP conmpatibility

*R8. 1* RPP MUST provide functional equivalents for core EPP
functionalities related to domai n nane, host, contact, and

organi sation objects as defined in [RFC5731], [RFC5732], [RFC5733]
and [ RFC8543].

*R8.2* The automatic or mechani cal mappi ng or conversion between EPP
and RPP data nodel MUST be possi bl e.

*R8.3* Conpatibility definitions for a RPP to EPP mappi ng MAY be
defined in conpatibility profiles (see: R4.4).

*R8. 4* RPP MJST include an extension framework able to define
equi val ents of npbst conmonly used EPP extensions, which are not a
part of core protocol (see: R4.2)

*R8.5* EPP Aut hl nfo MJST be supported in RPP. RPP MJST by default
support the requirenents for Secure Authorization Information for
Transfer [RFC9154] operational practise.

*R8. 6* RPP MUST support client _id/password authentication to match
EPP client authentication.

*R8. 7* Where applicable RPP MJUST support |onger authorisation

i nformati on conpared to EPP, netainformtion about client software
and operational environnment as well security related information
(events) in the responses providing a functional equival ence to Login
Security Extension for the Extensible Provisioning Protocol

[ RFC8807] .
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12. Security

*R9. 1* RPP MJST support state-of-the-art authentication and
aut hori sati on schenes allowing for easy integration in nodern HITP
infrastructure

*R9. 2* RPP MJST support robust authentication and authorisation
mechani sms, such as QAuth 2.0 and Qpenl D Connect, to ensure that only
aut horised clients and users can access or nodify resources.

*R9. 3* Support for a sinplified and qui cker object transfer process
MAY be included, where approval fromthe losing registrar is to be
obtained interactively by the registrant during the transfer process.

*R9. 4* RPP MUST include an authorisation nodel /franmework that goes
beyond the EPP Authlnfo used for object transfers. The follow ng use
cases MAY be supported:

Obj ect transfers w thout using an EPP Authlnfo

* Registrants using Openl D Connect can interactively allow DNS
Qperator to update their NS records, directly in the Registry
dat abase or indirectly using a registrar.

*R9.5* Al RPP conmuni cati ons MJUST use HTTPS (TLS) to protect data in
transit from eavesdroppi ng and man-in-the-m ddl e attacks.

*R9. 6* Security mechani sms SHOULD be flexible to allow operators to
choose appropriate nethods and support federated authentication
scenari os.

*R9. 7* RPP MAY include a nechanismfor cryptographic verification of
request and response messages as an additional security |ayer.

*R9.8* RPP MUST allow for nultiple user accounts linked to a single
registrar, registrar user managenent MAY be del egated to an

adm ni strator account linked to a registrar, allow ng for self
servi ce account managenent by the registrar.

*R9. 9* RPP MJST support a granul ar authorisation matrix, where one or
nore perm ssions are coupled to a user account. Allowing for the
creation of different types of user accounts, such a readonly users
only allowed to fetch data about existing objects, and power users
all owed to create and nodify objects.

*R9. 10* RPP MUST i ncl ude consi derations regardi ng best practices in

secure handling of credentials, such as usage of strong passwords and
limted lifetime for passwords and ot her tokens.

Wil |'i nk & Kowal i k Expires 8 June 2026 [ Page 13]



I nternet-Draft RPP - Requirenents Decenber 2025

*R9. 11* RPP MJST support the Least Privilege Principle, to allow
server operators to ensure that clients have only the perm ssions
necessary.

*R9. 12* RPP MJST support secure credentials managenent, ensuring that
credentials are protected against replay and theft, and have linmted
lifetimes.

*R9. 13* Any protocol extensions MJST be subject to the sanme security
review and requirenments as the core protocol

*R9. 14* There MUST be nechani sns to revoke or deprecate credentials,
tokens, or permn ssions when no | onger needed or if conprom sed.

*R9. 15* RPP MJST support mechani snms to prevent Deni al - of - Servi ce
attacks, whether fromnalicious actors or msbehaving clients. These
mechani sns can include rate limting and throttling of requests with
rel ated protocol signalling.

*R9. 16*: RPP MUST support the registry operator to inpersonate or to
act on behalf of, any of the registry systemaccounts. This includes
havi ng el evated access for provisioning objects, perfornng nornal
operations and as well as operations not available to regular
clients.

13. Extensibility

*R10. 1* The protocol MJIST be extensible to accombdate new
functionalities, data elenents, read-only resources, operations,
i nformati onal and validation functions, alternative addressing of
resources, resource |linking, and resource conposition beyond the
initial definitions in RPP Core.

*R10. 2* RPP MJUST support the Extension of the data nodel by enabling
the definition and provisioning of entirely new object types, and by
provi ding a standardi sed nmechani sm for addi ng new per si st ent
properties to any existing object type.

*R10. 3* RPP MJST define extensibility methods which pronote
transparency and reusability of extension objects, data el enents or
operations in order to minimse nultiple concurrent extensions
realising the same function.

*R10. 4* Extensions for new operations on existing resources MJST be
support ed.
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*R10. 5* RPP MJST support extensions that define new status codes not
al ready defined in the core RPP RFCs. Extension designers MAY add
new status codes. |If a newy created status code is generic enough
to be useful for the wider RPP comunity, the designer SHOULD
register it in the appropriate | ANA Registry.

*R10. 6* RPP MJST support extensions addi ng new HTTP headers.

*R10. 7* RPP SHALL have mechani sns to assure conflict avoi dance when
extending the protocol, including but not limted to data nodel,
representations, operations, paraneters, error codes and signalling.
There MUST be a mechani sm of conflict-free, non-coordi nated extending
in private/vendor discretion as well as a coordinated process for
core, generic or shared el enents

*R10. 8* When a public Registry for RPP extensions is required, then
I ANA MUST be used for this function

*R10. 9* RPP extensi ons MJST include support for versioning, the
versi on of the extension supported by the server MJST be included in
the di scovery docunent.

*R10. 10* _Renpved_

*R10. 11* The protocol MJST support nechani sns for extending standard
processes, such like delete or create, with additional transient
paraneters or non-persistent data (e.g. intended prem um price or
tier).

*R10. 12* The protocol MJST support nechani sns for extending results
of an operation with additional transient, non-persistent information
not defined in the RPP Core (e.g. information about discount applied
to a create request).

*R10. 13* The protocol MJST all ow extensions to add additiona
informati on to object statuses (e.g. due date of a status).

*R10. 14* The data nmodel MJST be designed to all ow Extension for
future or experinental DNS record types as well as future ways of
Del egation over DNS (e.g. DELEG.

*R10. 15* RPP desi gn MJST pronpte cohesive Extension patterns by
defining a preferred "standard way" for comon functionalities.
VWhere nul tipl e approaches to solve the sanme probl em may exist, the
prot ocol specification SHOULD provi de cl ear guidance on the
recomended approach to prevent ecosystem fragnentation and ensure
consi stent inplenentations across different depl oynents.
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*R10. 16* RPP MUST support Extension(s) for the clients to update
their authentication credentials.

14. Scalability

*R11.1* RPP MJST be statel ess and MJUST NOT naintain application state
on the server required for processing future RPP requests. Every
client request needs to provide all the information required for the
server to be able to successfully process the request. The client
MAY mai ntain application session state, for exanple by using a JWI

t oken.

*R11. 2* RPP MJST support cacheability of responses, if applicable to
the operation semantics and MJST not include transaction rel ated
identifiers and val ues.

*R11. 3* RPP MJST support |oad bal ancing at the |level of request
messages (URL) and | oad bal anci ng MJST be possi bl e without processing
HTTP body.

*R11.4* Moved to Section 15 as R12.5

*R11. 5* RPP MJST support asynchronous processing for operations on
mul ti pl e objects, otherw se resource intensive or involving manual
steps. The client request results in a confirmation of receipt and a
means for retrieving the final conpleted processing result at a |ater
time.

15. Performance

*R12.1* In order to minimse nessage sizes and needed processing RPP
SHOULD be designed not to include a HITP nessage body in the request

or response when this is not necessary, for exanple when the required
data can be transnitted using the URL and/or HTTP headers.

*R12. 2* RPP SHOULD al | ow for common bul k operations, resource
listing, and filtering capabilities. RPP MJST NOT nandate such
functionalities where this may inpact scalability or performance
negatively.

*R12. 3* _Renoved_

*R12. 4* The protocol MJST be usable in both high volune and | ow
vol ume operating environnents.

*R12. 5* RPP MUST support cacheability of responses, if applicable to

the operation senmantics and MJST not include transaction rel ated
identifiers and val ues.
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16. Internationalisation

*R13.1* RPP MJST support internationalisation, for object types and
messages defined in the core protocol and extensions

*R13. 2* RPP MJST support human-readabl e | ocal i sed response messages.
17. dients

*R14. 1* RPP MJST support server applications as clients. This will
be a primary use-case of Registry/registrar integration

*R14.2* RPP MJST support interaction fromcomuand-1line tools or
desktop applications capable of sending HITP requests. These can be
generic clients such as curl or Postman but al so specialised RPP
command line tools or scripts.

*R14. 3* RPP SHOULD support web browsers as clients, such as SPA
(single page applications) w thout any proxy backend between web
browser and the RPP Server.

*R14. 4* RPP SHOULD support nobile applications as clients, also here
through direct integration w thout any proxy backend.

18. Requirenents for object types
18.1. Common requirenents

This section contains requirenments comonly applicable to nore or al
obj ect types.

18.1.1. Ceneric requirements
*OLl. 1* _Renpved_
18.1.2. Ohject Transfers
*2.1* RPP MUST support two types of object transfer operations:
* Pull Transfer: Initiated by the Gaining dient.
* Push Transfer: Initiated by the Sponsoring Cient, who designates

a Gaining Cdient.

*QR.2* A Gining Cient MIST provide valid authorisation information
toinitiate a Pull Transfer request.
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18.

18.

*Q2.3* For Pull Transfers, the RPP MJST provide operations for the
Sponsoring Client to explicitly approve or reject a pending transfer
request. The RPP MJST reject any approval or rejection attenpts not
initiated by the Sponsoring dient.

*2.4* For Push Transfers, the RPP MJUST provi de operations for the
Gaining Client to explicitly approve or reject a pending transfer
request. The RPP MJST reject any approval or rejection attenpts not
initiated by the designated Gaining Cient.

*2.5* RPP MUST provide an operation for the Initiating Client to
cancel its own pending transfer request. The RPP MJST reject any
cancel l ation attenpts not initiated by the Initiating Cient.

*2.6* RPP MUST provide an operation to query the status of a pending
or recently conpleted transfer request. This operation MJST be
accessible to the Sponsoring Cient and the Gaining Cient.

*QR.7* The response to a successful object transfer MJST include a
representation of the transferred object and a list of any associ ated
objects that were al so transferred.

2. Domain bject Type
2.1. Data Model

*Dl1. 1* RPP domai n object data nodel MJST include, at a mninum the
attributes defined in RFC5731: the fully qualified domai n nane,
Repository Ooject Identifier, object status, the current Sponsoring
Client identifier, creating registrar client ID, creation tinestanp,
| ast update client ID, last update tinmestanp, expiration tinestanp,
| ast transfer timestanp, Nanmeservers, subordinate hosts, the

regi strant, and other associated contacts.

*D1. 2* RPP MUST only accept valid donmai n nanes, which MJST be valid
FQDNs.

*D1.3* RPP MUST support internationalised domain names (1DN) and
accept A-labels and U- | abels, also know as | DNA2008 and defined in
[ RFC5890] .

*D1. 4* RPP MUST apply the rul es of Label Equival ence as defined in
Section 2.3.2.4 of [RFC5890] when processing domain nanes in requests
and responses by both clients and servers.
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*Dl. 5* RPP donmmin object data nodel MJST allow for the association of
zero, one or nore objects representing the DNS configuration of the
domai n i ncludi ng Naneservers. These may be defined by a reference to
separate repository objects (equival ent of EPP host objects) or
aggregat e object (equivalent of EPP host attribute).

*Dl. 6* RPP MJST support domai ns that have |inkage to at minimum

regi strant, admnistrative, technical, and billing contacts. In thin
Registries, only identifiers MAY be stored; in thick Registries,
contact data MAY be included per (privacy) policy. The list of
contact link types MJST be extensible.

*Dl. 7* _Renmoved_. Included in R8.5.

*D1.8* RPP MUST provide functional equivalents for EPP domain status
val ues (e.g., ok, inactive, client/server<comand>Prohibited,

pendi ng<conmand>) and define their mapping to RPP responses and HTTP
status codes. The protocol MJST define which statuses can be set by
the server and which can be set by the Sponsoring Cient.

*D1.9* RPP MUST enforce referential integrity. the parent domain name
for a subordi nate host object MJST not be deleted. RPP MJST return a
conflict error when deletion is disallowd and the domain
representation MAY include an attribute with information about |inked
obj ect s.

*D1. 10* RPP MJST provide a nmechanismfor clients to discover the
server’'s supported Internationalized Donmain Name (IDN) policies.

I nformation such as the identifiers for supported IDN tables,
appl i cabl e | anguage tags, and variant disposition policies MIST be
di scoverabl e via the service discovery docunment (see R7.2).

18.2.2. CQOperations

*D2. 1* RPP MUST provi de operations to check, create, read, update,
transfer, renew and del ete donmain nane objects as defined in
[ RFC5731] .

*D2.2* When creating or renewi ng a domain object, RPP MIUST allow a
client to specify a registration period. The protocol MJST provide a
mechani sm for the server to confirmthe resulting registration
expiration date in the response.

*D2.3* RPP MUST support the Domain Registry G ace Period Mapping as
defined by [ RFC3915], the restore report MAY be ignored or included
inthe initial restore request, making this a 1l-step process vs the
2-step process in EPP
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18.

18.

18.

*D2. 4* RPP SHOULD support searching and listing domains filtered by
nane (exact/prefix), and Sponsoring Cient.

*D2.5* Only the Sponsoring Client (or an authorised server
adm nistrator) MAY nodify or delete a donain object; servers MJST
enforce authorisation

*D2.6* RPP MUST prevent creation of duplicate domain objects within a
Regi stry namespace (TLD) and return a HTTP 409 (Conflict) status on
col l'i sion.

*D2.7* The transfer of a donmain object MJST also result in the
transfer of any subordi nate host objects (ns.foo.exanple when
foo.exanple is transferred).

*D2. 8* RPP domain Transfer Operation MJST allow for an inplicit
renewal . If a transfer results in an extension of the registration
period, the response to the successful transfer MJST include the new
expiration date of the donain object.

*D2. 9* RPP domai n Transfer Operation SHOULD support optional update
of DNSSEC and Del egation information directly with the transfer
request. This feature, as not standard EPP feature, SHALL be
optional to be supported by server policy.

2.3. Data Representation

*D3. 1* The JSON representati on MJST include the canonical domain nane
and any U-|abel/A-1abel when IDN is used by the server

*D3. 2* RPP donmin object representation MIST include link relations
to related objects, for exanple: self, hosts and contacts.

*D3. 3* The representati on MJST adapt to the Registry nodel. In thin
node, only identifiers (e.g., contact IDs) MJUST be returned; in thick
nmode, full contact data MJST be returned.

2.4. Specific Considerations

2.4.1. Enbeddi ng of EPP extensions

*D4. 1* RPP Core protocol MJIST incorporate Functional Equival ent of
the following Iist of widely used and consi dered essential EPP

ext ensi ons as recommended in [Ti ger TeanRecc]:

*  Domai n Name System (DNS) Security Extensions Mapping for the
Ext ensi bl e Provi sioni ng Protocol [RFC5910]

Wil |'i nk & Kowal i k Expires 8 June 2026 [ Page 20]



I nternet-Draft RPP - Requirenents Decenber 2025

* Domain Registry Gace Period Mapping for the Extensible
Provi si oni ng Protocol [RFC3915]

* Extensible Provisioning Protocol (EPP) mapping for DNS Tinme- To-
Live (TTL) val ues [ RFC9803]

* (Organi zation Extension for the Extensible Provisioning Protoco
[ RFC8544]

18.3. Host bject Type
18.3.1. Data Model

*H1l. 1* RPP host object data nodel MJUST include, at a minimum fully
qualified host nane, all associated |IP addresses (see: R5.13),
Repository Object Identifier, object status, current Sponsoring
Client identifier, creating client identifier, creation timestanp,

| ast updating client identifier, |ast update tinmestanp, the | ast
transfer tinestanp.

*HL. 2* RPP MJUST map the EPP host attribute nodel to the generic JSON
DNS nodel defined by RPP (see: R5.13).

*H1l. 3* Host nanes MJST be valid FQDNs.

*Hl. 4* RPP MUST support internationalized domain names (IDN) for host
nanes and accept A-labels and U-1labels, also know as | DNA2008 and
defined in [ RFC5890].

*HL.5* RPP MUST apply the rules of Label Equival ence as defined in
Section 2.3.2.4 of [RFC5890] when processing host names in requests
and responses by both clients and servers.

*Hl. 6* When used for linking a Name Server to a domain nanme, RPP MUST
support both In-bailiw ck and Qut-of-bailiw ck host objects.

*HL. 7* RPP MJUST support zero or nore |P addresses (IPv4 or 1Pv6) for
host objects, when the host object is used for linking a Name Server
to a domain nane. Addresses MUST be syntactically valid, nornalised,
and unique within the host. The maxi mum nunber of all owed addressess
and any disallowed ranges (e.g., [RFC1918]) are server policy. The
server MAY require, nmake optional or disallow |IP addresses dependi ng
on whether host is In-bailiwick or Qut-of-bailiwick. This is also
server policy.

*Hl. 8* RPP MUST provide functional equivalents for EPP host status
val ues (e.g., ok, linked, client/server<comrand>Prohi bited,

pendi ng<conmand>) and define their mapping to RPP responses and HTTP
status codes.
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18.3.2. Qperations

*H2.1* RPP MUST provide operations to check, create, read, update and
del ete host objects as defined in [RFC5732], with partial update
semantics available to allow for efficient updates. Transfer
Operation of subordi nate host object MJST be inplicit with the
Transfer Operation of parent domai n nane.

*H2.2* RPP SHOULD support searching and listing hosts filtered by
nane (exact/prefix), |IP address, and Sponsoring Cient, with
pagi nation, the server MAY use a maximum|limt on results.

*H2.3* Only the Sponsoring Cient (or an authorised server
adm nistrator) MAY nodify or delete a host; servers MJST enforce
aut hori sati on.

*H2. 4* RPP MUST assure that In-bailiw ck host objects are created and
managed by the sane Sponsoring Client as the parent donain nane.

*H2.5* RPP MUST enforce referential integrity. A host referenced by
any domain (linked) MJUST NOT be deleted. Servers MJST return a
conflict error when deletion is disallowed and the host
representation MAY include an attribute with information about |inked
objects. RPP MUST allow for safe deletion of referenced hosts - with
grace period, restore and prior renoval of references as reconmended
in [ RFCO874] .

*H2. 6* RPP MUST prevent creation of duplicate hosts within a Registry
nanespace (TLD) and return a conflict on collision.

18.3.3. Data Representation

*H3. 1* RPP MJUST support a JSON representation for both Host objects
and for Host attributes as defined in the EPP RFCs.

*H3.2* The JSON representati on MIUST include the canoni cal host nane
and any U-1abel/A-1abel when IDN is used.

*H3.3* The representati on SHOULD include link relations to rel ated
obj ects, for exanple: self, and parent domamin for In-bailiw ck hosts.

18.4. Contact Object Type
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18.4.1. Data Mbdel

*Cl. 1* RPP contact object data nmodel MJST include, at a m ni mum an
equi val ent of RFC5733 contact data nodel: a unique identifier,
repository object ID, current status, name, organisation, full posta
address, voice and fax nunbers, enmil addresses,the Sponsoring Cient
identifier, the creating client identifier, creation tinestamp, the

| ast updating client identifier, last update timestanmp, |ast transfer
ti mestanp, and authorisation informtion

*Cl. 2* RPP MUST support server-generated opaque | Ds, support for
client-supplied IDs is OPTI ONAL.

*Cl.3* RPP SHOULD support an explicit indication of entity type
(person or organisation) in the contact nodel

*Cl.4* When RPP is used with thick Registries, full contact data MAY
be returned, for thin Registries only the contact identifier MJST be
ret ur ned.

*Cl.5* RPP MUST support disclosure and privacy preferences equival ent
to EPP "discl ose".

*Cl. 6* RPP MUST support contact object to refer to external identity
provider (e.g. when digital identity schenes are used), where the
personal data would not be persisted within RPP Server. RPP SHOULD
allowto only store a stable identifier, reference or credential for
future verification (see Privacy Considerations).

*Cl.7* RPP MUST enforce referential integrity. A contact MJST not be
del eted when it is referenced by other objects. RPP MJST return a
conflict error when deletion is disallowed and the contact
representation MAY include an attribute with information about |inked
obj ect s.

*Cl. 8* RPP SHOULD consi der renaming the EPP contact object type to
"entity" to better align with the RDAP data nodel, defined in
[ RFC9083] .

18.4.2. CQperations
*C2.1* RPP contact object type is mapped to the EPP equival ent and
MUST support all operations (comrands) defined for the contact object
in [RFC5733], such as check, create, read, update, and delete with
the possi bl e exception of transfer conmand, and include support for
partial update semantics available to allow for efficient updates.

*C2.2* RPP MAY support the contact transfer command from EPP.
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*C2.3* RPP SHOULD support searching and listing contacts filtered by
nane (exact/prefix), and Sponsoring Client, wth pagination, the
server MAY use a maximumlimt on results.

*C2.4* Functional equivalents for EPP contact statuses (e.g., ok,
linked, client/serverUpdateProhibited, client/serverDel eteProhibited,
pendi ngTransfer) MJST be supported, with clear mapping to HITP/ RPP
responses. The protocol MJIST define which statuses can be set by the
server and which can be set by the Sponsoring Cient.

*C2.5* RPP MUST prevent creation of contacts with duplicate ids
wi thin Registry namespace (TLD) and return a HTTP 409 (Conflict)
status on collision.

*C2.6* The protocol MJST provide an operation to retrieve ful
contact representation. An authorisation nmechani sm MJST ensure that
sensitive data, such as authorisation information, is only returned
to the current Sponsoring Cient.

*C2.7* The protocol MJST provide an operation to retrieve an
appropriate contact representation to non-Sponsoring Cients. The
representati on MAY vary depending if the authorisation information is
provi ded - dependi ng on server policy.

18.4.3. Data Representation

*C3. 1* RPP SHOULD consi der using JSContact [RFC9553] format for
contact representation.

*C3.2* RPP MUST support contact attribute disclosure preferences per
field (or field group) and this MJST be nmapped to the EPP discl osure
pref erences described in [ RFC5733].

18.4.4. Specific Considerations

18.4.4.1. Internationalisation

*C4.1* RPP MUST support internationalisation (character encoding) for
contact objects in the foll ow ng areas:

*  name
address data

* any other contact-related data contai ni ng human provi ded or
readabl e text

*C4.2* RPP MUST support both the localized and internationalised
versi on of the EPP postallnfo elenent from|[RFC5733].
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*C4.3* RPP MUST support internationalised Email addresses [ RFC6530]
in Contact objects. Functional Equivalent of [RFC9873] MJIST be
assured in EPP conpatibility node, however RPP NMAY renove requirenent
for at least one all-ASCI| Email address.

*C4.4* RPP MUST support nultiple |ocalised expressions of the sane
data, e.g. fields nentioned in C4.1 having both international and
| ocal i sed vari ants.

*C4.5* Al future RPP contact object extensions MJUST be able to
handl e i nternationalisation and | ocalisation requirenents.

18.5. Organisation Object Type

*Gl. 1* RPP MUST support data nodel and operations defined for
Organi sations - Functional Equival ent of [ RFC8543].

19. | ANA Consi derations

Thi s docunent has several requirements for the RESTful Provisioning
Protocol (RPP) that create considerations for ANA. Future
architecture and design docunments may identify additional needs for
| ANA Regi stri es.

Therefore, the core RPP specifications MJST include "I ANA

Consi derations" sections that formally request the creation of any
necessary | ANA Registries. These sections MIJST al so provide the
initial registration of values defined within those core docunents.

20. Security Considerations

The security section of this docunent defines the security related
requirenents for RPP, these requirenments MJST be addressed in the
design and i npl enentation of RPP. |Inplenentations MJST foll ow best
practices, described in [BCP56] for HITP APl design

RRP core specifications MJIST include appropriate Security
Consi derations sections, specifying inplenentation and operationa
security requirenments for both RPP clients and servers

21. Privacy Considerations

*DP1. 1* The protocol MUIST provi de nechani sns to support the

i mpl ement ati on of data privacy principles, such as those found in
nmodern data protection frameworks (e.g., GPR). These mechani snms
MUST support, at a mininmum the principles of data mninisation and
purpose limtation.
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*DP. 2* To support data mininisation, the protocol MJST allow clients
to provide and manage only the data that is strictly necessary for a
specific purpose. The protocol MJUST also allow for different
representations of an object, so that a client can request a
representation containing only the data it needs and server can
return the data a client is authorised to access (See also R4.3 and
R5. 14).

*DP1. 3* The protocol’s operations and data nodel s MJUST be
sufficiently flexible to allow an operator to inplenent workflows for
exercising data subject rights, such as access, rectification, and
erasure of personal data, in a manner consistent with the operationa
and policy constraints of the provisioning environnent.

*DP1. 4* The protocol MJIST provide services to identify data
collection policies and privacy practices. Information about data
collection, retention, and privacy policies MJST be included in the
servi ce discovery docunent, enabling clients to understand how
personal and sensitive data is handl ed.

*DP1. 5* (bj ect type specification MAY define additional requirenents
related to data privacy (See: Cl.5, C2.6 and C2.7 for contact object

type).
22. Changes Hi story

This section is to be renoved before publishing as an RFC
Version -02 to -03

Added reference to tiger teamextension lists to Al.3 and A2.3
Add R9.16 to support registry operator use-case on authorization
Renanmed section "Operations and responses” to "(Operations and
request handling"” (lssue #140)

*  "Common" section of "Requirenents for object types" clearly
structured (Issue #140)

* Corrected nunbering in "Privacy Considerations" section. DPl.5
added with a clear reference to other privacy-related requirenents
(I'ssue #140)

* Added introduction to "Data Mddel" and "Data Representation”
sections for clarity (Issue #140)

* ©Mved R11.4 from"Scalability" to "Performance" as R12.5 for

better section fit (Issue #140)

Functional Equival ent defined as term (I1ssue #140)

Changed R12.2, D2.4 and C2.3 from MAY to SHOULD (1ssue #139)

Changed R8.6 from SHOULD to MJST (I ssue #139)

Renoved R7.10 and D1.7 (lssue #139)

Changed R6.4 from MJUST to SHOULD (| ssue #139)

* ok X Xk
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Fi xed Typos and references (lssue #139)

Moved R6.1, R6.2 and R6.3 to R5.14, R5.15 and R5.16 respectively
(I'ssue #139)

Revi sed and added necessary tem nol ogy (lssue #26)

Updated R4.3 to only nandate data fields that are strictly
necessary

Merged R7.9 and R5.10 (Issue #124)

Updated R4.4 to better describe profiles (Issue #15)

Renoved mandat ory password change facility in R9.10. Added
extensibility requirement in R10.16 and an essential extension in
Al. 2 (Issue #70)

Repl aced Ol.1 with R5.13 and updated R10. 14 (Issue #125)

Added requirenents R2.5, R10.15 and R10.3 (changed) related to
Generic Protocol Design Reconmendations fromthe Tiger Team
reconmendat i ons [ Ti ger TeanRecc]

Added Acknow edgenents section

Version -01 to -02

*

* Ok X *

* Ok X F

Added requirenment for support of both thick and Thin Registry
model s (R1.7)

Added requirenents for Host (Object Type

Added R10.12 on future ways of Del egation

Added requirenents for Domai n Object Type

Added rel evant and not yet covered requirenents from [ RFC3375]
(R6.5-R6.8, R12.4, Section 18.1.2)

Added R6.4 RPP MJST include a functional equivalent of the EPP
Pol | comrand.

Added requirenents for the contact object type

The security considerations section has been restructured and
expanded to provide nore detail ed gui dance on security best
practices for RPP inpl enentations.

Added additional security requirements.

R1.2 renoved

added essential and optional extensions sections in Appendix A
Added generic | ANA consi derations

Added requirenent for support of both thick and Thin Registry
model s (R1.7)

Added requirenents related to extensibility follow ng the
recomendation fromthe Tiger Team [ Ti ger TeanRecc]

Added requirenents related to enbeddi ng of EPP extensions

foll owing the recomendati on fromthe Tiger Team [ Ti ger TeanRecc]
Updated R4.6 to require the use of strict data validation

Version -00 to -01

*

*

Added Privacy Considerations section
R1.5 has been changed to MJUST instead of MAY.
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*

*

R1.6 has been changed to MJST instead of SHOULD.

Updated the entire text to make consistent use of the British
spelling style.

stripped down version history of pre-Ws-00 to -01

Version -01 to -00 (WG

*

The document has been adopted by the working group, the version
nunber has been reset from-01 to -00.

Version -00 to -01

23.

24.

24.

*

Structurally reorgani sed the docunent, renunbering al

requi renents and addi ng new sections for Operations, Cients, and
I nternationalisation

Repl aced specific technol ogy mandates with a general requirenent
to | everage RESTful best practices.

Introduced a formal franmework for extensions, including versioning
and di scoverability.

Significantly expanded the security nodel to support granular,

mul ti-user authorisation.

Mandat ed support for partial object updates and asynchronous
processing for long-running operations.

Detail ed the requirenents for a machi ne-readabl e di scovery
docunent (/.well-known).

Added mandatory support for internationalisation (il8n) and
speci fi ed consi dering JSContact for contact objects.
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Appendi x A.  Extensions

A. 1. Essential extensions
The following list of extensions is considered essential for the
conpl et eness of RPP as provisioning protocol for donmain nanmes. The
core RPP and its extensibility framework MJST enabl e creation of
t hose extensi ons.
*A.1* Moved to Appendix A 2 as A2.2_
*Al.1* An extension that allows a DNS Operator to update the DNSSEC
key material for a dommin object. This extension MAY be used by the
DNS Operator to update the DNSSEC key material for a domain object,
wi thout the need for the registrar to be involved in this process.

*Al.2* An extension for the clients to update their EPP conpatible
(client _id/password) authentication credential.

*Al. 3* Extensions listed in [TigerTeanRecc] Section 4.2.3 EPP
Ext ensi on Recomendati ons 2. Extension.
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A.2. Optional extensions

The following list of extensions is considered as possible need for
certain depl oynents of RPP, however other solutions outside of RPP
woul d be possible. Therefore RPP and its extensibility framework MAY
enabl e creation of those extensions, however it is not a MJST
criteria.

*A2.1* An extension that allows generating a representation of a
hi storical overview for an object, e.g. show all events linked to the

obj ect (create, update ...). The historical time windowis
determined by server policy and is included in the di scovery service
docunent .

*A2.2* An extension for a Search APl to allow for searching for
objects in the Registry database. Includes advanced search
capabilities for object info request.

*A2.3* Extensions listed in [Tiger TeanRecc] Section 4.2.3 EPP
Ext ensi on Recomrmendati ons 3. Design.
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