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Abst ract

Advancenents in devel opment, integration, deployment environnents and
operational paradigns have led to a desire for an alternative for the
Ext ensi bl e Provi sioning Protocol (EPP). This document defines the
architecture for the RESTful Provisioning Protocol (RPP) - an HITP
based provisioning protocol |everaging the REST architectural style
and JSON data-interchange format, aimng to standardi se a RESTf ul
protocol for provisioning database objects. The architecture

i ncl udes support for extensibility, allowing for nultiple possible
use cases. RPP is intended to co-exist with EPP, offering an
alternative protocol including data nodel conpatibility with EPP core
obj ects and the benefits associated with the REST architectural style
and wi dely adopted HTTP-based technol ogi es.
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1. Introduction

Thi s docunent outlines the architecture of the RESTful Provisioning
Protocol (RPP). RPP ains to provide a nodern, standardi sed, and
devel oper-friendly protocol for provisioning and nanagi ng objects in
a shared database or registry, initially focusing on functiona
equi val ents of EPP object mappings for domain nanes [RFC5731], hosts
[ RFC5732], and contacts [RFC5733]. RPP al so considers provisioning
of other objects as a potential use case, aimng for a uniform API

| ayer for various registry operations.
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RPP is designed to | everage the benefits of REST (REpresentationa
State Transfer), including statel essness, ease of integration, and
compatibility with existing web infrastructure and tooling such as
QpenAPl, APl gateways, and web application firewalls. By adopting
JSON as the data-interchange format, RPP seeks to align with current
devel opnment practices and the successful depl oynment patterns observed
in protocols such as RDAP [ RFC9082]. The choice of REST and JSON
also facilitates direct browser and mobile application integration

i ncludi ng nodern security mechani sms such as QAut h2. 0.

This architecture docunent serves as a foundation for a series of

specifications that will collectively define RPP. It details the
| ayered approach, core conponents, and desi gn considerations for
bui l di ng an interoperable and extensible provisioning protocol. RPP

is intended to coexist with EPP, offering an alternative for

i mpl ement ers seeking a RESTful approach without aimng to replace EPP
or define migration paths fromEPP. RPP ains for data nodel
conpatibility with EPP core objects to allow automati c and nmechani ca
mappi ng and conversion, especially for core objects (domain, contact,
host) .

2. Term nol ogy
Thi s docunent uses term nology from RFC5730 [ RFC5730] and broadly
adopts the REST architectural principles as defined in [REST] and
rel ated RFCs.

* *RPP:* RESTful Provisioning Protocol. The protocol being defined
by the RPP working group.

* *EPP:* Extensible Provisioning Protocol as defined in [ RFC5730].

* *REST:* Representational State Transfer architectural style
[ REST] .

*  *JSON:* JavaScript Object Notation [ RFC8259].

*  *JWI:* JSON Web Token [ RFC7519].

*  *(penAPl:* The OpenAPl Specification (OAS) (formerly known as
Swagger Specification) is an APl description format for REST APl s
[ OpenAPI ] .

* *RPP client:* An entity or application that interacts with the RPP

server to perform provisioning operations, such as creating,
updating, or deleting resources.
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*  *EPP Aut hlnfo:* EPP password based Authorisation Information
defined in [ RFC5731] and [ RFC5733].

* *Sponsoring Client:* The RPP Cient that currently has sponsorship
of the object.

* *CGaining Cient:* The client seeking to gain sponsorship of the
object in a Transfer Operation.

* *|IDN:* Internationalised Donain Nanes as defined in [ RFC5890]

* *TLS:* Transport Layer Security, as defined in [ RFC8446] or its
successors.

* *HITPS: * HITP over TLS, as defined in [RFC9110] or its successors
3. Requirenents

Thi s docunent is based on the requirenents defined by the RPP Wr ki ng
G oup as of 5 Decenber 2025 [ RPPReq].

4. Architectural Overview

This chapter provides an overview of the RPP architecture. A key
design principle is to |l everage existing web standards, particularly
HTTP and REST. This allows RPP to del egate functionality and
features to the well-established infrastructure and semantics of the
web, focusing its own definitions on the specific domain of object
provi sioning. Therefore, we assune:

* *HTTP and RESTful principles are foundational:* RPP | everages HTTP
for transport and adheres to RESTful principles for resource
nmanagenent .

* *Domain-specific logic resides in data representations:* The
specifics of resource provisioning are encoded within the data
structures and senmantics of the RPP message bodies.

* *Layered architecture for nodularity:* The architecture is |ayered
to pronote nodul arity, separation of concerns, and i ndependent
evol ution of different aspects of the protocol

The architecture is divided into three main layers: *HITP Transport™*,
*Dat a Representation*, and *Resource Definition*. Each | ayer defines
specific aspects of the protocol. This |ayered approach allows for
cl ear separation of concerns.
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*Data Structure* is a sub-layer of Data Representation and descri bed
later in this docunment. It focuses on the structure of RPP messages.

Simlarly *Data El ements*, their *Mapping* onto Data Structure and
*Qperations* are el enments of Resource Definition. They focus on the
semantic structure of RPP resources and transfornation of those

r esour ces.

Dat a Representation |

T T T
| Data Structure | <-ommne- +

I
Dat a | | Mappi ng |
I
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Resource Oiented Architecture

RPP adopts a Resource Oriented Architecture (ROA), aligning with
RESTful principles. This approach defines all nmanageable entities as
"resources,"” identified by unique URLs. Operations on these
resources are perforned through a uniforminterface using the
standard HTTP nethods and their semantics. This contrasts with RPC
style protocols, which often define new and specific operations wth
custom paraneters. ROA pronotes a nore standardi sed and

i nt eroper abl e approach, |everaging the existing web infrastructure
and its well-defined semantics. Key aspects of ROA within RPP

i ncl ude:

* *Resource ldentification:* Each resource is uniquely identifiable
by a URL.

* *UniformlInterface:* HITP nmethods (HEAD, GET, POST, PUT, DELETE,
PATCH) are used to perform operations on resources in a consistent
manner .

* *(Qperation Singularity* Operations, excluding collection
retrieval, are defined to target a single resource. Qperations
intended to affect multiple resources, such as bul k operations (a
singl e conmand applied to rmultiple resources) or conmand sets
(rmul tiple comrands on nultiple resources), should be nodelled
t hrough dedi cated "batch" or "bul k operation” resources.

*  *Representation:* Resources can be represented in various formats
(e.g., JSON, XM.) through HTTP standard content negotiation

* *Statel essness:* Each request to a resource is treated as
i ndependent of previous requests. The server does not mmintain
client state between requests.
* *Cacheability:* Responses can be cached to inprove perfornmance.
Architecture Layers

1. HITP Transport Layer

This layer defines the transport nechani smfor RPP nessages,
utilising HTTP as the underlying protocol

The HTTP Transport Layer consists of two sub-layers:
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4.2.1.1. Built-in HITP Features

These are features that are fully specified by the HITP standard
itself. RPP |everages these features directly, specifying their use
within the protocol without a need to define their behaviour.

It

*

enconpasses aspects such as:
*Transport security:* Mechani snms to secure message transm ssion

*Aut henticati on and Aut horisation:* Mechanisns for verifying the
identity of clients and controlling access to resources.

*Resour ce Addressing using URLs:* Consistent and meani ngful URL
structures for identifying, accessing resources and enabling
request routing.

*Mappi ng of basic operations to HTTP uniforminterface (verbs):*
Mappi ng CRUD (Create, Read, Update, Delete) operations to POST,
HEAD/ GET, PUT/ PATCH, and DELETE respectively.

*Mappi ng of operations beyond HTTP uniforminterface to URLs and
verbs:* Handling nore conpl ex operations through appropriate URL
structures and HTTP net hods.

*HTTP response status codes:* Uilising standard HTTP response
status codes to indicate the outconme of requests.

*Content negotiation for nedia types:* Supporting multiple data
representation formats and using content negotiation to select the
appropriate format.

*Cachi ng: * Leveragi ng HITP cachi ng nechani sns to inprove
per f or mance.

*Language negotiation for textual content:* Supporting multiple
| anguages for textual content and using | anguage negotiation to
sel ect the appropriate | anguage.

*Representation preferences:* The option for a client to indicate
a preference for either a full representation of an object or a
limted representation
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* *Validation preferences:* Defining the approach to the input data
validation that shall be applied by the server. The server nmay
apply lenient validation where the server makes best effort to
process the understood part of the request as opposed to strict
processi ng where the server would reject a request where part of
the data is not understood

4.2.1.2. RPP-Specific Extensions

These are protocol features where HTTP provi des the necessary
bui | di ng bl ocks, but RPP defines additional rules, conventions, or
mechani snms to address protocol -specific requirenents.

It enconpasses aspects such as:

* *Asynchronous Operation Managenent:* Facilitating the handling of
operations that are not conpleted i nmedi ately, by defining an
HTTP- based interaction pattern for status checking and deferred
result retrieval

* *RPP specific error codes and relation to HITP response status
codes: * Defining RPP-specific error codes while relating themto
standard HTTP response status codes for consistency.

* *Transaction tracing and idenpotency:* Mechanisns for tracking
requests and ensuring idenpotent operations where appropriate.

* *Versions and profiles:* Support signalling of versions of RPP
protocol and other protocol elenents as well as defining sets of
protocol elements and their versions in the formof profiles.

* *Definition of special resources:* Defining specific resources for
service discovery, netadata retrieval, etc.

* *Service discovery nechani sns:* Mechanisns for clients to discover
avai | abl e RPP servi ces.

4.2.2. Data Representation Layer
This layer focuses on the data representation of RPP nessages. It
defines the nmedia type used to carry RPP data and supports vari ous
data representation formats.

It enconpasses aspects such as:

* *Data structure:* Defining the structure and schena of the RPP
data, potentially using a specific schenma | anguage.
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4.2.3.

*Data format:* Defining the specific format used to represent RPP
data within the representation (e.g., JSON, XM. or JWI).

*Medi a Type definition:* Defining the specific nmedia type to be
used in RPP, including any constraints on the data fornat and
structure

Resource Definition Layer

This layer defines the structure and operations for each resource
type, independent of nedia type or representation. It ensures
resources are well-defined and allows for easy extensibility and
conpatibility with different nedia types

It

*

enconpasses aspects such as:

*Data el enents:* Defining the individual data el enents that make
up a resource, including their data types, formats, and any
constrai nts.

*Resource type definitions:* Defining the structure of specific
resource types by conbining data el enents.

*] ANA registry definitions:* Potentially registering resource
definitions with I ANA for standardi sed and aut omated processing.

*Mappi ng of data elenments to nedia types:* Defining how the data
el ements of a resource type are represented in different nedia
types (e.g., JSON, XM).

*Ext ensi on nmechani sns: * Provi di ng mechani sns for creating new
resource types and for extending existing resource types with new
data el ements or operations including potentially new response
status codes.

5. Protocol Details

This section provides further details on each | ayer of the RPP
architecture.

5. 1.

HTTP Transport Layer Details

The RPP architecture uses the best practices described in [ RFC9205]
for the HTTP transport |ayer.
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5.1.1. Transport Security

RPP communi cation relies on HTTPS with TLS to provide protection for
data in transit, addressing threats such as eavesdroppi ng, tanpering,
and nman-in-the-mddl e attacks. Specific security policy details are
del egated to TLS standards and best practices, allow ng

i npl ementations to adapt to evolving security requirements w thout
changes to the protocol specifications.

5.1.2. Authentication and Aut horisation

RPP is ainmed to | everage scal abl e and nodern aut hori sation standards,
with a focus on QAuth 2.0 [RFC6749] and rel ated frameworks. However,
to maintain functional equival ence with EPP client authentication,
RPP SHOULD al so support authentication schenmes that can carry a
client identifier and a password, such as HTTP Basic Authentication

[ RFC7617]. RPP should be able to support future authentication and
aut hori sation standards defined for HITP

5.1.3. Credential managenent

The managenent of client credentials is not considered to be a part
of the core protocol, for this an extension can be created using the
extension points described in Section 5.4. This will enable support
for situations where nanagenent of authentication credentials is not
del egated to a separate identity provider.

Specifications will define profiles for

* HTTP Aut hentication schenes (e.g., HITP Basic Authentication,
Bearer Token [ RFC6750] etc.)

* Authorisation frameworks (e.g., QAuth 2.0 [ RFC6749])

I mpl enentations will be able to choose authentication and
aut hori sati on nethods appropriate for their security requirenents.

5.1.3.1. Authorisation Scopes

RPP specifications will standardi se authorisation scopes (like
rpp:read or rpp:wite) to define granular access control for

di fferent usage scenarios. These scopes will be defined for various
operations and resource types, ensuring that clients can be granted
only the necessary perm ssions.
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5.1.3.2. Fine-Gained Aut horisation

RPP aut hori sati on nodels may becone fine-grained, extending beyond
si nmpl e aut h-code based nodel s used in EPP. Authorisation decisions
will be able to consider the specific operation being perforned
(e.g., update vs. read), the resource being accessed (e.g., a

speci fic domain nane), and potentially even attributes within the
resour ce.

Here solutions |ike QAuth2 RAR [ RFC9396] coul d be considered to
provi de fine-grai ned access control

5.1.3.3. Relationship between clients and authentication credentials

RPP aut henti cation and authorisation nmodel will rmake a clear

di stinction between the login credentials and the authorisation to
act in context of a given RPP client. More than one credential night
be authorised to act on behalf of the same RPP client. The sane
credential however nust always be assigned to one and only one RPP
client context.

In case of HITP Basic Authentication, one user-id is always bound to
at nost one RPP client. For QAuth, the issued token is bound to the
context of at nost one RPP client, even though the QAuth client
itself mght have access to nultiple RPP clients. The assignment of
tokens to specific RPP clients can be controlled through the

aut horisation flow using the QAuth scope paraneter. For exanple, if
an QAuth client has access to two RPP clients (Cient A and dient
B), the scope paraneter can specify which client the token applies
to. A scope value |like scope=rpp:clientA would ensure the token is
valid only for Cient A while scope=rpp:clientB would apply to
Client B

5.1.3.4. Security

RPP will not explicitly define security related policies related to
aut henti cation or authorisation (such as password conplexity, token
lifetime, cryptography used, or additional nmeasures to verify the
client) on the protocol level. Instead, these properties will be

del egated to the best practices of the chosen authentication schenes,
whi ch nmay evol ve over tine and would have to be independent of the
protocol itself.

5.1.3.5. Credential and Token Lifecycle
RPP wi || support mechani sms for revoking, rotating or deprecating

credentials, tokens, or perm ssions when they are no | onger needed or
i f they becone conproni sed.
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The architecture del egates revocati on nechani sns to the specific

aut hentication method in use, followi ng their established practices.
For CQAut h-based depl oynments, standard token revocati on nechani sns as
defined in [ RFC7009] should be utilised. For HITP Basic

Aut hentication revocation nust be fulfilled by off-band operationa
practice, or using extension as described in Section 5.1.3 to rotate
the credential. Protocol specifications nust enphasise, that

i mpl ement ati ons shoul d ensure that revocation takes effect pronptly
and that revoked credentials are consistently rejected across all RPP
endpoi nts.

Servi ce di scovery endpoints nay adverti se supported revocation
mechani sms, enabling clients to di scover how to revoke credentials
when necessary.

5.1.3.6. hject level authorisation

RPP wi Il define a nechani smfor object-Ievel authorisation,
preventing unaut hori sed access to specific objects or resources.

Each object will have an associ ated sponsor or owner with ful

control over an object, and the protocol will allow for the
specification of which clients are authorised to access or nodify
non- sponsor ed/ owned objects. This could be achi eved through state-
of -the-art standards |ike QAuth authorisation tokens, scopes, and
resour ce-specific perm ssions but al so shared secrets for backward
compatibility with EPP password-based authorisation information. Al
RPP specifications shall support the operational practices described
in [RFC9154], such as not allowi ng |long-termstorage of plaintext EPP
Aut hl nfo used for object transfer operations. Al parties involved
in a running or conpleted process, such as the Sponsoring dient and
the Gaining ient for a transfer operation, nust be allowed to query
the status of the process using the same process resource.

5.1.4. Resource Addressing
RPP resources are addressed using URLs. Considerations include:

* Hi erarchical URL structure to represent resources of different
types (e.g., /domains/{domain-nane}, /contacts/{contact-id})

* URL structure to represent list of related resources (e.g.,
/ domai ns/ { domai n- nane}/ cont acts/)

RPP URL structure will be designed to be human-readable, intuitive,
and RESTful, allowing clients to easily navigate and interact with
resources
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RPP woul d not require all URLs to be hard wired to server’s RPP root
URL. Instead, it would allow for relative URLs to be defined and

di scovered by the client. This would allow servers to distribute
resources across nultiple servers and URLs and al |l ow for easier
scaling as described in [ RFC9205]. At the sane tine the URLs shal
be deterministic for the duration of the client session in order to
mninmse round trips and streamine the interaction

As a matter of extensibility consideration RPP should allow for
additional path segnents to be added to the URLs and be di scoverable
by clients.

RPP responses will include URLs for related resources, allow ng
clients to navigate newly created resources easily. This is simlar
to the "links" concept in RESTful APlIs, where related resources are

I i nked together.
5.1.4.1. Collection Representation

RPP supports retrieval of collections of resources via dedicated

coll ection endpoints (e.g., /domains/ for listing domains). For
collections that nay contain | arge nunbers of resources, RPP supports
pagi nati on using established nechani sns such as HTTP Link headers as
defined in [RFC8288]. Itens within a collection may be returned as
partial representations rather than full resource details, reducing
payl oad size. Cients can retrieve full details by follow ng |inks
to individual resources. RPP may al so support query paraneters for
filtering and sorting collection results.

These capabilities are optional at the protocol |evel. RPP does not
mandat e bul k operations, resource listing, or filtering where such
functionality may negatively inpact server scalability or
performance. Server operators may choose not to support these
features, or may restrict their scope, based on their operationa
requirenents. Supported capabilities are advertised through the
servi ce discovery nmechani sm (see Section 5.1.22).

5.1.4.2. Internationalised Domai n Names (| DN)

RPP wi Il address the handling of IDNs in resource addressing.
Specifications will define whether to use IDN or UTF-8 encoding
directly in URLs and whether to enploy redirects to canonical URLs or
"see-al so" linking for alternative representations. For exanple, a
"see-al so" link could point froma UTF-8 encoded URL to an | DN URL
and vice versa, allowing clients to use either URL. Another way
woul d be to always redirect to the canonical URL, which would be the
| DN URL.
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5.1.4.3. Canoni cal Addressing
A single resource can be addressed using multiple alternative
identifiers in a URL. These identifiers may represent different
alternative syntactic forns, these include, but are not Iimted to:

* Internationalised identifiers (IDNs) and their ASCII/Punycode
equi val ents

* Unicode identifiers and their percent-encoded representations

The canonical address is the authoritative identifier for the
resource and is the formthat RPP uses for

* Persistent storage and internal references

* Hypernedia |inks generated by the server

* Resource netadata and sel f-1inks

* Equality checks

Any other valid address for the sane resource is to be treated
strictly as an alias. Wen a resource is addressed using an alias,
RPP rmust ensure canonicalisation through at | east one of the
fol |l owi ng mechani sms:

* Redirecting the client to the canonical URL

* Returning a representation that explicitly declares the canonica
URL

* Internally resolving the alias to the canonical identifier before
any authorisation, or state mutation occurs

Canoni cal i sation shall be performed prior to any operation that
depends on resource identity.

5.1.5. Mapping of basic operations to HITP uniforminterface (verbs)

RPP operations are nmapped to standard HTTP nethods to | everage the
uniforminterface and RESTful principles:

* *HEAD:* Retrieve resource state (e.g., retrieving domain existence

information). This may be a candi date for equival ence of EPP
check comand, however it nmay cone with a few caveats to consider:
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- EPP check is intended to check whether (future) resource
provisioning is possible. This is not semantically the same as
resource state. Overloading HEAD with EPP semantics may | ead
to confusion, especially as sonme frameworks inplicitly
i mpl ement HEAD out of GET handli ng.

- a better equival ence of EPP check would be a POST with Expect
header, however this header being a reserved header in browsers
it may not be available to all client inplenentations

The conclusion is that RPP should not overl oad HTTP HEAD wi th own
semantics, and support HEAD as it is defined in HITP

*  *OPTIONS* RPP shall not define any new semantics for OPTI ONS
however the specifications should nmake inplenenters aware of its
role in CORS and pre-flight requests typically nmade by web
browsers

* *CET:* Retrieve resource state (e.g., retrieving domain or contact
information) - EPP info comrand

* *POST:* Create a new resource (e.g., registering a domain or
create contact object) - EPP create conmand

* *PUT:* Update an existing resource in its entirety (e.g., updating
domai n registration details) - not 100% equi val ent of EPP update
command

* *DELETE:* Delete a resource (e.g., deleting a donain registration)
- EPP del ete command

* *PATCH:* Partially nmodify a resource (e.g., updating specific
attributes of a domain or contact) - EPP update command

5.1.6. Mapping of operations beyond HTTP uniforminterface to URLs and
ver bs

Many of EPP commands do not map directly to the HTTP uniform
interface. RPP will define howto handle these operations using

appropriate URL structures and HTTP net hods. |In order to nodel
addi tional operations RPP will define an abstraction of process, this
being either a transient or a long running operations with state. 1In

bot h cases such process may accept additional input data as well as
have an outcone or result not being part of the resource state
itself. Processes shall therefore be nodell ed as separate sub-
resources of the resource being processed, with own uniforminterface
and set of operations (CRUD).
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EPP transfer commands (query and transform), may be nodelled by a
subresource /transfer of the resource being transferred, or a
collection /transfers with a PUT/ POST operation correspondingly to
initiate the transfer, GET operation to query the transfer status and
PCST operation to approve or reject the transfer

O her transformoperations like renew, or restore which are not
directly addressable resources in terns of REST will nodelled as a
convention of URLs with processing resources with only POST
interface, e.g. /renewal

Bul k operations can be supported on collections of resources, such as
updating multiple donmain objects within a single transaction. URLs
for bul k operations nmust unanbi guously indicate that the operation
targets nultiple objects, ensuring clear intent for clients and
servers. Unless explicitly specified otherwi se by the server
operator, bulk operations should be executed atomically in a single
transacti on, guaranteeing consistency across all affected resources.

This pattern can be further applied to object operations not defined
in the core protocol or EPP, allow ng easy and uniform extension of
al | oned operations.

In order to mnimse nane collisions between process nanes and ot her
ki nd of sub-resources, a distinct path segnment shall be dedicated to
processes, e.g. /processes/{process-nane} or /operations/{operation-
nane}.

The path segnents shall be appended to the resource path to create
full URI of such processing resource (e.g. /domains/{donain-
nanme} / processes/renewal for domai n renew operation).

As discussed in Section 5.1.5 EPP check conmmand may not be
appropriate to be nmapped directly to the HITP uniforminterface of
the resource itself. EPP check command will be therefore nodelled as
sub-resource such as /availability offering both HEAD operation for
qui ck yes/ no response and GET operation for nore detail ed response
all owing for exanple to extend on the dataset provided (e.g. pricing
i nformation).

This basic set of rules and guidelines will be further refined in the

RPP specifications and give a universal toolset for extendi ng RPP
wi th new resources and conmmands.
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5

5

5

1.7. Server-Mnaged Resources

RPP supports the definition of first-class resources whose state is
managed exclusively by the server rather than provisioned by clients.
These server-nmanaged resources are read-only fromthe client’s
perspective, permitting only retrieval operations (GET, HEAD) through
the uniforminterface. Mdification operations (PCST, PUT, PATCH,
DELETE) are not available to clients for these resources.

Server - managed resources are identified by URLs follow ng the sane
addressi ng conventions as client-provisioned resources. They
participate fully in RPP's resource nodel, including content
negoti ati on, caching, and representation formats. The read-only
nature of these resources is enforced by the server, which responds
with appropriate HITP status codes (e.g., 405 Method Not All owed or
403 Forbidden) if a client attenpts a nodification operation

Furt her aspects of server-managed resources, including exanples and
sub-resource rel ati onshi ps, are described in Section 5.3.5.

1.8. HITP response status codes

In general RPP shall nake use of HTTP response status codes to

i ndi cate general response status categories (e.g., 2XX success
responses, 4xx for client errors, 5xx for server errors) [RFC7231] as
opposed to respondi ng al ways 200 if the request was understood even
if the operation itself failed. This allows clients and
intermediaries to make first |level of determ nation of the requests
out cone based on the status code al one, without needing to parse the
response body.

RPP shall use as specific HITP response status codes as possibl e,
usi ng generic codes |ike 400 Bad Request or 500 Internal Server Error
only if no corresponding specific code exists (e.g. 404 for not

exi sting resource or 401 for unauthenticated request).

More specific RPP codes are elaborated in Section 5.1.16
1.9. Content negotiation for media types

RPP supports content negotiation to allow clients to specify
preferred nedia types for request and response payl oads using the
HTTP ’ Accept’ and ' Content-Type' headers [ RFC7231].

* "application/rpp+json” as the primary nedia type.

* potential nedia type paranmeters for versioning, profiles, and
ot her protocol elenents.
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* Potential support for other nmedia types defined in the Section 5.2
5.1.10. Caching

RPP shal | benefit from HTTP standard cachi ng mechani sns to enabl e
standard components |i ke proxies and caches to inprove perfornance
and reduce | oad on servers. RPP shall define caching policies for
different resources and operations, including cache-control headers
and ETag support.

5.1.11. Language negotiation for textual content

RPP shal | support | anguage negotiation to enable clients to request
responses in a preferred | anguage using the HITP ' Accept - Language
header [ RFC7231].

* Server inplenmentations MAY support nultiple | anguages for textua
content in responses to provi de human-readabl e | ocalised
responses.

* The default |anguage and mechani sms for indicating supported
| anguages wi ||l be defined, preferably using HTTP nethods, |ike
OPTI ONS or HEAD requests.

* "application/rpp+json" nmedia type may support multi-|anguage
representations, especially for witing operations involving user
provi ded content. Oher nedia types may have different nechanisns
for | anguage representation.

5.1.12. dient Signalling for Response Verbosity

RPP may utilise the HTTP Prefer header [ RFC7240] with the "return”
preference to allow clients to control the verbosity of responses.
For exanple, clients not interested in full resource representations
could use Prefer: return=mnimal to request mninal responses,
reduci ng payl oad sizes and inproving efficiency or Prefer
return=representation to receive full representation of the object.
The default behaviour, w thout the Prefer header, would be to return
a full representation only for GET requests and a mnimal resource
representation in all other cases, simlar to responses in EPP, and
following the data minimsation principles. For certain use-cases it
m ght be convenient for a client to receive also dereferenced full or
partial representation of related objects. For exanple details about
sponsoring client of domain nane instead of just ID. "return"
preference syntax alone is not sufficient for this purpose, therefore
RPP woul d need to define custompreference and register it in "HITP
Preferences" | ANA registry.
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5.1.13. dient Signalling for Request Validation

RPP may utilise the HTTP Prefer header [RFC/7240] for signalling the
preference for either strict or lenient processing of requests. This
allows clients to indicate whether they prefer strict validation of
message payl oads and rejection of requests with unknown properties or
a nmore | eni ent approach ignoring unknown properties that may all ow
for additional flexibility in processing. The default behaviour,

wi t hout the Prefer header, would be strict validation.

5.1.14. Asynchronous Operation Processing

The RPP architecture acconmodat es operations that are potentially

| ong-runni ng or cannot be conpl eted synchronously due to their nature
(e.g., acting on nultiple objects, resource-intensive tasks, or
processes invol ving nmanual steps). This is achieved by |everaging
standard HTTP nechani sns to provide an asynchronous interaction
pattern. This pattern allows a client to initiate an operation and
receive an i mredi ate acknow edgenent, with the nmeans to check the
operation’s status and retrieve its outcome at a |later point.

The typical interaction flow facilitated by the architecture is as
follows: 1. Aclient initiates an operation via an HTTP request. 2
For operations processed asynchronously, the server typically
responds inmedi ately with an appropriate HTTP response status code
and an indication of a status resource where the client would be able
to obtain result of the operation. The resource nmay be dedicated to
the specific perforned operation, be a subresource of the resource
bei ng processed, or be a separate nmessage queue resource with a
stream of operation results. 3. The server nmay al so provide
additional signalling in the response to indicate the expected tine
for conpletion or other relevant information using standard HTTP
mechani sms. 4. The representation of the status resource reflects
the operation’s progress. Once the operation concludes, this
representation indicates the final outcone, providing either the
results directly, links to the results, or detailed error information
inline with RPP's error reporting principles. It shall remain up to
protocol design for certain operation and server policy which
granularity of status information shall be offered. In sone cases it
m ght be sufficient to have one final nessage, in other cases
intermedi ate statuses might be required. The lifetime of these
resources night also be differentiated. Messages in the queue woul d
exist until they are read out by the RPP client. Oher status
resources night exist for a specific time defined by the server after
the processing reached its final state. Finally resources m ght
virtually exist forever or require an explicit delete operation from
the client.
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This architectural approach to asynchronous operations allows client
applications to remai n responsive and nmanage extended processing
times effectively, contributing to the overall scalability and
robustness of interactions within the RPP ecosystem Specific RPP
operations intended for asynchronous execution will be designed to
utilise this pattern.

5.1.15. Service Messages

RPP provi des a nechanismfor servers to conmuni cate servi ce nessages
to clients, offering a functional equivalent to the EPP Poll comrand
described in [RFC5730]. Service nmessages may include notifications
about events affecting client resources (such as transfer requests,
expirati on warni ngs, or admnistrative actions), system
announcenents, or other server-initiated conmunications.

In order to enable effective and unanbi guous processing of the
messages, the data nodel of a nessage defines netadata fields with a
type of a message and extension or a profile used to produce it.

RPP defi nes nmessage queue resources that clients can access to
di scover and retrieve pending service nessages. The baseline
interaction pattern follows a read-first/acknow edge-del ete approach

1. The client queries the nmessage queue resource to retrieve the
first avail abl e nessage.

2. The client processes the nessage content.

3. The client explicitly acknow edges the nessage t hrough a DELETE
operation, renmoving it fromthe queue. This step can optionally
be optim sed to execute together with step 1 for the foll ow ng
nessage

In order to assure idenpotency and proper processing in case of
concurrent clients, each service nmessage carries a unique nessage id,
which allows clients to assure the correct nmessage i s acknow edged
and deleted in step 3.

RPP of fers separate queues per nessage type, so that clients may
split the workload to several specialised readers, however a unified
queue of all nessages is offered for conveni ence and EPP
conpatibility.
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The basel i ne mechani sm may be extended through nessage filtering,
where clients may apply filters using query paraneters when querying
the message queue to retrieve only messages matching specific
criteria. This feature might be useful to peek nessages related to a
certain object without need to process the whol e queue.

The desi gn of nessage partitioning in separate queues and filters
must assure processing order of related or interdependent messages,
so that the client can reconstruct a consistent state of an object at
all tinmes.

I nformati on about unread nessages nay be delivered as a custom HTTP
header with each queue response. Such header can be al so added to

ot her responses (for exanple with the first response after the queue
state change or every n-th response or time based) in order to give a
hint to the client about unread nessages, however possible negative

i npact on server operation and performance shall be taken into
account .

The design of end points to retrieve/ acknow edge/ del ete service
messages shall assure further extensibility to optionally allow
operation on multiple nessages in a single request, reducing round
trips for clients with many pendi ng nessages.

The architecture does not address service nmessage streaming or other
push-based approaches to nessage delivery, however these sol utions
can be added at any tine later w thout changes to the base nechani sns
descri bed above.

5.1.16. RPP specific status codes and relation to HTTP response status
codes

RPP uses a dual -l ayer approach for signalling operation outcomnes,

| everagi ng both standard HTTP response status codes and RPP-specific
status codes. This allows for conpatibility with generic HTTP
conmponents while providing detail ed, application-Ilevel feedback for
RPP clients.

* The HITP response status code [RFC7231] nust be used to convey the
overal | outcone of an operation. Any HITP-aware conponent, such
as a proxy or nonitoring tool, can determne if a request was
successful (2xx), resulted in a client error (4xx), or a server
error (5xx) by inspecting the HITP response status code al one.

* RPP-specific status codes, transnmitted in a dedi cated HITP header,

must be used to provide granul ar, application-Ilevel information
about the operation’s result.

Kowal i k & Wil I'i nk Expi res 31 August 2026 [ Page 22]



I nternet-Draft ietf-rpp-architecture February 2026

* RPP responses must include both an HTTP response status code and
an RPP-specific status code, however in some cases request
handl i ng may be term nated already on HTTP | evel, for exanple due
mal f ormed HTTP nessage, in such cases only HTTP response status
code will be present.

* RPP-specific status codes should be mapped to the nost
semantically appropriate HITP response status code. For exanple,
an RPP status code indicating "object already exists" during a
creation attenpt should map to HTTP 409 (Conflict), while a code
for "object does not exist" during a | ookup should map to HTTP 404
(Not Found). |If no specific HTTP response status code is a good
semantic fit, a generic code (e.g., 400 for a general client-side
business rule failure, 200 for a successful operation with
additional information) should be used.

* This mechani smapplies to both successful and unsuccessfu
operations. A successful response (e.g., HTTP 200 OK) may i ncl ude
an RPP-specific header to provide additional information, such as
war ni ngs, deprecation notices, or details about a partial success.

* |In the case of an error, the response body should contain a
machi ne-r eadabl e probl em details docunent [RFC9457] to provide
further information about the error

* RPP status codes should be categorised as either tenmporary or
permanent to guide client retry behaviour

* RPP should al so use other standardi sed HTTP si gnaling nechani sns
where appropriate, for exanple for rate linmting.

5.1.17. Transaction tracing and i denpotency

RPP shal | support identification of requests and responses on both
client side and server side with use of client provided identifiers
and server provided identifiers. This will allow for tracking of
requests and responses in case of errors, and for idenpotency of
requests.

Client provided identifier shall be returned in the corresponding
synchronous response and shall be included in the asynchronous
responses. This identifier shall be al so used as idenpotency
identifier to allowclients to retry requests wi thout risk of
duplicate processing. The client provided identifier shall be unique
for the client and the lifetine of the identifier shall be defined by
the server, typically for alimted tine after the request was
processed.
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Server shall always generate own uni que transaction identifier,
regardl ess of nature of the transaction (readi ng or changing).

The transmi ssion of transaction identifiers should be defined outside
of the Data Representation Layer (e.g. as HTTP Headers), to assure
clear separation of resource representation from perfornmed actions.

I f possible existing mechani sms of HTTP shall be enpl oyed.

5.1.18. Message verification

RPP may optionally support the creation and verification of digita
signatures to provide an additional |ayer of protection by enabling
the client and server to verify nmessage integrity and authenticity.
The nechani sm for signing and verification of a nessage is described
in [RFC9421]. dients nust provide their cryptographic public
key(s), used for signing requests, to the RPP server operator via an
out - of -band process. The server, in turn, will publish its public
keys, used for signing responses, through the RPP capabilities

di scovery mechani sm

5.1.19. Protocol Versioning

RPP wi Il define a versioning schema for the protocol itself, the

ext ensi ons and ot her protocol el enents such as profiles as
appropriate. The versioning schema shall on one side allow for

i ndependent introduction of new features in a non-breaki ng nmanner on
both client and server side, and on the other side allow the opposite
party of the conmunication to determine if the version is conpatible
or not. One of potential approaches having this property m ght be
use of Semantic Versioning [SenVer], but al so other versioning schema
shal | be possible.

Signalling of the versions will be preferably realised using
paraneters of the media type

5.1. 20. Profil es

In real operational conditions different RPP server operators nmay
have different requirenments regarding set of protocol elenents and
their versions necessary to be supported by the client to enable
reliable comunication. Such requirenents may al so be defined by
external policies. For this purpose RPP will define a concept of
profiles, being identifiers translated into a certain nininmm
configuration of protocol version, extensions and their versions.
The profiles thenmselves will be versioned in the sane way as other
protocol elenents. Comonly used profiles may be published in a
dedi cated I ANA registry to pronote reuse of profiles. A client or
server will use the IANA identifier for a profile to indicate support
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for the profile.

RPP may define a machi ne-readabl e definition of profiles to all ow
automatic processing by the clients, but may also refer to other
forns of profile specification

Signalling of the profiles will be preferably realised using
paraneters of the media type

5.1.21. Definition of special resources
RPP rmay define special resources for specific purposes:

* Service Discovery endpoints to advertise protocol capabilities and
supported features (see Section 5.1.22).

* Metadata endpoints to provide schema information or other
protocol -1 evel netadata, potentially including QoenAPl definitions
for docunentation and code generation

5.1.22. Service discovery nechani sns

RPP defi nes nmechani sms for service discovery, allowing clients to
dynani cal | y di scover RPP service endpoints, capabilities, and
operational policies. This reduces coupling between clients and
servers and enables clients to adapt to server configurations w thout
har d- coded assunptions. Service discovery is used to bootstrap the
conmuni cati on between client and server, its capabilities, and
operational policies.

5.1.22.1. Service location bootstrapping

In order to discover the location of RPP services for a given TLD or
other kind of registry RPP may enpl oy publishing bootstrapping
information in | ANA registry backed with an APl (simlar to RDAP
boot st rappi ng as per [RFC9224] or special DNS TXT resource records.

5.1.22.2. Service discovery docunent

The service discovery docunent is a machi ne-readabl e resource that
describes a server’'s capabilities, supported features, and
operational policies. Cdients retrieve this docunent to understand
how to interact with the server and what behaviour to expect. The
docunent i ncl udes:

* Supported protocol versions, extensions, and avail abl e resource
types.
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* Supported authentication nmethods and security requirenments.
* | DN policies and handling conventions.

* Mai ntenance notices, informng clients about schedul ed service
unavail ability.

* Data privacy policies, including information about data collection
(what personal or sensitive data is collected and for what
pur poses), data retention (how long data is stored), and privacy
practices (how data is protected and with whomit may be shared).

* URl tenplates [RFC6570] for advertised resource endpoints,
allowing clients to navigate directly to known resources w thout
addi tional server queries and w thout hard-codi ng URLs.

* Cryptographic key(s) used by the server for signing responses,
which clients may use as an additional check for verification of
response authenticity.

* Links to external resources related to the server or its
operational context, such as rel ease notes, change |ogs, or policy
docunent s.

By default the document will be published using well-known URIs

[ RFC8615] (e.g., /.well-known/rpp-capabilities) for retrieving
service discovery docunents. In order to inprove scalability it is
worth considering to distribute discovery endpoints per resource type
(e.g., /domains/.well-known/rpp-capabilities) instead of a single
regi stry-w de endpoint.

5.1.22.3. Discovery docunent freshness

The server configuration is considered static between its
reconfigurations and is not used for dynani c purposes such as | oad
bal ancing. RPP therefore defines a versioning nechanismfor the
service discovery docunent to allow clients to detect when the
docunent has changed. To mininise unnecessary re-fetching, both
parties signal the version they are operating with: the client

i ndi cates the version of the discovery docunent it currently holds,
and the server signals the current version in its responses. This
mut ual version signalling allows the server to detect when a client
is operating with a stale docunent and pronpt it to retrieve an
updat ed version. Were a new version introduces breaking changes or
deprecates features, the server may additionally warn the client in
advance before the change takes effect.
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5.1.23. Scalability

5.

5.

5

2

2

2

RPP | everages HITP, enabling the use of standard web scalability
techni ques such as | oad bal anci ng, horizontal scaling, and
distributed caching. Stateless interactions allow requests to be
handl ed i ndependently, facilitating distribution across nultiple
servers and rapid scaling in response to denand. RPP shall enable by
design existing web security and mtigation mechani snms to defend

agai nst attacks such as Denial of Service (DoS)

Dat a Representation Layer

This layer focuses on the data representati on of RPP nessages. It
defines the nmedia type used to carry RPP data and supports vari ous
data representation formats.

1. Data structure

RPP will define the overall structure of the message payl oad carried
by the chosen nmedia type. By default one data structure will be
defined, however RPP should be able to support multiple data
structures, especially for conpatibility with EPP and ot her

st andar ds.

* *"RPP" Structure:* Defining a new, dedicated data structure
specifically for RPP nmessages. This would be the default in core
speci fications.

QO her future possibilities:

* *EPP’ Structure Adaptation:* Reusing or adapting to the existing
EPP XML schermas, to maintain data nodel conpatibility with EPP
core objects and sinplify mapping from EPP

* *'JSContact’ Structure Adaptation:* Adapting to the existing JSON
representation for Contact Information [RFC9553], to maintain
al i gnment with RDAP.

* *VC Structure Adaptation:* Adapting to existing Verifiable
Credentials ([WBC-VC], [SD-JWI]) data structures, especially for
representing identity or authorisation information, allow ng for
integration with external identity systens.

2. Data formt
The primary format for RPP data representations shall be JSON

however RPP shoul d be able to be extended to support other formats
like XM., JWI, JWI-SD or CBOR

Kowal i k & Wil I'i nk Expi res 31 August 2026 [ Page 27]



I nternet-Draft ietf-rpp-architecture February 2026

*  *JSON: * Standard JSON format [ RFC8259].

* *XM.:* eXtensible Markup Language [ XM.] (considered for potentia
conpatibility with EPP).

*  *JWI:* JSON data encapsulated within a JSON Wb Token [ RFC7519]
for potential use-cases when verifiable data consistency is
required

* *JWI-SD:* JSON data with Selective Disclosure using JW's [ RFC9901]
for minimsation of exposed data.

* *CBOR * Concise Binary Object Representation for specific use
cases requiring conpact binary encodi ng [ RFC8949].

Sone data formats can be optionally represented in other
encapsul ati ons, for exanple JSON data can be represented also in JW
or CBOR  Change of encapsul ation shall not affect the data
structure. This night be beneficial if RPP is to be extended to
support different data formats in the future that only require

addi tional properties provided by encapsul ation, |ike signing,
encryption or binary representation

5.2.3. Data Validation

Data structures and formats will be described using a schema

| anguage, such as JSON Scherma, OpenAPl, CDDL or other appropriate
stabl e and open standard for JSON data structures. It will enable
data validation to be perfornmed by both client and servers on

recei ved requests and responses. For exanple, JSON Schema can define
the expected structure of a domain object, including required fields
and data types, allowing clients to validate their requests before
sendi ng them and servers to ensure incomng data confornms to the
expected format. The schenmas nust support both strict and | enient
processi ng of requests and responses and support protoco
extensibility.

5.2.4. Media Type definition
Toget her data structure and data format woul d define the whole nedia
type. So "application/rpp+json" would be the primary nedia type with

"rpp" payloads in plain json format. "application/epp+xm " woul d be
epp payl oad as per [RFC5730].
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5.2.5. Optionality

The result of a RPP operation may result in an enpty HITP nessage
body when nmapped to a representation, for exanple a check for

exi stence is allowed return only HITP and RPP headers to indicate the
result of the executed operation

5.3. Resource Definition Layer

Each resource type, no matter if on a top |evel, being an independent
provi sioni ng object, or a subresource, being a part of another
resource, shall be well defined including data el enents and possible
operations. A resource definition shall on the first |evel of
abstracti on be conposabl e out of data el ements, w thout any reference
to the nmedia type or representation. This will allow for easy
extensibility and conpatibility with different nedia types.

Al'l resource types shall be defined in ANA registry in a way that
allows fully autonated processing of the resource definition,
i ncluding data el enents, operations and nedi a type representation

5.3.1. Data El enents

This part defines logical data el enments for each resource type, which
can al so be re-used across resource types. It is abstracted fromthe
actual transport and nmedia type, focusing on the structure and
constraints of data elements. Data elenment definition includes

* |dentification of logical data units (e.g. a stable identifier of
a data el enent, which is independent of the representation)

* Definition of |ogical data units (e.g., domain nane, contact
details)

* Format and schenm for primtive data el enents or reference to
other resource type definitions

* Definition of container elements, which are |ogical groupings that
can encapsul ate zero or nore data el enents or other containers
Cont ai ner types include ordered lists (e.g., a sequence of
naneservers) and maps (e.g., key-value pairs for extension data).
The representation of container elements in specific data formats
is defined by the mapping | ayer

* Constraints on data elenents (e.g., data type, length, allowed
val ues)

* Mechanisnms for extensibility, if applicable
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Data el enents shall be defined in IANA registry in a way that allows
for automated processing of the data el enent definition, including
constraints and references to other data el ements.

5.3.1.1. Required and Optional Data El enents

RPP Core specifications define the data elenents that are required
for the technical provisioning and maintenance of objects as required
at the protocol level. Oher defined data elements are optional at
the protocol |evel

Servers may desighate any protocol -optional data el ement as mandatory
according to their |ocal server policy. Such server-specific
requirenents are comunicated to clients through profile definitions
or service discovery mechani sns.

5.3.2. Relationships

Resource types can define explicit relationships (links) to other
resource types, supporting flexible cardinality-including one-to-one,
one-to-many, and many-to-many associ ations. This enabl es robust
nodel | i ng, navigation, and managenent of conplex, interconnected
resources within RPP. A relationship nust also be able to define its
own properties or attributes, such as type of relationship or other

ki nd of metadata assigned to the relation link itself rather than an
obj ect on any side of relation

5.3.3. Mapping

This layer defines the mapping of Data Elenments onto the Data
Representation Layer. For exanple in case of "application/rpp+json”
medi a type, the mapping | ayer woul d define how the |ogical data units
are represented in JSON format.

This additional |level of indirection would allow usage of data
formats defined outside of rpp specifications - for exanple usage of
Verifiable Credentials or Verifiable Presentations as first class
resource types for contacts in RPP, and mappi ng appropri ate data

el ement s.

The mapping |ayer shall be defined in I ANA registry in a way that
allows for automated processing of the mapping definition, including
reading and witing operations. Mechanisns, such as defined for
JavaScript Object Notation (JSON) Patch [ RFC6902], may be used to
define the mappi ng.
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5.3.4. Operations

Each resource type shall define operations possible on this resource
type. This may enconpass any of the nechani sns defined on the HITP
transport | ayer.

Operations shall be defined in IANA registry in a way that allows for
aut omat ed processing of the operation definition, including
constraints and references to other resource types.

5.3.5. Server-Mnaged Resource Types

As nentioned in Section 5.1.7, RPP supports server-managed resources
as first-class resource types. These resources are defined using the
same mechani snms as client-provisioned resources, including data

el ements, mappings, and | ANA registry entries. The distinction lies
in the pernmtted operations: server-nanaged resource types restrict
operations to read-only access (GET, HEAD).

Exanpl es of server-managed resource types include

* Registry policy information (e.g., supported TLDs, pricing,
regi stration rul es)

* Server operational status and health information
* Statistics

Server - managed resources nmay expose logically associated infornation
as sub-resources.

A special class of server managed resources woul d represent

provi sioni ng objects, which cannot be nodified by any externa
client, but rather are nmanaged by server operator. Fromthe externa
client view those resources would be read-only, however the server

m ght actually inplenent nodifying operations to those objects
available only to internal clients and tools, controlled by

aut hori sati on nechani sns.

5.3.6. Data privacy

RPP request and response representations may contain personal data or
ot her sensitive information subject to privacy regul ations. The
architecture incorporates nmechani snms that enable inplenentations to
adhere to data privacy principles such as data mninisation and
purpose limtation.
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Data m nimsation is supported through the protocol’s design
principle that only strictly necessary data elements are required at
the protocol |evel (see Section 5.3.1). Servers may further
constrain which elenents are required through profile definitions.
The Prefer header nechani sm (see Section 5.1.21) allows clients to
request mininmal representations, and Fine-Gained Authorisation (see
Section 5.1.3.2) and Object |evel authorisation (see Section 5.1.3.6)
enabl e servers to return only the data a client is authorised to
access.

Purpose limtation is supported through nmultiple nechanisns. Data

el ement definitions may include purpose attributes, indicating the
speci fic processing purposes for which each elenment is intended.

Aut hori sation scopes (see Section 5.1.2) can be defined to restrict
access to data el ements based on their declared purpose, ensuring
that clients only receive data relevant to their authorised use. The
service discovery docunent (see Section 5.1.22) advertises data

col l ection purposes, allowing clients to understand how their data
will be used and retained before subni ssion.

5. 4. Ext ensi on nmechani sns

The RPP architecture is designed to be extensible, allowing for the
addition of new resource types, data elenents, and operations w thout
breaki ng existing inplenentations while maintaining interoperability
and stability. This enables RPP to integrate with emerging
technol ogi es and support a w de range of provisioning scenarios.

5.4.1. Layered Extensibility

The | ayered design ensures that each architectural |ayer (HTTP
Transport, Data Representation, Resource Definition) is defined

i ndependently, allow ng new features or technol ogies to be introduced
at one |l ayer without inpacting others. This separation enables
focused extension of specific protocol aspects and preserves overal
coher ence.

5.4.2. Pr ot ocol El enent Extension

Ext ensi ons may i ntroduce new protocol elenents at various |evels of
granul arity:

* New resource types and server-managed resource types with their
compl ete definitions

* Additional data elenents that can be incorporated into existing or
new resource types
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* New operations on existing resources, including process sub-
resour ces

* Additional paraneters for existing operations
* Additional result information in operation responses

* New RPP status codes with their mappings to HTTP response status
codes

*  New HTTP headers for conveying RPP-specific data structures or
control signals

5.4.3. |1 ANA Registry-Based Di scovery

Resource types, data el enments, nappings, and operations are
registered in | ANA regi stries using nachi ne-readable formats. This
enabl es aut omat ed processing, discovery, and extension of protocol

el ements without requiring changes to the core specifications.

Ext ensi ons must be registered with 1ANA to facilitate standardi sation
and reuse. These registration requirenents are fine-grained,
appl yi ng i ndependently to protocol el enents such as resource types,
data el ements, operations, and status codes. This approach pronotes
consi stency and interoperability, avoids fragnentation from
conflicting definitions, and all ows protocol elenents to evolve

i ndependent | y.

5.4.4. Conpatibility and Profiles

Conpatibility profiles can be defined to support subsets of RPP for
specific use cases, such as EPP conpatibility profiles that enable
gradual migration or interoperability scenarios. Service discovery
endpoi nts and content negotiation mechani snms allow clients and
servers to dynamcally discover and utilise new capabilities,
resource types, and representations as they are introduced.

5.4.5. Nane Management and Collision Avoi dance

RPP ext ensi ons MUST define uni que nanes for all extension elements to
prevent conflicts with other extensions and with core protoco

el enents. These nanes are used consistently in resource identifiers,
data elenment identifiers, and URL path segnents.

St andar di sed RPP extensions MJST register their names in a dedicated
| ANA registry for RPP extensions to ensure gl obal uniqueness and
avoid collisions. Private (non-standardi sed) extensions are al so
required to use uni que nanes, but are not required to register with
IANA. This allows private extensions to be devel oped and used within
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5.

5.

7

specific inplenentati ons or organi sations without inpacting the

gl obal RPP ecosystem Private extensions should use nanmes that are
unlikely to conflict with other extensions or with RPP core el enents,
for exanple by using reverse domain notation as a prefix (e.g.,

org. exanpl e. rpp).

Thi s nam ng nmechani sm ensures that new resource types, data el enents,
and operations can be introduced independently and safely, supporting
the extensibility goals of the RPP architecture while maintaining
interoperability and clarity across inpl enentations.

4.6. Extension Security

Ext ensi ons operate within the same security architecture as the core
protocol. Security, authentication, and authorisation mechani snms
defined at the HTTP Transport Layer (see Section 5.1.2) apply
uniformy to both core protocol operations and all extensions. This
"security by design" approach is ained to ensure that extensions
cannot bypass or weaken the security posture established by the core
protocol. Extensions nust not introduce new authentication or

aut hori sati on nechani sns that circunvent or conflict with those
defined by the core specifications.

4.7. Ext ensi on Revi ew

Bef ore any extension is accepted by | ANA a review by an RPP expert
must be performed. This review includes verification that the

ext ensi on does not violate any of the RPP security considerations and
that it correctly integrates with the protocol’s security franework
The conplete reviewcriteria will be included in the "I ANA

Consi derations" section of any docunent describing RPP extension
mechani sms, according to the BCP described in [ RFC8126].

| ANA Consi der ati ons

Thi s docunent defines the architecture for the RPP and requires no
actions by | ANA

Al references to potential |ANA registrations in this docunment, such
as nedia types, extension registries, or other protocol artefacts,
are strictly informational. They describe design considerations and
anticipated future needs of the RPP protocol. Any actual |ANA
actions resulting fromthe RPP protocol will be requested in
standards-track protocol specification docunents that define the
concrete protocol el enents.
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7.1. -00to -01

* Extensi on Mechani sns

Ref act ori ng of Extension mechani snms Section and addition of
extensibility with transient request paranmeters and responses
(I'ssues #94 and #95)

Added HTTP Headers to the "extension-nechani sns” section (Issue
#93) .

Added Extension Security and Extensi on Review Sections to
Section 5.4 (lssue #91).

* Service Discovery & Profiles

Added data privacy to Service discovery nechani sns and new
"Data privacy" section. Refactored the whole section
Section 5.1.22 (Ilssue #100).

Added Advertising of maintenance notices to "Service D scovery”
section. (lssue #88)

Added text about conpatibility profiles to "Profiles" section
(I'ssue #29)

* Collections, Bulk Operations & Filtering

Added Section Collection Representation for API-|eve
collection retrieval and expanded contai ner el ement description
in Data Elements Section. (Issue #85)

Ext ended Col | ecti on Representation to clarify that bul k
operations, listing, and filtering are optional and nmust not be
mandat ed where they negatively inpact scalability or
performance (lssue #41).

* Security & Authentication*

Added "additional neasures to verify the client" to
Section 5.1.3.4 (Issue #76).

Added TLS mandatory to Section 5.1.1 (lssue #78).

Create "Credential managenent” section for updating credentials
usi ng an extension.
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Added Section Section 5.1.3.5 for credential and token
revocation/ repl acement nmechani snms (I ssue #79).

Added text about signing nessages in the "Message verification"”
section. (lssue #33)

Added reference to RFC9154 in the "Object |evel authorisation”
section. (lssue #89)

*  HITP Layer

Added " Canoni cal Addressing" section (lssue #81)

Added "Optionality" section to explicitly allow enpty HTTP
message body in a response (Issue #97).

Fi xed i nconsi stent usage of HTTP status codes (Issue #108).

* Resource Definition & Data Mde

Added a "Rel ati onshi ps” section to describe resource type
rel ati onships. (Issue #83)

Added Section Required and Optional Data Elenents to Data
El ements to explicitly address protocol -1evel vs. server-
policy-level data el ement requirenents (Requirenment R4.3).

Added Server-Managed Resources Section to HTTP Transport Layer
Detail s and Server-Managed Resource Types Section to Resource
Definition Layer to define read-only server-nanaged resources
(I'ssue #84).

Explicitly state that all parties involved in a process are
allowed to retrieve the process status. (lssue #98)

Added Section Section 5.1.15 to describe poll nessage
equi val ent (1ssue #87).

* Protocol Behavi our

Changed default validation fromlenient to strict. (lssue #82)

Added "Scal ability" section. (Issue #92)

* FEditorial & Term nol ogy

Added IDN to "Term nol ogy" and "Service di scovery nechani sns"
sections
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- Added boilerplate | ANA Consi derations section
- Editorial: updated docunent references
7.2. -03 to draft-ietf-rpp-architecture-00
* No changes. Document adopted by RPP WG
7.3. -02 to -03
* split into HTTP built-ins and customRPP in Section 4.2.1
Reor gani sed Section 5.1 to reflect that and added/rewitten sone

parts to cover all aspects.

* (Carified the relationship and mappi ng between HTTP response
status codes and RPP-specific status codes in Section 5.1.16

* Added paragraph on pronotion of standard extensions to
Section 5. 4.

* Fi xed broken references to non- RFC document s

* Explicitly stated that RPP SHOULD support client _id/ password
aut hentication for EPP conpatibility in Section 5.1.2.

7.4. -01to -02

* Added responses nust contain links to relevant object to
Section 5.1.4

* Added round trip minimsation principle to Section 5.1.22

* Added description of |enient versus strict request validation to
Section 4.2.3.

* Added description of asynchronous handling to Section 4.2.1 and
Section 5. 1.

* Added Operation Singularity to Section 4.1
* Added Versioning chapter to Section 5.1

* Added Profiles chapter to Section 5.1

* Added Security section to Section 5.1.2.

* Added Rel ationship between clients and authentication credentials
to Section 5.1.2.
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* Add Data Validation (Section 5.2.3) section with schema | anguage
support for RPP to Section 5.2

* Added Nane Managenent and Col | i sion Avoi dance section to
Section 5. 4.

* Added Section about dereferenced rel ated object representation to
Section 5.1.21.

7.5. -00to -01
* Renoved requirenents and replaced with a reference to RPP W5

* Encapsul ation renoved as a primary extension point and part of
architecture

* Added reference to JSContact as a possible contact representation
* Added HEAD verb to basic operations

* Updated RPP specific status codes and relation to HITP response
status codes

* Added Extension mechani sms section to Protocol Details
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