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Abst r act

By and large, a correct operation of a network running RPL (the | Pv6
routing protocol for | ow power and | ossy networks) requires border
routers to be up. |In many applications, it is beneficial for the
nodes to detect a failure of a border router as soon as possible to
trigger fallback actions. This docunment specifies RNFD (the root
node failure detector), an extension to RPL that expedites border
router crash detection by having nodes coll aboratively nonitor the
status of a given border router. The extension introduces an
additional state at each node, a new type of RPL Control Message
Options for synchronizing this state anong different nodes, and the
coordination algorithmitself.
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1. Introduction

RPL is an I Pv6 routing protocol for |ow power and | ossy networks
(LLNs) [ RFC6550]. Such networks are usually constrained in device
energy and channel capacity. They are fornmed |argely of nodes that
offer little processing power and nenory, and |inks that are of

vari abl e qualities and support |low data rates. Therefore, a
significant challenge that a routing protocol for LLNs has to address
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is minimzing resource consunption without sacrificing reaction tine
to network changes.

One of the main design principles adopted in RPL to mnimze node
resource consunption is delegating much of the responsibility for
routing to LLN border routers (LBRs). A network is organized into
destination-oriented directed acyclic graphs (DODAGs), each
corresponding to an LBR and having all its paths termnate at the
LBR. To this end, every node is dynam cally assigned a rank
representing its distance, nmeasured in sone netric, to a given LBR
with the LBR having the mininmal rank, which reflects its role as the
DODAG root. The ranks all ow each non-LBR node to sel ect from anong
its neighbors (i.e., nodes to which the node has |inks) those that
are closer to the LBR than the node itself: the node’ s parents in the
graph. The resulting DODAG pat hs, consisting of the node-parent
links, are utilized for routing packets upward: to the LBR and
outside the LLN. They are al so used by nodes to periodically report
their connectivity upward to the LBR which allows in turn for
directing packets downward, fromthe LBR to these nodes, for

i nstance, by means of source routing [RFC6554]. Al in all, not only
do LBRs participate in routing but also drive the process of DODAG
construction and mai ntenance underlying the protocol

To play this central role, LBRs are expected to be nore capabl e than
regul ar LLN nodes. They are assuned not to be constrained in
computi ng power, nenory, and energy, which often entails a nore

i nvol ved hardware-software architecture and tethered power supply.
This, however, also nmakes them prone to failures, especially since in
| arge deploynents it is often difficult to ensure a backup power
supply for every LBR

1.1. Ef fects of LBR Crashes

When an LBR crashes or, nore generally, fails in a way that prevents
other nodes in its DODAG from communi cating with it, the nodes al so
| ose the ability to comunicate with other Internet hosts. In
addition, a significant fraction of DODAG paths interconnecting the
nodes becone invalid, as they pass through the dead LBR  The others
al so degenerate as a result of DODAG repair attenpts, which are bound
to fail. |In effect, routing inside the DODAG al so becones | argely

i mpossi bl e. Consequently, it is desirable that an LBR crash be
detected by the nodes fast, so that they can | eave the broken DODAG
and join another one or trigger additional application- or

depl oynent - dependent fall back nechani sns, thereby mnimzing the
negative inpact of the disconnection
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1.

2

Since all DODAG paths lead to the correspondi ng LBR, detecting its
crash by a node entails dropping all parents and adopting an infinite
rank, which reflects the node’ s inability to reach the dead LBR
Dependi ng on the depl oynent settings, the node can then remain in
such a state, join a different DODAG or even becone itself the root
of a floating DODAG. In any case, however, achieving this state for
all nodes is slow, can generate heavy traffic, and is difficult to

i mpl ement correctly [lwanicki16] [Paszkowskal9] [Ci ol kosz19].

To start with, tearing down all DODAG paths requires each of the dead
LBR s neighbors to detect that its link with the LBRis no |onger up
O herwi se, any of the neighbors unaware of this fact can keep
advertising a finite rank and can thus be other nodes’ parent or
ancestor in the DODAG such nodes will incorrectly believe they have
a valid path to the dead LBR Detecting a crash of a |ink by a node
nornal | y happens when the node has observed sufficiently many
forwarding failures over the link. Therefore, considering the | ow
data-rate applications of LLNs, the period fromthe crash to the
monent of elimnating fromthe DODAG the last link to the dead LBR
may be | ong. Subsequently learning by all nodes that none of their
links can formany path leading to the dead LBR al so adds | atency,
partly due to parent changes that the nodes independently performin
attenpts to repair their broken paths locally. Since a non-LBR node
has only | ocal know edge of the network, potentially inconsistent
with that of other nodes, such parent changes often produce paths
cont ai ni ng | oops, which have to be broken before all nodes can
conclude that no path to the dead LBR exists globally. Even with
RPL’ s dedicated | oop detection mechani snms [ RFC6553], this also
requires traffic, and hence tine. Finally, switching a parent or

di scovering a | oop can al so generate cascaded bursts of contro
traffic, owing to the adaptive Trickle algorithmfor exchangi ng DODAG
i nformati on [ RFC6202]. Overall, the behavior of the network when
handl i ng an LBR crash is highly suboptinmal, thereby not being in |ine
with RPL’ s goals of mininizing resource consunption and reaction

| at enci es.

Desi gn Principles

To address this issue, this docunent proposes an extension to RPL
dubbed Root Node Failure Detector (RNFD). To mnimze the tine and
traffic required to handl e an LBR crash, the RNFD al gorithm adopts
the follow ng design principles, derived directly fromthe previous
observati ons:

1. Explicitly coordinating LBR nmonitoring between nodes instead of
relying only on the energent behavior resulting fromtheir
i ndependent operation
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2. Avoiding probing all links to the dead LBR so as to reduce the
tail latency when elimnating these links fromthe DODAG

3. Exploiting concurrency by pronpting proactive checking for a
possi bl e LBR crash when sonme nodes suspect such a failure may
have taken place, which ains to further reduce the overal
| at ency.

4. Mnimzing changes to RPL’ s existing algorithns by operating in
parall el and | argely independently (in the background), and
i ntroduci ng few additi onal assunptions

Wi | e these principles do inprove RPL’ s performance under a wi de
range of LBR crashes, their probabilistic nature precludes hard
guarantees for all possible corner cases. In particular, in sone
scenarios, RNFD' s operation may result in false negatives, but these
situations are peculiar and will eventually be handled by RPL’ s own
af orenenti oned nmechani sns. Li kewi se, in sone scenarios, notably

i nvol ving highly unstable links, false positives may occur, but they
can be alleviated as well. 1In any case, the principles also
guarantee that RNFD can be deactivated at any tine, if needed, in

whi ch case RPL’ s operation is unaffected.

1.3. Oher Solutions

G ven the consequences of LBR failures, if possible, it is also worth
considering other solutions to the problem Mre specifically, power
out ages can be alleviated by provisioning redundant power sources or
emergency batteries. Likewise, RPL’ s so-called virtual DODAG roots
can help tolerate sonme failures of individual LBRs.

As nentioned previously, RNFD has been designed to be largely

i ndependent of those solutions, that is, rather than aimng to be
their replacenent, it can conplenent them |In particular, the
operation of RNFD with different variants of virtual DODAG roots is
covered in Section 6.2.

2. Term nol ogy

The key words “MJUST” , “MJST NOT” , “REQURED” , “SHALL” , “SHALL NOT” ,
“SHOULD” , “SHOULD NOT” , “RECOMMENDED” , “NOT RECOMMENDED” , “MAY” , and
“OPTIONAL” in this docunent are to be interpreted as described in BCP

14 [RFC2119] [RFCB174] when, and only when, they appear in al

capital s, as shown here

The Term nol ogy used in this docunent is consistent with and

i ncorporates that described in “Terms Used in Routing for Low Power
and Lossy Networks (LLNs)” [RFC7102], “RPL: IPv6 Routing Protocol for
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Low Power and Lossy Networks” [RFC6550], and “The Routing Protocol
for Low Power and Lossy Networks (RPL) Option for Carrying RPL
Information in Data-Plane Datagranms” [RFC6553]. Qther terns in use
in LLNs can be found in “Termi nol ogy for Constrained-Node Networks”
[ RFC7228] .

In particular, the follow ng acronyns appear in the docunent:
DI O DODAG Information Object (a RPL message)

DIS DODAG Information Solicitation (a RPL nessage)

DODAG Destination-Oriented Directed Acyclic G aph

LLN Low power and Lossy Network

LBR LLN Border Router

In addition, the docunent introduces the follow ng concepts:

Sentinel One of the two roles that a node can play in RNFD. For a
gi ven DODAG Version, a Sentinel node is a DODAG root’ s nei ghbor
that nonitors the DODAG root’ s status. There are normally
multiple Sentinels for a DODAG root. However, being the DCODAG
root’ s nei ghbor need not inply being Sentinel.

Acceptor The other of the two roles that a node can play in RNFD.
For a gi ven DODAG Version, an Acceptor node is a node that is not
Senti nel .

Local |y Qbserved DODAG Root’ s State (LORS) A node’ s local know edge
of the DODAG root’ s status, specifying in particular whether the
DODAG root is up.

Conflict-Free Replicated Counter (CFRC) Conceptually represents a
dynani c set whose cardinality can be estimated. It defines a
partial order on its values and supports el enment addition and
union. The union operation is order- and duplicate-insensitive,
that is, idenpotent, comutative, and associ ative.

3. Overview

As nentioned previously, LBRs are DODAG roots in RPL, and hence a
crash of an LBRis global in that it affects all nodes in the
correspondi ng DODAG  Therefore, each node running RNFD for a given
DODAG explicitly tracks the DODAG root’ s current condition, which is
referred to as Locally Observed DODAG Root’ s State (LORS), and
synchroni zes its | ocal know edge with other nodes.
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Since nonitoring the condition of the DODAG root is performed by
tracking the status of its links (i.e., whether they are up or down),
it can only be done by the root’ s neighbors; other nodes nust accept
their observations. Consequently, depending on their roles, non-root
nodes are divided in RNFD into two disjoint groups: Sentinels and
Acceptors. A Sentinel node is a DODAG root’ s neighbor that nonitors
its link with the root. The DODAG root thus normally has multiple
Sentinels but being its neighbor need not inply being Sentinel. An
Acceptor node is in turn a node that is not Sentinel. Acceptors thus
mai nl'y collect and propagate Sentinels’ observations. More
informati on on Sentinel selection can be found in Section 6. 1.

3.1. Protocol State Machine

The possible values of LORS and transitions between them are depicted

in Figure 1. States “UP” and “G.OBALLY DOMN’ can be attained by both
Sentinels and Acceptors; states “SUSPECTED DONW’ and “LOCALLY DOM’ —
by Sentinels only.

et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e .= =

| R +  3a |
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Figure 1: RNFD States and Transitions

To begin with, when any node joins a DODAG Version, the DODAG root

must appear alive, so the node initializes RNFD with its LORS equal

to “UP” . For a properly working DODAG root, the node remains in state
“ UPH .

However, when a node — acting as Sentinel — starts suspecting that
the root may have crashed, it changes its LORS to “SUSPECTED DO’
(transition 1 in Figure 1). The transition from “UP” to “SUSPECTED
DOMNN’ can happen based on the node’ s observations at either the data
pl ane, for instance, |link-layer triggers about m ssing hop-by-hop
acknow edgnents for packets forwarded over the node’ s link to the
root, or the control plane, for exanple, a significant growth in the
nunber of Sentinels already suspecting the root to be dead. |In state
“SUSPECTED DOWN” , the Sentinel node may verify its suspicion and/or
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i nform ot her nodes about the suspicion. Wen this has been done, it
changes its LORS to “LOCALLY DO’ (transition 2a). In some cases,
the verification need not be perfornmed and, as an optim zation, a

direct transition from “UP” to “LOCALLY DOM’ (transition 2b) can be
done i nst ead.

If sufficiently many Sentinels have their LORS equal to “LOCALLY

DOMN’ , all nodes — Sentinels and Acceptors — consent globally that
t he DODAG root nust have crashed and set their LORS to “GLOBALLY
DOM” , irrespective of the previous value (transitions 3a, 3b, and

3c). State “G.OBALLY DOWN’ is terminal in that the only transition
any node can performfromthis to another state (transition 5) takes
pl ace when the node joins a new DODAG version. Wen a node is in
state “G.OBALLY DOMN” , RNFD forces RPL to maintain an infinite rank
and no parent, thereby preventing routing packets upward in the
DODAG. I n other words, this state represents a situation in which
all non-root nodes agree that the current DODAG version is unusabl e,
and hence, to recover, the root has to give a proof of being alive by
initiating a new DCODAG Ver si on.

In contrast, if a node — either Sentinel or Acceptor — is in state
“UP” , RNFD does not influence RPL’ s packet forwarding: a node can
route packets upward if it has a parent. The sane is true for states
“SUSPECTED DOMWN” and “LOCALLY DOWN” , attainable only by Sentinels.

Finally, while in any of the two states, a Sentinel node may observe
some activity of the DODAG root, and hence decide that its suspicion
is a mstake. In such a case, it returns to state “UP” (transitions
4a and 4b).

3.2. Counters and Conmuni cati on

To enable arriving at a global conclusion that the DODAG root has
crashed (i.e., transiting to state “G.OBALLY DOWN’ ), all nodes count
| ocally and synchroni ze anbng each other the nunber of Sentinels
considering the root to be dead (i.e., those in state “LOCALLY

DOMN’ ). This process enploys structures referred to as conflict-free
replicated counters (CFRCs). They are stored and nodified

i ndependently by each node and are di ssem nated throughout the
network in options added to RPL |ink-1ocal control nessages: DODAG
Information Objects (Dl OGs) and DODAG I nfornmation Solicitations

(DI'Ss). Upon reception of such an option fromits nei ghbor, a node
merges the received counter with its local one, thereby obtaining a
new content for its local counter

The nerging operation is idenpotent, comutative, and associati ve.
Moreover, all possible counter values are partially ordered. This
enabl es ensuring eventual consistency of the counters across al

nodes, irrespective of the particul ar sequence of mnerges, shape of
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the DODAG or general network topology. |In effect, as long as the
network is connected, all nodes will be able to arrive at the sane
concl usi on regarding the DODAG root, in particular, even when no two
Sentinels have a direct link with each other.

Each node in RNFD nmintains two CFRCs for a DODAG

* PositiveCFRC, counting Sentinels that consider or have previously
considered the root node as alive in the current DODAG Versi on,

*  NegativeCFRC, counting Sentinels that consider or have previously
consi dered the root node as dead in the current DODAG Versi on.

Positi veCFRC i s always greater than or equal to the Negati veCFRC in
terns of the partial order defined for the counters. The difference
bet ween the val ue of PositiveCFRC and the val ue of NegativeCFRC is

t hus nonnegative and estimates the nunber of Sentinels that still
consi der the DODAG root node as alive.

4. The RNFD Option
RNFD st ate synchroni zati on bet ween nodes takes place through the RNFD
Option. It is a new type of RPL Control Message Options that is
carried in link-1ocal RPL control nessages, notably DI Os and Dl Ss.
Its main task is allowing the receivers to nerge their two CFRCs with
the sender’ s CFRCs.

4.1. GCeneral CFRC Requirenents
CFRCs in RNFD MUST support the follow ng operations:

val ue(c) Returns a nonnegative integer value corresponding to the
nunber of nodes counted by a given CFRC, c.

zero() Returns a CFRC that counts no nodes, that is, has its val ue
equal to O.

self() Returns a CFRC that counts only the node executing the
operati on.

infinity() Returns a CFRC that counts all possible nodes and
represents a special value, infinity.

merge(cl, c2) Returns a CFRC that is a union of c1 and c2 (i.e.,
counts all nodes that are counted by either cl1, c2, or both cl1 and
c2).

conmpare(cl, c2) Returns the result of comparing cl to c2.
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saturated(c) Returns TRUE if a given CFRC, ¢, is saturated (i.e., no
mor e new nodes should be counted by it) or FALSE ot herw se.

The partial ordering of CFRCs inplies that the result of conpare(cl
c2) can be either:

* smaller, if cl is ordered before c2 (i.e., c¢2 counts all nodes
that cl counts and at | east one node that cl does not count);

* greater, if cl is ordered after c2 (i.e., cl counts all nodes that
c2 counts and at |east one node that c2 does not count);

* equal, if cl and c2 are the same (i.e., they count the sane
nodes) ;

* inconparabl e, otherw se.

In particular, zero() is snmaller than all other values and infinity()
is greater than any other val ue.

The properties of merging in turn can be formalized as follows for
any cl, c2, and c3:

* jdenpotence: cl1 = nerge(cl, cl);
* commutativity: merge(cl, c2) = nerge(c2, cl);

* associativity: nerge(cl, nmerge(c2, c3)) = nerge(nerge(cl, c2),
c3).

In particular, nerge(c, zero()) always equals ¢ while nmerge(c,
infinity()) always equals infinity().

There are many algorithm c structures that can provide the
af orenenti oned properties of CFRC. Although in principle RNFD does
not rely on any specific one, the option adopts so-called |inear
counting [ Whang90] .

4.2. Format of the Option

The format of the RNFD Option confornms to the generic format of RPL
Control Message Options:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type = TBD1 | Option Length | |
R T i i e R e e e s i i +
I I
+ +
I I

PosCFRC, NegCFRC (Vari abl e Lengt h*)

:I-— B S i St a S S S S e +
The ' *' denotes that, if present, the fields have equal |engths.
Figure 2: Format of the RNFD Option
Option Type TBD1

Option Length 8-bit unsigned integer. Denotes the Iength of the
option in octets excluding the Option Type and Option Length
fields. Its value MIST be even. A value of 0 denotes that RNFD
is disabled in the current DODAG Version

PosCFRC, NegCFRC Two variabl e-length, octet-aligned bit arrays
carrying the sender’ s PositiveCFRC and NegativeCFRC, respectively.

The I ength of the arrays constituting the PosCFRC and NegCFRC fi el ds
is the sane and is derived from Qption Length as follows. The val ue
of Option Length is divided by 2 to obtain the nunber of octets each
of the two arrays occupies. The resulting nunber of octets is
multiplied by 8 which yields an upper bound on the nunmber of bits in
each array. As the actual bit length of each of the arrays, the

| argest prime nunber |ess than the upper bound is assuned. For
exanple, if the value of Option Length is 16, then each array
occupies 8 octets, and its actual bit length is 61, as this is the

| argest prinme nunber |ess than 64.

Furthermore, for any bit equal to 1 in the NegCFRC, the bit with the
same i ndex MUST be equal to 1 also in the PosCFRC. Any unused bits
(i.e., the bits beyond the actual bit length of each of the arrays)
MUST be equal to 0. Finally, if PosCFRC has all its bits equal to 1,
then NegCFRC MUST al so have all its bits equal to 1.

The CFRC operations are defined for such bit arrays of a given length
as follows:

value(c) Returns the smallest integer value not |less than -LT*I n(LO/
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LT), where In() is the natural logarithmfunction, LO is the
nunber of bits equal to O in the array corresponding to ¢ and LT
is the bit length of the array.

zero() Returns an array with all bits equal to O.

self() Returns an array with a single bit, selected unifornmy at
random equal to 1.

infinity() Returns an array with all bits equal to 1.

merge(cl, c2) Returns a bit array that constitutes a bitw se OR of
cl and c2, that is, a bit inthe resulting array is equal to O
only if the sane bit is equal to O in both cl and c2.

conpare(cl, c2) Returns:

* equal if each bit of cl1 is equal to the corresponding bit of c2;

* less if cl and c2 are not equal and, for each bit equal to 1 in
cl, the corresponding bit in c2 is also equal to 1;

* greater if cl and c2 are not equal and, for each bit equal to 1 in
c2, the corresponding bit in cl is also equal to 1;

* inconparabl e, otherw se.
saturated(c) Returns TRUE, if nore than
RNFD_CFRC_SATURATI ON_THRESHOLD of the bits in ¢ are equal to 1, or
FALSE, ot herwi se.
5. RPL Router Behavior
Al t hough RNFD operates largely independently of RPL, it does need
interact with RPL and the overall protocol stack. These interactions
are described next and can be realized, for instance, by neans of
event triggers.

5.1. Joining a DODAG Version and Changi ng the RNFD Rol e

Whenever RPL running at a node joins a DODAG Version, RNFD — if

active — MJST assunme for the node the role of Acceptor. Accordingly,
it MUST set its LORSto “UP” and its PositiveCFRC and NegativeCFRC to
zero().
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5.

2.

The rol e may then change between Acceptor and Sentinel at any tine.
However, while a switch from Sentinel to Acceptor has no
preconditions, for a switch from Acceptor to Sentinel to be possible,
_all _ of the follow ng conditions MJST hol d:

1. LORSis “UP” ;
2. saturated(PositiveCFRC) is FALSE;

3. a neighbor entry for the DODAG root is present in RPL’ s DODAG
parent set;

4. the neighbor is considered reachable via its link-local |Pv6
addr ess.

A rol e change al so requires appropriate updates to LORS and CFRCs, so
that the node is properly accounted for. Mre specifically, when
changing its role fromAcceptor to Sentinel, the node MIST add itself

toits PositiveCFRC as follows. |t MJST generate a new CFRC val ue,
selfc = self(), and MJST replace its PositiveCFRC, denoted ol dpc,
with newpc = nerge(oldpc, selfc). 1In contrast, the effects of a

switch from Sentinel to Acceptor vary depending on the node’ s val ue
of LORS before the swtch:

* for “G.OBALLY DOWN’ , the node MUST NOT nodify its LORS,
Posi ti veCFRC, and Negati veCFRC,

* for “LOCALLY DOWN’ , the node MUST set its LORS to “UP” but MJST
NOT nodi fy its PositiveCFRC and Negati veCFRC,

* for “UP” and “SUSPECTED DOWN’ , the node MUST set its LORS to “UP”
MUST NOT nodify it PositiveCFRC, but MJST add itself to
Negati veCFRC, that is, replace its NegativeCFRC, denoted ol dnc,
with newnc = nerge(oldnc, selfc), where selfc is the counter
generated with self() when the node | ast added itself to its
Posi ti veCFRC.

Detecting and Verifying Problenms with the DODAG Root

Only nodes that are Sentinels take active part in detecting crashes
of the DODAG Root; Acceptors just dissenminate their observations,
reflected in the CFRCs.

The DODAG root monitoring SHOULD be based on both internal inputs,
notably the values of CFRCs and LORS, and external inputs, such as
triggers fromRPL and other protocols. External input nonitoring
SHOULD be perfornmed preferably in a reactive fashion, also

i ndependently of RPL, and at both data plane and control plane. In
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particular, it is RECOWENDED that RNFD be directly notified of
events relevant to the routing adjacency maintenance nechani sns on
which RPL relies, such as Layer 2 triggers [RFC5184] or the Neighbor
Unreachability Detection [ RFC4861] nechanism In addition, depending
on the underlying protocol stack, there nmay be other potenti al
sources of such events, for instance, neighbor communication
overhearing. In any case, only events concerning the DODAG root need
be nonitored. For exanple, RNFD can conclude that there may be
problenms with the DODAG root if it observes a lack of nultiple
consecutive L2 acknow edgnents for packets transmtted by the node
via the link to the DODAG root. Internally, in turn, it is
RECOMVENDED t hat RNFD take action whenever there is a change to its

| ocal CFRCs, so that a node can have a chance to participate in
detecting potential problenms even when normally it woul d not exchange
packets over the link with the DODAG root during some period. In
particul ar, RNFD SHOULD concl ude that there may be problens with the
DODAG root, when the fraction val ue(Negati veCFRC)/ val ue( Positi veCFRC)
has grown by at | east RNFD SUSPI Cl ON GROMH THRESHOLD si nce t he node
last set its LORSto “UP" .

VWenever having its LORS set to “UP” RNFD concludes — based on either
external or internal inputs — that there may be problens with the

link with the DODAG root, it MJST set its LORS to either “SUSPECTED
DO’ or, as an optimzation, to “LOCALLY DOMW’ .

The “SUSPECTED DOWN’ value of LORS is tenporary: its aimis to give
RNFD an addi tional opportunity to verify whether the link with the
DODAG root is indeed down. Depending on the outcome of such
verification, RNFD MUST set its LORSto either “UP” , if the link has
been confirmed not to be down, or “LOCALLY DO’ , otherw se. The
verification can be perforned, for exanple, by transmtting RPL DI S
or |CMPv6 Echo Request nessages to the DODAG root’ s link-local IPv6
address and expecting replies confirmng that the root is up and
reachabl e through the link. Care should be taken not to overload the
DODAG root with traffic due to simultaneous probes, for instance,
random backoffs can be enployed to this end. It is RECOMENDED t hat
the “SUSPECTED DOWN’ value of LORS is attained and verification takes
place if RNFD' s conclusion on the state of the DODAG root is based
only on indirect observations, for exanple, the aforenentioned growth
of the CFRC values. |In contrast, for direct observations, such as

m ssing L2 acknow edgnents, the verification MAY be skipped, with the
node’ s LORS effectively changing from “UP” directly to “LOCALLY
DOWN”
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For consistency with RPL, when detecting potential problens with the
DCDAG root, RNFD al so nust make use of RPL’ s independent know edge.
More specifically, a node MJST switch its LORS from “UP” or
“SUSPECTED DOWN” directly to “LOCALLY DOM’ if a neighbor entry for
the DODAG root is renoved from RPL’ s DODAG parent set or the nei ghbor
ceases to be considered reachable via its link-local |Pv6 address.

Finally, while having its LORS already equal to “LOCALLY DOW’ , a
node may make an observation confirmng that its link with the DODAG
root is actually up. In such a case, it SHOULD set its LORS back to
“UP” but MJST NOT do this before the previous conditions 24
necessary for a node to change its role from Acceptor to Sentinel all
hol d (see Section 5.1).

To appropriately account for the node’ s observations on the state of

the DODAG root, the aforenentioned LORS transitions are acconpani ed

by changes to the node’ s local CFRCs as follows. Transitions between
“UP” and “SUSPECTED DOMN’ do not affect any of the two CFRCs. During
aswitch from “UP” or “SUSPECTED DO’ to “LOCALLY DOMN’ , in turn,
the node MJST add itself to its NegativeCFRC, as expl ai ned

previously. By symretry, if there is a transition from “LOCALLY

DO to “UP” , the node MUST add itself to its PositiveCFRC, again,

as expl ai ned previously.

Such changes to a node’ s local CFRCs, if performed repeatedly due to
i ncorrect decisions regarding the status of the node’ s link with the
DODAG root, may |lead to those CFRCs becom ng saturated. An

i mpl ementation should thus try to mnimze fal se-positive transitions
from “UP” and “SUSPECTED DOM’ to “LOCALLY DOMN’ . The exact approach
depends on the specific solutions enployed for assessing the state of
a link. For instance, one can utilize additional nechanisns for

i ncreasing the confidence of individual decisions, such as during the
af orenentioned verification in the “SUSPECTED DOM’ state, or can
limt the nunber of transitions per node, possibly in an adaptive

f ashi on.

5.3. Dissemnminating Gbservations and Reachi ng Agreenent

Nodes di ssem nate their observations by exchanging CFRCs in the RNFD
Opti ons enbedded in |ink-local RPL control nessages, notably DI Gs and
DI Ss. \When processing such a received option, a node — acting as
Sentinel or Acceptor — MJST update its PositiveCFRC and Negati veCFRC
to respectively newpc = nerge(ol dpc, recvpc) and newnc = merge(ol dnc,
recvnc), where oldpc and oldnc are the values of the node’ s
Posi ti veCFRC and Negati veCFRC before the update, while recvpc and
recvnc are the received values of option fields PosCFRC and NegCFRC,
respectively.
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5.

4.

In effect, the node’ s value of fraction

val ue( Negati veCFRC) / val ue(Positi veCFRC) may change. |If the fraction
reaches at | east RNFD_CONSENSUS THRESHOLD (with val ue(Positi veCFRC)
bei ng greater than zero), then the node consents on the DODAG root
bei ng down. Accordingly, it MJST change its LORS to “G.OBALLY DOW’
and set its PositiveCFRC and NegativeCFRC both to infinity().

The “G.OBALLY DOWN” value of LORS is terminal: the node MUST NOT
change it and MUST NOT nmodify its CFRCs until it joins a new DODAG
Version. Wth this value of LORS, RNFD at the node MUST al so prevent
RPL from havi ng any DODAG parent and advertising any Rank ot her than
I NFI NI TE_RANK.

Since the RNFD Option is enmbedded, anong others, in RPL DI O control
messages, updates to a node’ s CFRCs may affect the sending schedul e
of these nessages, which is driven by the DIO Trickle tiner

[ RFC6206]. It is RECOMVENDED to use for RNFD a dedicated Trickle
timer, different fromRPL’ s original DIO Trickle timer. In such a
setting, whenever the dedicated timer fires and no DI O nessage

contai ning the RNFD Opti on has been sent to the link-local all-RPL-
nodes mnulticast |1 Pv6 address since the previous firing, the node
sends a DI O nessage containing the RNFD Option to the address. The
m ni mal and maxi mal interval sizes of the dedicated tiner SHOULD NOT
be smaller than those of RPL’ s original DIO Trickle tiner. In
contrast, in the absence of the dedicated Trickle timer for RNFD, an
i mpl ement ati on SHOULD ensure that the RNFD Option is present in

mul ticast DI O nmessages sufficiently often to quickly propagate
changes to the node’ s CFRCs, and notably as soon as possible after a
reset of the tiner triggered by RNFD. In the remai nder of this
docunment, we will refer to the Trickle timer utilized by RNFD —

ei ther the dedicated one or RPL’ s original one, depending on the

i npl ementation — sinply as “Trickle tinmer” . In particular, a node
MUST reset its Trickle timer when it changes its LORS to “GLOBALLY
DOMN’ , so that information about the detected crash of the DCDAG root
is dissemnated in the DODAG fast. Likew se, a node SHOULD reset its
Trickle timer when any of its local CFRCs changes significantly.

DODAG Root’ s Behavi or
The DODAG root node MJST assunme the role of Acceptor in RNFD and MJST

NOT ever switch this role. It MJST also nmonitor its LORS and | ocal
CFRCs, so that it can react to various events.
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To start with, the DODAG root MJST generate a new DODAG Version,
thereby restarting the protocol, if it changes its LORSto “G.OBALLY
DOMNN’ , which may happen when the root has restarted after a crash or
the nodes have falsely detected its crash. It MAY al so generate a
new DODAG Version if fraction val ue(Negati veCFRC)/val ue(PositiveCFRC)
approaches RNFD CONSENSUS THRESHOLD, so as to avoid potenti al
interruptions to routing.

Furt hernmore, the DODAG root SHOULD either generate a new DODAG
Version or increase the bit length of its CFRCs if

saturat ed(Positi veCFRC) becomes TRUE. This is a self-regulation
mechani smthat hel ps adjust the CFRCs to a potentially |arge nunber
of Sentinels (see Section 6.1).

In general, issuing a new DODAG Version effectively restarts RNFD.
The DODAG root MAY thus performthis operation also in other
situations.

5.5. Activating and Deactivating the Protocol on Demand

RNFD can be activated and deactivated on demand, once per DODAG
Version. The particular policies for activating and deactivating the
protocol are outside the scope of this docunent. However, the
activation and deactivation MJST be done at the DODAG root node;

ot her nodes MJST comply.

More specifically, when a non-root node joins a DODAG Version, RNFD
at the node is initially inactive. The node MJUST NOT activate the
protocol unless it receives for this DODAG Version a valid RNFD
Option containing some CFRCs, that is, having its Option Length field
positive. In particular, if the option acconpani es the nessage that
causes the node to join the DODAG Version, the protocol MJST be
active fromthe monment of the joining. RNFD then remains active at
the node until it is explicitly deactivated or the node joins a new
DODAG Version. An explicit deactivation MJST take place when the
node receives an RNFD Option for the DODAG Version with no CFRCs,
that is, having its Option Length field equal to zero. When
explicitly deactivated, RNFD MJUST NOT be reactivated unless the node
joins a new DODAG Version. In particular, when the first RNFD Option
received by the node has its Option Length field equal to zero, the
protocol MJST renmi n deactivated for the entire tinme the node bel ongs
to the current DODAG Versi on.

VWhen RNFD at a node is initially inactive for a DODAG Version, the
node MJST NOT attach any RNFD Option to the nessages it sends (in
particul ar, because it nmay not know the desired CFRC length — see
Section 5.6). Wen the protocol has been explicitly deactivated, the
node MAY al so decide not to attach the option to its outgoing
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messages. However, it is RECOMMENDED that it sends sufficiently many
messages with the option to the link-local all-RPL-nodes mnulticast

| Pv6 address to allow its neighbors to | earn that RNFD has been
deactivated in the current DODAG version. 1In particular, it MAY
reset its Trickle timer to this end but also MAY use sone reactive
mechani sns, for exanple, replying with a unicast DDO or D' S
containing the RNFD Option with no CFRCs to a nessage from a nei ghbor
that contains the option with sonme CFRCs, as such a nei ghbor appears
not to have | earned about the deactivation of RNFD

5.6. Processing CFRCs of |nconpatible Lengths

The nerge() and conpare() operations on CFRCs require both argunents
to be conpatible, that is, to have the sane bit Iength. However, the
processing rules for the RNFD Option (see Section 4.2) do not
necessitate this. This fact is nmade use of not only in the
mechani snms for activating and deactivating the protocol (see

Section 5.5), but also in mechanisns for dynanic adjustnments of

CFRCs, which aimto enabl e depl oynent-specific policies (see

Section 6.1). A node thus nmust be prepared to receive the RNFD
Option with fields PosCFRC and NegCFRC of a different bit |length than
the node’ s own PositiveCFRC and NegativeCFRC. Assuning that it has
RNFD active and that fields PosCFRC and NegCFRC in the option have a
positive length, the node MJST react as foll ows.

If the bit Iength of fields PosCFRC and NegCFRC is the sane as that
of the node’ s local PositiveCFRC and NegativeCFRC, then the node MJST
performthe nerges, as detailed previously (see Section 5.3).

If the bit length of fields PosCFRC and NegCFRC i s snaller than that
of the node’ s local PositiveCFRC and NegativeCFRC, then the node MJST
i gnore the option and MAY reset its Trickle tiner.

If the bit Iength of fields PosCFRC and NegCFRC i s greater than that

of the node’ s local PositiveCFRC and NegativeCFRC, then the node MUST
extend the bit length of its local CFRCs to be equal to that in the
option and set the CFRCs as foll ows:

* |f the node’ s LORS is “GLOBALLY DOWN” , then both its | ocal CFRCs
MUST be set to infinity().
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7.

*  Otherw se, they both MIUST be set to zero(), and the node MJUST
account for itself in so initialized CFRCs. Mre specifically, if
the node is Sentinel, then it MJST add itself to its PositiveCFRC,
as detailed previously. In addition, if its LORSis “LOCALLY
DOM” , then it MJUST also add itself to its NegativeCFRC, again, as
expl ai ned previously. Finally, the node MJST perform nerges of
its local CFRCs and the ones received in the option (see
Section 5.3) and MAY reset its Trickle tiner.

In contrast, if the node is unable to extend its |local CFRCs, for
exanpl e, because it |acks resources, then it MJST stop participating
in RNFD, that is, until it joins a new DODAG Version, it MJST NOT
send the RNFD Option and MJST ignore this option in received
nessages.

A DODAG root node can be requested to increase the bit length of its
CFRCs externally, as part of the nanagenent policies (see

Section 6.1). If it cannot fulfill such a request, then it is MJST
NOT stop participating in RFND and SHOULD return an error to the
requester instead. Qherwi se, since it is always Acceptor, the above
rules require it to extend both CFRCs to the requested length and to
set themboth to either zero() or infinity(), depending on whether
its LORS is, respectively, different fromor equal to “G.OBALLY
DOMW’ . In the latter case, given the earlier rules governing the
root’ s behavi or upon reaching the “G.OBALLY DOWN’ state (cf.
Section 5.4), the root is also bound to eventually set its CFRCs to
zero() and, in addition, generate a new DODAG Version and change its
LORS back to “UP” . Therefore, these two steps can be optim zed into
one, neaning that effectively, irrespective of its LORS, when
increasing the bit length of its CFRCs in response to an externa
request, the root also sets the CFRCs to zero().

Summary of RNFD' s Interactions with RPL

In summary, RNFD interacts with RPL in the foll ow ng nmanner:

* Wiile having its LORS equal to “GLOBALLY DO’ , RNFD prevents RPL
fromrouting packets and advertising upward routes in the

correspondi ng DODAG (see Section 5. 3).

* |In some scenarios, RNFD triggers RPL to issue a new DODAG Version
(see Section 5.4).

* Depending on the inplenmentation, RNFD may cause RPL’ s DI O Trickle
timer resets (see Section 5.3, Section 5.5, and Section 5.6).
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* RNFD nonitors events relevant to routing adjacency mai ntenance as
wel | as those affecting RPL’ s DCODAG parent set (see Section 5.1
and Section 5.2).

* Using RNFD entails enbedding the RNFD Option into |ink-local RPL
control mnessages (see Section 4.2).

5.8. Summary of RNFD' s Constants
The following is a summary of RNFD' s constants:

RNFD_CONSENSUS_THRESHOLD A threshol d concerning the val ue of
fraction val ue(Negati veCFRC)/val ue(PositiveCFRC). |If the val ue at
a Sentinel or Acceptor node reaches the threshold, then the node’ s
LORS is set to “GLOBALLY DOWN’ , which inplies that consensus has
been reached on the DODAG root node bei ng down (see Section 5. 3).
The default value of the threshold is 0.51, which indicates that a
majority of Sentinels nmust consider the root to be down to reach
the consensus. In general, the higher the value the | onger the
detection period but the lower the risk of false positives.

RNFD_SUSPI Cl ON_. GROMH _THRESHOLD A threshol d concerning the val ue of
fraction val ue(Negati veCFRC)/val ue(PositiveCFRC). |f the val ue at
a Sentinel node grows at least by this threshold since the tine
the node’ s LORS was last set to “UP” , then the node’ s LORS is set
to “SUSPECTED DOAN’ or “LOCALLY DOWN’ , which inplies that the node
starts suspecting or assunes a crash of the DODAG root (see
Section 5.2). The higher the value the |onger the duration of
detecting true crashes but the lower the risk of increased traffic
due to verifying fal se suspicions. The default value of the
threshold is 0.12, which in sparse networks (up to 8 nei ghbors per
node) triggers a suspicion at a Sentinel node after just one other
Sentinel starts considering the root as dead, while being
gradual ly nore conservative in denser networks

RNFD_CFRC_SATURATI ON_THRESHOLD A threshol d concerning the percentage
of bits set to 1 in a CFRC, c. |If the percentage for ¢ is equa
to or greater than this threshold, then saturated(c) returns TRUE
whi ch hints the DODAG root to generate a new DODAG Version or
increase the bit length of the CFRCs (see Section 5.4). The
default value of the threshold is 0.63. The higher the value is,
the higher the probability of bit collisions, and hence the nore
erratic the results of function value(c) nay be.

The neans of configuring the constants at individual nodes are
outside the scope of this docunent.
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6. Manageability Considerations

RNFD is largely sel f-managed, with the exception of protoco
activation and deactivation, as well as node role assignnent and the
rel ated CFRC size adjustnent, for which only the aforenentioned
mechani snms are defined, so as to enabl e adopting depl oynent-specific
policies. This section discusses the nanageability issues.

6.1. Role Assignnent and CFRC Size Adj ust nment

One approach to node role and CFRC size selection is to manually
desi gnate specific nodes as Sentinels in RNFD, assuning that they
wi Il have chances to satisfy the necessary conditions for attaining
this role (see Section 5.1), and fixing the CFRC bit length to
acconmodat e t hese nodes.

Anot her approach is to automate the sel ection process: in principle,
any node satisfying the necessary conditions for becom ng Senti nel
(see Section 5.1) can attain this role. However, in networks where
the DODAG root node has nmany nei ghbors, this approach may lead to
sat urat ed(Positi veCFRC) quickly becom ng TRUE, which — w thout
addi ti onal nmeasures — may degrade RNFD' s performance. This issue can
be handled with a probabilistic solution: if PositiveCFRC becones
saturated with little or no increase in NegativeCFRC, then a new
DODAG Version can be issued and a node satisfying the necessary
conditions can becone Sentinel in this version only with probability
1/2. This process can be continued with the probability being hal ved
in each new DODAG Version until PositiveCFRC is no | onger quickly
saturated. Another solution is to increase, potentially nmultiple
times the bit length of the CFRCs by the DODAG root if PositiveCFRC
becomes saturated with little or no growth in NegativeCFRC, which
does not require issuing a new DODAG Version but |engthens the RNFD
Option. In this way, again, a sufficient bit |length can be
dynami cal | y di scovered or the root can conclude that a given bit

Il ength is excessive for (sone) nodes and resort to the previous
solution. |Increasing the bit |ength can be done, for instance, by
doubling it, respecting the condition that it has to be a prine
nunber (see Section 4.2).

In either of the solutions, Sentinel nodes should preferably be

stabl e thensel ves and have stable links to the DODAG root.

QO herwi se, they may often exhibit LORS transitions between “UP” and
“LOCALLY DOMN” or switches between Acceptor and Sentinel roles, which
gradual |y saturates CFRCs. Although as a mitigation the nunber of

such transitions and switches per node MAY be limted, having

Sentinels stable SHOULD be preferred.
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6.2. Virtual DODAG Roots

RPL allows a DODAG to have a so-called virtual root, that is, a
col l ection of nodes coordinating to act as a single root of the
DODAG. The details of the coordination process are |left open in the
speci fication [ RFC6550] but, from RNFD' s perspective, two possible
realizations are worth consideration

* Just a single (primary) node of the nodes conprising the virtua
root acts as the actual root of the DODAG Only when this node
fails, does another (backup) node take over. As a result, at any
time, at nost one of the nodes conprising the virtual root is the
actual root.

* Mdre than one of the nodes conprising the virtual root act as
actual roots of the DODAG all advertising the sane Rank in the
DODAG.  When sone of the nodes fail, the other nodes may or nay
not react in any specific way. |In other words, at any tine, nore
than one node can be the actual root.

In the first realization, RNFD' s operation is largely unaffected.
The necessary conditions for a node to becone Sentinel (Section 5.1)
guarantee that only the current prinary root node is nonitored by the
protocol. This SHOULD be taken into account in the policies for node
rol e assignnent, CFRC size selection, and, possibly, the setting of
the two thresholds (Section 5.8). Moreover, when a new primary has
been el ected, to avoid polluting CFRCs with observations on the
previous primary, a new DODAG Versi on MUST be issued

In the second realization, the fact that the virtual root consists of
mul ti ple nodes is transparent to RNFD. Therefore, enploying RNFD is
such a setting can be beneficial only if the nodes conprising the
virtual root may suffer fromcorrelated crashes, for instance, due to
gl obal power outages.

6.3. Monitoring

For nmonitoring the operation of RNFD, its inplenentation SHOULD
provide the followi ng information about a node:

* whether the protocol is active,

* whether LORS is “G.OBALLY DOW’

acconpani ed by the recomended nonitoring paraneters provided by RPL
itself [ RFC6550], notably the DODAG Version nunber and the Rank. To

offer even finer-grained visibility into RNFD' s state at the node,
the inplenentation MAY in addition provide:
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* the assigned role (i.e., Sentinel or Acceptor),

* the exact value of LORS (i.e., “UP” , “SUSPECTED DOWN’ , “LOCALLY
DOWN” , or “GLOBALLY DOMW’ ),

* the two CFRCs (i.e., PositiveCFRC and Negati veCFRC)
* the constants listed in Section 5. 8.
7. Security Considerations

RNFD i s an extension to RPL and is thus both vul nerable to and
benefits fromthe security issues and sol utions described in

[ RFC6550] and [RFC7416]. |Its specification in this document does not
introduce new traffic patterns or new nessages, for which specific
mtigation techni ques would be required beyond what can al ready be
adopt ed for RPL.

In particular, RNFD depends on informati on exchanged in the RNFD
Option. If the contents of this option were conmprom sed, then
failure m sdetection may occur. One possibility is that the DODAG
root may be fal sely detected as crashed, which would result in an
inability of the nodes to route packets, at |east until a new DODAG
Version is issued by the root. Another possibility is that a crash
of the DODAG root may not be detected by RNFD, in which case RPL
woul d have to rely on its own mechani sms. Moreover, conprom sing the
contents of the RNFD Option may also lead to increased DIO traffic
due to Trickle tiner resets. Consequently, RNFD deploynents are
RECOMVENDED to use RPL security mechanisns if there is a risk that
control information night be nodified or spoofed.

In this context, RNFD' s two features are worth highlighting. First,
unl ess all nei ghbors of a DODAG root are conprom sed, a false
positive can al ways be detected by the root based on its |ocal CFRCs.
If the frequency of such fal se positives beconmes probl ematic, RNFD
can be disabled altogether, for instance, until the problem has been
di agnosed. This procedure can be largely automated at LBRs. Second,
some types of false negatives can also be detected this way. Those
that pass undetected, in turn, are likely not to have major negative
consequences on RPL apart fromthe |ack of inprovenent to its
performance upon a DODAG root’ s crash, at least if RPL’ s other
conponents are not attacked as well.
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8.

10.

10.

| ANA Consi der ati ons

To represent the RNFD Option, I ANA is requested to allocate the val ue
TBDL fromthe “RPL Control Message Options” registry
(https://ww.iana. org/assi gnnents/rpl/rpl.xhtm #control - nessage-
options) of the “Routing Protocol for Low Power and Lossy Networks
(RPL)” registry group.
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