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Abst r act
The RIFT (Routing in Fat Trees) protocol allows for key/value pairs
to be advertised wthin Key-Value Topol ogy Information El enents (KV
TIEs). The data contained within these KV TIEs can be used for any
i magi nabl e pur pose.

Thi s docunent defines the various Key-Types (i.e., Wll-Known, QU ,

and Experinmental) and a nethod to structure correspondi ng values. It
al so defines a Well-Known Key Sub-Type used for testing tie-breaking
behavi or.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 June 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Routing in Fat Trees [ RFC9692] protocol allows for key/val ue
pairs to be advertised within Key-Val ue Topol ogy Information El enents
(KV TIES). There are no restrictions placed on the type of data that
is contained in KV TIEs nor what the data is used for
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For exanple, it mght be beneficial to advertise overlay protoco
state from| eaf nodes to the Top-of-Fabric (ToF) nodes. This would
make it possible to viewcritical state of a fabric-w de service from
a single ToF node rather than retrieving and reconciling the sane
state fromnultiple | eaf nodes

2. Key-Value Structure

This section describes the generic key structure and semanti cs,
Figure 1 further illustrates these conponents.

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Key- Type | Key ldentifier |
el i I e i it T e e e e i i T o S e e S e T R R
| Val ues (vari abl e) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 1: Ceneric Key-Value Structure
*wher e: *

*Key- Type: *
A 1-byte value that identifies the Key-Type. It MJIST be a
reserved value fromthe R FT Key-Type Registry that is defined
later in this docunent.

The range of valid values is 1 - 255 (278-1).

0 is an illegal value and MUST NOT be allocated to or used by
any inplenentation. KV TIEs received with this value and MJST
be di scarded and | ogged on recei pt.

*Key ldentifier:*
A 3-byte value that identifies the specific key and descri bes
and the semantics of any contained values. |t SHOULD be uni que
within the context of the given Key-Type.

The range of valid values is 1 - 16777215 (2724-1).
0 is an illegal value and MJUST NOT be allocated to or used by

any inplenentation. KV TIEs received with this value and MJST
be di scarded and | ogged on receipt.
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*Val ues: *
A variable length value that contains data associated with the
Key ldentifier. It SHOULD contain 1 or nore elenments. The

semantics (i.e., existence, order, duplication, etc.) of any
contai ned values is governed by the particular key's
speci fication.

2.1. Key Sub-Type

The Key Sub-Type is a nechanismto further describe the key's
semantics. This is illustrated by Figure 2. The Key Sub-Type MJST
be used when the Key-Type is either WlIl-Known or Experinental in
order to avoid interoperability issues, but is OPTIONAL for other
Key- Types.

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Key- Type | Key Sub-Type | Key ldentifier |
B T I e R i i i T S S e e I e ik oI I S S e S S
| Val ues (vari abl e) |
el i I e i it T e e e e i i T o S e e S e T R R

Figure 2: Generic Key-Value Structure with Key Sub-Type
*where: *

*Key Sub- Type: *
A 1-byte value that identifies the Key Sub-Type which describes
the key and its semanti cs.

The range of valid values is 1 - 255 (278-1).

0O is an illegal value and MJUST NOT be allocated to or used by
any inplementation. KV TIEs received with this value and MJST
be di scarded and | ogged on receipt.

*Key ldentifier:*
If the Key Sub-Type is used, it inherently reduces the Key
Identifier space from3-bytes to 2-bytes. The Key ldentifier
SHOULD be uni que within the context of the given Key Sub-Type.
The Key ldentifier is otherw se unchanged.

The range of valid values is now 1 - 65535 (2716-1).
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0O is an illegal value and MJUST NOT be allocated to or used by
any inplenentation. KV TIEs received with this value and MJST
be di scarded and | ogged on receipt.

2.2. Experinental Key-Type

This section reserves a value in the RIFT Key-Type Registry to
i ndi cate an Experinmental Key-Type.

As shown in Figure 3, the Key-Type will be used to identify the Key-
Type as Experinental. The Experinental Key-Type MJST support the use
of a Key Sub-Type. The Key ldentifier will be used to identify the
specific key and the semantics of any contai ned val ues.

0 1 2 3
01234567890123456789012345678901
i s T S i i T S A b e ok
| 1 | Key Sub-Type | Key ldentifier |
i e e R e S o e e e b i o i S S T
| Experi mental Values (variable) |
B i s T T i i o S o T Ji I

Figure 3: Experinental Key-Type
2.3. \Well-Known Key-Type

This section reserves a value in the RIFT Key-Type Registry to
i ndi cate a Wl l-Known Key- Type.

As shown in Figure 4, the Key-Type will be used to identify the Key-
Type as Wl | -Known. The Well-Known Key-Type MUST support the use of
a Key Sub-Type. The Key ldentifier will be used to identify the
specific key and the semantics of any contained val ues.

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| 2 | Key Sub-Type | Key ldentifier |
el i I e i it T e e e e i i T o S e e S e T R R
| Wl | - Known Val ues (vari abl e) |
I S i o T s S S S e s s T

Figure 4: Well-Known Key-Type
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2.4. QU Key-Type

This section reserves a value in the RIFT Key-Type Registry to
i ndicate an QU (vendor-specific) Key-Type that any inplenmentation
MAY support.

As shown in Figure 5, the Key-Type will be used to identify the Key-
Type as QUI. The Key ldentifier MJST use the inplenenting

organi zation’s reserved QU space to indicate the key and the
semanti cs of any contai ned val ues.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| 3 | QU Key ldentifier |
B T S i T s i i e e SEI S
| Vendor Specific Values (variabl e) |
I S i o T s S S S e s s T

Figure 5: QU Key-Type
3. Design Considerations

*NOTE: * Thi s docunent uses the ternms to denote directionality,
specifically, "northbound® neaning "toward the top of the fabric" and
"sout hbound” mneaning "toward the bottom of the fabric".

While no restrictions are placed on Key-Value data or what it is used
for, it is RECOWENDED that a serialized Thrift [THRI FT] nodel be
used for sinpler interoperability. [RIFT-AUTO EVPN is an exanpl e of
this type of inplenentation.

Key-Val ue el enents SHOULD NOT be used to carry topology information
used by RIFT itself to performdistributed conputations.

It is possible that depl oynents may have nodes with differing

sof tware i npl enent ati ons where some nodes support a given KV TIE and
others do not. |In this scenario, nodes that receive KV TIEs that
they don’t recognize (e.g., an unknown Key-Type) will continue to
flood themas specified in RIFT [ RFC9692].

3.1. Tie-Breaking Considerations

In cases where KV TIEs are fl ooded sout hbound, policies SHOULD be
i npl emented in order to avoid network-w de fl ooding.
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For networks with nore than one ToF node, it is RECOMVMENDED t hat
those ToF nodes contain identical KV TIE information when being

di stributed southbound. RIFT [ RFC9692] requires that only one KV TIE
is selected when identical keys are received fromnultiple northbound
nei ghbors. If this is not considered, then the tie-breaking rules
may cause a nhode to select a suboptinal KV TIE. Consider a case
where failure conditions cause the ToF nodes to becone split-brained.
VWhile the key will be identical, the value(s) contained wthin may
differ. The node(s) receiving these differing KV TIEs will select
the one fromthe ToF node with the highest SystemID, potentially

| eadi ng to uni ntended effects.

3.1.1. Southbound Key-Value TIE Tie-Break Sub-Type

This section reserves a Key Sub-Type fromthe R FT Wl I -Known Key
Sub- Types registry.

This Key-Val ue pair contains information that allows inplenentations
to test and verify proper tie-breaking behavior for the Southbound
Key store. All inplenentations SHOULD support this Sub-Type.

Al'l inplementations SHOULD use the Appendix A 1 Thrift nodel
0 1 2 3

01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| 3 | 127 | Key ldentifier |
B T S i T s i i e e SEI S
| (System | D, |
| Level), |

B i s sl o S S S S N i e ik T SEIE TR e Sl R R i S S e e i e i
Fi gure 6: Sout hbound Ti e-Break Sub-Type
*wher e: *

*System I D: *
A REQUI RED val ue indicating the node’s unique System | D.

*Level : *
A RECOWMENDED val ue indicating the node’'s | evel
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3.2. Key Target

The Key Target is an OPTIONAL val ue that identifies group(s) of
node(s) that are intended to receive a given Key-Value TIE  Key
Targets are 64-bits in length with a valid range of 0 -
18446744073709551615 (27"64-1), this will reduce the chances that Key
Target values collide

Figure 7 illustrates the format.

0 1 2 3

01234567890123456789012345678901
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Key Tar get |
L- B e T T R T i i S i S S i S S +-L
| Key- Type | Key ldentifier |
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Val ues (vari abl e) |
i T s i o S i i S R I S I S S S M

Figure 7: Key Target Format

A value of all Os indicates that every node is intended to receive
this Key-Value TIE and MJUST NOT be used for any other reason

A value of all 1s indicates that all |eaf nodes are intended to
receive this Key-Value TIE and MJUST NOT be used for any other reason

Any ot her val ue MJUST be derived fromthe followi ng normative
algorithm Note that while the algorithmis shown using exanple code
witten in [Rust], this document does not nandate the use of any
particul ar | anguage for inplenentation.
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<CCDE BEG NS>
/1] random seeds used in algorithms to increase entropy
pub const RANDOVSBEEDS: [UnsignedSystem D; 3] = [
67438371571u64,
37087353685,
88675895388,

/1l given a system|ID delivers the bits set by the according BloomFilter in the southbou
nd
/1l key val ue target.
11
/1l @ote: This is standardi zed and cannot be changed between rel eases!
pub (crate) fn target2bits(target: UnsignedSystem D) -> KeyVal ueTarget Type {
(0 as usize .. 3)
-map(|s| {
let rot = (target »~ RANDOVBEEDS[s]).rotate left(s as );
rot.to ne bytes().iter().fold(0O, |v: u8, nv| v.rotate right(4) ~ *nv) % 64

?%old(o, |v, nv] v | (1 << nv))
iCCDE ENDS>
Figure 8. Key Target Standard Al gorithm
3.2.1. Key Target Processing

Nodes that support the processing of Key Targets MJUST only do so on
KV TIEs in the southbound direction. Key Targets MJST NOT be present
on KV TIEs in the northbound direction and are ot herw se ignored and
| ogged.

Nodes that do not support the processing of Key Targets MJST continue
to send KV TIEs to all nodes in the appropriate direction
Additionally, Key Targets MJST be preserved when KV TIEs are re-
originated in the southbound direction

3.2.1.1. Purging/Rollover

There are several reasons a node may select a different KV TIE.  For
exanple, the KV TIE is considered newer due to the sequence nunber
incrementing, there was a change in the original tie-breaking result
between multiple KV TIEs, or a |oss of northbound connectivity to the
node that advertised the previously selected KV TIE
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Consi der a case where Leaf-1, Leaf-2, and Leaf-3 are nenbers of a
group of nodes represented by Key Target KT1l. |If Leaf-2 is renoved
fromthat group and a newer instance of the KV TIE needs to be
flooded Leaf-2 will have to maintain the older KV TIE in the LSDB
until the lifetinme expires. This could |lead to suboptinmal behavior
in the fabric.

If the new KV TIE being fl ooded does not include the previous Key
Target value, then inplenentations SHOULD fl ood the newer instance of
the KV TIE with a very short lifetime to nodes that belonged to the
previ ous Key Target but not the new Key Target. This logic only
applies to KV TIEs being flooded in the southbound direction

4. | ANA Consi derations
Per [RFCB126], IANA is requested to create two new registries in the
"Routing in Fat Trees (RIFT)" registry group at
https://ww. iana. org/assi gnments/rift
* RIFT Key-Types
* RIFT Well-Known Key Sub-Types

The foll owi ng sections detail each registry’s individual requirenents
and suggest ed val ues.

Experts review ng requests for new values to either registry MJST
consider the itenms in the Expert Revi ew Gui dance (Section 4.3)
section.

4.1. R FT Key-Types

This section requests that | ANA create and hel p govern the foll ow ng
registry

*Regi stry Nane: *
Rl FT Key- Types

*Regi stration Procedures:*
Expert Revi ew

*Description:*
Key- Type registry for the R FT protocol

*Ref er ence: *
Thi s docunent .
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4.1.1. RIFT Key-Types Requested Entries

This section requests that | ANA register the foll owi ng suggested
values to the "RI FT Key-Types" registry.

F el e el s ool e e et =}
| Value | Key-Type | Description | Reference

[ el oo el s e s s s s sl sl
| O | I'l'legal | Not all owed. | This |
| | | | docunent |
+------- I I T I +
| 1 | Experinental | Indicates that the Key-Type | This |
| | | is Experimental. | document. |
+------- I i I B Tl R +
| 2 | Well-Known | I'ndicates that the Key-Type | This |
| | | is Well-Known. | docurnent.

+------- I I T I +
| 3 | oul | I'ndicates that the Key-Type | This |
| | | is QU (vendor specific). | document. |
+------- I i I B Tl R +

Table 1. RIFT Key-Types Requested Entries
4.2. R FT Well-Known Key Sub-Types

This section requests that | ANA create and hel p govern the foll ow ng
registry

*Regi stry Nane: *
RI FT Wl | - Known Key Sub-Types

*Regi stration Procedures:*
Expert Revi ew

*Description:*
Wl | - Known Key Sub-Types registry for the R FT protocol

*Ref er ence: *
Thi s docunent.

4.2.1. R FT Wll-Known Key Sub-Types Requested Entries

This section requests that | ANA register the foll owi ng suggested
values to the "RIFT Wl | -Known Key Sub-Types" Registry.
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F ool s s s e s oo s e ey e e o}
| Value | Key-ldentifier | Description | Reference

[ ety e ————————— Ll —p——_———————————————— Ll —p—_—————r L
| O | Illegal | Not all owed | This |
| | | | document. |
L T e IR +
| 127 | Sout hbound | Used for Southbound | This |
| | Tie-Break Key | Keystore tie-breaking | document. |
| | Sub-Type | testing and verification. | |
AR, S o e e e e e e e oo S +

Table 2: RIFT Wl l-Known Key Sub-Types Requested Entries
Expert Revi ew Gui dance

Experts review ng requests for values fromthe "Rl FT Key- Types"
registry or the "RIFT Wl | -Known Key-Types" registry are responsible
for the follow ng:

1. Determining the existence of a specification that clearly defines
the purpose supporting the request and MJST contain all required
fields for given registry.

The docunment MJST al so be permanent and publicly avail able.

2. Ensuring that the specification properly defines if Key Sub-Types
are used and how the Key ldentifier value is derived.

3. Ensuring that any requests are nade available to the R FT working
group for review should the work originate fromoutside the RIFT
Wor ki ng G oup.

4. Ensuring that any work produce outside of the | ETF does not
conflict with any work that is already published or actively
pursui ng bei ng publi shed.

Security Considerations

Thi s docunent introduces no new security concerns to RIFT or other

specifications referenced in this docunent given that the Key-Val ue

TIEs are already extensively secured by the RIFT [ RFC9692] protoco

specification itself.
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Appendi x A.  Thrift Model s

This section contains the Thrift nodel that MAY be used to test

sout hbound Key-Val ue tie-breaking based on System | D.

Per the main

Rl FT [ RFC9692] specification, all signed values MJST be interpreted

as unsi gned val ues.

A.1. southbound_kv.thrift
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i ncl ude "common.thrift"

nanespace py sout hbound_kv
nanespace rs nodel s

const i8 A obal System dentifierKv = 127

/** sinple type to test correct tie-breaking based on systemID */
struct System dentifierKV {

1: required conmmon. Syst enl DType system.d,

2: optional conmon. Level Type | evel ,

Figure 9: RIFT Common Schena for Sout hbound Key-Val ue Ti e-Break
Key Sub- Type
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