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1. Background

[ RFC7480] defines the "application/rdap+json" nmedia type to be used
with RDAP. This docunent defines a new paraneter for this media type
when an RDAP extension needs to be described during HTTP content
negoti ati on.

This paranmeter enables an RDAP client to signal to an RDAP server the
Iist of RDAP extensions supported by that client. For exanple, an
RDAP client that supports the "foo" extension may use this mechani sm
as a signal to an RDAP server, thus allow ng the server to respond
with data using the "foo" extension inside an RDAP response only when
it can be assured the client can understand the extension
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By using this nmethod, there is no need for every RDAP extension to
define their own uni que signaling mechanism Additionally, this

met hod i s designed to be backwards-conpatible with the depl oyed RDAP
ecosystem (see Appendix B for further infornmation).

1.1. Docunent Terns

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. The RDAP Media Type Wth Extensions Paraneter

The RDAP nedia type, "application/rdap+json", may have an optiona
paraneter naned "exts list". This paranmeter is a whitespace-
separated |ist of RDAP extension identifiers (as would be found in
the "rdapConformance" array).

Here is an exanpl e:
application/rdap+json;exts |ist="rdap_|evel 0 exts fred"
3. Using The Extensions Paraneter

[ RFC7480] specifies the usage of "application/json", "application/
rdap+j son" or both with HTTP "accept" header. The "exts |ist"
paraneter may only be used with the "application/rdap+json" nedi a

t ype.

This is an exanple of the "accept" header using the RDAP media type
wi th an "extensions" paramneter:

accept: application/json;qg=0.9,
application/rdap+json;exts |ist="rdap | evel 0 exts fred";g=1

If both a client and a server support the "exts_list" parameter, and
the client requests an extension that is uninplenented by the server,
the server MUST respond with only extensions included in the response
by the server. This behavior is backwards-conpatible as RDAP clients
must ignore unknown RDAP extensions as specified by [ RFC9083].
Respondi ng with an HTTP 406 Not Acceptable status code is NOT
RECOMVENDED because an RDAP client could interpret this status code
to nean that the server does not understand RDAP in its entirety.
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Li kewise, if a server is required to use an extension in a response
that was not requested by the client, the server MJST respond as if
the client had requested the extension. This behavior is backwards-
conpati ble as RDAP clients nust ignore unknown extensions as
specified by [ RFCO083]. Responding with an HTTP 406 Not Acceptable
status code is NOT RECOMMENDED for the reason stated above.

When the "exts list" parameter is used in the RDAP media type in the
"content-type" header, the values in the media type's "exts_list"
paraneter MJUST natch the values in the "rdapConformance" array in the
returned JSON. However, inplenentation experience has shown that
some HTTP server libraries do not support nodification of the
"content-type" header per query type. Therefore use of the
"exts_list" parameter with the nmedia type of the "content-type"
header is NOI REQUI RED. That is, when used in the "content-type"
header, the values of the "exts |ist" parameter nust match that of
the "rdapConformance" array but server nmay opt to onmit the

"exts |list" paraneter fromthe nedia type in the "content-type"
header .

The contents of the "exts_list" parameter mirrors the content of the
"rdapConf ormance"” array in server responses. This includes the
identifier "rdap_level 0", which is not an extension identifier but
an identifier for the base RDAP specifications. Servers MJST foll ow
the sane rules for placing "rdap_l evel 0" in the content of the
"exts_list" parameter and the "rdapConformance" array. Cients MJST
interpret an "exts_list" parameter wi thout "rdap_| evel 0" or one of
its successor identifiers (e.g. "rdap_level _1") in the sane manner as
the interpretation of the "rdapConfornance" array w thout

"rdap_l evel 0" or one of its successors.

Nothing in this specification sidesteps or obviates the HITP content
negoti ati on defined in [RFC9110] for RDAP

Li kewi se, nothing in this specification sidesteps or obviates the

HTTP cachi ng nechani sns defined in [RFC9110]. Further advice on the
"vary" header can be found in Appendi x A
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Sone RDAP extensions, such as [ RFC9560], have other protocol elenents
(e.g. extension-specific query paraneters) passed fromthe client to
the server, and the presence of these protocol elenents may be used
by servers to determine a client’s capability to handle the rel ated
RDAP extension(s). This specification does not require the usage of
those extension identifiers in the "exts_list" paranmeter, though
clients SHOULD list the extension identifier in the "exts_list"

par anet er when using ot her protocol elements of those extensions for
better conpatibility with servers recognizing the "exts_list"
paraneter. Servers SHOULD NOT require the usage of extension
identifiers in the "exts |ist" paraneter when other extension
protocol elenents are used for backwards-conpatibility purposes

3.1. Extension ldentifier
Thi s docunent defines an RDAP extension using the identifier "exts".
Thi s RDAP extension defines no additional RDAP queries or response
structures.
The purpose of this RDAP extension is to allow servers to signha
support for the "exts_list" paraneter in "rdapConformance" arrays of
responses to "/hel p" (aka "service discovery").

3.2. Exanples

The foll owi ng exanpl es use the HITP/ 1.1 nessage exchange syntax as
seen in [ RFC9110].

3.2.1. dassic Negotiation
Thi s exanpl e denmonstrates the negotiation of the "application/
rdap+j son" nmedia type as defined in [ RFC7480] using an RDAP "/ hel p"
query. This exanple also denmponstrates the negotiation in which a
client does not support the "exts list" paraneter but a server does
support the "exts list" paraneter.
Client Request:

GET /help HTTP/ 1.1
accept: application/rdap+json

Server Response
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HTTP/ 1.1 200 K
content-type: application/rdap+json;exts_|list="rdap_|l evel 0 exts"
{ "rdapConformance" : [ "rdap_l evel 0", "exts" ],
"notices" : [
{ "description" : [ "ny content includes a trailing CRLF" 1 } ] }
3.2.2. Negotiation of an RDAP Extension

In this exanple, both the client and server support the "exts l|ist"
paraneter and a fictional extension of "foo".

Client Request:

GET /help HTTP/ 1.1
accept: application/rdap+json;exts |ist="rdap_| evel 0 exts foo"

Server Response:

HTTP/ 1.1 200 K
content-type: application/rdap+json;exts_|list="rdap_l evel 0 exts foo"

{ "rdapConformance" : [ "rdap_l evel 0", "exts", "foo" ],
"notices" : |
{ "description" : [ "ny content includes a trailing CRLF" 1 } ] }
3.2.3. Negotiation of an RDAP Extension Wthout "Content-Type"

In this exanple, both the client and server support the "exts |ist"

paraneter and a fictional extension of "foo". However, the server
does not support the "exts_list" paraneter in the "content-type"
header .

Client Request:

GET /help HTTP/ 1.1
accept: application/rdap+json;exts list="rdap_|l evel 0 exts foo"

Server Response:

HTTP/ 1.1 200 K
content-type: application/rdap+json

{ "rdapConformance" : [ "rdap_l evel 0", "exts", "foo" ],
"notices" : [

{ "description" : [ "ny content includes a trailing CRLF" ] } ] }
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3.2.4. No Server Support for exts_list Parameter

In this example, only the client supports the "exts_|ist" paraneter,
along with a fictional extension of "foo" by both.

Client Request:

CGET /help HTTP/ 1.1
accept: application/rdap+json;exts |ist="rdap_|l evel 0 exts foo"

Server Response

HTTP/ 1.1 200 K
content-type: application/rdap+json

{ "rdapConformance" : [ "rdap_l evel 0", "foo" ],
"notices" : [

{ "description" : [ "ny content includes a trailing CRLF" 1 } ] }
3.2.5. Differing Extension Negotiation

In this exanple, both the client and server support the "exts |ist"
paraneter. The client supports the extensions "foo" and "bar" while
the server only support "foo".

Client Request:

GET /help HTTP/ 1.1
accept: application/rdap+json;exts |ist="rdap_|evel 0 exts foo bar"

Server Response

HTTP/ 1.1 200 K
content-type: application/rdap+json;exts |ist="rdap_|evel 0 exts foo"

{ "rdapConformance" : [ "rdap_l evel 0", "exts", "foo" ],
"notices" : [
{ "description" : [ "ny content includes a trailing CRLF" 1 } ] }

3.2.6. Extension Versioning and Met a-data

For scenarios where the "versioning" extension, as defined by
[1-D.ietf-regext-rdap-versioning], is used, the extension identifiers
in the client request may not be exact or case-insensitive nmatches
for the extension identifiers in the server response (unlike
scenari os where the "versioning" extension is not used). That is,
the extension identifiers used by the client have appended versioni ng
information, but the extension identifiers returned by the server do
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not have appended versioning information (such information is in the
"versioning" JSON).

Client Request:

CGET /donai n/ exanpl e. com HTTP/ 1. 1
accept: application/rdap+json;exts_list="rdap_|l evel _0 exts versioning_0_2"

Server Response

HTTP/ 1.1 200 K
content-type: application/rdap+json;exts list="rdap_| evel 0 exts versioning"
{ "rdapConformance" : [ "rdap_l evel 0", "exts", "versioning" ],

"obj ect  assNane": "domain",

"I dhNanme": "exanpl e. coni,

"versioning": [ {

"extension": "versioning",
"type": "semantic",
"version": "versioning_0 2" } ]

Servers might also use the "versioning" extension to describe neta-
dat a about supported extensions even if the servers do not explicitly
support extension versioning.

4. Usage in RDAP Links

Section 4.2 of [RFC9083] defines a link structure used in RDAP.

{

"val ue": "https://exanple.conlcontext_uri"
"rel": "self",

"href": "https://exanple.comtarget uri",
"hreflang": [ "en", "ch" ],

"title": "title",

"medi a": "screen",

"type": "application/json"

}

The type attribute signals to a client the expected nedia type of the
resource referenced in the href attribute, and sone clients use this
information to determine if the URI in the href attribute should be
de-ref erenced

Usage of the "exts |list" paraneter in the nedia type of the "type"

attribute is allowed but the "type" attribute as a whole is only a
hint, as noted by [ RFC8288]:
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6

6

6

The "type" attribute, when present, is a hint indicating what the
medi a type of the result of dereferencing the |ink should be.
Note that this is only a hint; for exanple, it does not override
the Content-Type header field of a HITP response obtai ned by
actually followi ng the link.

Security Considerations
As stated in Section 3, this specification does not override the
protocol elenents of RDAP security extensions, such as [ RFC9560], nor

does it override the protocol elenments of other security features of
HTTP.

Thi s specification does contrast with sol utions using query
paraneters in that those solutions require servers to blindly copy
query paraneters into redirect URLs in situations where such copying
could cause harm such as copying an APl key intended for one server
into the redirect URL of another server

I ANA Consi derations
1. RDAP Extension Registry

The | ETF requests the 1ANA to register the following extension in the
RDAP Ext ensi ons Regi stry at [ RDAP- EXTENSI ONS] :

Extension identifier: exts
Regi stry operator: ALL
Publ i shed specification: [RFC Reference Once Publi shed]

Person & email address to contact for further information:
The Internet Engineering Steering Group <iesg@etf.org>

I nt ended usage: COVMON
2. Addition of Paraneter to RDAP Media Type

Thi s docunent defines the optional paraneter "exts list" for the
medi a type "application/rdap+json" as described in Section 2.

The | ETF requests the IANA to add this docunment as an additiona
reference to the | ANA Media Type registry at [ MEDI A-TYPES] for the
medi a type "application/rdap+json”
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Appendi x A, Using the Vary Header
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dependi ng on the cachi ng behavior desired of shared caches (i.e.
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Consi der the follow ng scenari o where user Bob and user Alice send
queries to the sane RDAP server that is routed through a m ddl ebox
network el ement inplementing a shared HTTP cache.

User Bob sends a query for the domai n "exanpl e.cont

(http://regy. exanpl e/ donai n/ exanpl e. com (http://regy. exanpl e/ donai n/
exanpl e.com)) without the "exts list" parameter. The "accept" header
sent for Bob’s query would be accept: application/rdap+json or
accept: application/json

User Alice later sends a query for the sane domai n, however her
client uses the "exts |ist" paraneter. The "accept" header sent for
Alice’s query might be accept: application/

rdap+j son;exts_list="rdap_|l evel 0 exts foo"

If no "vary" header is set in the response for these queries, the
shared cache will conpare only the URL of the query when processing
cache items and therefore user Bob and user Alice would receive the
same answer. In other words, since both queried
"http://regy. exanpl e/ domai n/ exanpl e. cont’ (http://regy. exanpl e/ domai n/
exanpl e.com') the shared cache would return the answer of the first
query to the second query and all other subsequent queries until the
item expired out of the cache.

If server inplenmenters do not desire this behavior and woul d signa
that caches consi der each query separately, servers should al so
return a "vary: accept” header to informthe cache that the "accept™
header shoul d al so be consi dered when processing cache itens. Server
i mpl ementers should al so consult [ RFC9110] regarding caching and

ot her uses of the "vary" header

Appendi x B. Design Considerations
B.1. Reusing the Existing Media Type

Earliest versions of this docunent specified a new nedi a type because
the authors believed the addition of new paraneter on the existing
RDAP nedi a type may be backwards-inconpatible with many RDAP servers
However, a study conducted by Pawel Kowalik concluded that 99. 65% of
RDAP servers are conpatible with a new paraneter on the existing RDAP
medi a type

Addi tionally, [RFC2045] requires that the server ignore unknown
par amet er s
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B.2. Inappropriate Use of Query Paraneters

Anot her design approach to conmmuni cati ng RDAP extensions fromthe
client to the server would be the use of URl query paraneters:

https://rdap. exanpl e/ domai n/ f 00. exanpl e?ext ensi ons=fi zzbuzz

However, there are a few problens with using query paraneters for
this scenario. Sonme of these problens are specific to RDAP and are
al so docunented in [I-D.ietf-regext-rdap-extensions]. The follow ng
sections al so describe the problens.

B.2.1. Copy and Paste

Consi der two RDAP users, Alice and Bob. Alice has an RDAP client that
supports the extension "fizzbuzz", and Bob has an RDAP client that
does not support this extension

Now consi der the scenario where Alice copies and pastes the RDAP URL
fromabove into an email and sends it to Bob. Wen Bob uses that URL
with his RDAP client, it will be communicating to the server that the
extension "fizzbuzz" is understood by Bob's client when it is not.

In this scenario, Bob's client will be unable to render the RDAP

ext ensi on regardl ess of the usage or not of the query paraneter.
However, if the server is using the query paraneter for secondary
pur poses, such as gathering netrics and statistics, then the
capabilities of Bob’s client will have been incorrectly signalled to
the server.

B.2.2. Redirects

The RDAP ecosystemuses redirects in many situations. [RFC7480]

di scusses "aggregators", which are RDAP servers used to help clients
find authoritative RDAP servers using the RDAP bootstrap registries.
Redirects are al so heavily used by the RIRs when | P addresses or

aut ononous system nunbers are transferred fromone RIR to another.

Wthin HTTP, URI query parameters are not explicitly preserved during
a redirect (probably due to architecture considerations, see the
section below). Specific to RDAP, [ RFC7480] instructs RDAP servers
to ignore unknown query paraneters and instructs clients not to
transformthe URL of a redirect.

Therefore, query paraneters denoti ng RDAP ext ensi ons shoul d not

survive redirects in RDAP. This can be readily observed in currently
depl oyed RDAP servers
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curl -v https://rdap-bootstrap.arin.net/bootstrap/aut num 2830?ext ensi on=fi zzbuzz

To further denonstrate that query paraneters do not automatically
survive redirects but that nedia types do, consider the code found
here (https://github.conl anewt on1998/ draft-regext-ext-json-nedia-
type). This code consists of a sinple client and a sinple server

The client sets both a new nedia type and query paraneters. The
servers listen on two ports, redirecting the client froma URL on the
first port to a URL on the second port.

Preservation of query paraneters is not a guaranteed feature of HTTP
client and server libraries, whereas preservation of nedia types is
much nmore likely to occur.

B.2.3. Referral Compatibility

It is conmon in the RDAP ecosystemto |link fromone RDAP resource to
another. These are typically conveyed in the Iink structure defined
in Section 4.2 of [RFC9083] and use the "application/rdap+json" nedia
type. One common usage is to link to a domain registration in a
domain registrar froma domain registration in a domain registry.

{

"value" : "https://regy. exanpl e/ dormai n/ f 0o. exanpl e",
"rel" @ "related",

"href" : "https://regr.exanpl e/ domain/foo. exanpl e",
"type" : "application/rdap+j son"

}

Usage of the "exts |list" paraneter does not require clients to
conduct further processing of these referrals, whereas a query

par anet er approach would require clients to process and de-conflict
any other query paraneters if present.

B.2.4. Architectural Violations
Section 3.4 of [RFC3986] states the foll ow ng:

| The query conponent contains non-hierarchical data that, along

| with data in the path conponent (Section 3.3), serves to identify
| a resource within the scope of the URI's schene and nam ng

| authority (if any).

Therefore, URI query paraneters are nmeant to be part of the identity
of the resource being identified by a URI and pointed to by the

| ocation of a URL. RDAP extensions change the portions of JSON
returned by the server but are not intended to change the resource
being identified. That is, a domain registration is the sane donain
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regi stration regardl ess of whether the postal address in that domain
registration is comruni cated via JCard or a new RDAP extension for
JSCont act .

Changi ng how the content of a resource is conveyed is called content
negotiation and is discussed in detail in [RFC9110] using medi a

types.

Readers should note that protocol design is not a "priestly affair”
in which architectural violations are strictly forbidden. Every
design decision is a trade-off. However, follow ng the architecture
of an ecosystem generally nmakes re-use of software and systens

easi er, and often eases the adoption of newer features in the future.
When given the choice between two designs, the design that does not
viol ate architecture should be preferred when all other

consi derations are equal
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