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Abst r act
Thi s docunment specifies an extension to the Registration Data Access
Prot ocol which allows the Tine-To-Live (TTL) values for rel evant DNS
record types to be included in RDAP responses.
About this draft

This note is to be renoved before publishing as an RFC

The source for this draft, and an issue tracker, may can be found at
https://github. com gbxyz/rdap-ttl-extension.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

Wil e [ RFC9083] all ows RDAP server operators to provide information
about the content of the NS, DS, A and AAAA RRset(s) (see Section 5
of [RFC9499]) which are published in the DNS for a given registry

obj ect (domain or host object), it does not provide a nmechanismto
all ow the Tinme-To-Live (TTL) (see Section 5 of [RFC9499]) val ues of
those RRsets to be included in responses. |Inclusion of these val ues
in RDAP responses (in addition to naneservers, glue |IP addresses, and
DS records) all ows out-of-band debuggi ng of the DNS configuration of
troubl esone domai n nanes.

Thi s document describes how TTL information can be included in domain
and naneserver objects in RDAP responses. As per Section 5.2 of

[ RFC2181], TTL values are applicable to RRSets rather than individua
records.

Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent makes use of the terns defined in Section 1.1 of
[ RFCO083] .

RDAP Response Specification

Servers that support this extension MAY include a "ttl O_data"
property in any domain (Section 5.3 of [RFC9083]) and naneserver
(Section 5.2 of [RFCO083]) objects included in RDAP responses. As
per Section 2.1 of [RFC9083], clients which do not inplenent this
specification SHOULD ignore the "ttl 0 _data" nenber.

The ttl1 0 _data property is an object which has the foll ow ng
properties:

* A "val ues" property, which is an object which nmaps DNS record type
menoni cs to TTL val ues;

* An OPTIONAL "remarks" property, which is an array of renmarks (see
Section 4.3 of [RFC9083]).
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As specified in Section 8 of [ RFC2181], a TTL value is a "an unsigned
nurmber, with a mnimum value of 0, and a maxi num val ue of 2147483647
That is, a maxi mumof 27231 - 1.". TTL values are represented as JSON
nunbers.

An exanpl e domain object with valid "ttl0 _data" attribute is provided
bel ow. Readers should refer to [RFCO083] for a description of the
other objects listed in the exanple.

"obj ect Cl assNane": "donain",
"l dhNane": "donai n. exanpl e",
"ttl10_data": {

"val ues": {

"NS": 3600,
"DS": 300
}1
"remarks": [
"description": [
"For nore information about the .exanple",
" registry policy relating to DS record TTL changes, ",
"see https://domain. exanpl e"
]1
"l'inks": [
"rel": "related",
"title": ".Exanple Registry DNS TTL Policy",
"href": "https://domai n. exanpl e"
}
]
}

An exanpl e naneserver object with valid "ttlO_data" attribute is
provi ded bel ow.
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{
"obj ect Cl assNane": "naneserver",
"l dhNane": "nsl. domai n. exanpl e",
"ttl 0 _data": {
"val ues": {
"A": 86400,
"AAAA": 86400
b,
"remarks": [
"description": [
"The .exanple registry does not permt TTL ",
"val ues for naneservers to be changed."
]
}
]
}
}

3.1. DNS record Types and TTL Val ues

The DNS record type mmenoni cs that appear as the property nanes in
val ues objects MJST be in all capitals and MJST be registered with
IANA in [1 ANA-RRTYPES]. TTL val ues MUST be unsigned integers in the
range 0-2147483647 as per Section 8 of [RFC2181].

3. 2. RDAP Conf or mance

Servers returning responses containing TTL val ues MJST include the
string "ttl10" in the rdapConformance array.

4. QOperational Considerations
4.1. RDAP Servers

This specification is conplementary to the Extensible Provisioning
Prot ocol [RFC5730] (EPP) Mapping for DNS Time-to-Live (TTL) Val ues
[ RFC9803], but registry operators do not need to inplenment that
extension in their EPP server in order to inplenment this RDAP

ext ensi on.

4.2. RDAP Cdients
Many RDAP clients nake use of frameworks which automatically
"hydrate" objects using JSON data received in RDAP responses. As a

result, RDAP clients which use these frameworks SHOULD explicitly
carve out the "val ues" property of "ttl0O_data" el enents.
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Since the list of record types appearing in "ttlO_data" el enents may
change with tine, clients which inplenent this extension MJST accept
responses containing values for all valid DNS record types, and
SHOULD periodically update the Iist of valid DNS record types to
align with [l ANA- RRTYPES] .

5. |1 ANA Consi derations

I ANA is requested to register the follow ng value in the RDAP
Ext ensi ons Regi stry [ ANA- RDAP- EXTENSI ONS] :

*Extension identifier:* ttlO

*Regi stry operator:* Any

*Publ i shed specification:* this docunent

*Contact:* |ETF <iesg@etf.org (mailto:iesg@etf.org)>

*] ntended usage: * this extension describes how DNS TTL val ues can be
i ncluded i n RDAP responses.

6. Security Considerations

Security services for the extension specified in this docunment are
described in [ RFC7481].

Thi s docunent only concerns itself with the representation of
configured TTL val ues for dommi n and host objects. Such
configuration is out of scope. Readers may refer to Section 6 of
[ RFCO803] for the security inplications of configuring those val ues.
7. Inmplenentation status
This section is to be renoved before publishing as an RFC
7.1. | CANN RDAP
Organi zation: | CANN
Narme: | CANN RDAP

Description: | CANN RDAP contains an RDAP client, server, and conmon
l'ibraries.

Level of maturity: Mature

Coverage: All aspects of the protocol are inplenented
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Li censi ng: Apache License, Version 2.0 or MT License.
Cont act: gl obal support @ cann. org
URL: https://github.comicann/icann-rdap
7.2. Net::RDAP
Name: Net : : RDAP
Description: An RDAP library for Perl.
Level of maturity: Mature
Coverage: All aspects of the protocol are inplenmented.
Li censing: Perl (Artistic License or GPL).
Cont act: gavin. brown@ ast nai | . uk
URL: https://nmetacpan. org/ pod/ Net: : RDAP
7.3. rdapper
Nane: rdapper
Description: A command-line RDAP client that uses Net:: RDAP.
Level of maturity: Mature
Coverage: All aspects of the protocol are inplenmented.
Li censing: Perl (Artistic License or GPL).
Contact: gavin. brown@ ast nai | . uk
URL: https://netacpan. org/ pod/ App: : rdapper
8. Change Log
This section is to be renoved before publishing as an RFC.
8.1. Changes from09 to 10
Updat es as per |ESG eval uati on:

1. Mnor typographic edits.
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2. Made [RFC9499] a normative reference (thanks Ketan Tal aul i ka)
8.2. Changes from08 to 09
Updates as per directorate review

1. Inproved wording in the |last sentence of the first paragraph of
Section 1.

2. Add SHOULD keyword in Section 4.2 to clarify the need to carve
out the "values" property of "ttl 0 data" el enents.

3. Updated Section 9.
8.3. Changes from 07 to 08
Updat es as per AD review
1. Added Section 4.
2. Myve the | ast paragraph of Section 1 to Section 4.
3. Renove nost of Section 3.1, noved some of it to Section 4.
4. Backfilled the change | og i medi ately bel ow.
8.4. Changes from 06 to 07
1. Correct reference to [ RFC9499].
8.5. Changes from 05 to 06
1. Add nissing change log entries to assist in | ESG review
2. Added Section 7.
8.6. Changes fromO04 to 05
1. darify that TTL values are represented using JSON nunbers.
8.7. Changes fromO03 to 04
Updat es based on feedback during WA.C:

1. Renpve the xref in the Abstract to avoid i ssues when rendered as
pl ai nt ext;
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8. 8.

1.

2

8. 9.

8. 10.

8. 11.

8. 12.

Br own

Refer to RRsets instead of resource records since [RFC2181]
requires the TTL of all the records in an RRset to be the sameg;

Ref erence [ RFC2181] which defines what a TTL is.

Clarify that clients need to handle (even if to ignore)
unexpected record types.

Changes from 02 to 03

Switch to array nodel to object nodel, based on W5 f eedback

Added Section 9.

Changes fromO01 to 02

Include reference to [I ANA-RRTYPES] in Section 3 (thanks Jasdip
Si ngh) .

Renoved t he val ue nenber of the link object in the exanple domain
object so that it conforms with web |inking practice (also thanks
Jasdi p Si ngh).

Changes from 00 to 01

Updated the extension identifier and extension property name to
align with the current best practices in
[1-D.ietf-regext-rdap-extensions].

Added Section 6.

Changed MJST to MAY in the first paragraph of Section 3.

Reduce anbiguity around the repetition of DNS record types in
responses.

Changes fromdraft-brown-rdap-ttl-extension-03 to draft-ietf-
regext-rdap-ttl -extensi on-00

Nanme change only.
Changes from 02 to 03

Update reference to [ RFC9803].
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8.

10.

10.

Br

13. Changes from 01 to 02

1. Update reference to the EPP extension.

.14. Changes from 00 to 01

1. Extension property name renaned to ttl.

2. The extension data structure is now an array allowi ng common TTL
val ues, remarks and events to be mapped to nultiple DNS record

types.

3. The extension data structure may now i nclude remarks and events.

4. Added normative text regarding the value of DNS record mmenpnics
and TTL val ues.
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