Regi stration Protocols Extensions (regext) J. Singh

I nternet-Draft ARI'N
I nt ended status: Standards Track T. Harrison
Expires: 7 Decenber 2025 APNI C

5 June 2025

Regi stration Data Access Protocol (RDAP) Extension for Geofeed Data
draft-ietf-regext-rdap-geof eed-14

Abst ract

Thi s docunent defines a new Registration Data Access Protocol (RDAP)
ext ensi on, "geofeedl", for indicating that an RDAP server hosts
geofeed URLs for its IP network objects. It also defines a new nedia
type and a new link relation type for the associated |ink objects

i ncluded in responses.
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1. Introduction

[ RFC8805] and [ RFC9632] detail the |IP geolocation feed (commonly
known as 'geofeed’) file format and associ ated access nechani sns.
Wi |l e [ RFC9632] describes how a registry can nake geofeed URLs
avail abl e by way of a Routing Policy Specification Language (RPSL)
[ RFC2622] service, the Regional Internet Registries (R Rs) have
depl oyed Regi stration Data Access Protocol (RDAP) ([ RFC7480],

[ RFC7481], [RFC9082], [RFCO083]) services as successors to RPSL for
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I nternet number resource registrations, and naintaining feature
parity between the two services supports client transition from RPSL
to RDAP in this context. To that end, this docunent specifies how
geof eed URLs can be accessed through RDAP. It defines a new RDAP
ext ensi on, "geofeedl", for indicating that an RDAP server hosts
geofeed URLs for its I P network objects, as well as a new nedia type
and a new link relation type for the associated |ink objects.

Fet chi ng and naki ng use of geofeed data is out of scope for the
purposes of this docunment. See [RFC8805] and [ RFC9632] for further
detail s.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

I ndentati on and whitespace in exanples are provided only to
illustrate element relationships, and are not a required feature of
this specification.

"..." in exanples is used as shorthand for el enents defined outside
of this docunent.

Speci fication
1. Media Type for a Geofeed Link

[ RFC9632] requires a geofeed file to be a UTF-8 [ RFC3629] comma-
separated values (CSV) file, with a series of "#" coments at the end
for the optional Resource Public Key Infrastructure (RPKI, [RFC6480])
signature. At first glance, the "text/csv' nmedia type seens |like a
good candidate for a geofeed file, since it supports the "#" coments
needed for including the RPKI signature.

However, although the CSV geofeed data could be viewed directly by a
user such that the "text/csv" nedia type was appropriate, the npst
common use case will involve it being processed by sone sort of
application first, in order to facilitate subsequent |P address

| ookup operations. Therefore, using a new "application" nedia type
with a "geof eed" subtype (Section 4.2.5 of [RFC6838]) for the geofeed
data is preferable to using "text/csv".

To that end, this docunent registers a new "application/geof eed+csv"
media type in the 1 ANA Media Types Registry (see Section 6.3), and a
new "+csv" suffix in the ANA Structured Syntax Suffixes Registry
(see Section 6.4).
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2.2. Ceofeed Link

An RDAP server that hosts geofeed URLs for its IP network objects
(Section 5.4 of [RFCO083]) may include |ink objects for those geofeed
URLs in IP network objects in its responses. These |ink objects are
added to the "links" menber of each object (Section 4.2 of

[ RFC9083] ).

In RDAP, the "value", "rel", and "href" JSON menbers are required for
any link object. Additionally, for a geofeed |ink object, the "type"
JSON nenber is RECOVMENDED. The geof eed-specific conponents of a
link object are like so:

* "rel" -- The link relation type is set to "geofeed". This is a
new link relation type for I P geolocation feed data, registered in
the 1ANA Link Rel ations Registry (see Section 6.2) by this

docunent .

* "href" -- The target URL is set to the HTTPS URL of the geofeed
file (Section 6 of [RFC9632]) for an | P network.

* "type" -- "application/geofeed+csv" (see Section 2.1).

An | P network object returned by an RDAP server MAY contain zero or
nmore geofeed |ink objects, though typically an I P network will have
either no such link objects or only one. The scenario where nore
than one geofeed link object could be returned is when the server is
able to represent that data in multiple | anguages. |In such a case,
the server SHOULD provide "hreflang” nenbers for the geofeed |ink
obj ects. Except for the multiple-languages scenario, the server
SHOULD NOT return nore than one geofeed |ink object.

2. 3. Extension ldentifier

Thi s docunent defines a new extension identifier, "geofeedl"”, for use
by servers that host geofeed URLs for their IP network objects and

i nclude geofeed URL |ink objects in their responses to clients in
accordance with Section 2.2. A server that uses this extension
identifier MUST include it in the "rdapConformance" array

(Section 4.1 of [RFCO083]) for any |ookup or search response
containing an I P network object, as well as in the hel p response.
Here is an elided exanple for this inclusion:

{

"rdapConformance": [ "rdap_|l evel _0", "geofeedl", ... ],
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If the server includes "geofeedl" in the "rdapConfornmance" array,
then for any response concerning a particular |IP netwrk object for
whi ch the server possesses a geofeed URL and is able to return it to
the client (i.e. is not conpelled to onmt it due to regulatory
constraints or sinilar), the server MJST include a correspondi ng
geofeed link object in the response.

An RDAP server may nake use of the "application/geofeed+csv" nedia
type and the "geofeed” link relation defined in this specification in
its responses without including the "geofeedl" extension identifier
in those responses, because RDAP servers are free to use any
registered nmedia type or link relation in a standard response wi t hout
i mpl ementing any particular extension. The additional value of
including the extension identifier in the "rdapConformance" array is
that it signals to the client that the server hosts geofeed URLs for
its P network objects. This is useful where a client receives an IP
net wor k object without a geofeed |ink object, because in that case
the client can infer that no geofeed data is available for that

obj ect, since the server would have provided it if it were avail able.

Al t hough a server may use registered nedia types in its |link objects
wi thout any restrictions, it is useful to define new RDAP extensions
for those nmedia types in order for the server to comrunicate to
clients that it will nmake data for that type accessible, in the sane
way that the server does with the "geofeedl" extension identifier

The "1" in "geofeedl"” denotes that this is version 1 of the geofeed
extension. New versions of the geofeed extension will use different
extension identifiers.

2.4. Exanple

The following is an elided exanple of an I P network object with a
geof eed |ink object:
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{
"obj ectCl assNane": "ip network",
"handl e": "XXXX-RI R",
"start Address": "2001:db8::",
"endAddress": "2001:db8:0:ffff:ffff:ffff:ffff:ffff",
"i pVersion": "v6",
"name": "NET-RTR-1",
"type": "DI RECT ALLOCATI ON',
"country": "AU',
"parent Handl e": "YYYY-RI R',
"status": [ "active" ],
"links":
[ {
"value": "https://exanple.net/ip/2001: db8::/48",
"rel": "self",
"href": "https://exanple.net/ip/2001: db8::/48",
"type": "application/rdap+j son"
b
{
"value": "https://exanple.net/ip/2001: db8::/48",
"rel": "geof eed",
"href": "https://exanpl e.coni geof eed",
"type": "application/geof eed+csv"”
b
1,
}

3. Operational Considerations

VWhen an RDAP client perfornms an |IP network | ookup, per Section 3.1.1
of [RFC9082], the RDAP server is required to return the nost-specific
I P network object that covers the |IP address range provided by the
client. That |IP network object may not have an associ ated geof eed
link, but it is possible that a | ess-specific I P network object does
have such a link. Cients attenpting to retrieve geofeed data for a
given | P address range via RDAP shoul d consi der whether to retrieve
the parent object for the initial response (and so on, recursively)
in the event that the initial response does not contain geofeed data.
Conversely, server operators should consider interface options for
resource holders in order to support the provisioning of geofeed
links for all networks covered by the associ ated dat a.

It is common for a resource holder to maintain a single geofeed file

contai ning the geofeed data for all of their resources. The resource
hol der then updates each of their network object registrations to
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refer to that single geofeed file. As with geofeed references in

i net num obj ects (per [RFC9632]), clients who find a geofeed |ink
object within an IP network object and opt to retrieve the data from
the associated link MJST ignore any entry where the entry’'s IP
address range is outside the IP network object’s address range.

Section 3.2 of [RFC8805] recommends that consuners of geofeed data
verify that the publisher of the data is authoritative for the

rel evant resources. The RDAP bootstrap process ([ RFC9224]) hel ps
clients with this recommendation, since a client follow ng that
process will be directed to the RDAP server that is able to nmake
authoritative statenents about the disposition of the rel evant
resour ces

To prevent undue | oad on RDAP and geof eed servers, clients fetching
geof eed data using these nechani sns MJUST NOT do frequent real-tine
| ookups. See Section 6 of [RFC9632] for further details.

Privacy Considerations

Al'l the privacy considerations from Section 7 of [RFC9632] apply to
this docunment. In particular, the service provider publishing the
geofeed file MJUST take care not to expose the | ocation of any

i ndi vi dual

Many jurisdictions have | aws or regulations that restrict the use of
"personal data", per the definition in [RFC6973]. @G ven that,

regi stry operators should ascertain whether the regulatory
environment in which they operate permts inplenmentation of the
functionality defined in this document.

Security Considerations

Section 6 of [RFC9632] docunents several security considerations that
are equally relevant in the RDAP context.

A geofeed file MIUST be referenced with an HTTPS URL, per Section 6 of
[ RFC9632]. The geofeed file may al so contain an RPKI signature, per
Section 5 of [RFC9632].

Besi des that, this docunent does not introduce any new security
consi derations past those al ready discussed in the RDAP protoco
specifications ([RFC7481], [RFC9560]).

| ANA Consi der ations
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6. 1.

RDAP Ext ensi ons Registry

I ANA is requested to register the follow ng value in the RDAP
Ext ensi ons Regi stry at [ RDAP- EXTENSI ONS] :

L I

6. 2.

Extension identifier: geofeedl

Regi stry operator: Any

Publ i shed specification: This docunent.

Contact: |ETF, iesg@etf.org

I nt ended usage: This extension describes version 1 of a nethod to
access the | P geolocation feed data through RDAP.

Li nk Rel ations Registry

I ANA is requested to register the follow ng value in the Link
Rel ati ons Registry at [LINK-RELATI ONS]:

6. 3.

Rel ati on Name: geof eed

Description: Refers to a resource with I P geofeed | ocation
information related to the link context.

Ref erence: This docunent.

Medi a Types Registry

I ANA is requested to register the followi ng value in the Media Types
Regi stry at [ MEDI A- TYPES] :

* Ok X *

Type name: application

Subt ype nane: geof eed+csv

Required paraneters: N A

Optional parameters: "charset" is an optional paranmeter for "text/
csv", but it is not used for "application/geof eed+csv" because the
geof eed content is always in UTF-8 (Section 2.1 of [RFC8805]).
Encodi ng consi derations: See Section 2 of [RFC9632].

Security considerations: See Section 5 of this docunent.
Interoperability considerations: There are no known
interoperability problens regarding this nedia fornmat.

Publ i shed specification: This docunent.

Applications that use this nedia type: Inplenentations of the

Regi stration Data Access Protocol (RDAP) Extension for Geofeed
Data. Furthernore, any application that processes the CSV geof eed
dat a.

Additional information: This nedia type is a product of the I ETF
REGEXT Worki ng Group. The REGEXT charter, information on the
REGEXT mailing list, and other documents produced by the REGEXT
Worki ng Group can be found at [ REGEXT].

Person & enmil address to contact for further information: REGEXT
Worki ng Group, regext@etf.org
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I nt ended usage: COVMON

Restrictions on usage: None

Aut hors: Tom Harrison, Jasdip Singh
Aut hor/ Change controller: |ETF
Provi si onal Registration: No

L I R

6.4. Structured Syntax Suffixes Registry

June 2025

IANA is requested to register the following value in the Structured

Syntax Suffixes Registry at [ STRUCTURED- SYNTAX- SUFFI XES] :
* Nane: Coma- Separated Val ues (CSV)

*  +suffix: +csv

* References: [RFC4180], [RFC7111]

* Encodi ng Considerations: Sane as "text/csv".

* Interoperability Considerations: Same as "text/csv".

* Fragnment ldentifier Considerations:

The syntax and senantics of fragnent identifiers specified for

+csv SHOULD be as specified for "text/csv".

The syntax and semantics for fragnment identifiers for a specific

"xxx/yyy+csv" SHOULD be processed as foll ows:

For cases defined in +csv, where the fragnent identifier

per the +csv rules, then as specified for +csv.

resol ves

For cases defined in +csv, where the fragnent identifier does not
resol ve per the +csv rules, then as specified for "xxx/yyy+csv".

For cases not defined in +csv, then as specified for "xxx/

yyy+csv".

* Security Considerations: Sane as "text/csv".
* Contact: IETF, iesg@etf.org
*  Aut hor/ Change controller: |ETF

7. Implenentation Status

(Renove this section before publication.)
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

7.1. RIPE NCC

* Responsi bl e Organi zation: R PE NCC

* Location: https://docs.db.ripe.net/Rel ease- Not es/ #ri pe- dat abase-
rel ease-1-110 (https://docs. db.ripe. net/ Rel ease- Not es/ #ri pe-
dat abase-rel ease- 1-110)

* Description: An RDAP server returning geofeed data.

* Level of Maturity: This is a production inplenentation

* Coverage: This inplenentation covers all the features described in
version 01 of this specification.

* Contact Information: Ed Shryane, eshryane@i pe. net
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(Renove this section before publication.)
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9.1. Changes fromO00 to 01

* Now using a web link instead of a sinple URL string to specify a
geofeed file URL.

* Renanmed the extension as "geof eedl” instead of "geofeedvl".
I ntroduced the new "geo" link relation type.

* Introduced the new "application/geofeed+csv"' nedia type.

9.2. Changes fromO01l to 02

* Updated the "Requirenents Language" section for exanpl es.

* Added an exanpl e for RDAP confornmance

* Updated the rationale for using the new "application/geof eed+csv"
medi a type

* Updated the "Applications that use this nedia type" section for
the "application/geof eed+csv" registration

9.3. Changes fromO02 to 03

* Removed "val ue" and "hrefl ang" expl anations fromthe "Ceof eed
Li nk" section. Further, clarified the cardinality of geofeed |ink
obj ect s.

* Updated extensibility verbiage in the "Media Type for a Geof eed
Li nk" secti on.

* In the "Exanpl e" section, updated the domain in "href" of the
geofeed link object to contrast with the domain in "value" to
hi ghlight that "href" is for a geofeed file hosted at a network
operator site whereas "value" is for an I P network object froman
RDAP server.

* Renpved the "Redaction" section since the geofeed files are public
to start with

* Added URLs for various | ANA registries.

9.4. Changes fromO03 to 04

* Updated the criteria for including the extension identifier in
"rdapConf or mance".

9.5. Changes from04 to 05
* ©Made various editorial changes
9.6. Changes fromO05 to 06
* The extension identifier inclusion is now a nust.
* Added the "Operational Considerations" section to clarify the

geofeed file and I P networks relationship, as well as how RDAP
Bootstrap helps with a recomendati on from RFC 8805.
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* 0 X X

*

10.

10. 1.

Updated the "Privacy Considerations" section to clarify the
service provider responsibility.

Changes from 06 to 07

Updated the extension identifier text so as to clarify that the
media type and link relation can be used independently of that
identifier.

Changes from 07 to 08

Added the "I npl enentati on Status" section.
Updat ed ref erences.

Changes from08 to 09

I ncorporated feedback fromthe AD review.

I ncorporated feedback fromthe nmedia type review
RFCs 4180, 7111, and 8805 are now normative references.
Made m nor editorial changes.

Changes from09 to 10

I ncorporated feedback fromthe | ESG revi ew.
Changes from 10 to 11

I ncorporated feedback fromthe | ESG revi ew.
Changes from 11 to 12

I ncorporated feedback fromthe | ESG revi ew.
Changes from 12 to 13

I ncorporated feedback fromthe | ESG revi ew.

Changes from 13 to 14

I ncorporated feedback fromthe | ESG revi ew.
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