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1. Background

The Regi stration Data Access Protocol (RDAP) defines a uniform
protocol for accessing data fromlInternet operations registries,
specifically Domain Nane Registries (DNRs), Regional Internet
Registries (RIRs), and other registries in the Internet Number

Regi stry System (INRS). RDAP queries are defined in [ RFC9082] and
RDAP responses are defined in [ RFCO083].

RDAP contains a neans to define extensions for queries not found in
[ RFC9082] and responses not found in [RFCI083]. RDAP extensions are
al so described in [RFC7480]. This docunent describes the
requirenents for RDAP extension definition and use, clarifying
anbiguities and defining additional senmantics and options that were
previously inplicit or under-specified, and places sonme constraints
on the definition of RDAP extensions to prevent collisions with

vari ous extension nechani sns.

As depl oyed, RDAP is an ecosystem of servers operated by separate
authorities of information, where information is interlinked from one
authority to another. Bootstrap servers issue HITP redirects to
authoritative TLD and RIR servers, and those servers may directly
refer to information held by domain registrars or other Internet
Nunber registries. Each redirect and referral nust be correctly
interpreted and followed by a client. Therefore, RDAP extensions
must be constructed with regard to the whol e ecosystem and be
specified in such a manner as to accommodate these interconnections
and t he various paths and mechani sms used by clients to navigate

t hem

1.1. Summary of Updates

Thi s docunent updates [ RFC7480], [RFC9082], and [ RFC9083] for the

pur poses of constrai ning how extensions are defined. This docunent
does not update any core RDAP requests or responses nor does it
updat e or obsol ete any existing RDAP extensions. The updates in this
docunent should require no changes to either client or server

i mpl ement ati ons.

Thi s docunent describes the follow ng nethods for extendi ng RDAP by
regi st ered extensions:

1. JSON Names - The nbst common extension point for RDAP is the

definition of new JSON Nanes. Guidance for JSON Nanmes is
provided in this docunent with regard to [ RFC7480] and [ RFC9083].
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1.

2

2

2. URL Paths - New | ookups and searches are defined using URL paths.
This docunent clarifies the practice as described in [ RFC9082].

3. Query Strings and Paraneters - Many queries use URL query strings
and paraneters to scope and/or enhance RDAP results. This
docunent clarifies the practice as described in [ RFC9082].

4. HITP Headers - Sone extensions nay use HITP headers or header
paraneters not explicitly enunmerated by [ RFC7480].

5. HITP Status Codes - Some extensions may use HTTP status codes not
explicitly enunerated by [ RFC7480].

6. Media type paraneters - Sone extensions may define additiona
medi a type paraneters for the "application/rdap+j son" nedia type

7. Object O asses - Extensions may define new types of objects to be
queried. This docunent clarifies this method as described in
[ RFC9082] and [ RFC9083].

Additionally, this docurment updates the I ANA registry practices for
RDAP. See Section 7.

2. Docunent Terns

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Extension ldentifiers
1. Purpose

Section 6 of [RFC7480] describes the identifier used to signify RDAP
extensions and the | ANA registry ([rdap-extensions]) into which RDAP
extensions are to be registered.

When in use in RDAP, extension identifiers are prepended to URL path
segnents, URL query paraneters, and JSON object nenber nanmes. They
are al so included in the "rdapConformance" array nember of each
response that relies on the extension, so that clients can determ ne
the extensions being used by the server for that response. The
"/hel p" query returns a response with an "rdapConfornmance" nenber
containing the identifiers for all extensions used by the server

The main purpose of the extension identifier is to act as a
nanespace, preventing collisions between el enents fromdifferent
extensions. Additionally, inplenenters and operators can use the
extension identifiers to find extension definitions via

[ r dap- ext ensi ons] .
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2.1.1. Profile Extensions

VWi |l e the RDAP ext ension mechani smwas created to extend RDAP queries
and/ or responses, extensions can also be used to signal server policy
(for exanple, specifying the conditions of use for existing response
structures). Extensions that are primarily about signaling server
policy are called "profiles". Profile extensions are often used by a
cl ass of RDAP server operators, such as the [icann-profile] used by
gTLD registries and registrars and the [nro-profile] used by R Rs.

Profil e extensions may do the follow ng:

* Specify sone specific extensions (and versions thereof) as
required.

* Specify sone specific optional queries, object classes, or JSON
structures as required.

* Limt or restrict the values of specific JSON structures.

Sone profile extensions exist to denote the usage of val ues pl aced
into an 1 ANA registry, such as the | ANA RDAP regi stries, or the usage
of extensions for specifications used in RDAP responses, such as
extended vCard/jCard properties.

For exanple, an extension nmay be used to signal desired processing of

a "rel" attribute in a "links" array, where the "rel" value is
registered in the [link-relations]:
{

"rdapConf or mance": |
"rdap_| evel 0",

"exanpl eExt"

] i)

"obj ect Cl assNane": "domain",

"I dhNanme": "exanpl e.coni,

"l'inks": [
"val ue": "https://exanple.con donmai n/ exanpl e. cont',
"href": "https://exanpl e. coni si deways_href",
"rel": "sideways",
"type": "application/rdap+j son"

]
}

When defining the usage of link relations, extensions MJST specify
the nedia types expected to be used with those link relations.
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Profil e extensions may al so | everage the appearance of their
identifier in the "rdapConformance" array (i.e., clients are signaled
that a profile is in use). Profile extensions that mandate the

i npl ement ati on of another extension MJST require that the inplenenter
include the extension identifier for that other extension in the
"rdapConf or mance" array.

[ RFC7480] mandates the inplenentation of HTTPS but does not nandate
its use. Sone profile extensions, especially those used by cl asses
of server operators, specify the required use of HTTPS and disal | ow
the use of unencrypted HTTP. Sinilarly, some profil e extensions
specify the availability of service over |Pv6.

As descri bed above, these characteristics are not exclusive to
profil e extensions and may be found in extensions defining new
queries, JSON, and ot her RDAP extension points (see Section 1.1).

2.1.2. Miltiple Identifiers in Single Extension

Ext ensi on specifications MAY define nore than one extension
identifier. The servers MJIST list all extension identifiers used to
generate a response in the "rdapConformance" array. The server MJST
list all supported extension identifiers in the "rdapConfornmance"
array of a response to a "/hel p" request.

2.2. Syntax

In brief, RDAP extension identifiers start with an al phabetic
character and nmay contai n al phanuneric characters and "_"
(underscore) characters. This fornulation was explicitly chosen to
all ow conpatibility with variable names in programm ng | anguages and
transliteration with XM.. See Section 6 and Section 2.1

RDAP extension identifiers have no explicit structure, and are opaque
i nsofar as no inner-neaning can be "seen" in them
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RDAP ext ensi ons MJST NOT define an extension identifier that may
collide with an existing extension identifier. RDAP extensions MJST
NOT define an extension identifier, which when appended with an
underscore character would be a substring starting fromthe first
character of an existing extension identifier. Simlarly, RDAP

ext ensi ons MUST NOT define an extension identifier starting with a
substring being an existing extension identifier appended with an
underscore. For exanple, if there were a pre-existing identifier of
"exanpl el_bar", another extension could not define the identifier

"exanpl el". Likewise, if there were a pre-existing identifier of
"exanpl el_bar", another extension could not define the identifier
"exanpl el _bar _buzz". However, an extension could define

"exanpl eThing" if there were a pre-existing definition of
"exanpl eThi ngQt her", and vice versa.

Extension identifiers containing the word "ietf" in any m xed
capitalization MJST have | ETF consensus.

Extension identifiers MJUST NOT start with "exanpl e" because these
identifiers are reserved for use as exanples in docunmentation

For this reason, this docunent updates the guidance of [RFC7480]
regardi ng underscore characters: RDAP extensions MJUST NOT use an
underscore character in their RDAP extension identifier

I mpl enenters shoul d be aware that many existing extension identifiers
do contain underscore characters

[ RFC7480] does not explicitly state that extension identifiers are
case-sensitive. This docunent clarifies the fornulation in [ RFC7480]
to explicitly note that extension identifiers are case-sensitive, and
extension identifiers MJUST NOT be regi stered where a new identifier
is a mxed-case version of an existing identifier (see Section 7.1).
For exanple, given "lunarNIC'" is already registered as an identifier,
then a newregistration with "lunarNic" (note the |owercase "ic" in
"Nic") would not be allowed.

2. 3. Bare Extension ldentifiers

A "bare" extension identifier is one that is used without a prefix
(e.g., "exanpl eExt" instead of "exanpl eExt_author").

Section 2.1 of [RFCO083] states the foll owi ng when using the nanes of
JSON nenbers:

| Cdients of these JSON responses SHOULD ignore unrecogni zed JSON
| menmbers in responses. Servers can insert menbers into the JSON
| responses, which are not specified in this docunment, but that does
| not constitute an error in the response. Servers that insert such

Newt on, et al. Expi res 22 August 2026 [ Page 7]



I nternet-Draft r dap- ext ensi ons February 2026

| unspecified nmenmbers into JSON responses SHOULD have nenber nanes
| prefixed with a short identifier foll owed by an underscore

| followed by a nmeaningful name. It has been observed that these

| short identifiers aid software inplenmenters with identifying the
| specification of the JSON nmenber, and failure to use one could

| cause an inplementer to assune the server is erroneously using a
| nane fromthis specification. This allowance does not apply to

| jCard [RFC7095] objects. The full JSON name (the prefix plus the
| underscore plus the neani ngful nane) SHOULD adhere to the

| character and nane limtations of the prefix registry described in
| [RFC7480]. Failure to use these limtations could result in

| slower adoption as these limtations have been observed to aid

| sone client progranmi ng nodel s.

Despite this, some RDAP extensions define only one JSON val ue and do
not prefix it with their RDAP extension identifier, instead using the
extension identifier as the JSON name for that JSON value. That is,
the extension identifier is used "bare" and not appended with an
under score character and subsequent nanes.

Consi der the exanple in Section 2.5.2. Using the bare extension
identifier pattern, that exanple could be witten as:

{
"rdapConf or mance": [
"rdap_| evel _0",
"exanpl eExt "
]1
"obj ect Cl assNane": "donain",
"I dhNane": "exanpl e.coni,
"remarks":
[
"description":
[
"Query the database."
"JSON repl aces the Wois."
"Structured data flows."
]
}
]1
"exanpl eExt":
"firstlnitial": "R",
"| ast Name": " SomePer son”
}
}
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Whil e [RFCO083] is specific to JSON, the use of a bare extension
identifier also applies to other identifiers of RDAP extensions, such
as query paraneters and object class names. Identifiers of an RDAP
ext ensi on which need a prefix to avoid name collision with
identifiers of other RDAP extensions or RDAP as specified in

[ RFC7480], [RFC9082], and [ RFC9083] are referred to as nanespaced

i dentifiers.

Usage of a bare extension identifier conflicts with the guidance in
Section 2.1 of [RFC9083]. Previously, extension authors have used
this pattern when only one query path, JSON nane, and/or object class
i s being defined by the extension

I mpl enent ati on experi ence has shown that an extension using a bare
identifier can be interoperable, though nore difficult to process and
parse in sone instances. Furthernore, prefixed identifiers are
clearly syntactically distinguishable fromidentifiers defined by the
core RDAP specifications, which provides nore flexibility to

i mpl ementers and hel ps with debugging and sinilar. Due to these
consi derations, the bare extension identifier pattern MJST NOT be
used for any nanespaced identifier

2.4. Usage in Requests
2.4.1. Usage in Paths

Section 5 of [RFC9082] describes the use of extension identifiers in
formulating URLs for RDAP queries. The extension identifiers are to
be prepended to the path segnents they use. For exanple, if an
extension uses the identifier "exanpleExt", then the path segnents
used in that extension are prepended with "exanpleExt_". |If the
"exanpl eExt" extension defines paths "fizz" and "fazz", the URLs for
this extension would be |ike so:

https:// base. exanpl e/ exanpl eExt _fizz
https:// base. exanpl e/ exanpl eExt _fazz

VWi | e [ RFC9082] describes the extension identifier as a prepended
string to a path segment, it does not describe the usage of the
extension identifier as a path segnent.

Note that "bare" identifiers are now explicitly forbidden (see
Section 2.3).
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Ext ensi ons defining new URL paths MJST explicitly define the expected
responses for each new URL path. New URL paths may return existing
obj ect classes or search results as defined in [ RFCO083], object

cl asses or search results defined by the extension (see Section 2.5.3
and Section 2.5.4 below), or object classes or search results from

ot her extensi ons.

Addi tionally, RDAP extensions MJST NOT append a path segnment to an
exi sting path segnent as this practice increases the |ikelihood of
collisions with the queries defined by an extension (e.g., extension
"exanpl e2" defining "https://base. exanpl e/ donai n/ exanpl e2"
(https://base. exanpl e/ dormai n/ exanpl e2") or
"https://base. exanpl e/ exanpl el_f azz/ exanpl e2")
(https://base. exanpl e/ exanpl el_fazz/ exanpl e2")).

2.4.2. Usage in Query Paraneters

Al t hough [ RFC9082] describes the use of URL query strings, it does
not define their use with extensions. [RFC7480] instructs servers to
i gnore unknown query paraneters, where a query paraneter is defined
as an explicitly naned value in a query string. Therefore, the use
of query paraneters, whether prefixed with an extension identifier or
not, is not supported by [ RFC9082] and [ RFC7480].

Furt hernmore, [RFC3986] and [ RFC9110] do not define the nane=val ue
pair format of a query string. This is defined in [ RFC1866].

Despite this, there are several extensions that do specify query
paraneters. This docunent updates [ RFC9082] with regard to the use
of RDAP extension identifiers in URL query paranmeters. Query
paraneters are to follow the formfor formurlencoded nedia type as
defined in [ RFC1866] .

When an RDAP extension defines query paraneters, those query
par anet er nanes MJST be constructed in the same manner as URL path
segnents (that is, extension identifier + ' ' + paraneter nane).

Note that "bare" identifiers are now explicitly forbidden (see
Section 2.3).

See Section 5.1 and Section 5.2 for other guidance on the use of

query paraneters, and see Section 8 and Section 9 regarding
constraints on the usage of query paraneters.
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RDAP ext ensi ons MAY define other forns of URL query strings, but they
will be incompatible with RDAP extensions using query paraneters and
the searches defined in [ RFC9083]. The reverse is also true: RDAP
extensions using query paraneters will be inconpatible with

ext ensions using other fornms of URL query strings.

2.5. Usage in Responses
2.5.1. Basic Requirements

Section 2 of [RFC9083] describes the use of extension identifiers in
the JSON returned by RDAP servers. Just as in URLs, the extension
identifier is prepended to JSON nanmes to create a namespace so that
the JSON nane from one extension will not collide with the JSON nane
from anot her extension. Just as with unknown query parameters in
URLs, clients are to ignore unknown JSON nanes.

The example given in [RFCI083] is as follows:

{
"handl e": "ABC123",

"l unar NI C_beforeOneSmal | Step”: "TRUE THAT!",
"remarks":
[

{

"description":

"She sells sea shells down by the sea shore.",
"Originally witten by Terry Sullivan."
]
}

I unar NI C_harshM stressNot es”:

"l n space, ",
"nobody can hear you scream"
]
}

In this exanple, the extension identified by "lunarNIC' is prepended
to the nenber nanes of both a JSON string and a JSON array.

Note that "bare" identifiers are now explicitly forbidden (see
Section 2.3).

As Section 4.1 of [RFC9083] requires the use of the "rdapConfornmance"

data structure, and the "objectd assNanme" string is required of all
obj ect class instances, the conplete exanple from above woul d be:

Newt on, et al. Expi res 22 August 2026 [ Page 11]



I nternet-Draft r dap- ext ensi ons February 2026

{

"rdapConf or mance": [

"rdap_| evel _0",

"l unarNI C'
] i)
"obj ect Cl assNane": "donmain",
"handl e": "ABC123",
"l dhNane": "examnpl e.cont,
"l unar NI C_bef oreOneSmal | Step”: "TRUE THAT!",
"remarks":
[

"description":
"She sells sea shells down by the sea shore.”,
"Originally witten by Terry Sullivan."
]

}
] i)
"l unar NI C_har shM stressNot es":

"lIn space, ",

"nobody can hear you scream"
]

}

2.5.2. Child JSON Val ues

Prefixing with the extension identifier is not required for children
of a prefixed JSON object defined by an RDAP extensi on.

The foll owi ng exanpl e shows this use with a JSON object:
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{
"rdapConf or mance": [
"rdap_| evel _0",
"exanpl eExt"
1,
"obj ect Cl assNane": "donmain",
"l dhNane": "exanpl e.coni,
"remar ks":
[
{
"description":
"Query the database."
"JSON repl aces the Wois."
"Structured data flows."
]
}
1,
"exanpl eExt _aut hor":
"firstinitial": "R",
"l ast Name": " SomePer son"
}
}

Here the JSON nanme "exanpl eExt _author™ will separate the JSON from
ot her extensions that nay have an "author™ structure. But the JSON
contai ned within "exanpl eExt _author" need not be prepended, as
collision is avoided by the use of "exanpl eExt_author".

2.5.3. hject dasses in Extensions

As described in [ RFC9082] and Section 2.4, an extension may define
new paths in URLs. |If the extension describes the behavior of an
RDAP query using that path to return an instance of a new cl ass of
RDAP obj ect, the JSON names are not required to be prepended with the
extension identifier as described in Section 2.5.2. However, the

ext ensi on MJUST define the value for the "objectd assNanme" string
which is used by clients to evaluate the type of the response. To
avoid collisions with object classes defined in other extensions, the
val ue for the "objectd assNane" MJST be prepended with the extension
identifier, in the same way as for URL paths, query paraneters, and
JSON nanes:
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"rdapConf or mance": [
"rdap_| evel _0",
"exanpl eExt"

] i)

"obj ect Gl assNane": "exanpl eExt _aut hor",

"aut hor":

"firstlnitial": "R',
"] ast Name": " SonePer son”
}
}

Note that "bare" identifiers are now explicitly forbidden (see
Section 2.3).

Ext ensi on authors are encouraged to use the "canel case" style
described in Section 2.5.6.

Though "obj ectC assNanme" is a string and [ RFC9083] does define one
obj ect class name with a space separator (i.e., "ip network™), this
docunent disallows further use of a space character in object class
nanes. Extensions MJST NOT define object class nanes using the space
character or any other character that requires URL-encoding.

2.5.4. Search Results in Extensions

As described in [ RFC9082] and Section 2.4, an extension may define
new paths in URLs. |If the extension describes the behavior of an
RDAP query using the path to return an RDAP search result for a new
obj ect class, the JSON nane of the search result MJST be prepended
with the extension identifier to avoid collision with search results
defined in other extensions.

If the search result contains object class instances defined by the

ext ensi on, each instance MJST have an "objectd assNanme" string as
defined in Section 2.5.3. For exanple:
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{
"rdapConf or mance": [
"rdap_| evel _0",
"exanpl eExt"

1,

"exanpl eExt _aut hor SearchResul t": [
"obj ect Cl assNane": "exanpl eExt _aut hor",
"aut hor":

"firstinitial": "R,
"| ast Name": " SonmePer son"
}
b
{
"obj ect Cl assNane": "exanpl eExt _aut hor",
"aut hor":
"firstinitial": "J",
"l ast Name": " SomePerson”
}
]
]
}

2.5.5. rdapConformance Popul ati on

Section 4.1 of [RFC9083] offers the foll owi ng gui dance on incl uding
extension identifiers in the "rdapConfornmance" nmenber of an RDAP

response:

A response to a "hel p" request will include identifiers for all of
the specifications supported by the server. A response to any
other request will include only identifiers for the specifications

used in the construction of the response.

A strict interpretation of this wording where "construction of the
response” refers only to the JSON structure would rule out the use of
Section 2.1.1 extension identifiers, which are in comon use in RDAP.
Thi s docunent clarifies the guidance. For responses to queries other
than "/ hel p", a response MJST include in the "rdapConfornmance" array
only those extension identifiers necessary for a client to
deserialize the JSON and understand the semantic neaning of the
content within the JSON, and each extension identifier MJST be free
fromconflict with the other identifiers with respect to their syntax
and semanti cs.
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Note that this document does not update the guidance from Section 4.1
of [RFCI9083] regarding "/hel p" responses and the "rdapConformance"
array.

2.5.6. Canel Casing

4.

4.

The styling convention used in [ RFC9083] for JSON nanes is often
called "camel casing", in reference to the hunp of a camel. In this
style, the first letter of every word, except the first word,
conposing a nane is capitalized. This convention was adopted to
visual ly separate the nanespace fromthe nanme, with an underscore
bet ween them Extension authors are encouraged to use canel casing
for JSON nanmes defined in extensions.

Usage with HITP

Ext ensi ons MJUST NOT redefine the neaning of HTTP semanti cs.
Ext ensi ons MAY require the use of specific HTTP headers but MJST NOT
redefine their neanings.

Ext ensi ons MAY require the use of HITP status codes not explicitly
enunerated in [ RFC7480]. However, extensions MJST NOT redefine the
meani ng of any HITP status codes in [http-status-codes].

Ext ensi ons MAY define new nedia type paranmeters for the "application/
rdap+j son" media type. Extensions MJST NOT redefine the neani ng of
exi sting nedia type paraneters. Media type paraneters MIST be
prefixed with an extension identifier (see Section 2.3).

RDAP ext ensi ons defining the use of new HTTP headers, HTTP status
codes, or nedia type paraneters MJST have | ETF consensus.

Ext ensi on | mpl enent er Consi derati ons
1. Redirects

[ RFC7480] describes the use of redirects in RDAP. Redirects are
prominent in the discovery of authoritative RIR servers, as the
process outlined in [ RFC9224], which uses | ANA al |l ocations, does not
account for transfers of resources between RIRs. Section 4.3 of

[ RFC7480] instructs servers to ignore unknown query paraneters (where
"unknown" generally nmeans no defined inplenentation behavior). As it
relates to issuing URLs for redirects, servers MJST NOT blindly copy
query paraneters froma request to a redirect URL as query paraneters
may contain sensitive information, such as security credentials, not
relevant to the target server of the URL. Followi ng the advice in

[ RFC7480], servers MJST only place query paranmeters in redirect URLs
when it is known by the origin server (the server issuing the
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redirect) that the target server (the server referenced by the
redirect) can process the query paraneter and is a proper target for
the contents of the query paraneter

5. Extension Author Considerations
5.1. Redirects

As it is unlikely that every server in a cross-authority, redirect
scenario will be upgraded to process every new extension, extensions
should not rely on query paraneters alone to convey information about
a resource, as query paraneters are not guaranteed to survive a
redirect.

Thi s does not nean extensions are prohibited fromusing query
paraneters, but rather that the use of query paraneters nust be
applied for the scenarios appropriate for the use of the extension.
Therefore, extensions MJUST NOT rely on query paraneters when the
extension is to be used in scenarios requiring clients to find
authoritative servers, or other scenarios using redirects anong
servers of differing authorities.

Ext ensi ons MAY use query paranmeters in scenari os where the client has
a priori know edge of the authoritative server to which queries are
to be sent, and will be sending queries to that server directly.
Searches (Section 8 of [RFC9083]) are an exanple scenario where a
client will be operating in this way.

I n general, extension authors should be m ndful of situations
requiring clients to directly handle redirects at the RDAP | ayer
Sone clients may not be utilizing HITP libraries that provide such an
option, and sone HITP client libraries that do provide the option do
not provide it as a default behavior. Additionally, requiring
clients to handle redirects at the RDAP | ayer adds conplexity to the
client in that additional logic nust be inplenented to handl e
redirect |oops, paraneter deconfliction, and URL encoding. The

gui dance given in Section 5.2 of [RFC7480] exists to sinplify
clients, especially those constructed with shell scripts and HTTP
command-line utilities.

5.2. Referrals

It is conmon in the RDAP ecosystemto |link fromone RDAP resource to
anot her, such as can be found in domain registrations in gTLD DNRs.
These are typically conveyed in the link structure defined in
Section 4.2 of [RFC9083] and use the "application/rdap+json" nedia
type. For exanpl e:
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{
"val ue": "https://regy. exanpl e/ domai n/ f 0o. exanpl e",
"rel": "rel ated",
"href": "https://regr.exanpl e/ domai n/ f 0oo. exanpl e",
"type": "application/rdap+j son"
}
Ext ensi ons MJST explicitly define any required behavioral changes to
the processing of referrals. |f an extension does not nake any

provision in this respect, clients MJST assune the information
provided by referrals requires no additional processing or
nodi fication to use in the dereferencing of the referral

Ext ensi ons MAY define referral processing behaviors of referrals
defined in other extensions or in [RFCO083].

Servers MJST NOT use nultiple extensions in a response with
processing requirenments over the sane referrals where clients would
not be able to process the referrals in a determ nistic way.

Ext ensi ons MJST register new link relations in the [link-relations]
registry. The expert reviewers of this registry nay require the
rel ati onshi p nane be prepended with "rdap-".

5.3. Extensions Referencing O her Extensions

As stated in Section 2.1.1, extensions may rely on other extensions
by stipulating the usage of those other extensions.

For exanple, the extension "exanpl eExt1" may require the usage of
structures defined in "exanpl eExt2" instead of redefining new,
equi val ent structures:

{

"rdapConf or mance": |
"rdap_| evel 0",
"exanpl eExt 1",
"exanpl eExt 2"

]

bj ect Gl assNane": "autnuni,
"start Aut num': 64496,

"endAut nuni': 64497,

"exanpl eExt1_cones": [ 64498, 64499],
"exanpl eExt 2_adj acents": [ 64500, 64501 ]
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5.4. Extension Versioning

As stated in Section 2.1, RDAP extension identifiers and RDAP
conformance strings are opaque, and they possess no explicit version
despite the fact that sone extension identifiers include trailing
nunmbers. That is, RDAP extensions w thout an explicitly-defined
versi oni ng schenme are opaquely versioned.

For exanple, "exanpl eExt1l" may be the successor to "exanpl eExt 0", but
it may al so be an extension for a conpletely separate purpose. Only
consultation of the definition of "exanpleExt1l" will determine its
relationship with "exanpl eExt0". Additionally, "exanpleExt99" nay be
the predecessor of "exanpl eExt0".

If an RDAP extension uses a versioning nethod, such as
[I-D.ietf-regext-rdap-versioning], it MJST be explicitly described in
its specification.

5.4.1. Breaking Changes in Successors

Wth the current extension nodel, an extension with a successor wth
breaki ng changes is indistinguishable froma new, unrel ated
extension. Additionally, there is no signaling nechanismin RDAP to
speci fy successors with breaking changes. |nplenenters of such
changes shoul d consi der the foll ow ng:

* Vet her the new version of the extension can be provi ded al ongside
the old version of the extension, so that a service can sinply
support both during a transition period;

*  Whether sone sort of client signaling should be supported, so that
clients can opt for the old or new version of the extension in
responses that they receive (see
[1-D.ietf-regext-rdap-x-nedi a-type] for an exanple of how this
m ght work); and

* \Wether the extension itself should define how versioning is
handl ed wi thin the extension documentati on.

When using a transition period between two versions of an extension
by using both versions, the successor nust not conflict with the
predecessor. Typically, this is not an i ssue when the rul es of RDAP
nanespaced identifiers are foll owed (see Section 2.3), but care
shoul d be taken if the extensions specify other behaviors not
protected by nanespaces, particularly referrals (see Section 5.2).

Anot her breaki ng change is to introduce a new object class where a
client previously expected another, such as:
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* A query using a path and/or query paraneters (e.g., /domain/
f 0oo. exanpl e produces "exanpl e_domai n" instead of "domain");

* Areferral (e.g., "related" produces "exanpl e_domain" instead of
"domai n") ;

* Search results; and

* Qther JSON arrays and JSON nenbers.

Br eaki ng changes may occur in requirenments for processing of data in
protocol elenents that appear in both a successor and a predecessor
For exanple, a profile extension (see Section 2.1.1) may require
domai n nanes always end with a dot ("."). Should its successor
remove this requirenent, this could be considered a breaki ng change

5.4.2. Non-breaki ng Changes in Successors

The foll owi ng are consi dered non-breaki ng changes between a successor
and a predecessor.

New referral s

New JSON nenbers
New URL pat hs

New query paraneters

b

The use of a new HTTP header (i.e., one previously not in-use with
the predecessor), may either be a breaki ng change or a non-breaking
change, dependi ng on the usage of the header with underlying HTTP
sof tware and infrastructure.

5.4.3. Non-overl appi ng Successors
Shoul d an extension author desire to create a successor extension,
the sinplest nethod is to create a new extension (wth a new
extension identifier, as required) that replicates all the
functionality of the previous extension

Take for exanple this RDAP response for "exanple0":

{
"rdapConf or mance": [
"rdap_| evel 0",
"exanpl e0"
1
"obj ect Cl assNane": "domain",
"l dhNane": "exampl e.cont,
"exanpl e0O_mal war eReput ationld": 1234
}
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A successor extension may define the same functionality with
equi val ent structures.

{
"rdapConf or mance": |
"rdap_| evel 0",
"exanpl el"
1,
"obj ect  assNane": "domain",
"I dhNanme": "exanpl e.coni,
"exanpl el _nal war eReput ati onl d": 1234,
"exanpl el _spanReputationld': 7890
}

During a transition period, both extensions could be in use.

{

"rdapConf or mance": |
"rdap_| evel _0",
"exanpl e0",
"exanpl el"

1,

"obj ect Cl assNane": "donain",

"I dhNane": "exanpl e.coni,

"exanpl e0O_mal war eReput ati onl d": 1234,

"exanpl el_mal war eReput ati onl d": 1234,

"exanpl el_spanReput ationld": 7890

}
5.4.4. Overlappi ng Successors

If extension authors are concerned about the size of responses for
successor extensions using non-overl apping structures (see

Section 5.4.3), they may overlap the functionality by requiring the
use of the previous extension. For exanpl e:

{
"rdapConf or mance": [
"rdap_| evel _0",
"exanpl e0",
"exanpl el"
1,
"obj ect Cl assNane": "domain",
"l dhNane": "exampl e.cont,
"exanpl e0O_mal war eReput ati onl d": 1234,
"exanpl el_spanReputationld': 7890
}
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And at some future tine, a successor such as "exanpl e9" may no | onger
need the function provided by "exanpl e0" and may cease to reference
it.

Not e that because RDAP extension identifiers are opaque, overl apping
successors i s indistinguishable fromone extension referencing
anot her extension (see Section 5.3).

5.4.5. Evolving Extensions w thout Signaled Changes

Because RDAP clients ignore unrecogni zed JSON nanes and query
parameters, it is possible to extend an RDAP extension by addi ng new
JSON nanmes or query paraneters within the sane nanmespace of an

exi sting RDAP extension w thout changing the extension identifier or
usi ng ot her signaling methods.

In this scenario, clients that are not updated to recogni ze the new
el ements would sinply ignore them This is true for all non-breaking
changes (see Section 5.4.2).

However, when such changes are nade, the extension MJST descri be
mechani sns for the clients to recognize and properly process such a
changed response (e.g. by way of a signaling nethod |ike
[1-D.ietf-regext-rdap-versioning]).

5.5. Extension Specification Content

The primary purpose of an RDAP extension specificationis to aid in
the inplementation of RDAP clients. Extension authors should
consider the follow ng content guidelines:

1. Exanples of RDAP JSON shoul d be generously given, especially in
areas of the specification which may be conplex or difficult to
describe with prose.

2. Normative references, i.e., references to materials that are
required for the interoperability of the extension, MJST be
stabl e and non-changi ng and MJST NOT be denoted as a "work in
progress” or sinmilar description

3. Extension specifications MIST NOT define request and response
exchanges over an unencrypted HITP connection. Extensions should
al so be conpliant with the security considerations of [RFC7481].

4. Extension specifications MJST NOT forbid the use of RDAP services
over | Pv6.

5. The use of the various RDAP extension points, as described in
Section 1.1, should be clearly delineated.

Ext ensi on specifications should al so consider if Section 2.2 of
[ RFC9839] is applicable to the JSON data conveyed by the extension
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When generically describing interactions with other extensions,
specifications may use extension identifiers beginning with
"exanpl e".

5.6. Extension Definitions

Ext ensi ons must be docunented in an RFC or in some other pernanent,
stable, and readily available reference, in sufficient detail that
interoperability between independent inplementations is possible.

Though RDAP gi ves each extension its own nanespace, the definition of
an extension may reuse definitions found in the base RDAP
specification or in any other registered extension

[ RFC9083] notes that the extension identifiers provide a "hint" to
the client as to howto interpret the response. This wording does
not intentionally restrict the extension to defining only JSON val ues
within the extension's nanmespace. Therefore, an extension may define
the use of its own JSON val ues together with the use of JSON val ues
from ot her extensions or RDAP specifications. As with the
[icann-profile] and [nro-profile] extensions, the extension nmay
sinmply signal policy applied to previously-defined RDAP structures
(see Section 2.1.1).

6. Existing Extension Registrations
The foll owi ng extensi ons have been registered with I ANA, but do not
conmply with the requirenents set out in the base specifications, as
clarified by this docunent:

* Extension identifier: fred

- RDAP confornmance value: fred_version_ 0
- Field/ path prefix: fred

* Extension identifier: artRecord

- RDAP conformance val ue: artRecord |evel O
- Field/path prefix: artRecord

* Extension identifier: platform\S

-  RDAP confornmance value: platfornmNS | evel 0
- Field/ path prefix: platfornmS

* Extension identifier: regType

-  RDAP confornance val ue: regType | evel O
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7

7

7

7

- Field/ path prefix: regType

Client authors should be aware that responses that nake use of these
extensions may require special handling on the part of the client.

Al so, while these extensions will be retained in the registry, future
extensions that are sinlarly non-conpliant will not be registered.

| ANA Consi der ati ons

1. RDAP Extensions Registry

[ RFC7480] defines the [rdap-extensions] registry. This docunent does
not change the purpose of this registry but does update the structure
and procedures to be used by its expert reviewers.

1.1. Deprecation Date

IANA is instructed to add a new "Deprecation Date" field to each
registration in the registry. This fieldis to remain enpty unless
IANA is given a date to place in the field. A registrant, as denoted
by the contact field of the registry, may request of 1ANA to
deprecate their RDAP extension. The |ESG may request of the ANA to
deprecate any RDAP extension in the registry. The "Deprecation Date"
field should use the date fornmat specified in [ RFC3339].

I ANA is requested to record the RDAP extensions
"icann_rdap_response_profile_0" and

"icann_rdap_technical _inplenentation_guide 0", currently nmarked as
obsolete, with the deprecation date of 20250821

1.2. Registration Procedures

Ext ensi on authors are encouraged but not required to seek an informal
review of their extension by sending a request for reviewto
regext@etf.org or its successor

The registration tenplate of this registry is found in [ RFC7480] and
i s unchanged by this docunent. It is requested of the | ANA that al
registrations be copied to regext@etf.org or its successor

Ext ensi ons MJST be docunented in a stable, non-changing, and readily
avail abl e reference, in sufficient detail that interoperability

bet ween i ndependent inplenentations is possible, and MJUST NOT be
denoted as a "work in progress" or simlar description.
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7.1.3. Expert Review

The RDAP Ext ensions Registry should have as a mininmumthree expert
reviewers and ideally four or five. An expert reviewer assigned to
the review of an RDAP extension registration nust have anot her expert
revi ewer doubl e-check any subnitted registration

Expert reviewers are to use the following criteria for extensions
defined in this docunment, [RFC7480], [RFC9082], and [RFC9083]. The
following is a non-exhaustive checklist:

1. Does the extension define an extension identifier follow ng the
nam ng conventions described in Section 2.2 and Section 2.5.67

2. If the extension defines new queries, does it clearly describe
the expected results of each new query?

3. Does the extension follow the JSON nam ng requirenents as
described in Section 2.5?

4. |If the extension is a newer version of an ol der extension, does
the extension specification clearly describe if it is backwards-
compati ble (see Section 5.4)?

5. If the extension registers new values in an | ANA regi stry used by
RDAP, does it describe howa client is to use those val ues?
6. If the extension is a newregistration, is it a case-variant of

an existing registration (see Section 2.2)?
As noted in Section 2.2:

* Any new registration that is a case-variant of an existing
regi stration MJST be rejected.

* Any registration containing the word "ietf" MJST have | ETF
consensus.

* Registrations MJST NOT start with "exanple".

RDAP clients SHOULD match values in this registry using case-
insensitive matching to handl e server inplenentations incorrectly
usi ng the wong case.

7.2. RDAP JSON Val ues Registry

Section 10.2 of [RFCO083] defines the [rdap-json-values]. This
registry contains values to be used in the JSON val ues of RDAP
responses. Registrations into this registry may occur in | ETF-
defined RDAP extensions or via requests to the | ANA. Authors of RDAP
ext ensi ons not defined by the | ETF MAY register values in this
registry via requests to the ANA. 1ANA is requested to send a copy
of any request not originating fromthe |ETF to regext@etf.org or
its successor.
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Thi s docunent does not change the [rdap-json-val ues] nor its purpose.
However, this docunent does update the procedures for registrations
and the processes to be used by its expert reviewers.

In addition to the registration of val ues, RDAP extensions defined by
the | ETF and ot her | ETF specifications MAY define additional value
types (the "type" field). These specifications MJST describe the
specific JSON field to be used for each new val ue type

Section 10.2 of [RFCO083] defines the criteria for the values. O
these, criteria two states:

| Values nust be strings. They should be multiple words separated
| by single space characters. Every character should be | owercased.
| If possible, every word should be given in English and each
| character should be US-ASClI.

Al'l registrations SHOULD neet these requirenments. However, there may
be scenarios in which it is nore appropriate for the values to foll ow
other requirenments, such as for values al so used in other
specifications or docunents.

Regi strations MJST NOT contain problematic code points as defined by
Section 2.2 of [RFC9839].

Regi strations containing the word "ietf" MJST have | ETF consensus.

Regi strations MJUST NOT start with "exanple" because these JSON val ues
are reserved for use as exanples in docunentation

In all cases, it should be understood that additional registrations
of RDAP JSON val ues occurring after the specification of the value's
type in the registry may not be recogni zed by clients, and therefore
either ignored or passed on to users wi thout processing.

Desi gnat ed experts MJST reject any registration that is a duplicate
of an existing registration, and all registrations are to be

consi dered case-insensitive. That is, any new registration that is a
case-variant of an existing registration MJST be rejected.

RDAP clients SHOULD match values in this registry using case-
insensitive matching to handl e scenarios in which servers incorrectly
use the wrong case.

Definitions of new types (see above) MAY additionally constrain the
format of values for those new types beyond the specification of this
docunent and [ RFC9083]. Designated experts MJST eval uate
registrations with those criteria.
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10.

11.

11.

The [rdap-json-val ues] registry should have as a mininumthree expert
reviewers and ideally four or five. An expert reviewer assigned to
the review of an RDAP JSON val ues registrati on nmust have anot her
expert revi ewer doubl e-check any subnmitted registration

Expert reviewers are to use the criteria defined in Section 10.2 of
[ RFC9083] .

Security Considerations

Section 2.4.2 describes the usage of query paraneters and Section 5.1
describes the restrictions extensions nust follow to use them
Section 4.3 of [RFC7480] instructs servers to ignore unknown query
paraneters. As it relates to issuing URLs for redirects, servers
MUST NOT blindly copy query parameters froma request to a redirect
URL as query paraneters may contain sensitive information, such as
security credentials or tracking information, not relevant to the
target server of the URL. Following the advice in [RFC7480], servers
MUST only place query paraneters in redirect URLs when it is known by
the origin server (the server issuing the redirect) that the target
server (the server referenced by the redirect) can process the query
paraneter and the contents of the query parameter are appropriate to
be received by the target.

Privacy Considerations

Section 2.4.2 describes the usage of query parameters and Section 5.1
describes the restrictions extensions nust follow to use them As
query paraneters have been known to be used to subvert the privacy
preferences of users in HTTP-based protocols, servers MJST NOT
blindly copy query paraneters froma request to a redirect URL as
described in Section 8 and extensions MJST follow the constraints of
query parameter usage as defined in Section 5.1
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