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Abstract

Thi s docunent describes how an Extensi bl e Provisioning Protocol (EPP)
session is mapped onto a QUI C connection. EPP over QU C (EoQ

| everages the perfornmance and security features of the QU C protocol
as an EPP transport.
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1. Introduction

Thi s docunent describes how the Extensible Provisioning Protoco
(EPP) [ RFC5730] is mapped onto the QU C transport [RFC9000]. QU C i
a network protocol that is based on UDP and incorporates native
encryption support using TLS [ RFCO001]. Though based on UDP, QUIC
provi des connection semantics |ike other stateful protocols. This
docunent di scusses how EPP i npl enentations can work with this and
other features of QU C while preserving the core EPP semanti cs.

(72]

EPP sessions use a single QU C streamfor all command and response
exchanges throughout the session lifecycle. Unlike stateless
transaction protocols that permt per-conrand i ndependent streans,
EPP is a stateful protocol with inherent sequential comrand
dependenci es defined in RFC 5730. Maintaining a single stream
preserves ordered transacti on processing, consistent session state,
and full conpatibility with existing EPP operational and

i npl ement ati on nodel s.

2. Term nol ogy
Thi s docunent nakes use of the follow ng terns:

EoQ The acronymused for the EPP over QU C transport that defines
the use of QUIC as an EPP transport follow ng the considerations
in Section 2.1 of [RFC5730].

EoQ connection: Is a client-initiated bidirectional QU C stream
established on a QU C connection using the "EoQ' Application-Layer
Prot ocol Negotiation (ALPN) [ RFC7301] value. The EoQ connection
maps to the client-server connection defined in Section 2.1 of
[ RFC5730], where the server returns an EPP <greeting> A single
QUI C connection supports many EoQ connecti ons.

EoQ session: |s an authenticated EoQ connection, which occurs after
a successful EPP <l ogi n>.

EoQ Connection Start Packet: Used by clients to conplete the
creation of an EoQ connection by signaling the server to create
the QU C stream and return the EPP <greeting> needed for an EPP
connection. Section 6 fornmally defines the EoQ Connection Start
Packet .
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Session Managenent

Mappi ng EPP sessi on managenent facilities onto the QU C service is
acconpl i shed with a conbination of a QU C connection with the "EoQ
ALPN [ RFC7301] value and client-initiated, bidirectional QU C
streans. QU C supports four streamtypes (Section 2.1 of [RFC9000]),
but EoQ only supports the client-initiated, bidirectional stream

type.

An EPP session first requires creation of a QU C connection between
two peers, one that initiates the connection request and one that
responds to the connection request. The initiating peer is called
the "client", and the responding peer is called the "server". By
default, an EPP server MJST listen for QU C connection requests on a
wel | - known UDP port numnber assigned by | ANA (see Section 8.2), unless
there is a nutual agreenent to use another port nunber.

A successfully established QU C connection is secured by the native
TLS support that QUI C provides using the "EoQ ALPN val ue.

Once the QUIC connection is established, the EPP client MJST then
create a bidirectional QU C stream by sendi ng the EoQ Connecti on
Start Packet (Section 6). [RFCI9000] states that "streans are created
by sending data". |f the EPP server accepts the QUC stream it
reads the EoQ Connection Start Packet (Section 6) and returns an EPP
<greeting> to the client on the same QU C stream After reading the
EPP <greeting> nessage, and absent processing errors, the EPP client
sends EPP commands and recei ves EPP responses on the same stream A
QUI C stream corresponds to an EPP connection, which is referred to as
an EoQ connection. An authenticated QU C stream via a successfu

EPP <l ogi n>, corresponds to an EPP session, which is referred to as
an EoQ session

An EPP session is normally ended by the client issuing an EPP

<l ogout > command. A server receiving an EPP <l ogout> command MJST
end the EPP session and close the QU C stream A client MAY end an
EoQ session by closing the QU C stream and the server MJST end the
EoQ session by closing the QU C stream
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EoQ connections are established as described in the QU C transport
specification [ RFC9000]. During connection establishnment, EoQ
support is indicated using the "EoQ ALPN value in the cryptographic
handshake.

A single QU C connection may allow nmultiple QU C streans. This means
that a single QU C connection may support nultiple EoQ sessions. A
server MAY limt the life span of an established EoQ session. EoQ
sessions that are inactive for nore than a server-defined period MAY
be ended by the server closing the QU C stream A server MAY close
EoQ sessions that have been open and active for |onger than a server-
defined limt. Once the last QU C streamfor a QUIC connection is

cl osed, the server MAY end the QUI C connection inmediately.

4. Message Exchange

Except for the EPP server <greeting> EPP nessages are initiated by
the EPP client in the formof EPP commands. An EPP server MJST
return an EPP response to an EPP comand on the same QU C streamt hat
carried the conmand. If the QU C streamis closed after a server
recei ves and successfully processes a command but before the response
can be returned to the client, the server MAY attenpt to undo the
effects of the command to ensure a consistent state between the
client and the server. EPP conmands are idenpotent, so processing a
command nore than once produces the sane net effect on the repository
as successfully processing the comrand once.

An EPP client streans EPP commands to an EPP server on an established
QUIC stream A client MAY establish nultiple QU C streans to support
mul tiple EoQ sessions with each EoQ session mapped to a single QU C
stream A server SHOULD Iimt a client to a maxi mum nunber of QUIC
streans per QUI C connection based on server capabilities and

operati onal | oad.

EPP describes client-server interaction as a conmand-response
exchange where the client sends one conmand to the server and the
server returns one response to the client.

Each EPP data unit MJST contain a single EPP nmessage. Conmmands MJST
be processed i ndependently.

A server SHOULD inpose a linit on the anount of time required for a
client to issue a well-forned EPP command to reduce the risk
associated with a resource exhaustion attack. Absent |ocal policy, a
server SHOULD end an EoQ session and close the QU C streamif a well-
formed command is not received within the time limt.
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A general state machine for an EPP server is described in Section 2
of [RFC5730]. A general client-server message exchange using QU C

transport is illustrated in Figure 1. It shows the exchange over a
single QU C stream of a QUI C connection. NMany QU C streans may open
and close during the life of a QU C connecti on.
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dient Server

Successful QU C Connecti on

------------------------------- >>
Successful QU C Streamw th
EoQ Connection Start Packet
------------------------------- >>
Send Greeting
------------------------------- <<
Send <l ogi n>
------------------------------- >>
Send Response
------------------------------- <<
Send Command X
------------------------------- >>
Send Response X
------------------------------- <<
Send Command Y
------------------------------- >>
Send Response Y
------------------------------- <<
Send <i ogout >
------------------------------- >>
Send Response
------------------------------- <<
Close QUIC Stream
------------------------------- >>
Cl ose QUI C Connection
------------------------------- >>

Figure 1: Exanple of Successful QU C Cient-Server
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The EPP server MJST foll ow the "EPP Server State Machi ne" procedure
described in [ RFC5730] .

5. Data Unit Fornmat

The EPP data unit contains two fields: a 32-bit header that describes
the total length of the data unit, and the EPP XM. i nstance. The

Il ength of the EPP XM instance is determ ned by subtracting four
octets fromthe total length of the data unit. A receiver nust
successfully read that nmany octets to retrieve the conplete EPP XM

i nstance before processing the EPP nessage. The EPP Data Unit For nmat
is depicted in Figure 2 (one tick mark represents one bit position).

0 1 2 3

01234567890123456789012345678901
R e T e i S R ek ko S NN S
| Total Length |
e T i o i i e el o T e R
| EPP XM | nst ance |
e e T e Al ol ST S Sy L S S S S it S SIS S M U Y

Figure 2: EPP Data Unit Fornat
The description of the fields shown in Figure 2 is as follows:

Total Length (32 bits): The total length of the EPP data unit
measured in octets in network (big endian) byte order. The octets
contained in this field MIST be included in the total length
calculation. EPP XM. Instance (variable length): The EPP XM
instance carried in the data unit.

6. EoQ Connection Start Packet

The EoQ Connection Start Packet is witten by the client after
creating a QU C streamto signal to the server to create the QU C
stream Absent processing errors or local policy, the server accepts
the QUIC stream reads the EoQ Connection Start Packet, and returns
the EPP <greeting> to the client on same QU C stream

The EoQ Connection Start Packet follows the Data Unit Format
(Section 5) with two fields: a 32-bit header that describes the total
I ength of the data unit, and the constant val ue of "EoQ Connection
Start" instead of an "EPP XML Instance". The length of a valid data
unit MJST be 24 octets that includes 4 octets for the Total Length
and 20 octets for the "EoQ Connection Start" constant val ue.
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7

Transport Consi derations

Section 2.1 of [RFC5730] describes considerations to be addressed by
protocol transport mappings. This docunent addresses each of those
consi derations using a conbination of features of the QU C protoco
and features of this document as discussed bel ow

*

Yao,

Conmand Order: QUI C guarantees ordered processing of data within
each stream Section 2 of [RFCI000] describes streams in detail

Sessi on Mappi ng: EPP sessi on managenent utilizes QU C streans and
is described in Section 3

Stateful Nature: QU C supports stateful comunications between
endpoints via Connection IDs and | ong-lived streams wthin each
connection. Sections 2 and 5 of [RFC9000] describe these
features, respectively.

Frame Data Units: EoQ uses the packet framing defined in
Section 5.

Congestion Avoi dance: QUI C provi des vari ous nmechanisns to help
achi eve congestion avoi dance. [RFC9002] describes these
mechani snms in detail.

Reliability: QU C uses nessage acknow edgenent, packet
retransm ssion, and other features to ensure reliability.
Section 13 [ RFCO000] describes these features in detail.

Pipelining: Pipelining is allowed in EoQ QU C streans support
sending nultiple frames without waiting for responses fromthe
other peer. This does not change the basic single command, single
response operating node of the core EPP.

Conmands MUST be processed i ndependently and in the sane order as
sent fromthe client.

Bat ch-oriented processing (conbining multiple EPP conmands in a
single data unit) is not permtted. Each EPP data unit nust
contain a single EPP nessage.

An EPP x5zz "Connection Managenent" error response, defined in
Section 3 of [RFC5730], of a well-formed EPP client packet results
in the server closing the EoQ connection after returning the error
response. A malfornmed EPP client packet results in the server

cl osi ng the EoQ connection wi thout providing an error response.

Al'l subsequent EPP commands sent on the EoQ connection will not be
processed.
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8.

8.

8.

1.

2

| ANA Consi der ati ons

RFC Editor Note: Please replace all occurrences of XXXX with the RFC
nunber to be assigned to this docunent.

Regi stration of an EoQ Identification String

Thi s docunent creates a new registration for the identification of
EoQ in the "TLS Application-Layer Protocol Negotiation (ALPN)
Protocol IDs" registry under Transport Layer Security (TLS)

Ext ensi ons registry group avail able at

https://ww. i ana. org/ assi gnment s/ tl s-ext ensi ont ype-val ues/.

* Protocol: EoQ

* |dentification Sequence: 0x45 Ox6F 0x51 ("EoQ')

* Reference: RFC XXXX

Regi stration of Port Nunber

The "Service Name and Transport Protocol Port Nunber Registry”
(https://ww. i ana. org/ assi gnnent s/ servi ce- nanes- port - nunbers/)
contains an entry for EPP UDP/700. However, no known inpl ementations
of EPP over UDP exist. This docunent requests | ANA to update that
entry so that it is reassigned to EPP and add a reference to this
docunent .

* Service Nane: epp

*  Port Nunmber: 700

* Transport Protocol (s): UDP

* Assignee: | ESG

*  Contact: |ETF Chair

* Description: EPP run over QU C

* Reference: [RFC5734] RFC XXXX

I mpl ement ati on Status

Note to RFC Editor: Please renpve this section and the reference to
RFC 7942 [ RFC7942] before publication
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This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

[ RFC7942]. The description of inplenentations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i npl ementati on here does not inply endorsenent by the |ETF.
Furthermore, no effort has been spent to verify the information
presented here that was supplied by IETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i npl ementations or their features. Readers are advised to note that
ot her inplementations nay exist.

According to RFC 7942 [RFC7942], "this will allow reviewers and
wor ki ng groups to assign due consideration to docunents that have the
benefit of running code, which may serve as evidence of val uabl e
experinentation and feedback that have nade the inplenented protocols
more mature. It is up to the individual working groups to use this
informati on as they see fit".
9.1. Verisign EPP SDK
Organi zation: Verisign Inc.
Nanme: Verisign EPP SDK
Description: The Verisign EPP SDK includes both a full client
i mpl ementation and a full server stub inplenentation of this
speci fication.
Level of maturity: Devel opnent
Coverage: All aspects of the protocol are inplemented with QU C V1.
Li censi ng: GNU Lesser General Public License
Contact: jgoul d@erisign.com
URL: https://wwmv. verisign.com resources/registrar-resources/epp-sdk/
10. Operational Considerations
10.1. dients Fall Back with Managenent of Miltiple Transport
If the establishnment of an EoQ connection fails, clients MAY attenpt
to fall back to EPP over TCP as specified in [ RFC5734], dependi ng on

| ocal depl oynent and security policy. It is up to clients to
determine the m x of transports that best neets their business needs.
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10.

10.

10.

10.

10.

2. Port Reuse

Al t hough [ RFC5734] does only a request for TCP, the conpani on UDP
nunber was al so allocated. That practice was prior to [ RFC6335] when
TCP and UDP port nunbers were sinultaneously assigned when either was
requested. Section 8.2 updates EPP UDP/ 700 al |l ocation to be used for
EoQ This update does not introduce any operational issues given
that there are no known inpl enentations of EPP over UDP that exist.

3. QUIC Support Announcenent and Di scovery

There is no dedicated in-band nechanismdefined in this specification
for a server to explicitly announce EoQ support to clients.

Operators MAY use out-of -band configuration or provisioning channels
to advertise server EoQ support to clients in advance.

4. Configuration Paraneters

| mpl enent ati ons MAY configure operational paranmeters to control E0Q
sessi on behavior. These paraneters can include idle session tineout,
maxi mum QUI C streans per connection, command processing tinmeout, and
maxi mum session timeout. Servers and clients SHOULD align
configuration limts to avoid session disruption and resource
exhausti on.

5. Diagnostic and Troubl eshooti ng

Qperators SHOULD | og EoQ connection establishnent status, stream
lifecycle events, and command transaction results for diagnostic
purposes. QUIC transport errors and EPP protocol failures ought to
be distinguishable to facilitate efficient troubl eshooting.

I mpl enent ati ons MAY provide granul ar error reporting to help identify
session term nation, connection timeout, and stream cl osure root
causes. Operators MJUST redact sensitive data in the |ogs, such as
user credentials and authorization information val ues.

6. Address Validation

EoQ i npl ement ati ons MJST foll ow the address validation requirenents
defined in Section 8 of [RFC9000] to mitigate potential anplification
attacks and validate client address reachability. EoQ servers SHOULD
utilize the QU C Retry Packet nechani sm described in Section 8.1.2 of
[ RFCO000] to performreturn routability checks on client source
addresses before accepting EoQ stream creation. After successfu
address validation, EoQ servers MAY send NEW TOKEN franes as
specified in Section 8.1.3 of [RFC9000], allow ng subsequent
connection attenpts fromthe sane client address to avoid the 1-RTT
val i dation del ay.
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10.

10.

10.

11.

7. Authentication Considerations

EoQ relies on the TLS authentication mechani snms defined in [ RFCO001]
for peer authentication and credential validation. |Inplenentations
SHOULD fol |l ow the sane authentication practices specified for EPP
over TLS in [RFC5734]. Server and client authentication procedures
remai n unchanged from exi sting EPP depl oynment nodel s when running
over QUIC transport.

8. O0-RTT and Sessi on Resunption

Using O-RTT for EoQ allows clients to establish connections and
initiate EPP transactions w thout round-trip delay, enabling servers
to use shorter idle timers and reduce connection overhead. Session
resunption and O-RTT introduce privacy and replay risks. EoQ

i mpl ement ati ons SHOULD fol | ow [ RFC8446] and [ RFC9001] gui dance to
bal ance performance and risk mitigation. dients SHOULD use session
tickets only once and avoi d resunpti on when network connectivity
changes. dients MAY use NEW TOKEN t okens per [RFCO9000], but SHOULD
restrict their use to session resunption scenarios. Servers SHOULD
i ssue session tickets with a reasonable lifetine and inplenment anti-
replay nechanisns for O-RTT traffic.

9. MIU and Fragnentation

EoQ i npl ement ati ons SHOULD fol |l ow t he MIU and fragmentati on gui dance
defined in [ RFCO000]. Operators are encouraged to provision network
paths with appropriate MIU sizes to avoid packet fragnentation for
EPP nessage delivery. Oversized EPP data units that exceed path MruU
require proper QU C fragnentation handling to nmaintain transmn ssion
reliability.

Security Considerations

EPP over QUIC provides the simlar security with EPP over TCP with
TLS. Sone related security issues have been discussed in [ RFC5734]
and [ RFC9000] .

EoQ servers run the risk of a resource exhaustion attack by all ow ng
the creation of unlimted QUIC streans per QU C connection. Servers
SHOULD |imt a client to a maxi mum nunber of QUIC streans per QU C
connecti on based on server capabilities and operational |oad. Absent
such limt, the server may be subject to overload that woul d exhaust
its resources.
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Appendi x A,  Change History
A.1. Change fromO00 to 01

1. Added Dan Keathl ey and James Goul d as co-authors and aligned the
draft with EPP RFC 5734.

A.2. Change fromO01l to 02

1. Make the clear distinction between an EPP connecti on and an EPP
session for EoQ in the Session Managenent section.

2. Aign the handling of the EPP <l ogout> comand with RFC 5734, by
including "A client MAY end an EoQ session by closing the QU C
stream in the Session Managenent secti on.

3. Ensure that the relationship of the EoQ connection and the EoQ
streamis maintained with the sentence "This neans that a single
QUI C connection nmay support nultiple EoQ sessions” in the Session
Managenent secti on.

4. Leverage the EoQ session in place of the nore generic EPP session
in the Message Exchange secti on.

A.3. Change fromO02 to 03
1. Added the definition and use of the EoQ Connection Start Packet
to explicitly trigger the creation of the QU C stream and t he EoQ
connection to the server.
2. Added the Inplenmentation Status section with the Verisign EPP SDK
i mpl ement at i on.
A 4. draft-ietf-regext-epp-quic-00
1. updated to W5 docunent
A.5. draft-ietf-regext-epp-quic-01

1. add section 8.1. EPP Extension Registry
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A 6.

draft-ietf-regext-epp-quic-02

I ncor porated feedback from Lucas Pardue:

1.

2.

A T.

Added a list of ternms in Section 2 "Conventions Used in This
Docunent .

Changed ALPN "eoq" value to "eoqg/0.1" to support versioning,
which will be changed to "eog/1l.0" once passing WGELC.

Changed "A client MAY end an EoQ session by closing the QU C
streamt to "A client MAY end an EoQ session by closing the QUC
stream and the server MUST end the EoQ session by closing the

QUI C streant.

Added | anguage to Section 3 "Session Managenent" to nake it clear
that a bidirectional QUC streamis client-initiated and
inclusion of the "eoq/0.1" ALPN was added for the QU C

connecti on.

Added "QUI C supports four streamtypes, but EoQ only supports the
client-initiated, bidirectional streamtype." to Section 3

"Sessi on Managenment" to be clear the streamtypes supported by
EoQ

draft-ietf-regext-epp-quic-03

Nit fixes, such as spelling fixes and small wordi ng changes.

A. 8.

draft-ietf-regext-epp-quic-04

I ncorporated feedback from Martin Thonpson:

1.

2.

3.

Changed ALPN "eoqg/0.1" value to "EoQ' to nmatch the val ue of "DoQ
for DNS over QU C in RFC 9250, which doesn’t include versioning.
Added a reference to section 5 "Data Unit Format" in Section 7
for defining the packet fram ng of EoQ

Address the additional pipelining considerations (independent
command processing, batching, error in processing comands).

In the | ANA Consi derations section, renoved the registration of the
EoQ transport in the EPP Extension Registry.

A 9.

draft-ietf-regext-epp-quic-05

I ncorporated feedback fromthe Wrking Goup Last Call (WACO):

1.

2.

3.

Yao,

Made references consistent for the ALPN "EoQ' value with a
reference to RFC 7301.

Add mi ssing comma in the Acknow edgnments section between Scott
Hol | enbeck and Lucas Pardue.

Renoved normative reference to RFC 7451.
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A.10. draft-ietf-regext-epp-quic-06
I ncorporated feedback fromthe document shepherd revi ew
1. Updated the Verisign EPP SDK link to
"https://wwv. verisign.com resources/registrar-resources/ epp-
sdk/".
2. Updated Section 2 "Conventions Used in This Docunent” to
reference RFC 2119 and RFC 8174.
A.11. draft-ietf-regext-epp-quic-07
Update the draft based on AD' s coments:

1. Refine the texts.
2. Add the Operational Considerations section.
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