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Abstract

Thi s docunent describes how an Extensi bl e Provisioning Protocol (EPP)
session is mapped onto a QUI C connection. EPP over QU C (EoQ

| everages the perfornmance and security features of the QU C protocol
as an EPP transport.
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Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent describes how the Extensible Provisioning Protocol (EPP
[ RFC5730]) is mapped onto the QU C transport [RFCI000]. QU Cis a
network protocol that is based on UDP and incorporates native
encryption support using TLS [ RFC9001]. Though based on UDP, QUIC
provi des connection semantics simlar to other stateful protocols.

Thi s docunent di scusses how EPP i npl enentations can work with this
and other features of QU C while preserving the core EPP semanti cs.
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2.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

[ BCP14] when, and only when, they appear in all capitals, as shown
her e.

Sessi on Managenent

Mappi ng EPP sessi on managenent facilities onto the QU C service is
acconpl i shed with a conbination of a QU C connection and QU C
streanms. An EPP session first requires creation of a QU C connection
between two peers, one that initiates the connection request and one
that responds to the connection request. The initiating peer is
called the "client", and the responding peer is called the "server".
An EPP server MJST |isten for QU C connection requests on a standard
UDP port assigned by | ANA

A successfully established QU C connection is automatically secured
by the native TLS support that QU C provides.

Once the QU C connection is established, the EPP client MJUST then
create a QUIC stream by sendi ng the EoQ Connection Start Packet
(Section 6). [RFCI9000] states that "streans are created by sending
data". Once the EPP server accepts the QU C stream it reads the EoQ
Connection Start Packet (Section 6) and returns an EPP <greeting> to
the client on sane QU C stream After reading the EPP <greeting>
nmessage, the EPP client sends EPP conmands and recei ves EPP responses
on the sane stream A QU C stream corresponds to an EPP connecti on,
which is referred to as a EoQ connection. An authenticated QU C
stream via a successful EPP <login> -corresponds to an EPP session,
which is referred to as a EoQ session.

An EPP session is normally ended by the client issuing an EPP

<l ogout > command. A server receiving an EPP <l ogout> command MJST
end the EPP session and close the QU C stream A client MAY end an
EoQ session by closing the QU C stream

EoQ connections are established as described in the QU C transport
specification [ RFC9000]. During connection establishnment, EoQ
support is indicated by selecting the Application-Layer Protocol
Negoti ati on (ALPN) token "eoq" in the crypto handshake.

A single QU C connection may allow multiple QU C streans. This means
that a single QU C connection nmay support nultiple EoQ sessions. A
server MAY limt the life span of an established EoQ session. EoQ
sessions that are inactive for nmore than a server-defined period MAY
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be ended by a server closing the QUC stream A server MAY cl ose EoQ
sessions that have been open and active for |onger than a server-
defined limt. Once the last QU C streamfor a QUIC connection is

cl osed, the server MAY end the QU C connection i mmediately.

4. Message Exchange

Wth the exception of the EPP server greeting, EPP nmessages are
initiated by the EPP client in the formof EPP conmands. An EPP
server MJST return an EPP response to an EPP command on the same QU C
streamthat carried the command. |If the QU C streamis closed after
a server receives and successfully processes a command but before the
response can be returned to the client, the server MAY attenpt to
undo the effects of the command to ensure a consistent state between
the client and the server. EPP commands are idenpotent, so
processing a conmand nore than once produces the sane net effect on
the repository as successfully processing the command once.

An EPP client streans EPP commands to an EPP server on an established
QU C stream A client MAY establish multiple QU C streams to support
mul ti pl e EoQ sessions with each EoQ session mapped to a single QU C
stream A server SHOULD Iimt a client to a maxi mum nunber of QUIC
streans per QUI C connection based on server capabilities and
operational | oad.

EPP describes client-server interaction as a conmand-response
exchange where the client sends one conmand to the server and the
server returns one response to the client.

Each EPP data unit MJST contain a single EPP nmessage. Commands MJST
be processed i ndependently.

A server SHOULD inpose a limt on the anpunt of tine required for a
client to issue a well-fornmed EPP command to reduce the risk
associated with a resource exhaustion attack. A server SHOULD end an
EoQ session and close the QU C streamif a well-forned command is not
received within the tine limt.

A general state nmachine for an EPP server is described in Section 2
of [RFC5730]. A general client-server nessage exchange using QU C
transport is illustrated in Figure 1. It shows the exchange over a
single QU C stream of a QUI C connection. WMany QU C streans may open
and close during the life of a QU C connecti on.
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Figure 1: QU C dient-Server
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The EPP server MJST foll ow the "EPP Server State Machi ne" procedure
described in [ RFC5730] .

5. Data Unit Fornmat

The EPP data unit contains two fields: a 32-bit header that describes
the total length of the data unit, and the EPP XM. i nstance. The

Il ength of the EPP XM instance is determ ned by subtracting four
octets fromthe total length of the data unit. A receiver nust
successfully read that nmany octets to retrieve the conplete EPP XM

i nstance before processing the EPP nessage. EPP Data Unit Format
(one tick mark represents one bit position):

0 1 2 3

01234567890123456789012345678901
R e T e i S R ek ko S NN S
| Total Length |
e T i o i i e el o T e R
| EPP XM | nst ance |
e e T e Al ol ST S Sy L S S S S it S SIS S M U Y

Total Length (32 bits): The total length of the EPP data unit
measured in octets in network (big endian) byte order. The octets
contained in this field MJST be included in the total |ength
calculation. EPP XML Instance (variable I ength): The EPP XM
instance carried in the data unit.

6. EoQ Connection Start Packet

The EoQ Connection Start Packet is witten by the client after
creating a QU C streamto signal the server to create the QU C
stream The server accepts the QUIC stream reads the EoQ Connection
Start Packet, and returns the EPP <greeting> to the client on sane
QUI C stream

The EoQ Connection Start Packet follows the Data Unit Format
(Section 5) with two fields: a 32-bit header that describes the total
Il ength of the data unit, and the constant val ue of "EoQ Connection
Start" instead of an "EPP XM. Instance". The length of the data unit
will be 24 that includes 4 octets for the Total Length and 20 octets
for the "EoQ Connection Start" constant val ue.
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7

8.

8.

Transport Consi derations

Section 2.1 of [RFC5730] describes considerations to be addressed by
protocol transport mappings. This docunent addresses each of those
consi derations using a conbination of features of the QU C protoco
itself and features of this document.

*  Command Order: QU C guarantees ordered processing of data within
each stream Section 2 of [RFCI000] describes streams in detail

* Session Mappi ng: EPP sessi on nmanagenent utilizes QU C streans and
is described in Section 3

* Stateful Nature: QU C supports stateful conmunications between
endpoints via connection IDs and | ong-lived streams wthin each
connection. Sections 2 and 5 of [RFC9000] describe these
features, respectively.

* Frane Data Units: QUIC uses frames as one of its units of
i nformati on when sending data over a stream Part packets-franes
of [ RFC9000] describes frames, and packets, in detail

* Congestion Avoidance: QUI C provides various nmechanisnms to help
achi eve congesti on avoi dance. [RFCO002] describes these
mechani sms in detail.

* Reliability: QU C uses nessage acknow edgenent, packet
retransm ssion, and other features to ensure reliability. Part
packetization of [RFC9000] describes these features in detail

* Pipelining: Pipelining is allowed in EoQ QU C streans support
sending multiple frames without waiting for responses fromthe
other peer. This does not change the basic single command, single
response operating node of the core EPP protocol

| ANA Consi derations
1. EPP Extension Registry
The EPP transport described in this docunent should be registered by
IANA in the "Extensions for the Extensible Provisioning Protoco
(EPP)" registry described in [RFC7451]. The details of the
registration are as foll ows:

* Name of Extension: "Extensible Provisioning Protocol (EPP)
Transport over QU C'

*  Docunent status: Standards Track
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* Reference: (This specification)

* Registrant Name and Email Address: |ESG

*  Top-Level Domains(TLDs): Any
* | PR Di sclosure: None
* Status: Active

*  Notes: None

8.2. Registration of an EoQ lIdentification String

iesg@etf.org

June 2025

Thi s docunent creates a new registration for the identification of

EoQ in the "TLS Application-Layer Protocol

Protocol IDs" registry [ RFC7301].

* Protocol: EoQ

* ldentification Sequence: 0x65 Ox6F 0x71 ("eoq")

* Reference: This docunent
8.3. Registration of Port Number

The "Service Name and Transport Protocol

reassigned to reference this draft.
* Service Nane: epp

* Port Nunber: 700

* Transport Protocol (s): UDP

* Assignee: |ESG

* Contact: |ETF Chair

* Description: EPP run over QU C

* Reference: This docunent
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contains an entry for EPP UDP/ 700 based on [ RFC6335].

known inpl enentati ons of EPP over UDP exist. The entry will
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9. Inplenentation Status

Note to RFC Editor: Please renpve this section and the reference to
RFC 7942 [ RFC7942] before publication

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

[ RFC7942]. The description of inmplenentations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i npl ementation here does not inply endorsenent by the |ETF.
Furthernmore, no effort has been spent to verify the information
presented here that was supplied by IETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i npl ementations or their features. Readers are advised to note that
other inplenentations may exi st.

According to RFC 7942 [RFC7942], "this will allow reviewers and
wor ki ng groups to assign due consideration to docunents that have the
benefit of running code, which may serve as evi dence of val uable
experinmentation and feedback that have nade the inplenented protocols
nmore mature. It is up to the individual working groups to use this
informati on as they see fit".

9.1. Verisign EPP SDK
Organi zation: Verisign Inc.
Nanme: Verisign EPP SDK
Description: The Verisign EPP SDK includes both a full client
i mpl ementation and a full server stub inplenentation of this
speci fication.
Level of maturity: Devel opnent
Coverage: All aspects of the protocol are inplemented with QU C V1.
Li censi ng: GNU Lesser General Public License

Contact: jgoul d@erisign.com

URL: https://wwmv. verisign.com en_US/ channel -resour ces/ domai n-
regi stry-product s/ epp- sdks
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10.

11.

12.

Security Considerations

EPP over QUIC provides the simlary securtiy with EPP over TCP with
TLS. Sone related security issues have been discussed in [ RFC5734]
and [ RFC9000].

EoQ servers run the risk of a resource exhaustion attack by allow ng
the creation of unlimted QUIC streams per QU C connection. Servers
SHOULD |imt a client to a maxi mum nunber of QUI C streans per QU C
connecti on based on server capabilities and operational | oad.
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Appendi x A, Change History
A. 1. Change fromO00 to O1

1. Added Dan Keathl ey and Janmes Goul d as co-authors and aligned the
draft with EPP RFC 5734.

A.2. Change fromO0l to 02

1. Mdke the clear distinction between an EPP connection and an EPP
session for EoQ in the Session Managenent secti on.

2. Align the handling of the EPP <l ogout> command with RFC 5734, by
including "A client MAY end an EoQ session by closing the QU C
streamt in the Session Managenent secti on.

3. Ensure that the relationship of the EoQ connection and the EoQ
streamis maintained with the sentence "This means that a single
QUI C connection may support nultiple EoQ sessions” in the Session
Management secti on.

4. Leverage the EoQ session in place of the nore generic EPP session
in the Message Exchange secti on.
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A.3. Change fromO02 to 03
1. Added the definition and use of the EoQ Connection Start Packet
to explicitly trigger the creation of the QU C stream and t he EoQ
connection to the server.
2. Added the Inplenentation Status section with the Verisign EPP SDK
i mpl ement ati on.
A 4. draft-ietf-regext-epp-quic-00
1. updated to W5 docunent
A.5. draft-ietf-regext-epp-quic-01
1. add section 8.1. EPP Extension Registry
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