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Abstract

The Extensible Provisioning Protocol (EPP) does not natively support
internationalized email addresses because the specifications for

t hese addresses did not exist when EPP was devel oped. This docunent
descri bes a command-response extension that adds support for

associ ating an additional enmail address with an EPP contact object.
That additional email address can be either an internationalized
emai | address or an all-ASClI| address.
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rel evant extension specifications. |In cases where a contact object
contains two enail addresses, all users of these addresses should be
aware that either address nmay be forwarded to the other. This
inplies that a nessage sent to an all-ASCI| address may receive a
reply froman SMIPUTF8 address, or vice versa

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

XM is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this docunment MJUST be interpreted in the
character case presented in order to devel op a conform ng

i mpl ement ati on.

In examples, "C." represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in the exanples are provided only to illustrate el enent
rel ati onshi ps and are not REQUI RED in the protocol

The XML nanespace prefix "addl Email" is used for the namespace
"urn:ietf:parans: xm :ns: epp: addl Emai | - 1. 0", but i npl enentati ons MJST
NOT depend on it and instead enpl oy a proper nanespace-aware XM
parser and serializer to interpret and output the XM. docunents.

2. Emmil Address Specification

The EPP contact object mapping [ RFC5733] normatively references

[ RFC5322] as the specification for emai|l address syntax. That

speci fication does not include support for internationalized enail
addresses. RFC 6530 [ RFC6530] provides an overview and describes the
framework for internationalized ermail. SMIPUTF8 enmil address syntax
is described in Section 3.3 of [RFC6531]. [RFC6531] extends the
Mai | box, Local -part and Domain ABNF rules in [RFC5321] to support
"UTF8-non-ascii", defined in Section 3.1 of [RFC6532], for the |ocal -
part and U-label, defined in Section 2.3.2.1 of [RFC5890], for the
domain. The validation rules described in RFC 6531 MJUST be foll owed
when processing internationalized enmail addresses associated with
thi s extension.

Bel yavskiy, et al. Expi res 20 Novenber 2025 [ Page 4]



I nternet-Draft EPP Additional Email Address Extension May 2025

3. Additional Enmil Address El enent

A second emai|l address can be set using the <addl Email : addl Emai | >

el ement with the command and response extensions defined in

Section 5. The <addl Emai | : addl Emai | > el enent contains the follow ng
child el ement:

<addl Ermai | :email >:  An element follow ng the syntax in Section 2 for
defining a second ASCII or SMIPUTF8 address. An enpty
<addl Emei | : emai | / > el ement unsets the second enmil address in the
Update Command (Section 5.2.5) and indicates the second enmail is
not set in the Info Response (Section 5.1.2). The
<addl Erai | : emai | > el ement contains an OPTI ONAL "primary"
attribute that can be used to indicate that the extension emai
address should be treated as the primary email address for the
extended contact object. The "primary" attribute MJUST NOT be
present if the <addl Emmil:email> is enpty.

Addi tional enmil address consi derations:

* The value set for the <contact:disclose><contact:email/> "flag"
attribute (described in Section 2.9 of RFC 5733 [ RFC5733]) MUST
al so be applied to all additional enail addresses that are added
by a contact extension

* Any address included in an extension is intended to be an
additional address that’'s associated only with the primary
<contact:email > address, and that support for any other additiona
emai | addresses MJUST explicitly describe how the additiona
addresses are associated with the existing addresses.

4. Extension Considerations
4.1. Signaling dient and Server Support

As described in Section 2.4 of [RFC5730], the client and the server
can signal support for the extension using a namespace URI in the

I ogin and greeting extension services respectively. The nanespace
URI "urn:ietf:parans: xm:ns:epp:add Email-1.0" is used to signa
support for the extension. The client includes the nanmespace URl in
an <svcExtension> <extURI > el enent of the [ RFC5730] <l ogi n> Conmand.
The server includes the nanmespace URI in an <svcExtension> <ext URl >
el ement of the [RFC5730] greeting.

4. 2. Ext ensi on Behavi or
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4.

4.

2

2

1. Extension Negotiated

If both client and server have indicated support for SMIPUTF8
addresses during session establishnment, they MIUST be able to process
an SMIPUTF8 address in any extended contact object during the
establ i shed EPP session. Server and client obligations when this
ext ensi on has been successfully negotiated in the EPP session are
descri bed bel ow.

The server MJST satisfy the follow ng obligations when support for
this extension has been negoti at ed:

* Accept SMIPUTF8 conpliant addresses for the extended contact
object in the EPP session.

* Support emmil address validation based on SMIPUTF8 vali dation
rules defined in Section 2

* Storage of emmil properties that support internationalized
characters.

* Return SMIPUTF8 conpliant addresses for the extended contact
obj ect in EPP responses.

* Support the SMIP extension for internationalized email described
in [ RFC6531] when sending or receiving email.

The client MJUST satisfy the follow ng obligations when support for
this extension has been negoti at ed:

*  Provide SMIPUTF8 conpliant addresses for the extended contact
object in the EPP session.

* Accept SMIPUTF8 conpliant addresses for the extended contact
obj ect in EPP responses.

* Support the SMIP extension for internationalized email described
in [ RFC6531] when sending or receiving email.

2. Extension Not Negoti ated
An extended contact object MJST NOT be provided or returned by either

an EPP client or an EPP server when support for this extension is not
successfully negotiated at the start of an EPP session
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5.  EPP Conmand Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [RFC5730]. This section
defines the provisioning of an alternate email address.

5.1. EPP Qery Commands
EPP provides three commands to retrieve object information: <check>
to determine if an object can be provisioned, <info>to retrieve
i nformati on associated with an object, and <transfer> to retrieve
obj ect-transfer status information.

5.1.1. EPP <check> Conmmand

Thi s extension does not add any el enents to the EPP <check> command
or <check> response described in [ RFC5730].

5.1.2. EPP <info> Command

Thi s extensi on does not add any elenents to the EPP <i nfo> command
response described in [ RFC5730].

If the query was successful, the server replies with an
<addl Emai | : addl Emai | > el ement (Section 3) along with the regul ar EPP
<r esDat a>.

The followi ng is an exanple <info> contact response using the
<add| Erai | : addl Enai | > extension with no alternate email address:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >

<r esponse>
<result code="1000">
<msg>Command conpl et ed successful | y</ nsg>
</result>
<r esDat a>

<cont act:i nf Dat a
xm ns: contact="urn:ietf:parans: xm :ns:contact-1.0">
<cont act: i d>sh8013</ cont act : i d>
<cont act : r oi d>SH8013- REP</ cont act : r oi d>
<cont act:status s="I|inked"/>
<contact:status s="clientDel et eProhibited"/>
<contact: postal I nfo type="int">
<cont act : name>John Doe</ cont act : nane>
<cont act : or g>Exanpl e I nc. </ cont act: or g>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>

DODLLOLDDLDLODNDWNND
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<cont act:street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act : cc>US</ cont act: cc>
</ cont act : addr >
</ cont act: post al | nf 0>
<cont act:voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : f ax>+1. 7035555556</ cont act : f ax>
<cont act : emai | > doe@xanpl e. conx/ cont act: emai | >
<contact:clID>CdientY</contact:cl|D>
<contact:crl D> ient X</ contact:crl D>
<cont act : cr Dat e>1999- 04- 03T22: 00: 00. 0Z</ cont act : cr Dat e>
<cont act : upl D>d i ent X</ cont act : upl D>
<cont act : upDat €>1999- 12- 03T09: 00: 00. 0Z</ cont act : upDat e>
<cont act : t r Dat e>2000- 04- 08T09: 00: 00. 0Z</ cont act : t r Dat e>
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf o>
<cont act: di scl ose flag="0">
<cont act : voi ce/ >
<contact:emnil />
</ cont act : di scl ose>
</ cont act : i nf Dat a>
</ resDat a>
<ext ensi on>
<add| Emmi | : add|l Emi |
xm ns: addl Emai | ="urn:ietf: parans: xm : ns: epp: addl Enmi | - 1. 0" >
<addl Emai | : emai | / >
</ add| Enmi | : addl Emai | >
</ ext ensi on>
<trl| D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</trl D>
</ response>
</ epp>

DODDLDDDDDLDDLDDDDDLDNDDDDDDDLDDLLDLDUNWWY

Figure 1: Exanpl e <info> contact response using the
<addl Emai | : addl Emmi | > extension with no alternate email address

The following is an exanpl e <info> contact response using the

<add| Emai | : addl Emai | > extension with an ASCI| alternate emnil
addr ess:
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S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<contact:infData
xm ns: contact="urn:ietf:parans: xm :ns:contact-1.0">
<contact:id>sh8013</contact:id>
<cont act : roi d>SH8013- REP</ cont act : r oi d>
<contact:status s="linked"/>
<contact:status s="clientDel et eProhi bited"/>
<contact: postal Info type="int">
<cont act : nane>John Doe</ cont act : nane>
<cont act : or g>Exanpl e I nc. </ cont act: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</ cont act: post al | nf 0>
<cont act: voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : f ax>+1. 7035555556</ cont act : f ax>
<cont act : emai | > doe@xanpl e. conx/ cont act: emai | >
<contact:clID>dientY</contact:cll|D>
<contact:crl D> ientX</contact:crlD>
<cont act : cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ cont act : cr Dat e>
<cont act : upl D>d i ent X</ cont act : upl D>
<cont act : upDat €>1999- 12- 03T09: 00: 00. 0Z</ cont act : upDat e>
<cont act : t r Dat €>2000- 04- 08T09: 00: 00. 0Z</ cont act : tr Dat e>
<cont act : aut hl nf 0>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf 0>
<cont act : di scl ose flag="0">
<cont act: voi ce/ >
<contact:emil />
</ cont act: di scl ose>
</ cont act : i nf Dat a>
</ resDat a>
<ext ensi on>
<addl Emai | : addl Emai |
xm ns: addl Emai | ="urn:ietf: parans: xm : ns: epp: addl Enai | - 1. 0" >
<add| Erai | : emai | >j doe- al t @xanpl e. net </ addl Enwai | : emai | >
</ addl Enwi | : addl Enai | >

DODLDDDDDDDDDDDDDDDDDDLDDDDDDDDLDDLDLDDDDLNDNDUNWY
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</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
</ epp>

WONLWLO

Figure 2: Exanpl e <info> contact response using the
<addl Emai | : addl Enmi | > extension with an ASCI| alternate emil
addr ess

The following is an exanpl e <i nfo> contact response using the
<add| Erai | : addl Emai | > extension with an SMIPUTF8 primary emnai
addr ess:

S: <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<r esDat a>
<contact:infData
xm ns: contact="urn:ietf:paranms: xm:ns:contact-1.0">
<cont act : i d>sh8013</contact:i d>
<cont act : r oi d>SH8013- REP</ cont act : r oi d>
<cont act: status s="I|inked"/>
<cont act:status s="clientDel et eProhibited"/>
<contact: postal I nfo type="int">
<cont act : nane>John Doe</ cont act: nane>
<cont act : or g>Exanpl e I nc. </ cont act: or g>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<cont act: street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act : cc>US</ cont act: cc>
</ cont act : addr >
</ cont act: postal | nf 0>
<cont act:voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : fax>+1. 7035555556</ cont act : f ax>
<cont act : emai | >j doe@xanpl e. conx/ cont act : emai | >
<contact:cl |1 D>ClientY</contact:cll|D>
<contact:crl D> ient X</ contact:crl D>
<cont act : cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ cont act : cr Dat e>
<cont act : upl D>C i ent X</ cont act : upl D>

DODDDLDDDDLDDDDLDDLLDDDDLODDNDWWL®
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<cont act : upDat €>1999- 12- 03T09: 00: 00. 0Z</ cont act : upDat e>
<cont act : t r Dat e>2000- 04- 08T09: 00: 00. 0Z</ cont act : tr Dat e>
<cont act : aut hl nf 0>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf 0>
<cont act: di scl ose flag="0">
<cont act : voi ce/ >
<contact:emil />
</ cont act : di scl ose>
</ cont act : i nf Dat a>
</ r esDat a>
<ext ensi on>
<addl| Erai | : add! Emai |
xm ns: addl Emai | ="urn:ietf: params: xm : ns: epp: addl Emai | -1. 0" >
<addl Emai | : ermai
primary="true">% 77 Ji @xanpl e. conx/ addl Enai | : emai | >
</ addl Enui | : addl Emai | >
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
. </ epp>

DONDLLLOD VODLDLONDLWLDDUNWWY

Figure 3: Exanpl e <info> contact response using the
<add| Erai | : addl Emai | > extension with an SMIPUTF8 primary emnai
addr ess

5.1.3. EPP <transfer> Query Comrand

Thi s extension does not add any elenents to the EPP <transfer> query
command or <transfer> query response described in [ RFC5730].

5.2. EPP Transform Conmands
EPP provides five conmands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an
obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change informati on associated with an object.

5.2.1. EPP <create> Comrand

Thi s extension defines additional elenents to extend the EPP <create>
command of an object mapping |ike [ RFC5733].
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The EPP <create> command provides a transformoperation that allows a
client to create an instance of an object. 1In addition to the EPP
command el enents described in an object mapping |ike [ RFC5733], the
command MJST contain a child <addl Emai | : addl Emai | > el enent

(Section 3) for the client to set an alternate email address.

The following is an exanpl e <create> command to create a contact
object with an alternate ASCI|I email address:
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C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<comand>
<creat e>
<contact:create
xm ns: contact="urn:ietf:parans: xm:ns:contact-1.0">
<cont act :i d>sh8013</contact:id>
<contact: postal Info type="int">
<cont act : name>John Doe</ cont act : name>
<cont act : or g>Exanpl e I nc. </ contact: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</ cont act: post al | nf 0>
<cont act:voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : f ax>+1. 7035555556</ cont act : f ax>
<cont act : emai | > doe@xanpl e. conx/ cont act: emai | >
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf 0>
<cont act: di scl ose flag="0">
<cont act : voi ce/ >
<contact:emil />
</ cont act : di scl ose>
</ contact:create>
</create>
<ext ensi on>
<addl Emai | : addl Emai |
xm ns: addl Emai | ="urn:ietf: parans: xm : ns: epp: addl Enai | - 1. 0" >
<add| Erai | : emai | >j doe- al t @xanpl e. net </ addl Enwai | : emai | >
</ addl Enwi | : addl Enai | >
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
. </ epp>

0000000000000 0NO000NOOO00OO0O0OOOOO0OO0O0

Fi gure 4: Exanple <create> command to create a contact object
with an alternate ASCI| enumil address

The following is an exanple <create> command to create a contact
object with a prinmary SMIPUTF8 enmmi| address:
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C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<comand>
<creat e>
<contact:create
xm ns: contact="urn:ietf:parans: xm:ns:contact-1.0">
<cont act :i d>sh8013</contact:id>
<contact: postal Info type="int">
<cont act : name>John Doe</ cont act : name>
<cont act : or g>Exanpl e I nc. </ contact: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</ cont act: post al | nf 0>
<cont act:voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : f ax>+1. 7035555556</ cont act : f ax>
<cont act : emai | > doe@xanpl e. conx/ cont act: emai | >
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf 0>
<cont act: di scl ose flag="0">
<cont act : voi ce/ >
<contact:emil />
</ cont act : di scl ose>
</ contact:create>
</create>
<ext ensi on>
<addl Emai | : addl Emai |
xm ns: addl Emai | ="urn:ietf: parans: xm : ns: epp: addl Enai | - 1. 0" >
<addl Emai | : emai |
primary="true">% 5z Jil @xanpl e. conx/ addl Enai | : emai | >
</ addl Enwai | : addl Enai | >
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ comrand>
. </ epp>

00000 0000000000000 00N0O00O0N0O00O00O0O0OO0O00

Figure 5: Exanple <create> conmand to create a contact object
with a primary SMIPUTF8 emmail address

Thi s extension does not add any el enents to the EPP <create> response
described in [ RFC5730] .
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5.2.2. EPP <del et e> Conmand

Thi s extension does not add any elenents to the EPP <del ete> command
or <del ete> response described in [ RFC5730].

5.2.3. EPP <renew> Conmmand

Thi s extensi on does not add any el enents to the EPP <renew> comand
or <renew> response described in [ RFC5730].

5.2.4. EPP <transfer> Command

Thi s extensi on does not add any elenents to the EPP <transfer>
command or <transfer> response described in [ RFC5730].

5.2.5. EPP <updat e> Conmand

Thi s extension defines additional elenments to extend the EPP <update>
conmand of an object mapping |ike [ RFC5733].

The EPP <update> command provides a transformoperation that allows a
client to update an instance of an object. 1In addition to the EPP
command el enents described in an object mapping |ike [ RFC5733], the
command MJST contain a child <addl Emai | : addl Ermai | > el enent

(Section 3) for the client to set or unset an alternate enail

address. If the alternate emnil address cannot be applied to the

obj ect, the server MJST return an EPP error result code of 2201

The followi ng is an exanpl e <update> command to set a contact object
with an alternate ASCI| enmil address:
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C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
C. <comand>
<updat e>
<cont act: updat e
xm ns: contact="urn:ietf:parans: xm:ns:contact-1.0">
<cont act:i d>sh8013</contact:id>
</ cont act : updat e>
</ updat e>
<ext ensi on>
<addl Emei | : addl Emai |
xm ns: addl Emai | ="urn:ietf:parans: xm : ns: epp: addl Emai | -1. 0" >
<addl Emai | : emai | >j doe- al t @xanpl e. net </ addl Emai | : emai | >
</ addl Emai | : addl Emai | >
</ ext ensi on>
<cl TRI D>ABC- 12345</ ¢l TRI D>
C. </ command>
C </ epp>

0000000000000

Figure 6: Exanpl e <update> conmand to set a contact object with
an alternate ASCI| enmil address

The followi ng is an exanpl e <update> command to set a contact object
with an alternate SMIPUTF8 enmil| address

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0" >
C. <command>
<updat e>
<cont act : updat e
xm ns: contact="urn:ietf:paranms:xm:ns:contact-1.0">
<contact :i d>sh8013</contact:id>
</ cont act : updat e>
</ updat e>
<ext ensi on>
<addl| Erai | : add| Enmi |
xm ns: addl Emai | ="urn:ietf: parans: xm : ns: epp: addl Emai | - 1. 0" >
<addl Emai | : emai | >28 57 J& @xanpl e. conx/ add| Emai | : emai | >
</ add| Enui | : addl Erai | >
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
C. </ conmmand>
C. </ epp>

0000000000000

Figure 7: Exanpl e <update> conmand to set a contact object with
an alternate SMIPUTF8 emai| address
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The followi ng is an exanpl e <update> command to unset a contact
object alternate emmil address:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn :ns: epp-1.0">
C. <comand>
<updat e>
<cont act : updat e
xm ns: contact="urn:ietf:parans: xm :ns:contact-1.0">
<contact:i d>sh8013</contact:id>
</ cont act : updat e>
</ updat e>
<ext ensi on>
<addl Emai | : addl Emai
xm ns: addl Emai | ="urn:ietf: params: xm : ns: epp: addl Emai | -1. 0" >
<addl Enai | : emai | / >
</ add| Emai | : addl Emai | >
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
C. </ command>
C. </ epp>

0000000000000

Fi gure 8: Exanpl e <update> conmand to unset a contact object
alternate email address

Thi s extensi on does not add any el enents to the EPP <update> response
described in [ RFC5730] .

6. Fornmal Syntax
The EPP Additional Email Address Extension schema is presented here.
The formal syntax shown here is a conplete XML Schema
([ WBC. REC- xml schena- 1- 20041028], [ WBC. REC- xm schena- 2- 20041028] )
representation of the object nmapping suitable for autonated
validation of EPP XM. instances. The <CODE BEG NS> and <CODE ENDS>
tags are not part of the XML Schemm; they are used to note the
begi nning and ending of the XM. Schema for URI registration purposes.

6.1. EPP Additional Emmi|l Address Extension Schenmn
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<CODE BEG NS>
<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_Scherma"
xm ns: addl Emai | ="urn:ietf: parans: xm : ns: epp: addl Enai | - 1. 0"
t ar get Nanespace="urn: i etf: parans: xm : ns: epp: addl Emai | - 1. 0"
el ement For mDef aul t ="qual i fi ed">
<annot at i on>
<docunent at i on>Ext ensi bl e Provi si oni ng Protocol v1.0
addi tional emmil address schena. </ docunentati on>
</ annot ati on>

<l-- Create, Update, and Info Response extension el enent -->
<el enent nanme="addl Enai | " type="addl Enui | : addl Emai | Type" />
<l--

Single emanil element that can be enpty
-->
<conpl exType nane="addl Enai | Type" >

<sequence>

<el enent nanme="enmi | " type="addl Enail : email Type"/>

</ sequence>
</ conpl exType>
<conpl exType nane="enuai |l Type" >
<si npl eCont ent >
<ext ensi on base="t oken">
<attribute name="prinmary" type="bool ean" default="fal se"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<l--
End of schena.
-->
</ schema>
<CODE ENDS>

7. | ANA Consi derations

7.1. XM Nanespace
Thi s docunent uses URNs to describe XM. namespaces conforming to a
regi stry mechani sm described in RFC 3688 [ RFC3688]. The foll ow ng
URI assi gnnent shoul d be made by | ANA
Regi stration request for the addl Email namespace
URI: wurn:ietf:params:xm :ns:epp:addl Email-1.0
Regi strant Contact: |ESG

XM.:  None. Namespace URIs do not represent an XM. specification

Regi stration request for the addl Enmail XM. Schena:
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URI: urn:ietf:paranms:xm:schema: epp: addl Email -1.0
Regi strant Contact: |ESG
XM.:  See the "Formal Syntax" section of this docunent.

7.2. EPP Extension Registry

The EPP extension described in this docunent should be registered by
IANA in the "Extensions for the Extensible Provisioning Protoco
(EPP)" registry described in RFC 7451 [ RFC7451]. The details of the
registration are as foll ows:

Nane of Extension: "Additional Email Address Extension for the
Ext ensi bl e Provi si oni ng Protocol (EPP)"

Docunment status: Standards Track

Ref erence: (This specification)

Regi strant Nane and Email Address: |ESG <iesg@etf.org>

Top- Level Domai ns(TLDs): Any

I PR Di scl osure: None

Status: Active

Notes: None

8. Inplenentation Status

Note to RFC Editor: Please renmove this section and the reference to
RFC 7942 [ RFC7942] before publication

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

[ RFC7942]. The description of inplenentations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i npl ement ati on here does not inply endorsenent by the |ETF.
Furthernore, no effort has been spent to verify the information
presented here that was supplied by IETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i mpl erentations or their features. Readers are advised to note that
ot her inplenmentations may exi st.

According to RFC 7942 [RFC7942], "this will allow reviewers and
wor ki ng groups to assign due consideration to docunents that have the
benefit of running code, which nay serve as evi dence of val uable
experinentation and feedback that have nmade the inplenented protocols
more mature. It is up to the individual working groups to use this
informati on as they see fit".
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8.1. \Verisign EPP SDK
Organi zation: Verisign Inc.
Nane: Verisign EPP SDK

Description: The Verisign EPP SDK includes both a full client
i npl ementation and a full server stub inplenentation of draft-ietf-
r egext - epp- eai

Level of maturity: Devel opnent

Coverage: All aspects of the protocol are inplenmented
Li censi ng: GNU Lesser General Public License

Contact: jgoul d@erisign.com

URL: https://wwmv. verisign.com en_US/ channel -resour ces/ domai n-
regi stry-product s/ epp- sdks

9. Security Considerations

As is noted in Section 10.1 and Section 13 of [RFC6530],
unconstrai ned Uni code in enmail addresses can introduce a cl ass of
security threats that do not exist with all-ASCII enmail addresses.
As EPP exists in ecosystens where emnil addresses passed in EPP are
di spl ayed i n RDAP and ot her services, and copy-and-paste of these
emai | addresses is comon for businesses transferring donmains via
EPP, there should be safeguards against these threats. Therefore,
use of the SMIPUTF8 enmil addresses as described in this docunent
SHOULD be done with policies that disallow the use of unconstrained
Uni code. The domain-part of these SMIPUTF8 emmil addresses SHOULD
conformto | DNA2008. The | ocal -part of these SMIPUTF8 enai |
addresses SHOULD be restricted to Unicode that does not introduce the
threats noted in [RFC6530]. One such possible solution would be to
di sall ow characters outside of Unicode Annex 31 [ Uni code- UAX31].
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As emai| address is often a primary end user contact, and an invalid
emai | address may put comuni cation with the end user at risk when
such contact is necessary. 1In case of an invalid domain nane in the
emai | address a malicious actor can register a valid domain nane with
simlar U 1label (honograph attack) and assune control over the donain
name associ ated with the contact using social engineering techniques.
To reduce the risk of the use of invalid domain nanes in email
addresses, registries SHOULD validate the domai n nane syntax in

provi ded emai|l addresses and validate whet her the domai n nane
consists of the code points allowed by IDNA Rul es and Derived
Property Val ues (https://ww.iana. org/assi gnnents/idna-tabl es).

Note that the syntax for internationalized email |ocalparts is very
liberal. Domains are normalized during MX | ookup, while | ocal parts
are unconstrained. Inplementers may wish to test that their database

is able to store difficult |ocal parts such as U+0061 W+0300 U+00EO.
For nore on nornumlization and these three code points, see [ RFC5198]
Section 3.

10. Privacy Considerations

The content of <addl Email:email > el ements can be processed by EPP
clients and servers in the sane way that <contact:emil > elenents are
processed, including publication in directory services such as RDAP

[ STD95]. Many data protection regulations recogni ze ermail addresses
as personal data, so any policies governing the collection,
transm ssi on, and processing of contact information by EPP clients
and servers should apply equally to <addl Email : emai |l > el enents.
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Appendi x A,  Change History

A 1.

This section is to be renmoved before publishing as an RFC

Change fromO00 to 01

Changed from update of RFC 5733 to use the "Placehol der Text and
a New Emai|l El ement" EPP Extension approach.

Change from 01 to 02

Fi xed the XML schema and the XM. exanpl es based on validating
t hem

Added Janes Goul d as co-aut hor

Updated the | anguage to apply to any EPP object mapping and to
use the EPP contact nmapping as an exanpl e.

Updated the structure of docunent to be consistent with the other
Conmand- Response Ext ensi ons.

Repl aced the use of "eppEAI" in the XM. nanmespace and the XM
nanespace prefix with "eai"

Changed to use a pointed XM. nanmespace with "0.2" instead of
n 1. OII i

Change from02 to 03

The approach has changed to use the concept of Functional EPP
Ext ensi on.

The exanpl es are renoved
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A. 4. Change fromO03 to 04
1. More detailed reference to email syntax is provided
2. The shortened eai nanespace reference is renoved
A.5. Change fromO04 to the regext 01 version
1. Provided the recommended pl acehol der val ue
A. 6. Change fromthe regext 01l to regext 02 version
1. Rempved the concept of the placehol der val ue
A. 7. Change fromthe regext 02 to regext 03 version

1. Changed to use a pointed XM. nanespace with "0.3" instead of
"0.2".

2. Some wording inprovements

A.8. Change fromthe regext 03 to regext 04 version
1. Some nitpicking

A.9. Change fromthe regext 04 to regext 05 version
1. Sone nitpicking
2. The "lInplementation considerations" section is renoved

A.10. Change fromthe regext 05 to regext 06 version
1. Sone nitpicking

A.11. Change fromthe regext 06 to regext 07 version
1. Namespace version set to 1.0

A.12. Change fromthe regext 07 to regext 08 version
1. Information about inplementations is provided.
2. Acknow edgrents section is added.
3. Reference to RFC 7451 is noved to Informative

4. 1PR information is provided
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Sections are reordered to align with the other regext docunents
Change fromthe regext 08 to regext 09 version

Ni t pi cking according to Murray S. Kucherawy review

Change fromthe regext 09 to regext 10 version

Sone nitpicking in the security considerations.

Change fromthe regext 10 to regext 11 version

Ni t pi cki ng accordi ng nostly GenArt review

Change fromthe regext 11 to regext 12 version

XM. schema registration request renoved.

Change fromthe regext 12 to regext 13 version

Docunent updated according to SecDir and ART-ART review.

Change fromthe regext 13 to regext 14 version

Docunent updat ed according the | ANA revi ew #1231866

Change fromthe regext 14 to regext 15 version

Docunent updat ed according to ART-ART revi ew.

Change fromthe regext 15 to regext 16 version

Docurent renoved the definition of the concept of a functiona
ext ensi on and updated to use a comrand-response extension, based
on the feedback from John C Kl ensin.

Docurment renoved the EAl abbrevi ation and uses SMIPUTF8 as
unbrella terminstead, based on the feedback from John C Kl ensin.

Change fromthe regext 16 to regext 17 version

Added support for an alternate email during a transition period,
based on feedback from John C Kl ensin.

Change fromthe regext 17 to regext 18 version

Rol | back to approach in -16 with the Cardinality of One Option,
posted to and supported on the nmailing |ist.

Bel yavskiy, et al. Expi res 20 Novenber 2025 [ Page 26]



I nternet-Draft EPP Additional Email Address Extension May 2025

A. 23.

A 24.

A. 25.

A. 26.

A 27.

A. 28.

Repl aced references of eai to sntputf8, based on feedback from
John C Kl ensi n.

Revi sed the Security Considerations section based on feedback and
text from Andy New on.

Change fromthe regext 18 to regext 19 version

Reverted back to -17 with support for one or two emnil addresses
using either ASCII or SMIPUTF8 and renove any reference to the
requirenent for an ASCI| email address and renove the concept of
a transition period.

Change fromthe regext 19 to regext 20 version

Reverted Security Considerations section back to the content in
-18 based on feedback from Andy New on

Change fromthe regext 20 to regext 21 version

Added Scott Hol | enbeck as a docunent editor. Rewote the draft
to require ASCll-only email addresses in the base contact object
mappi ng, allowing either ASCI|-only or SMIPUTF8 addresses in the
ext ensi on.

Repl aced "eai" with "addl Email" in the extension-identifying URNs
and schenma el enents.

Change fromthe regext 21 to regext 22 version

Fi xed XML schema to use correct conpl exType

Added I npl enentati on Status section

Example line formatting to fit within 72 characters.

Change fromthe regext 22 to regext 23 version

Second WG | ast cal |l updates.

Change fromthe regext 23 to regext 24 version

Second | ETF | ast call updates:

Changed docunent nane to reflect change fromfocus on SMIPUTF8

addresses to an additional emnil address that can be either an
SMIPUTF8 address or an all-ASClI| address.
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A. 29.

A. 30.

A 31.

Added additional nmail address considerations.

Change fromthe regext 24 to regext 25 version

| ESG Eval uati on updat es:

Updated Dmitry’ s address.

Change fromthe regext 25 to regext 26 version

| ESG Eval uation updates. Revised text to describe ennil address
?ggtax in the Introduction. This was inadvertently missed in
Change fromthe regext 26 to regext 27 version

| ESG Eval uation updates. Added reference to RFC 5730 in

Section 4.1. Fixed extension nane in the | ANA Consi derations
section.

Aut hors’ Addr esses

Dmitry Bel yavskiy

Kar pat ska 241/ 3

62500 Brno

Czech Republic

Phone: +420 603 261 036
Enmai | : bel dmt @nail.com

James Goul d

Veri Sign, Inc.

12061 Bl uenont Way

Rest on, VA 20190

United States of Anerica
Emai | : j goul d@eri sign. com

URI :

http://ww. veri signi nc. com

Scott Hol | enbeck

Verisign Labs

12061 Bl uenont Way

Reston, VA 20190

United States of Anerica

Emai | : shol | enbeck@eri si gn. com

URI :

https://ww. veri si gnl abs. cont
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