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Abstract

Thi s docunent describes interaction nodels for renmpte attestation
procedures (RATS) [RFC9334]. Three conveyi ng nechanisns --

Chal | enge/ Response, Uni-Directional, and Strean ng Renote Attestation
-- are illustrated and defined. Analogously, a general overview
about the information elenents typically used by correspondi ng
conveyance protocols are highlighted
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I nt roduction

Renote ATtestation procedureS (RATS, [RFC9334]) are workfl ows
conposed of roles and interactions, in which Verifiers create
Attestation Results about the trustworthiness of an Attester’s system
component characteristics. The Verifier’'s assessment in the form of
Attestation Results is produced based on Endorsements, Reference

Val ues, Appraisal Policies, and Evidence -- trustable and tanper-
evident C ains Sets about an Attester’s system conponent
characteristics -- generated by an Attester. The roles Attester_

and Verifier_, as well as the Conceptual Messages _Evidence_ and
_Attestation Results_ are concepts defined by the RATS Architecture

[ RFC9334]. This docunent illustrates three main interaction nodels
bet ween various RATS roles, nanely Attesters, Verifiers, and Relying
Parties that can be used in specific RATS-rel ated specifications.
Usi ng Evidence as a prominent exanple, these three interaction nodels
are:

1. _Chall enge/ Response Renpte Attestation_: A Verifier actively
chal l enges an Attester and receives tine-fresh Evidence in
response.

2. Uni -Directional Renote Attestation_: An Attester sends Evidence

proactlvely to a Verifier, often using externally generated
freshness indicators.

3. _Streanming Renote Attestation : A persistent subscription-based
nmodel where Evidence is pushed continuously to interested
Verifiers, optionally via a broker.

As a basis to describe the interaction nodels is this docunent, the
exanpl e of attestation Evidence conveyance is used to illustrate the
usage scenarios. This docunent ains to:

1. prevent inconsistencies in descriptions of interaction nodels in
ot her documents, which may occur due to text cloning and
evol ution over tine, and to
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2. highlight the exact delta/divergence between the core
characteristics captured in this docunent and variants of these
interaction nodels used in other specifications or solutions.

In sunmary, this docunent enables the specification and design of
trustworthy and privacy-preserving (see Section Section 9.1)
conveyance met hods for RATS Conceptual Messages; specifically
attestation Evidence conveyed froman Attester to a Verifier. Wile
the exact details for conveyance of other Conceptual Messages is out
of scope, the nodels described in this docunent nay be adapted to
apply to the conveyance of other Conceptual Messages, such as
Endorsenents or Attestation Results, or supplenmental nessages, such
as Epoch Markers [I-D.ietf-rats-epoch-markers] or stand-al one event

| ogs.

2. Term nol ogy

Thi s docunent uses the following terns defined in Section 4 of

[ RFC9334]: Attester, Verifier, Relying Party, Conceptual Message,
Evi dence, Endorsenent, Attestation Result, Appraisal Policy,
Attesting Environment, Target Environnent.

A PKI X Certificate is an X. 509v3 certificate as specified by
[ RFC5280] .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2.1. Disanbiguation

"Renpte Attestation"” is a commpn expression often associ ated or

connoted with certain properties. In the context of this docunent,
the term " Renpote" does not necessarily refer to a renpte entity in
the scope of network topologies or the Internet. It rather refers to

decoupl ed systems or entities that exchange the Conceptual Message
type call ed Evidence [ RFC9334]. This conveyance can al so be "Local ",
if the Verifier role is part of the sane entity as the Attester role,
e.g., separate system conponents of the sanme Conposite Device (a
singl e RATS entity), or the Verifier and Relying Party roles are
hosted by the same entity, for exanple in a cryptographic key broker
system (see Section 6 of [RFC9334] for nore details). |If an entity
takes on two or nore different roles, the functions they provide
typically reside in isolated environnments that are conponents of the
sanme entity. Exanples of such isolated environnments include a
Trust ed Execution Environnent (TEE), Baseboard Managenent Controllers
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4.

(BMCs), as well as other physical or |ogical protected/isolated/
shi el ded Conputing Environments (e.g., enbedded Secure El enents (eSE)
or Trusted Platform Mdules (TPM).

Nonce Di sanbi guation

The term "nonce" can be used in different security disciplines with
different intended security properties. |In order to avoid confusion,
this document distinguishes the foll ow ng contexts:

Attestation nonce (freshness handle): A nonce used as a Handle in a
renote attestation interaction nodel to provide replay protection
and/ or evidence freshness. It is conveyed to an Attesting
Envi ronment and is cryptographically bound into Evidence.
Dependi ng on depl oynment, an attestati on nonce MAY al so serve as a
clains-collection control signal (e.g., to invalidate cached
clains and trigger re-collection of fresh clains), and it may be
provi sioned before a reboot and then included with Evidence
coll ected after boot.

* TLS nonce: Random val ues used within TLS handshakes and key
derivation. These are not Handl es and are unrelated to
Evi dence freshness semantics in this docunent.

* Signature nonce (e.g., ECDSA nonce): Epheneral randommess used
internally by some signature algorithnms. These are not
prot ocol -vi si bl e Handl es and have different security
requirenents (e.g., uniqueness and secrecy) than attestation
nonces.

Unl ess explicitly stated otherw se, when this docunent uses the term
"nonce" in the context of Handles, it refers to an _attestation
nonce_ with the purpose to denonstrate freshness.

Boot Tine Integrity

Boot tinme integrity refers to the trustworthiness of the platform
during its boot sequence, typically covering firnware, Bl QOS/ UEFI
initial bootl oaders, and core operating system conponents up until a
stable runtime environnent is reached. This may apply equally to
physi cal devices and virtual machines.

Runtine Integrity

Runtinme integrity refers to the ongoing trustworthiness of a platform
during nornmal operation, after the boot sequence conpletes. It
enconpasses the integrity of dynam c systemstate, including |oaded
appl i cations, kernel nodules, and active configurations.
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2.5. Boot-to-Runtinme Boundary

The exact boundary between boot tinme and runtinme may vary between
systens. Generally, it is marked by the handoff fromthe fina
boot| oader or initial OS kernel to a fully operational environnent
capabl e of executing arbitrary applications or services.

3. Scope and Intent
Thi s docunent :
* outlines common interaction nodels between RATS rol es;

* illustrates interaction nodels using the conveyance of Evi dence
about boot-time integrity as an exanpl e throughout this docunent;

* does not exclude the application of those interaction nodels to
runtime integrity or the conveyance of other RATS Conceptua
Messages;

* does not cover every detail about Evidence conveyance.

Wil e details regardi ng Evidence of runtine integrity are not
explicitly highlighted, the provided nodel descriptions serve as a
foundation for devel opi ng correspondi ng nodel extensions. Wile the
interaction nodels described in this docunent, including their
variants, cover many rel evant conveyance nodel s for Conceptua
Messages inplenented on the Internet, they do not represent an
exhaustive list of all possible nodels.

Procedures, functions, and services needed for a conplete senantic

bi ndi ng of the concepts defined in [ RFC9334] are not covered in this
docunent. Exanpl es of such procedures include: identity
establishnent, key distribution and enrollnment, tinme synchronization,
and certificate revocation.

Furt hernmore, any processes and duties beyond conducting renote
attestation procedures are out of scope. For exanple, utilizing the
results of a renpte attestation procedure generated by the Verifier,
such as triggering renedi ation actions or recovery processes, as well
as the renediati on actions and recovery processes thenselves, are

al so out of scope.
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The interaction nodels described in this document are neant to serve
as a solid foundation and reference for other solution docunents
within or outside the IETF. Sol ution docunents of any kind can refer
to these interaction nodels to prevent duplicating text and to avoid
the risk of subtle discrepancies. Sinilarly, deviations fromthe
generic nodel described in this docunent can be illustrated in

sol ution docurments to highlight distinct contributions.

4. Essential Requirenents

In order to ensure appropriate conveyance of Evidence, the follow ng
requi renents MJST be fulfilled:

Integrity: |Information provided by an Attester MJST NOT have been
altered since it was created. This may be achieved via symetric
crypt ography, e.g., using COSE MacO as in PSA TF-M profile
(Section 5.2 of [RFC9783]), or asymmetric, such as a COSE Sign
al gorithmli ke ECDSA

Aut hentication: The information provided by the Attester MJST be
authentic. To do this, the Attester should authenticate itself to
the Verifier.

This can be achieved by digitally signing the Attestation Evi dence
(i.e., explicit authentication) and conveying that signed Evi dence
to the Verifier, without requiring additional authentication
handshakes beyond t hose needed for conveyance.

Al ternatively, Evidence can be conveyed over a secure channel that
provi des authentication (see Sections 3 and 4 of [RFC9781]).

5. Normative Prerequisites

In order to ensure Evidence is appropriately conveyed through the
interaction nodels described in this docunent, the follow ng
prerequisites MJST be in place to support their inplenentation

Aut hentication Secret: An Authentication Secret MJST be established
before any RATS interaction takes place, and it nust be nade
avai l abl e exclusively to an Attesting Environnent of the Attester

The Attester MJUST protect Clains with this Authentication Secret
to prove the authenticity of the dains included in Evidence. The
Aut henti cati on Secret MJST be established before RATS take pl ace.

Attester ldentity: A statenent nade by an Endorser about an Attester
that affirms the Attester’s distinguishability.
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In essence, an Attester ldentity can either be explicit (e.g., via
a Caimin Evidence or Endorsenent) or inplicit (e.g., via a
signature that matches a trust anchor). Note that

di stinguishability does not inply uniqueness; for exanple, a group
of Attesters can be identified by an Attester ldentity.

The provenance of Evidence SHOULD be distingui shable with respect
to the Attesting Environnent and MJST be unanbi guous with respect
to the Attester Identity.

An Attester ldentity MAY be an Authentication Secret which is
avai |l abl e exclusively to one of the Attesting Environments of the
Attester. It could be a unique identity, it could be included in
a zero-know edge proof (ZKP), it could be part of a group
signature, or it could be a random zed DAA credential [ DAA].

Attestation Evidence Authenticity: Attestation Evidence MJST be

Evi

aut henti c.

In order to provide a proof of authenticity, Attestation Evidence
can be cryptographically associated with an identity docunent
(e.g., a PKIX certificate or trusted key material, or a random zed
DAA credential [DAA]), or could include a correct, unanbi guous,
and stable reference to an accessible identity document.

For signature validation and appraisal, the Verifier MJST be able
to obtain the corresponding verification key material (e.g., a
public key or certificate) and the trust anchor(s) needed to
establish trust in that material. This nay be achieved via

provi sioning/enrol |l ment, by conveying the identity docunent
together with Evidence, or by providing a stable reference that
enables retrieval of the identity docunent. The concrete
distribution and enrol | ment mechani sms are out of scope of this
docunent .

Aut henticity includes the protection of Evidence in a tanper-
evi dent manner (e.g., either by signhatures or by protection
mechani sms i npl emented at both ends of a Secure Channel; see
Aut henti cati on above).

dence Freshness: Evidence MJST include an indicator about its
freshness that can be understood by a Verifier (See al so
Section 10 of [RFC9334]). This enables interaction nodels to
support the conveyance of proofs of freshness in a way that is
useful to Verifiers and their appraisal procedures.
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6. GCeneric Information El enents

This section describes the essential information elenments for the
interaction nodels described in Section 7. These generic infornmation
el enents nay be Conceptual Messages included in the protocol nessages
or may be added as protocol paraneters, depending on the specific

sol uti on.

The information el enents bel ow are grouped with nmandatory el enents
first, followed by optional elenents.

Handl e (handle): _mandatory_

An information el ement provided to the Attester from an external
source included in Evidence (or other RATS Conceptual Messages) to
determ ne recentness, freshness, or to protect against replay
attacks.

The term Handl e enconpasses various data types that can be
utilized to determ ne recentness, freshness, or provide replay
protection. Exanples include attestation nonces (see

Section 2.2), which are used to denponstrate freshness (and al so
protect against replay attacks), and Epoch Markers, which identify
di stinct periods (Epochs) of freshness
[1-D.ietf-rats-epoch-markers]. Handles can also indicate
authenticity or attestation Evidence provenance, as only specific
RATS roles (e.g., an Attester and a Verifier in a chall enge-

response interaction) are nmeant to know a certain handle. In
contexts where the concrete Handl e type matters, this docunent
uses the nore specific term(e.g., "attestation nonce" or "Epoch

Marker") in addition to the generic term Handl e.
Clains (clains): _mandatory_

Clains are assertions that represent characteristics of an
Attester’s Target Environnent.

Clains are part of a Conceptual Message and are used, for exanple,
to appraise the integrity of Attesters by Verifiers. The other
information el enents in this section can be presented as Clains in
any type of Conceptual Message.

Collected Clainms (collectedd ains): _mandatory_

Collected Clainms represent a (sub-)set of Clains created by an
Attester.

Coll ected Clainms are gathered based on the CaimSelection. |If a
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Verifier does not provide a Caim Selection, all available C ains
on the Attester are part of the Collected d ains.

Evi dence (evidence): _nmandatory_

A set of Clains that can include: (a) a list of Attestation

Envi ronment | Ds, each identifying an Authentication Secret in a
single Attesting Environnent, (b) the Attester ldentity, (c)
Clains about the Attester’s Target Environment, and (d) a Handl e.
Attestation Evidence MJUST cryptographically bind all of these
informati on el enents. Evidence MJST be protected via an

Aut hentication Secret. The Authentication Secret MJST be trusted
by the Verifier as authoritatively "speaking for" [lanpson06] the
Attester.

Attestation Result (attestationResult): _nmandatory_

Attestation Results are assertions about the integrity or other
characteristics of the appraised Attester

Attestation Results are created by Verifiers based on appraised
Evi dence and other input information. Attestation Results are
typically conveyed to Relying Parties and can be used to inform
access control deci sions.

Verifier Inputs ('verlnputs’) _mandatory_

Apprai sal procedures inplenented by Verifiers require certain
inputs as defined in [RFC9334]: Reference Val ues, Endorsenents,
and Appraisal Policy for Evidence. These Conceptual Messages can
take various forns. For exanple, Reference Values that can be
expressed via Reference Integrity Measurenents (RIM or
Endorsenments that can range fromtrust anchors to assertions
cryptographically bound to the public key associated with an
Attesting Environnent.

Attesting Environnent IDs ("attEnviDs’): _optional _

A statenment representing one or nore identifiers that MJST be
associated with a corresponding Attestation Environnent’s keys
used to protect Clains in Evidence produced by an Attester

Exenmpl ary identifiers include attestation key material (e.g., the
public key associated with the private key that is used to produce
Evi dence), key identifiers, environment nanes, or individua

har dwar e- based i mmutabl e identifiers

A Verifier MAY use such identifiers (or other key identifiers used
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by a given interaction nodel) to |ocate the verification key
material and related trust anchors required to validate the
Evi dence si gnature.

Wiile a Verifier does not necessarily have know edge about an
Attesting Environnent’s identifiers, each distinguishable
Attesting Environment typically has access to a protected
capability that includes an Attesting Environment ID. If no
Attesting Environment 1Ds are provided, a |ocal default applies
based on the Attester. For exanple, all Attesting Environnents
wi |l provide Evidence.

Event Logs (eventlLogs): _optional _

Event Logs acconpany Cl ainms by providing event trails of security-
critical events in a system The primary purpose of Event Logs is
to ensure Claimreproducibility by providing informati on on how
Clai ns origi nat ed.

Claim Sel ection (claintBelection): _optional _

7.

A (sub-)set of Cains that can be collected and incorporated in
Evi dence by the Attesting Environments of an Attester.

Claim Sel ections act as optional filters to specify the exact set
of Cainms to be included in Evidence. For exanple, a Verifier
could send a C aim Sel ection, anong ot her elenents, to an
Attester. An Attester MAY deci de whether or not to provide all
requested Claims froma CaimSelection to the Verifier. |If there
is no way to convey a Claim Selection in a renote attestation
protocol, a default Caim Selection (e.g., "all") MJST be defined
by the Attester and SHOULD be known by the Verifier. |In order to
select Clains, Clains that can be potentially included in Evidence
by an Attesting Environnent have to be known by the Verifier.

I nteracti on Model s

Thi s docunment describes three interaction nodels for Renote
Attestation:

1.

2.

Chal | enge/ Response (Section 7.1),
Uni directional (Section 7.2), and

Stream ng (Section 7.3).
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Each section starts with a sequence diagramillustrating the
interactions between the involved roles: Attester, Verifier and,
optionally, a Relying Party. The presented interaction nodels focus
on the conveyance of Evidence and Attestation Results. The sane
interaction nodels may apply to the conveyance of other Conceptua
Messages (Endorsenents, Reference Val ues, or Appraisal Policies) with
other roles involved. However, that is out of scope for the present
docunent .

Al'l interaction nodels have a strong focus on the use of a Handle to
i ncorporate a proof of freshness and to prevent replay attacks. The
way the Handle is processed is the nobst prom nent difference between
the three interacti on nodel s.

7.1. Challenge/ Response Renpte Attestation

Note: In the followi ng diagrans, a leading ? indicates that an
informati on el enent is optional

gener at ed ai ns(attesti ngEnvi r onment)
| => clainms, ?eventlLogs

| <----- request Evi dence( handl e, ?attEnvl Ds, ?cl ai nSel ecti on)

I
I
|
I
I
I
col l ectd ai ms(cl ai ms, ?cl ai nSel ecti on) |
| => collectedd ains |

| |
gener at eEvi dence(handl e, ?attEnvl Ds, coll ectedd ai ns) |
=> evi dence |
I

I

I

{evidence, ?eventLogS}----------------"-"---“--------------- >

attestationResult <= |

I
| appr ai seEvi dence( evi dence, ?eventlLogs, verlnputs)
I
I

Figure 1: Chal |l enge/ Response Renote Attestation
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The Attester boots up and thereby produces C ains about its boot
state and its operational state during runtime (cf. Section 2), e.g.,
| oaded applications, configurations, and environnment vari abl es.

Event Logs may acconpany the produced C ains and provi de an event
trail of security-critical events in the system Cains are produced
by all Attesting Environnments of an Attester system

The Chal | enge/ Response rennte attestation procedure is typically
initiated by the Verifier by sending a renote attestation request to
the Attester. Alternative initiation flows, e.g., via an
intermedi ary or through pre-configured requests (e.g., Call-Hone
procedures or trusted trigger events from Relying Parties), are out
of scope for this docunent. A request includes a Handle, an optiona
list of Attestation Key IDs, and an optional C aim Sel ection

In the Chall enge/ Response nodel, the Handl e is conposed of qualifying
data in the formof a practically infeasible-to-guess nonce

[ RFC4949], such as a cryptographically strong random nunber. This
nonce is typically generated by the Verifier to guarantee Evidence
freshness and prevent replay attacks; however, depending on

depl oynent context, it may al so be generated by another trusted role,
such as a Relying Party. |In this interaction nodel, that nonce is an
attestation nonce (freshness handle) as described in Section 2.2.

The list of Attestation Key IDs selects the attestation keys with
which the Attester is requested to sign the attestati on Evidence.
Each sel ected key is uniquely associated with an Attesting

Envi ronnment of the Attester. As a result, a single Attestation Key
IDidentifies a single Attesting Environnment. Correspondingly, a
particul ar set of Evidence originating froma particular Attesting
Envi ronment in a comnposite device can be requested via nultiple
Attestation Key IDs. Methods to acquire Attestation Key |IDs or
mappi ngs between Attesting Environments to Attestation Key IDs are
out of scope of this docunent.

Neverthel ess, in order to validate the Evidence signature, the
Verifier needs access to the verification key material corresponding
to the selected Attestation Key ID(s), as well as the trust anchors
required to establish trust in that key material. This trust

mat eri al may be provisioned/enrolled out of band, conveyed al ongsi de
Evi dence, or retrieved via a stable reference to an identity
docunent .

The Attester selects Cains based on the specified Caim Sel ection,
which is defined by the Verifier. The Caim Selection determ nes the
Col l ected Clainms, which may be a subset of all the avail able d ains.
If the ClaimSelection is omitted, then all available Cains on the
Attester MJST be used to create correspondi ng Evidence. For exanple,
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when perfornming a boot integrity evaluation, a Verifier may only
request specific clainms about the Attester, such as Evidence about
the BIOS/UEFI and firnware that the Attester booted up, wthout
including informati on about all currently running software.

Wth the Handle, the Attestation Key IDs, and the Collected d ains,
the Attester produces signed Evidence. That is, it digitally signs
the Handl e and the Collected Clains with a cryptographic secret
identified by the Attestation Key ID. This is done once per
Attesting Environment which is identified by the particul ar
Attestation Key ID. The Attester comuni cates the signed Evidence as
wel|l as all acconpanying Event Logs back to the Verifier

The Clainms, the Handle, and the Attester ldentity information (i.e.,
the Authentication Secret) MJST be cryptographically bound to the
signature of Evidence. These MAY be presented obfuscated, encrypted,
or selectively disclosed (e.g., via hashing) as discussed in

Section Section 9.1 or, for exanple, via the use of
[1-D.ietf-spice-sd-cwt] in [RFC9711]. For further reference see,
Section Section 9.

Upon receiving the Evidence and Event Logs, the Verifier validates
the signature, Attester Identity, and Handl e, and then apprai ses the
Claims. Caimappraisal is driven by Policy and takes Reference

Val ues and Endorsenments as input. The Verifier outputs Attestation
Results. Attestation Results create new C aim Sets about the
properties and characteristics of an Attester, which enable Relying
Parties to assess an Attester’s trustworthiness.

Note: This diagramillustrates the canonical Chall enge/ Response
interaction between Attester and Verifier. Variants that include a
Relying Party (e.g., Passport or Background- Check nodel s) are shown
i n subsequent sections.

7.1.1. Models and Exanpl e Sequences of Chall enge/ Response Renote
Attestation

According to the RATS Architecture, two reference nodels for

Chal | enge/ Response Attestation have been proposed. This section

hi ghlights the information flows between the Attester, Verifier, and
Rel ying Party undergoi ng Renpote Attestation Procedure, using these
nodel s.
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7.1.1.1. Passport WNbdel

The passport nodel is so naned because of its resenblance to how
nations i ssue passports to their citizens. 1In this nodel, the
attestation sequence is a two-step procedure. |In the first step, an
Attester conveys Evidence to a Verifier, which appraises the Evidence
according to its Appraisal Policy. The Verifier then gives back an
Attestation Result to the Attester, which caches it. |In the second
step, the Attester presents the Attestation Result (and possibly

addi tional d ains/Evidence) to a Relying Party, which appraises this

i nformati on according to its own Appraisal Policy to establish the
trustworthi ness of the Attester.

I n Chal |l enge/ Response interaction nodels, the Handle (e.g., an
attestation nonce) can be generated by different trusted roles

dependi ng on depl oynent context. |In the Passport nodel, the Handl e
MAY be generated by the Relying Party and conveyed as part of the
request Evidence(...) call; alternatively, it MAY be generated by the

Verifier and conveyed to the Attester (e.g., via the Relying Party or
ot her protocol mechani sns).
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I
gener at ed ai ns(attesti ngEnvi r onment) |
| => {clains, ?eventlLogs} |

|

handl e,
?att Envl Ds,
?cl ai nBel ecti on)

|
R e R R T R (----------- request Evi dence(
I
I

I
I
I
col l ectd ai ms(cl ai s, |
?cl ai nBel ecti on) |

| => collectedd ai ns |

I I
gener at eEvi dence( handl e, |
?att Envl Ds, col | ect edd ai ns) |

=> evi dence |

|

I

b

| {evidence, ?eventlogs} ----------- R >
I

I

| | appr ai seEvi dence(
| | evi dence,

| | ?event Logs,

| | ver | nputs)

| | attestationResult <=

I

R (-- {attestationResult}

| |
I I
I I
| _ |
| {evidence, attestationResult} --->| |
I I I
| appr ai seResul t ( |
I I
I I
I I

policy,
attestati onResul t)

Figure 2: Passport Model for Chall enge/ Response Renpte Attestation
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7.1.1.2. Background- Check Mbdel

The background-check nodel is so naned because of the resenbl ance of
how enpl oyers and vol unt eer organi zati ons perform background checks.
In this nodel, the attestation sequence is initiated by a Relying
Party. The Attester conveys Evidence to the Relying Party, which
does not process its payload, but relays the nessage and optionally
checks its signhature against a policed trust anchor store. Upon
receiving the Evidence, the Relying Party initiates a session with
the Verifier. Once the session is established, it forwards the
received Evidence to the Verifier. The Verifier appraises the

recei ved Evidence according to its appraisal policy for Evidence and
returns a corresponding Attestation Result to the Relying Party. The
Rel ying Party then checks the Attestation Result against its own
apprai sal policy to conclude attestation.

As in the Passport nodel, the Handl e MAY be generated by the Relying

Party (as depicted), or it MAY originate fromthe Verifier and be
conveyed to the Attester by protocol -specific neans.
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I

gener at ed ai ns(attesti ngEnvi r onment) |
| => {clains, ?eventlLogs} |

|

|
I request Evi dence(
| handl e,
| ?att Envl Ds,
| ?cl ai nBel ecti on)
I
col l ectd ai ms(cl ai s,
?cl ai nBel ecti on)
| => coll ectedd ains
I
gener at eEvi dence( handl e,
?att Envl Ds, coll ectedd ai ns)
| => evidence

{evi dence, ?eventlLogs} ---------- >
?event Logs} -------- >
::::::::::::::::::::::::::[ Evi dence Appr ai sal ] —————=—=—=—=—=—=—=—=——=—=—========—==

appr ai seEvi dence(
evi dence,
?event Logs,
ver | nputs)
attestati onResult <= |

| <- {attestationResult}

I I
I I
| _ | _ |
| appr ai seResul t (policy, |
I I
I I

|
I
I
I
I
I
|
I
I
| {handl e, evidence,
I
I
i
I
I
I
I
I
|

attestati onResul t)

Fi gure 3: Background-Check Mddel for Chall enge/ Response Renpte
Attestation

7.2. Uni-Directional Renpte Attestation
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| ::::::::::::::::::::::::[ Handl e Gener ati on] ————————————————————————=— |
gener at eHandl e()
| => handl e

|
X

I I I I
| | | |
I I I I I
| IS e {handl e} | {handle} --------- >| |
I I I I
I I I I
I I I I
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I I I
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| | |
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| |
| generated ai ns(attestingEnvironment) |
| | => clainsDelta, eventLogsDelta |
[ I
| collectd ains(clainmsbDelta, ?clainBelection) |
| | => collectedd ai nsDelta |
[ |
| generat eEvi dence(handl eDelta, attEnvlDs, collectedd ainsDelta) |
| | => evidence |
I I
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I I
| appr ai seEvi dence( evi dence, |
| event LogsDel ta, |
| verlnputs) |
| attestati onResult <= | |
| |

Figure 4: Uni-Directional Renote Attestation

Uni -Directional Renpte Attestation procedures can be initiated both
by the Attester and by the Verifier. |Initiation by the Attester can
result in unsolicited pushes of Evidence to the Verifier. |Initiation
by the Verifier always results in solicited pushes to the Verifier

The Uni-Directional nodel uses the same information elenments as the
Chal | enge/ Response nodel. [In the sequence di agram above, the
Attester initiates the conveyance of Evidence (conparable with a
RESTf ul POST operation). Wile a request of Evidence fromthe
Verifier would result in a sequence diagramnore sinmlar to the

Chal | enge/ Response nodel (conparable with a RESTful GET operation).
The specific manner how Handl es are generated is not in scope of this
docunent. One exanple of a specific handle representation is
[I-D.ietf-rats-epoch-nmarkers].

In the Uni-Directional nodel, Evidence nmay be conveyed as ful

Evi dence or as delta Evidence. Regardless of whether delta Evidence
is used, each Evidence conveyance is bound to a current Handle. In
the di agranms, handl eDel ta denotes the Handl e associated with the

del ta Evi dence conveyance, which nmay be the sane as the previous
Handle or a newWy issued Handle (e.g., for a new Epoch or freshness
wi ndow). The concrete rules for when a Handle is rotated (resulting
in a new handl eDel ta) are depl oyment- and protocol -specific and are
out of scope of this docunent.

Note: If a Verifier does not receive the current Handle (e.g., due to
propagati on | oss or delay), it nmay be unable to deternine Evidence
freshness for the correspondi ng Epoch. In such cases, Evidence
apprai sal cannot be conpleted until re-synchronization occurs. FError
signaling and re-synchroni zati on nmechani snms are protocol -specific and
out of scope of this docunent.
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In the Uni-Directional nodel, handles are conposed of
cryptographically signed trusted tinestanps as shown in

[1-D. birkhol z-rats-tuda], potentially including other qualifying
data. The Handles are created by an external trusted third party
(TTP) -- the Handle Distributor -- which includes a trustworthy
source of tinme, and takes on the role of a Tinme Stanping Authority
(TSA, as initially defined in [RFC3161]). Tinmestanps created from

| ocal clocks (absolute clocks using a global timescale, as well as
relative clocks, such as tick-counters) of Attesters and Verifiers
MUST be cryptographically bound to fresh Handl es received fromthe
Handl e Distributor. This binding provides a proof of synchronization
that MJUST be included in all produced Evidence. This nodel provides
proof that Evi dence generation happened after the Handl e generation
phase. The Verifier can always determ ne whether the received

Evi dence includes a fresh Handle, i.e., one corresponding to the
current Epoch as identified by an Epoch Marker handl e.

7.2.1. Handle Lifecycle and Propagation Del ays

The term"uni-directional" refers to individual conveyance channel s:
one fromthe Handle Distributor to the Attester, and one fromthe
Attester to the Verifier. Together, they establish an attestation

| oop without requiring request/response exchanges. This nodel does
not assume that Verifiers broadcast Handl es, as such a setup would
require Verifiers to take on the Handl e Distributor role and
underm ne the separation of duties between these roles.

The lifecycle of a handle is a critical aspect of ensuring the
freshness and validity of attestation Evidence. Wen a new handle is
generated by the Handle Distributor, it effectively supersedes the
previous handl e. However, due to network | atencies and propagation
del ays, there may be a period during which both the old and new
handl es are in circulation. This "grey zone" can potentially lead to
situations where Evidence nay be associated with an outdated handl e
yet still appear to be valid.

To manage this conplexity, it is essential to define a clear policy
for handle validity and expiration

* Handle Expiry_: Each handl e shoul d have a wel | -defined expiration
time, after which it is considered invalid. This expiry nust
account for expected propagation delays and be clearly
conmuni cated to all entities in the attestati on process.

* _Synchroni zation Checks_: |nplenment periodic synchronization
checks between the Handl e Distributor and both Attesters and
Verifiers to ensure that handl es are updated consistently across
all participants. For exanple, in TUDA [I-D.birkhol z-rats-tuda],
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synchroni zati on checks can be realized by cryptographically

bi nding | ocal timestanps fromAttesters and Verifiers to fresh
Epoch Handl es issued by a trusted Tine Stanp Authority (TSA),
thereby proving that both entities share a consistent notion of
time.

* _@ace Periods_: Define grace periods during which a newy issued
handl e starts being accepted, and the old handl e stops being
valid. This period should be | ong enough to account for the
maxi mum expect ed propagati on del ay across the network

I mpl ementing these measures will help nmitigate the risks associated
with the handle lifecycle, particularly in environments where
propagati on del ays are significant. This careful managenment ensures
that the integrity and trustworthiness of the attestati on process are
mai nt ai ned.

Whi |l e periodically pushing Evidence to the Verifier, the Attester
only needs to generate and convey updates since the previous
conveyance. These updates, referred to as "delta" in the sequence
diagrans, are not limted to net changes of C aimvalues. They MJST
include all state changes detected since the previous conveyance,
even if values later revert to their prior state. For exanple, if an
Attester goes through a sleep or hibernation cycle and a d ai mval ue
changes and then reverts, both transitions MJUST be reported to the
Verifier as soon as possible after resum ng operation.

Effectively, the Uni-Directional nodel allows for a series of

Evi dence to be pushed to multiple Verifiers simltaneously. Methods
to detect excessive time drift that would mandate a fresh Handle to
be received by the Handle Distributor as well as tim ng of Handle
distribution are out-of-scope of this docunent.

7.3. Streamng Renpte Attestation

Streaning Renmote Attestation serves as the foundational concept for
bot h the publish-subscribe pattern [DesignPatterns] and the observer
pattern [ISIS]. It entails establishing subscription state to enable
continuous renote attestation. In the publish-subscribe pattern, a
central broker is used to distribute nessages between publishers and
subscri bers. The broker receives nessages from publishers and
forwards themto the appropriate subscribers. In the observer
pattern, however, observers are connected directly to target
resources, wthout a broker (oub/sub only).

7.3.1. Stream ng Renpte Attestation w thout a Broker
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| generated ai ns(attestingEnvironment) |
| | => clainsDelta, eventLogsDelta |
[ I
| collectd ains(clainmsbDelta, ?clainBelection) |
| | => collectedd ai nsDelta |
[ I
| generat eEvi dence(handl eDelta, attEnvlDs, collectedd ainsDelta) |
| | => evidence |
I I
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| appr ai seEvi dence( evi dence, |
| event LogsDel ta, |
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| attestati onResult <= | |
| |

Figure 5: Stream ng Renote Attestation without a Broker

In the observer pattern, an observer establishes a direct connection
to the observed resources through a subscription mechanism which is
desi gned specifically for conveying conceptual nessages for renote
attestation purposes. This nmechanismnot only facilitates the
initial subscription request but also actively maintains the state of
the subscription, ensuring that any changes in the observed resources
are consistently communi cated to the observer. 1t handles the
conpl exi ties of managi ng these connections, including the nmaintenance
of pertinent information about the observer’s preferences and
security requirenments, ensuring that the transm ssion of attestation
data remai ns both secure and relevant to the observer’ s specific
cont ext .

Setting up subscription state between a Verifier and an Attester is
conducted via a subscribe operation. The subscribe operation is used
to convey Handl es required for Evidence generation. Effectively,
this allows for a series of Evidence to be pushed to a Verifier,
simlar to the Uni-Directional nodel. |In the observer pattern, the
Handl e Distributor role is optional. Wile the nodel is typically
used for direct, bi-lateral subscription relationships where the
Verifier generates and provides Handles directly, it is also possible
to include the trusted third party that is a Handle Distributor. A
Handl e Di stributor independently manages the generation and
distribution of Handles to other RATS roles. As a result, scenarios
involving nore than bi-lateral interactions are enabled. However, in
its basic form the nmodel assunmes direct interaction between an
Attester and a Verifier, where the Handl e generation is a
responsibility taken on by the Verifier roles.

Handl es provided by a specific subscribing Verifier MJST be used in
Evi dence generation for that specific Verifier. The stream ng nodel
wi thout a Broker uses the sanme information elenents as the Chall enge/
Response and the Uni-Directional nmodel. Methods to detect excessive
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time drift that woul d render Handles stale and nmandate a fresh
Handl es to be conveyed via anot her subscribe operation are out-of -
scope of this docunent.

Delta Evidence is produced with respect to the previous conveyance,
but it is still bound to a (potentially updated) current Handl e
(e.g., handlebDelta). |If a new Handle is required, it is conveyed by
a subsequent subscribe operation

If Evidence or delta Evidence repeatedly fails to verify, a Verifier
may term nate the subscription. The detail ed nechanisns for
unsubscri be and re-subscribe are protocol -specific and out of scope
for this docunent; for exanple, subscription Iifecycle nanagenment is
defined in [I-D.ietf-rats-network-device-subscription].

7.3.2. Streamng Renpte Attestation with a Broker

This nmodel includes a Broker to facilitate the distribution of
messages between RATS roles, such as Attesters and Verifiers. The
Broker is a trusted third party and acts as an internediary that
ensures nmessages are securely and reliably conveyed between invol ved
RATS rol es. The publish-subscribe nessaging pattern is w dely used
for communication in different areas. An exanple for a publish-
subscri be nodel with a Broker is the Message Queui ng Tel enetry
Transport [MJIT]. Unlike the _Stream ng Renpte Attestation w thout a
Broker _interaction nodel, Attesters are not required to be aware of
corresponding Verifiers. |In scenarios with |arge nunbers of
Attesters and Verifiers, the publish-subscribe pattern may reduce

i nt erdependenci es and i nprove scal ability.

Wth publish-subscribe, clients typically _connect_ to (or _register_
wi th) a publish-subscribe server (PubSub server or Broker). dCients
may _publish_ data in the formof a _nmessage_ under a certain
_topic_. _Subscribers_to that topic get _notified whenever a
nmessage arrives under a topic, and the appropriate nessage is
forwarded to them Depending on particular publish-subscribe nodels
and inpl ementations, involved roles can be publishers, subscribers or
bot h.

The Broker and Handl e Distributor are considered to be trusted third
parties (TTPs) for all other participating roles, including Attesters
and Verifiers (see also Section 9). Al roles nmust establish a trust
relationship with the Broker and Handl e Distributor, as those are
responsible for the secure and reliable dissemnation of critica
protocol information, such as Handl es and Attestati on Results.
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Ensuring the security of these trusted third parties is vital, as any
comprom se could undernmine the entire renpte attestati on procedure.
Therefore, the deploynment of Brokers and Handl e Distributors requires
stringent security neasures to protect agai nst unauthorized access
and to ensure that they operate as trustworthy facilitators within
the rempte attestation franmework.

In the followi ng sections, the interaction nodels _Chall enge/ Response
Renpte Attestation over Publish-Subscribe_and _Uni-Directional
Renote Attestation over Publish-Subscribe are described. There are
di fferent phases that both nodels go through:

1. Handle Ceneration

2. Evidence Generation and Conveyance

3. Evidence Apprai sal

4. Attestation Result Generation

The nodels only differ in the handl e generati on phase. Froma renote
attestations procedure’s point of view Evidence Generation,
Conveyance, and Appraisal, as well as Attestation Result Generation

are identical in both nodel s.

7.3.2.1. Handle Ceneration for Challenge/ Response Renote Attestation
over Publish-Subscribe

I
| gener at eHandl e()

| handl e <= |

| <---mmmm-- pub(t opi c=Att Req,

| handl e)
S notify(topi c=AttReq, handl e) I

I

I
|
sub(topi c=AttReq) ------------------- >| |
I
I
I
I

Figure 6: Handl e Generation for Chall enge/ Response Renpte
Attestation over Publish-Subscribe
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The _Chal | enge/ Response Renpte Attestation over Publish-Subscribe_
interaction nodel uses the same information elements as the

_Chal | enge/ Response Renote Attestation_ interaction nodel. Handles
are generated by the Verifier on a per-request basis. |In the
sequence di agram above, the Verifier initiates an attestation by
generating a new handl e and publishing it to the "AttReq" (=
Attestation Request) topic on the PubSub server. The PubSub server
then forwards this handle to the Attester by notifying it. This
mechani sm ensures that each handle is uniquely associated with a
specific attestation request, thereby enhancing security by
preventing replay attacks.

7.3.2.2. Handle CGeneration for Uni-Directional Renpte Attestati on over
Publ i sh- Subscri be

| Attester | | Handl e | | PubSub Server | | Verifier

| I
I _ |
sub(topi c=Handl €) ------cc-ooooooaan S| |
| | i |
| | | <--mmmeees sub(topi c=Handl e)
| | | |
I | I |
| gener at eHandl e() | |
l | => handl e | |
| | i |
| pub(t opi c=Handl e, | |
| | handle) --------- >| |
I X I |
| | ] |
| <ommmmmeee oo noti fy(topi c=Handl e, handl e) |
| I
| notify(topi c=Handl e, handle) ------- >|
| I

Figure 7: Handl e Generation for Uni-Directional Renote
Attestation over Publish-Subscribe

Handl es are created by a trusted third party, the Handl e Di stri butor
(see Section 9). In the sequence di agram above, both an Attester and
a Verifier subscribe to the topic "Handl e" on the PubSub server

When the Handl e Distributor generates and publishes a Handle to the
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"Handl e" topic on the PubSub server, the PubSub server notifies the
subscribers, Attester and Verifier, and forwards ("notify") the
Handl e to them during Handl e Generati on

7.3.2.3. Evidence CGeneration and Appraisa

B e T S +----
| Attester | | PubSub Server | | Verifier
[ ’ Do - Fomm o - ’ [ +o---
| | _
| | <---------- sub(topi c=Att Ev)
I I I
———————— KeTe] o] I I R R

gener ated ai ns(attesti ngEnvi ronment)
| => clainms, eventLogs

I
I
|
collectd ai ns(cl ai ns, ?clai nBel ection)
| => collectedd ai ns |

I I
gener at eEvi dence(handl e, att Envl Ds, |
| col | ect edd ai 1rs) |

| => evidence |

I I
pub(topi c=Att Ev, |
| evidence, eventlLogs) ------------ >|

I

I

| notify(topic=AttEv,
| | evidence,
I
I

attestationResult <= |

| eventlLogs) ---------- >

|
| ::::::::::::::::::::::::[ Evi dence Appr ai sal ] ——————————————————=—=—=—=—== |
| | | | |
| | | appr ai seEvi dence(
| | | evi dence, |
| | | event Logs, |
| | | verlnputs) |
| | | |
| | | |
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Figure 8: Evidence Generation and Appraisal for Renote
Attestation over Publish-Subscribe

Exactly as in the Chall enge/ Response and Uni-Directional interaction
nodel s, there is an Evi dence Generation-Appraisal |oop, in which the
Attester generates Evidence and the Verifier appraises it. In the
Publ i sh- Subscri be nodel above, the Attester publishes Evidence to the
topic "AttEv" (= Attestation Evidence) on the PubSub server, to which
a Verifier subscribed before. The PubSub server notifies Verifiers,
accordingly, by forwarding the attestation Evidence. Although the
above diagram depicts only full attestation Evidence and Event Logs,
|ater attestations may use "deltas’ for Evidence and Event Logs. The
definition of delta Evidence is provided in Section 7.2.1

Verifiers appraise the Evidence and publish the Attestation Result to
topic "AttRes" (= Attestation Result) on the PubSub server

7.3.2.4. Attestation Result CGeneration

R e R . e Fommme- o, aea ok +--- -
| Attester | | Relying Party | | PubSub Server | | Verifier
[ S ’ B R ’ Do - Fomm o - ’ [ +o---

| |

| sub(t opi c=Att Res, | |
|

|

| attestationResult}) |

handle) ----------------- >| |
I I
R LR [ eTe] o] R e I .
| | | _ |
| | | | <=-------- pub(topi c=Att Res,
| | | | {handl e, |
| | | | attestationResult}) |
I I I I I
| | I notify(topic=AttRes, {handle, | |
I I I I
| | | |

Figure 9: Attestation Result Generation for Renote Attestation
over Publish- Subscribe
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Attestation Result Generation is the same for both publish-subscribe
nmodel s, _Chal | enge/ Response Renpte Attestati on over Publish-Subscribe_
and Uni-Directional Renpte Attestation over Publish-Subscribe_.
Relying Parties subscribe to topic AttRes (= Attestation Result) on
the PubSub server. The PubSub server forwards Attestation Results to
the Relying Parties as soon as they are published to topic AttRes.

Attestation Results conveyed to Relying Parties MJST be bound to the
Handl e used for the correspondi ng Evi dence appraisal (to prevent m x-
up and replay across Handl es/ Epochs, and to enable correl ation).

Thi s binding can be achi eved by including the Handle in the
Attestation Result itself, or by cryptographically binding the Handl e
to the published nmessage (e.g., signing a structure that includes
both Handl e and Attestation Result).

8. Inplenentation Status

Note to RFC Editor: Please renove this section as well as references
to [ BCP205] before AUTH48.

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ BCP205].

The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ BCP205], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

8.1. Inplenenter

The open-source inplenmentation was initiated and is mai ntained by the
Fraunhofer Institute for Secure Informati on Technol ogy SIT.
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8.2. Inplenmentati on Name

The open-source inplenentation is named "CHAI | enge- Response based
Renpte Attestation" or in short: CHARRA

8.3. Inplenentation URL
The open-source inplementation project resource can be | ocated via:
https://github. com fraunhofer-sit/charra (https://github.com
fraunhofer-sit/charra)

8.4. Maturity
The code’s level of maturity is considered to be "prototype".

8.5. Coverage and Version Conpatibility
The current version (’6194b3b’) inplenents a chall enge/ response
interaction nodel and is aligned with the exenplary specification of
the CoAP FETCH bodi es defined in Section Appendix A of this docunent.

8.6. License
The CHARRA project and all correspondi ng code and data mai ntai ned on
G tHub are provided under the BSD 3-C ause "New' or "Revised"
I'i cense.

8.7. Inplenentation Dependencies
The inpl enentation requires the use of the Trusted Conputing G oup
(TCG Trusted Software Stack (TSS), and an HSM i nteroperable with the
Trusted Pl atform Modul e Library specifications, e.g., a Trusted
Pl atform Module (TPM 2.0 or equivalent inplementation. The
correspondi ng project resources (code and data) for Linux-based
operating systens are naintained on GtHub at https://github.com
t pmR2-software/tpn2-tss/ (https://github.conitpnR-software/tpn2-tss/).
The i npl enentati on uses the Constrained Application Protocol
[ RFC7252] (http://coap.technol ogy/) and the Concise Binary Object
Representati on [ RFC7049] (https://cbor.io/).

8.8. Contact

M chael Eckel (m chael.eckel @it.fraunhofer.de)
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9

9

9

Security and Privacy Considerations

Thi s docunent outlines three interaction nodels for renote
attestation procedures (RATS) [RFC9334]. While the subsequent
sections address additional security and privacy considerations, the
security considerations from Section 12 of [RFC9334] nust al so be
adhered to. Additionally, for TPM based renote attestation, the
security considerations outlined in Section 5 of [RFC9683] should be
taken into account.

1. Selective Disclosure and Obfuscation

This section uses the term"blinding" in the broad sense of privacy-
preserving treatnment of attributes prior to disclosure (e.g.,

sel ective disclosure, obfuscation, or encryption), and not in the
nmore specific cryptographic sense used for blind signatures.

In a renpte attestation procedure, the Verifier and the Attester nay
choose to reduce the disclosure of sensitive attributes while stil
enabl ing appraisal. For example, an attribute can be conveyed only
as a digest that is included in, and protected by, the Evidence
signature; or it can be encrypted for an authorized recipient.

2. Trust Assunptions on the Handl e Distributor

The handl e distributor, as a third party in renpote attestation
scenarios, holds a critical position simlar to that of a Trusted
Third Party (TTP). Gven its role in generating handles, it has the
potential to influence the attestation process significantly. The
integrity and reliability of the handles it produces are pivotal for
ensuring that the attestation evidence remains trustworthy and that
the attestation process is not susceptible to manipul ation or
interference.

2.1. Security Assunptions

* _Integrity and Authenticity_: It is assunmed that the handle
distributor operates with high levels of integrity and
authenticity. Handles generated by the distributor nust be
secure, unique, and verifiable. This ensures that they cannot be
forged or reused naliciously.

* _Isolation and Protection_: The handl e distributor must be
i sol ated and protected from unauthorized access and attacks. This
i ncl udes physical security nmeasures for hardware that m ght house
the handl e distributor’s operations, as well as cybersecurity
nmeasures to protect against online threats.
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9

9. 3.

2

* _Auditability_: The operations of the handle distributor should be
auditable. This allows for the verification of its conpliance
with security policies and the integrity of its operations.

Regul ar audits help to ensure that the handle distributor is
functioning as expected and has not been conprom sed.

* _Transparency_: Wile nmaintaining security and confidentiality,
the processes by which handl es are generated and distributed
shoul d be as transparent as possible to authorized parties. This
hel ps in building trust and verifying that handles are distributed
in a fair and unbi ased nanner.

2. Mtigating Risks

To mitigate risks associated with the handl e distributor being a
central point of potential failure or attack, several mneasures shoul d
be i npl enent ed:

* _Redundancy_: Deploying nultiple, geographically dispersed handl e
distributors can ensure continuity of service even if one
distributor is conprom sed or fails.

* _Cryptographic Security_: Using strong cryptographic techniques to
protect the generation and transm ssi on of handl es ensures that
they cannot be tampered with during distribution.

* _Certification and Conpliance_: The handl e distributor should
conply with relevant security standards and undergo regul ar
security certifications. This ensures that they neet industry-
wi de security benchmarks and maintain high | evels of trust.

By defining and adhering to these security assunptions, the role of
the handl e distributor in renote attestati on procedures can be
securely nanaged, minimzing risks and enhancing the overall trust in
the attestation process.

Security Considerations for Brokers in Renpte Attestation

The role of the Broker in the "Stream ng Renbte Attestation with a
Br oker nodel " introduces potential security vulnerabilities,
including the ability to performcross-application attacks by
mani pul ating handl es and topics. To nitigate these risks, it is
essential to inplenment robust security measures:
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* _End-to-End Authentication:_ Establishing end-to-end authenticated
channel s between Attesters and Verifiers ensures that data
integrity and authenticity are preserved across the conmuni cation
process. This neasure prevents the Broker fromaltering the
content of the nessages, including Handl es and ot her sensitive
dat a.

* _Strong Isolation of Topics:_ Inplenmenting strong isolation
mechani sms for topics can help prevent the Broker from
i nadvertently or maliciously routing notifications to unauthorized
parties. This includes using secure nam ng conventions and access
controls that restrict the Broker’s ability to manipulate topic
subscri ptions.

* _Trusted Association Verification:_ To further safeguard agai nst
confusion attacks where the Broker n1ght m sroute notifications,
mechani sns should be in place to verify the trust association
bet ween senders and receivers continuously. This can be
facilitated by cryptographic assurances, such as digita
signatures and trusted certificates that validate the sender’s
identity and the integrity of the message content.

* Audit and Mnitoring: Regular audits and real -tine nonitoring of
Broker activities can detect and respond to anomal ous behavi or
that mght indicate security breaches or manipul ati on attenpts.
Logging all actions perforned by the Broker provides an audit
trail that can be critical for forensic analysis.

* Broker as a Trusted Third Party (TTP): _Recogni zing the Broker as
a TTP necessitates stringent security certifications and
compliance with security standards to ensure that they operate
under strict governance and security protocols. This includes
regul ar security assessnents and certifications that validate the
Broker’s security practices

By addressing these vulnerabilities proactively, the integrity and
confidentiality of the attestation process can be maintained,
reduci ng the risks associated with Broker-nmedi ated comuni cation in
renote attestation scenarios. It is crucial for solution architects
to incorporate these security measures during the design and

depl oynent phases to ensure that the attestati on process renains
secure and trustworthy.
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9.4. Additional Application-Specific Security Considerations

The security and privacy requirenents for renote attestati on can vary
significantly based on the depl oynent environnment, the nature of the
attestation nechani sns used, and the specific threats each scenario
faces. This section details additional security considerations that
are pertinent to the interaction nodels discussed in this docunent.

9.4.1. Confidentiality

The need for confidentiality in the transm ssion of attestation
information is critical, particularly when exchanges occur over
public or untrusted networks, such as the public Internet. For
instance, in the _Stream ng Renpte Attestation with a Broker_ node
(cf.Section 7.3.2), where data mght traverse nultiple nodes,

enpl oyi ng TLS can provi de necessary confidentiality protections.
Simlarly, for scenarios involving sensitive environments |ike
carrier managenent networks, evaluating the confidentiality of the
transport mediumis crucial to ensure that attestation data remains
secure agai nst interception or eavesdroppi ng.

9.4.2. Mitual Authentication

Mutual authentication is particularly relevant in nodels such as the
_Chal | enge/ Response Renote Attestation_ (cf. Section 7.1) where both
the Attester and the Verifier engage in bidirectional exchanges of
sensitive information. Ensuring that both parties can authenticate
each other prevents inpersonation attacks, enhancing the
trustworthiness of the attestation results.

Practical exanple nechanisns to achi eve nmutual authentication
i ncl ude:

Mutual TLS (mTLS): TLS 1.3 [RFCB446] supports nutual authentication
via the ertificateRequest nessage. The client presents its X 509
certificate and proves possession of the private key, establishing
bidirectional trust before attestation data i s exchanged.

Server-Authenticated TLS with HTTP Aut hentication: Server-only TLS
aut hentication can be conbined with application-layer client
aut hentication. The server authenticates via its TLS certificate,
while the client uses HTTP authenticati on [ RFC9110] such as Basic
[ RFC7617] or Digest credentials. This approach suits depl oynents
where client certificates are inpractical
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9.4.3. Hardware Enforcenent/ Support

10.

11.

11.

In environnents where the integrity and security of attestation

evi dence are paranount, hardware-based security features play a
critical role. Technologies |ike Hardware Security Modul es (HSM),
Physi cal | y Uncl onabl e Functions (PUFs), and Trusted Execution

Envi ronments (TEEs) provide robust protections agai nst tanpering and
unaut hori zed access. These are especially inportant in high-security
settings such as financial services or mlitary applications, where
attestation processes nust rely on physically secure and tanper-

resi stant conponents to neet stringent regulatory and security

st andar ds.

By addressing these application-specific security requirenents within
the context of defined interaction nodels, security strategi es can be
tailored to fit the unique challenges and operational contexts of
different attestati on scenari os.
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Appendi x A. CDDL Specification for a sinple CoAP Chal | enge/ Response
Interaction

The foll owing CDDL specification is an exenpl ary proof-of-concept to
illustrate a potential inplenentation of the Chall enge/ Response
Interaction Model. The conmunication protocol used is CoAP. Both
the request message and the response nessage are exchanged via the
FETCH operation and correspondi ng FETCH request and FETCH response
body.

In this exanple, Evidence is created via the root-of-trust for
reporting primtive operation "quote" that is provided by a TPM 2. 0.
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charra-bodi es = charra-attestati on-request / charra-attestati on-response

charra-attestati on-request = |
hel | o: bool, ; if true, the TPM 2.0 AK Cert shall be conveyed
key-id: bytes, ; the key IDto use for signing
nonce: bytes, ;a (randon) nonce, providing freshness and/or recentness
pcr-selections: [ * pcr-selection ]

]

pcr-selection = |
tcg-hash-alg-id: uint .size 2, ; TPM2_ALG ID
pcrs: |
pcr: uint .size 2
]

]

charra-attestati on-response = |

attestation-data: bytes, ; TPMs _ATTEST. quot ed
t pnR- si gnature: bytes,
? ak-cert: bytes, ; TPMR attestation key certificate (AK Cert)

]
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