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Abst r act

Thi s docunent establishes an architectural pattern whereby a renote
attestation could be issued for a conplete set of benchmarks or
controls that are defined and grouped by an external entity,
elimnating the need to send over individual attestations for each
itemw thin a benchmark or control framework. This document
establishes a pattern to list sets of benchmarks and controls within
OW and JWI formats for use as an Entity Attestati on Token (EAT).
Wi | e the discussion bel ow pertains nostly to TPM ot her Roots of
Trust such as TCG DI CE, and non- TCG defi ned conponents will also be
i ncl uded.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-rats-
wg. github.io/draft-noriarty-attestationsets/draft-noriarty-rats-
posture-assessnment.htnml. Status information for this docunent nmay be
found at https://datatracker.ietf.org/doc/draft-ietf-rats-posture-
assessnent/.

Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS (rats) Wrking Goup mailing list (mailto:rats@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/rats/.
Subscribe at https://ww.ietf.org/milmn/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github.comietf-rats-wy/draft-noriarty-attestationsets.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Posture assessnment has | ong been desired, but has been difficult to
achi eve due to conplexities of custom zation requirements at each
organi zation. By using policy and neasurenent sets that may be

of fered at various assurance |levels, |ocal assessnment of evidence can
be perforned to continuously assess conpliance.

For exanple, the Trusted Conputing Group’'s Trusted Pl atform Mdul e
(TPM format and assessnent nethod can provide this kind of
compliance. This and other methods enploy a secured |og for
transparency on the results of the assessed evi dence agai nst expected
val ues.

In order to support continuous nmonitoring of posture assessment and
integrity in an enterprise or |arge data center, the |oca
assessnents and renedi ati on are useful to reduce | oad on the network
and renote resources. This is currently done today in neasured boot
mechani sns.

It is useful to be able to share these results in order to gain a big
pi cture view of the governance, risk, and conpliance posture for a
net wor k.

As such, conmunicating a summary result as evidence tied including a
link to supporting logs with a renote attestation defined in an
Entity Attestation Token (EAT) profile [I-D.ietf-rats-eat] provides a
way to acconplish that goal

This level of integration, which includes the ability to renediate,
makes posture assessnent through renpte attestation achi evable for
organi zations of all sizes. This is enabled through integration with
exi sting tool sets and systems, built as an intrinsic capability.

The neasurenent and policy grouping results sunmmarized in an EAT

profile may be provided by the vendor or by a neutral third party to
enabl e ease of use and consistent inplenentations.
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The | ocal system or server host perforns the assessnent of posture
and renediation. This provides sinpler options to enable posture
assessnent at selected | evels by organizations w thout the need to
have i n-house experti se.

The neasurenent and policy sets may al so be custom zed, but not
necessary to achi eve posture assessnment to predefined options.

Thi s docunent describes a nmethod to use existing renpote attestation
formats and protocols. The nmethod described allows for defined
profiles of policies, benchmarks, and neasurenents for specific
assurance levels. This provides transparency on posture assessnent
results sumarized with renote attestations.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Post ure Assessment Scenari os

By way of example, the Center for Internet Security (CIS) hosts
recomrended configuration settings to secure operating systens,
applications, and devices in CI'S Benchmarks [ BENCHVARKS] devel oped
with industry experts. Attestations aligned to the CI'S Benchnmarks or
ot her configuration guide such as one of the Defense Information
Systens Agency’s Security Technical |nplenent Guides [STIG could be
used to assert the configuration neets expectations. This has

al ready been done for nultiple platforns to denonstrate assurance for
firmvare according to NI ST SP 800-193, Firmware Resiliency Cuidelines
[FIRMAMRE]. 1In order to scale renote attestation, a single
attestation for a set of benchmarks or policies being met with a link
to the verification logs fromthe |ocal assessnents, is the evidence
that may be sent to the verifier and then the relying party. On
traditional servers, assurance to NI ST SP 800-193 is provabl e through
attestation froma root of trust (RoT), using the Trusted Conputing
Goup (TCG Trusted Platform Module (TPM chip and attestation
formats. However, this remains |ocal and one knows the policies and
measur enents have been net if other functions that rely on the
assurance are running.

At boot, policy and nmeasurenent expectations are verified against a
set of "golden policies" fromcollected evidence and are verified to
meet expected values. Device identity and neasurenents can al so be
attested at runtine. The attestations on evidence (e.g. hash of boot
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el ement) and verification of attestations are typically contained
within a systemand are limted to the control plane for managenent.
The policy and measurenent sets for conparison are protected to
assure the result in the attestation verification process for boot

el ement. Event |ogs and PCR val ues may be exposed to provide
transparency into the verified attestations. The renpte attestation
defined in this docunment provides a summary of a | ocal assessnent of
posture for nmanaged systens and across various |ayers (operating
system application, containers) in each of these systens in a
managed environnent as evidence. The Relying Party uses the verified
evi dence to under stand posture of interconnected operating systens,
applications, and systens that are comruni cated in sunmary results.

There is a bal ance of exposure and evi dence needed to assess posture
when provi di ng assurance of controls and systemstate. Currently, if
using the TPM |ogs and TPM PCR val ues may be passed to provide
assurance of verification of attestation evidence neeting set
requirenents. Providing the set of evidence as assurance to a policy
set can be acconplished with a renpte attestation format such as the
Entity Attestation Token (EAT) [I-D.ietf-rats-eat] and a RESTfu
interface such as ROLIE [ RFC8322] or RedFish [REDFISH]. Policy
definition blocks may be scoped to control neasurenent sets, where
the EAT profile asserts conpliance to the policy or neasurenent bl ock
specified and may include clains with the | og and PCR val ue evi dence.
Measurenment and Policy sets, referenced in an EAT profile may be
publ i shed and mai nt ai ned by separate entities (e.g. C'S Benchmarks,
DI SA STIGs). The policy and neasurenent sets shoul d be naintai ned
separately even if associated with the same benchmark or control set.
This avoids the need to transition the verifying entity to a renote
system for individual policy and neasurenents which are perforned
locally for more i medi ate renedi ation as well as other functions.

Exanmpl es of measurement and policy sets that could be defined in EAT
profiles include, but are not limted to:

* Hardware attribute certificates, TCG

* Hardware Attribute Certificate Conparison Results, TCG

* Reference Integrity Measurenents for firmvare, TCG

* (Operating system benchmarks at Specified Assurance Levels, CI'S

* Application hardeni ng Benchmarks at Specified Assurance Level s,
Cl'S, DISA STIG

* Container security benchmarks at Specified Assurance Levels, C'S
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Scal e, ease of use, full automation, and consistency for custoner
consunption of a renote attestation function or service are essenti al
toward the goal of consistently securing systens agai nst known
threats and vulnerabilities. Mtigations may be baked into policy.
Claimsets of nmeasurenents and policy verified to neet or not neet
Endorsed values [I-D.ietf-rats-eat] are conveyed in an Entity
Attestation Token made available to a RESTful interface in aggregate
for the systens nanaged as evidence for the renpte attestation. The
Measurenment or Policy Set may be registered in the I ANA registry
created in this docunment (Section 9), detailing the specific
configuration policies and neasurenents required to adhere or prove
conpliance to the associ ated docunent to enable interoperability.
Levels (e.g. high, medium low, 1, 2, 3) or vendor specific instances
of the policy defined in code required to verify the policy and
measur enents woul d be registered using a name for the policy set,
that would al so be used in the reporting EAT that includes the MPS
along with other artifacts to prove conpliance.

4. Policy and Measurenent Set Definitions

Thi s docunent defines EAT clains in the JW [RFC7519] and COAT

[ RFC8392] registries to provide attestation to a set of verified
clains within a defined grouping. The trustworthiness will be
conveyed on original verified evidence as well as the attestation on
the grouping. The clains provide the additional information needed
for an EAT to convey conpliance to a defined policy or neasurenent
set to a systemor application collecting evidence on policy and
measur enent assurance, for instance a CGovernance, Risk, and
Conpl i ance (GRC) system

| daim]| Long Name | CdaimbDescription | Format |
[ ety e —————————————————————— Ll —p—_—————————_— Lp—p—p—_——(——r
| nps | Measurement or Policy Set | Name for the MPS | |
S S e S I +
| lem | Log Evidence of MPS | Log File or URI | |
Fommma - L T Fommmaa - +
| pecr | TPM PCR Val ues | URI | |
R, o e e e e e e e e a oo - o e e e Fomm oo +
| fra | Format of MPS Attestations | Format of included | |
| | | attestations | |
dememaas . - S +
| hsh | Hash Val ue/ Message Digest | Hash val ue of | |
| | | claimset | |
R, o e e e e e e e e a oo - o e e e Fomm oo +

Table 1
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5.

Supportability and Re-Attestation

The renote attestation framework shall include provisions for a
Verifier Owmer and Relying Party Ower to declare an Appraisal Policy
for Attestation Results and Evi dence that allows for nodification of
the Target Environment (e.g. a product, system or service).

Over its lifecycle, the Target Environnent may experience
nmodi fi cation due to: mmintenance, failures, upgrades, expansion,
noves, etc..

The Relying Party Omer managi ng the Target Environment (e.g.
customer using the product) can chose to:

* Update the Appraisal Policy for Attestation Results and re-assess
posture with this updated policy, sunmarizing with a renote
attestation to the new policy or level, or

* Run renmpte attestation after nodification of the Target
Environnent as an external validation, or

* Continue operation of the Target Environnent as-is, wthout
verification, potentially increasing risk

In the case of Re-Attestation

* framework needs to invalidate previous Reference Values (e.g. TPM
PCR val ues and tokens),

* framework needs to specify an Appraisal Policy for Evidence that
requires fresh Evidence,

* framework needs to mamintain history or allow for history to be
| ogged to enabl e change traceability attestation, and

* framework needs to notify that the previous Attestation Results
has been invalidated

Configuration Sets

In sone cases, it may be difficult to attest to configuration
settings for the initial or subsequent attestation and verification
processes. The use of an expected hash value for configuration
settings can be used to conpare the attested configuration set. In
this case, the creator of the attestation verification neasurenents
woul d define a set of values for which a nessage digest would be
created and then signed by the attestor. The expected neasurenents
woul d i nclude the expected hash val ue for conparison
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9

9

The configuration set could be the full attestation set to a
Benchmark or a defined subset. These configuration sets can be

regi stered for general use to reduce the need to replicate the policy
and neasurenent assessnents by others aimng to assure at the sane

| evel for a benchmark or hardeni ng guide.

Thi s docunent creates an | ANA registry for this purpose, creating
consi stency between automated policy and measurenent set |evels and
the systenms used to collect and report aggregate views for an

organi zation across systens and applications, such as a GRC platform

Renedi ati on

If policy and configuration settings or measurenents attested do not
meet expected values, renediation is desireable. Automated
renedi ati on performed with alignment to zero trust architecture
principles would require that the remedi ati on be perfornmed prior to
any relying conponent executing. The relying conponent would verify
before continuing in a zero trust architecture.

Ideal ly, remediation would occur on systemas part of the process to
attest to a set of attestations, simlar to how attestation is
performed for firmvare in the boot process. |f automated renedi ation
is not possible, an alert should be generated to allow for
notification of the variance from expected val ues.

Security Considerations

Thi s docunent establishes a pattern to list sets of benchmarks and
controls within CM and JWI formats. The contents of the benchmarks
and controls are out of scope for this docunent. This establishes an
architectural pattern whereby a renote attestation could be issued
for a conplete set of benchmarks or controls as defined and grouped
by external entities, preventing the need to send over individua
attestations for each itemw thin a benchmark or control framework
Thi s docunent does not add security considerati on over what has been
described in the EAT, JWI, or OAl specifications.

I ANA Consi derati ons
1. Reuse of CBOR and JSON Wb Token (CWF and JWI) C ains Registries

Clains defined in this document are a profile of EAT. Like the base
clainms of EAT, the clainms bel ow are conpatible with those of CAM and
JWI' so the CWI and JWI Cl ains Registries, [IANA. CW. d ai ns] and
[ITANA. JWI. C ains], are re-used. No new | ANA registry is created

Al'l EAT clains defined in this docunment are placed in both
registries.
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9.2. CW and JWI C ai ns Registered by This Docunent

Thi s docunent requests the creation of a Measurenent and Policy Set
(MPS) registry. The MPS registry will contain the nanmes of the
Benchmarks, Policy sets, DISA STIGS, controls, or other groupings as
a policy and neasurenment set that MAY correlate to standards
docunent s contai ni ng assurance gui del i nes, conpliance requirenents,
or other defined claimsets for verification of posture assessment to
that MPS. The MPS registry will include the policy definition for
specific levels of MPS assurance to enable interoperability between
assertions of conpliance (or |lack thereof) and reporting systens.

| MPS Nane | MPS Description | File with MPS definition

[} e ———— Ll pppp—p——(——————————_—————— Ll ——_————————r
| Ubuntu-Cl S-L1 | Ubuntu CI'S Benchmark, | http:// /Ubuntu-Cl S- |
| | level 1 assurance | L1.txt |
. . e +

Table 2

The MPS nane includes versions or level information, allow ng for
di stinct policy or neasurenent sets and definitions of those sets
(including the supporting formats used to wite the definitions).

9.3. Additions to the JW and CW registries requested
Thi s docunent requests the following JW clains per the specification

requirenent required for the JSON Web Token (JWI) registry defined in
RFC75109.

| daim]| Long Nanme | C aimDescription

[ ettty S ——————————————————————— e p—p—_" o
| MPS | Measurenent or Policy Set | Nane for the MPS |
dememaas T . - +
| LEM | Log Evidence of MPS | Log File or URI |
N o e e e e e e e Fom e e e e oo o +
| PCR | TPM PCR Val ues | URI

AR, oo e e e e e e i oo oo oo o e e e e oo +
| FMA | Fornmat of MPS Attestations | Fornmat of included

| | | attestations |
Fommma - L -, I +
| HSH | Hash Val ue/ Message Digest | Hash val ue of |
| | | claimset |
AR, oo e e e e e e i oo oo oo o e e e e oo +

Table 3
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9.4.

10.

10.

MPS (Measurenment or Policy Set) Claim

The MPS (Measurenent or Policy Set) claimidentifies the policy and
measur enent set being reported. The MPS MAY be registered to the MPS
| ANA registry. The MPS may be specified to specific |evels of
assurance to hardening, |oosening guides or benchmarks to provide
interoperability in reporting. The processing of this claimis
general ly application specific. The MPS value is a case-sensitive
string containing a String>r URI value. Use of this claimis

OPTI ONAL.

Thi s docunent requests the following CAT clains per the specification
requirenent required for the CBOR Wb Token (CW) registry defined in
RFCB8392.

[ et fsfuml e e sy sl e
| daim]| Long Nane | daimbDescription | JW daimNane |
[ ool e oo s s s ool e
| MPS | Measurenent or | Nane for the MPS | MPS |
| | Policy Set | | |
S oo o - o e e e o - - oo o - +
| LEM | Log Evidence | Log File or URI | LEM |
I | of MPS I I I
S S Fom oo S +
| PCR | TPM PCR Values | UR | PCR |
B S, S o e e e e e i e o S +
| FMA | Format of MPS | Format of included | FMA |
| | Attestations | attestations | |
oo - Fom e Fom e oo Fom e +
| HSH | Hash Val ue/ | Hash val ue of | HSH |
| | Message Digest | claimset | |
B S, S o e e e e e i e o S +

Tabl e 4
Appendi x A Extended Cains Table with RoT Variants

1. A1 Chained Attestation and Measurement Exposure Across
Har dwar e Roots of Trust

B ety e pe gy e —_———(— iy —p———(—————— Ll—p—j—_———(———————— o
| Pl at f or m | Har dwar e | Measurenent | Attestation | PCR/ |
| | Root of | Chai ning | Evidence | Measurenment |
| | Trust | | | Exposure |
[ oo pomsfemsfumny oo ooy ooy el s e
| DI CE | M ni mal | Yes | Stage | CDI's (not |
| | hardware + | | certificates, | standard |
| | UDS | | attestation | PCRs) |

Moriarty, et al. Expi res 8 January 2026 [ Page 10]



I nternet-Draft RPASCA July 2025

10.

I I I | chain I I
B N o m e e e oo - o m e e e oo - S +
| Appl e | Boot ROM & | Yes | I'nternal | Not standard |
| | Secure | | I ogs, | PCRs |
| | Encl ave | | bionetric/ | (internal |
| | | | auth evidence | use) |
S R R oo o e e o - +
| OpenTi t an| Open- source| Yes | Logs, | TPMIike |
| | silicon | | certificates | PCRs |
I | chip I I I I
S Fom e Fom e o - oo oo s +
| Amazon [Nitro | Yes | NitroTPM | NitroTPM |
[Nitro | Security | | logs, AWS- | PCRs |
I | Chi p I | signed I I
| | | | attestation | |
R S S S R +
[Nitro [Nitro | Yes | AWS-si gned | Enclave PCRs |
| Encl aves | Security | | attestation | |
| | Chip + | | tokens | |
I | Hypervisor | I I I
S R R S T o e e - +

Table 5

2. A2 Extended Clainms Table with DI CE, Apple Secure Enclave,
OpenTi tan, and Amazon Nitro

[ gl ot o po s poj ]
| Platform | C ai nf Long Nane
I

+

Cl ai m Description |
(with RoT | |

Mechani sm) |

+

1
1
1
1
1
+
1
1
1
1
1
1
1
1
1
1
1

+
I
I
I
+
| Measurenent| DICE CDI |ineage: | CDI derivation
|or Policy | Mninmalist | chai n;
I
I
I
I
|
I
I
I
I
I

E

| Set har dwar e root of | certificate-based
trust (UDS in ROM |attestation

SoC), perforns |

measur ed boot, |

derives Compound |

Device ldentifiers |

(CDI's) at each |

boot stage, |

bi ndi ng device and |

firmvare state. |

+- """ (" " +

| DI CE |lem |Log | I nplenmentation- | Log file, |
| | | Evi dence of | specific | ogs and | attestation |
| | MPS | attestation |certificate, or |
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| certificates; |
| evidence is the |
| chain of CDIs and |
| alias |
| certificates, |
| often used in TLS |
| client |
| authentication. |

pcr | TPM PCR
| Val ues

| Not applicable; |

| DI CE does not use | |
| TPM PCRs. | |
| I'nstead, it uses | |
| derived | |
| cryptographic | |
| identities (CDIs) | |
| per boot stage. | |

mps | Measurenent| Secure Encl ave | Local attestation

|or Policy | root identity and | (U D + nonot onic

| Set | encl ave | counter); enclave|
| measurenents: | measur enent | ogs
| Hardware root of |
| trust (imrutable |
| Boot ROMin SoQC), |
| secure boot of SEP |
| OGS, device-unique
| U D nmonotonic |
| counter for anti- |
| replay/roll back, |
| local attestation. |

| SEP | ogs, anti- |Internal log file
| replay/rollback | or counter |
| counters, internal | |
| secure boot |ogs | |
| (not externally | |
| exposed); used for | |
| local security and | |
| policy I I
| enforcenent. | |
pcr | TPM PCR
| Val ues

| Not applicabl e; |
| Appl e does not |
| expose TPM PCRs. |
| Integrity is |
| enforced using |
| U D, nonotonic |
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| Har dwar e- backed
| attestation | ogs
| and certificates

R +
| Certificate-based|
| attestation, |og

[file |
I I
I I
I I
I I
o e e e e oo - +

| Har dwar e- backed
| boot state, TPM
| I'i ke PCRs

| Ni troTPM PCR
| val ues, AWS-
| si gned

| attestation
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| | | | attestation for | |
| | | | cloud servers and | |
| | | | Nitro Encl aves. | |
R +----- S o e e e e m oo oo o e e e e oo +
| Amazon |1em |Log | NitroTPM I ogs, | AWS- si gned |
[Nitro | | Evi dence of | attestation | attestation, |
| | | MPS | evidence, |ogs [NitroTPM 1 og file|
I I I | signed by AW I I
| | | | used for renote | |
| | | | attestation and | |
| | | | verification of | |
| | | | cloud instance or | |
| | | | encl ave state. | |
B Fomm - - N Tt o e e e e oo - +
| Amazon | pcr | TPM PCR | NitroTPM PCR | Crypt ogr aphi cal | y|
[Nitro | | Val ues | val ues | si gned PCR |
| | | | (cryptographically |values, standard |
| | | | signed, used for | TPM 2.0 format |
| | | | attestation and | |
| | | | sealing secrets to | |
| | | | boot state); | |
| | | | standard TPM 2.0 | |
| | | | interface for EC2 | |
| | | | instances and | |
| | | | Nitro Enclaves. | |
B Fomm - - N Tt o e e e e oo - +
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