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Abst ract

Thi s docunent specifies a vendor-agnostic format for Evidence
produced and verified within a PKI X context. The Evidence produced
this way includes clains collected about a cryptographi c nodul e, such
as a Hardware Security Mddule (HSM, and elenments found within it
such as cryptographic keys.

One scenario envisaged is that the state information about the
crypt ographi ¢ nodul e can be securely presented to a renote operator
or auditor in a vendor-agnostic verifiable format. A nore conpl ex
scenario would be to subnit this Evidence to a Certification
Authority to aid in determ ning whether the storage properties of
this key meet the requirenments of a given certificate profile.

This specification also offers a format for requesting a
crypt ographi c nodule to produce Evidence tailored for expected use.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://ietf-rats-
wg. gi thub. i o/ key-attestation/draft-ietf-rats-pkix-key-
attestation.htmi. Status information for this document may be found

at https://datatracker.ietf.org/doc/draft-ietf-rats-pkix-key-
attestation/.
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Di scussi on of this docunent takes place on the RATS Wirki ng G oup
mailing list (mailto:rats@etf.org), which is archived at
https://datatracker.ietf.org/wy/rats/about/. Subscribe at
https://ww.ietf.org/mailman/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github.comietf-rats-wy/key-attestation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-

Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction
2. Use Cases . . .
1. Rempote audlt of a HardV\are Securlty I\/bdul e (HSM
2. Key inport and HSM cl ustering . . .
3. Attesting subject of a certificate |ssuance .
3. Conventions and Term nol ogy . .
3.1. dains and neasurenents in generat ed EVI dence .

2.
2.
2.

oo h~h b

Qunsworth, et al. Expi res 3 Septenber 2026 [ Page 2]



I nterne

DD

10.
10.
10.
10.
10.
10.
10.

11.

11.
11.

Appe

Qunswor

t-Draft Evi dence Encodi ng for HSMs

.2. Attestation Key Certificate Chain .

I nf ormati on Model

.1. Entity .
.2. Entity Type .
.3. CaimType

Data Mobdel . . .

Pl at f orm Entlty .

.1. vendor .

1.2. oemd, hvvm)del , hwversi on, swnane,
upti ne, boot count

aarE
=

ASN. 1 Modul e .
I ANA Consi derations .
Security Considerations .

Sinple to Inpl enent
Det ached Si gnat ures
Privacy

Pr oof - of - Possessi on of User Keys .
Ti mest anps and HSMs

Ref erences . .

1. Normative Ref erences .

2. Informative References .

ndix A Sanpl es

NoohwnE=

th, et al. Expi res 3 Septenber 2026

swer si on, dbgstat,

5.1.3. hwserial
5.1.4. fipsboot, fipsver, fipslevel and fipsnodul e .
2. Key Entity e L

5.2.1 identifier

5.2.2 spki
5.2.3 extract abI e sensi tive, never-extractabl e,
5.2.4. expiry

5.2.5. purpose .

3. Transaction Entlty

5.3.1. nonce . .

5.3.2 ti mestanp .

5.3.3. ak-spki e e e e e

4. Additional Entity and daim Types .

5.  Encoding .o

Si gning and Verifi catl on Pr ocedur es .

Attestation Requests .

1. Requested Clains with Specr f| ed Val ues

7.1.1. Key ldentifiers .

7.1.2 Nonce . . .

7.1.3. Custom Key Sel ectl on .

7.1.4. Custom Transaction Entity CI ai s

7.1.5. Reporting of Attestation Keys .

2. Processing an Attestation Request

3. Verification by Presenter

Policies relating to Verlfler and Relyl ng Party

Aut henti cati ng and Aut horr Zi ng the Pr esent er

March 2026

10
10
11
11
12
13
16
18

19
19
20
21
23
23

local . . 23

23
24
25
26
27
27
27
27
28
29
32
32
32
33
33
33
34
34
35
38
39
39
39
40
41
41
42
43
43
43
45
46

[ Page 3]



I nternet-Draft Evi dence Encodi ng for HSMs March 2026

Appendi x B. Acknow edgenents . . . . . . . . . . . . . . . . . . b4
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . .. . b4
1. Introduction

This specification defines a format to transnmit Evidence from an
Attester to a Verifier within a PKIX environment. This environnent
refers to the conponents generally used to support PKI applications
such as Certification Authorities and their clients, or nore
generally that rely upon X 509 certificates. As outlined in
Section 3, this specification uses a necessary mixture of RATS and
PKI terminology in order to nmap concepts between the two donmi ns.

Wthin this specification, the concepts found in the Renote
ATtestation procedureS Architecture ([ RFC9334]) are mapped to the
PKI X environment. There are nany other specifications that are based
on the RATS Architecture which offer formats to carry Evidence. This
specification deals with peculiar aspects of the PKI X environnent

whi ch nmake the existing Evidence formats inappropriate:

* ASN. 1 is the preferred encoding format in this environnment. X 509
certificates ([ RFC5280]) are used widely within this environnent
and the majority of tools are designed to support ASN. 1. There
are nmany specialized devices (Hardware Security Mdul es) that are
inflexible in adopting other formats because of interna
constraints or validation difficulties. This specification
defines the format in ASN.1 to ease the adoption within the
conmmuni ty.

* The clains reported within the generated Evidence are generally a
smal | subset of all possible clains about the Target Environment.
The clainms relate to elenments such as "platforn and "keys" which
are nore nunerous than what a Verifier requires for a specific
function. This specification provides the neans to noderate the
informati on di ssem nated as part of the generated Evi dence.

This specification also ains at providing an extensible franework to

encode, as part of the generated Evidence, clains other than the one

proposed in this document. This allows inplenentations to introduce

new clains and their associated semantics to the Evidence produced.
2. Use Cases

This section covers use cases that notivated the devel opnent of this
speci fication.
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2.1. Renpte audit of a Hardware Security Mdul e (HSM

There are situations where it is necessary to verify the current
running state of an HSM as part of operational or auditing
procedures. For exanple, there are devices that are certified to
work in an environment only if certain versions of the firmmvare are
| oaded or only if user keys are protected with specific policies.

The Evidence format offered by this specification allows a platform
to report its firmvare level along with other collected clains
necessary in critical deploynents.

2.2. Key inmport and HSM cl ustering

Consi der that an HSMis being added to a logical HSMcluster. Part
of the onboarding process could involve the new y-added HSM provi di ng
Evi dence of its running state, for exanple that it is a genuine
device fromthe sanme manufacturer as the existing clustered HSMs,

firmvare patch level, FIPS node, etc. It could also be required to
provi de i nformati on about any system|level keys required to establish
secure cluster comunication. In this scenario, the Verifier and

Relying Party will typically be other HSMs in the cluster deciding
whet her or not to adnmit the new HSM

A related scenario is when performng a key export-inport across
HSMs. |If the key is being inported with certain properties, for
exanpl e an environment running in FIPS node at FIPS Level 3, and the
key is set to certain protection properties such as Non-Exportable
and Dual -Control, then the HSM nmight wish to verify that the key was
previously stored under the sane properties. This specification
provi des an Evidence format with sufficient details to support this
type of inplenentation across HSM vendors.

These scenarios notivate the design requirenents to have an ASN. 1
based Evi dence format and a data nodel that nore closely matches
typical HSM architecture since, as shown in both scenarios, an HSMis
acting as Verifier and Relying Party.

2.3. Attesting subject of a certificate issuance

Prior to a Certification Authority (CA) issuing a certificate on
behal f of a subject, a nunber of procedures are required to verify
that the subject of the certificate is associated with the key that
is certified. 1In sone cases, such as issuing a code signing
certificate [CNSA2.0] [CSBR], a CA nust ensure that the subject key
is located in a Hardware Security Modul e (HSM .
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The Evidence format offered by this specification is designed to
carry the informati on necessary for a CAto assess the |ocation of
the subject key along a nunber of commonly-required attributes. More
specifically, a CA could detern ne which HSM was used to generate the
subj ect key, whether this device adheres to certain jurisdiction
policies (such as FIPS node) and the constraints applied to the key
(such as whether is it extractable).

For relatively sinple HSM devi ces, storage properties such as
"extractabl e may al ways be false for all keys since the devices are
not capabl e of key export and so the Evidence could be essentially a
hard- coded tenpl ate asserting these immutable attributes. However,
nmore conpl ex HSM devi ces require a nore conpl ex Evi dence format that
enconpasses the nmutability of these attributes.

Also, a client requesting a key attestation mght wi sh to scope-down
the content of the produced Evi dence as the HSM contai ns nmuch nore
informati on than that which is relevant to the transaction. Not
reduci ng the scope of the generated Evidence could, in sone
scenarios, constitute a privacy violation

3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Thi s specification uses a necessary m xture of PKI terninology and
RATS Architecture definitions in order to map concepts between the
two donai ns.

The reader is assuned to be fanmiliar with the vocabul ary and concepts
defined in the RATS Architecture ([ RFC9334]) such as Attester,
Relying Party, Verifier.

The reader is assunmed to be fanmiliar with common vocabul ary and
concepts defined in [ RFC5280] such as certificate, signature,
attribute, verification and validation.

In order to avoid confusion, this docunment generally capitalizes RATS
terns such as Attester, Relying Party, and Claim Therefore, for
exanple, a "Verifier" should be assumed to be an entity that checks
the validity of Evidence as per [RFC9334], whereas a "verifier" could
be a nore general reference to a PKI entity that checks the validity
of an X. 509 certificate or other digital signature as per [RFC5280].
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The following terms are used in this docunent:

Attestation Key (AK):
Cryptographic key controlled solely by the Attester and used only
for the purpose of producing Evidence. 1In other words, it is used
to digitally sign the clains collected by the Attester.

Attester:
The term Attester respects the definition offered in [ RFC9334].
In this specification, it is also interchangeable with "platfornf
or "HSM'.

Attesting Environment:
As defined in [RFC9334], the Attesting Environment collects the
information to be represented in Cainms. |In practical ternms, an
i npl ementation nay be designed with services to performthis
function. To remain consistent with the RATS Architecture, the
term"Attesting Environment" is used throughout this
speci fication.

Evi dence:
The term Evi dence respects the definition offered in [ RFC9334].
In this specification, it refers to clains, encoded according to
the format defined within this docunment, and signed using
Attestation Keys.

Har dware Security Mdule (HSM:
A physical conputing device that safeguards and nmanages secrets,
such as cryptographic keys, and perforns cryptographi c operations
based on those secrets. This specification takes a broad
definition of what counts as an HSMto include smartcards, USB
tokens, TPMs, cryptographic co-processors (PCl cards) and
"enterprise-grade"” or "cloud-service grade" HSMs (possibly rack
mounted). In this specification, it is interchangeable with
"platform' or "Attester".

Key Attestation:
Process of produci ng Evidence containing clains pertaining to user
keys found within an HSM I n general, the clains include enough
i nformati on about a user key and its hosting platformto allow a
Relying Party to make judici ous decisions about the key, such as
whether to issue a certificate for the key.

RATS:
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Renote ATtestation procedureS. Refers to a working group within

| ETF and all the docunents devel oped under this unbrella of
efforts. This specification is devel oped using concepts devel oped
in RATS but nore particularly refers to the RATS Architecture as

i ntroduced in [ RFC9334].

PKI X:
Public Key Infrastructure based on X. 509 certificates. Refers to
the framework of technol ogy, policies and procedures used to
manage and distribute digital certificate based on [ RFC5280] and
rel ated specifications.

Pl at f orm
The nmpdul e or device that enbodies the Attester. In this
specification, it is interchangeable with "Attester" or "HSM.

Platform Attestation:
Evi dence containing clains pertaining to neasured val ues
associated with the platformitself. 1In general, the clains
i ncl ude enough information about the platformto allow a Relying
Party to make judicious decisions about the platform such as
those carried out during audit reviews.

Presenter:
Rol e that facilitates conmunication between the Attester and the
Verifier. The Presenter initiates the operation of generating
Evi dence at the Attester and passes the generated Evidence to the
Verifier. 1In the case of HSMs, the Presenter is responsible of
selecting the clains that are part of the generated Evi dence.

Trust Anchor:
As defined in [RFC6024] and [ RFC9019], a Trust Anchor "represents
an authoritative entity via a public key and associ ated data. The
public key is used to verify digital signatures, and the
associated data is used to constrain the types of information for
which the trust anchor is authoritative." The Trust Anchor nmay be
a certificate, a raw public key, or other structure, as
appropri at e.

Trusted Pl atform Mddule (TPM:
A tanper-resistant processor generally located on a conputer’s
nmot her board used to enhance attestation functions for the hosting
platform TPMs are very specialized Hardware Security Mdul es and
generally use other protocols (than the one presented in this
specification) to transmt Evidence.

User Key:
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A user key consists of a key hosted by an HSM (the platforn) and
intended to be used by a client of the HSM Oher terns used for

a user key are "application key", "client key" or "operationa
key". The access and operations on a user key is controlled by
t he HSM

Clains and nmeasurenents in generated Evidence

The RATS Architecture [ RFC9334] states that Evidence is nade up of
clains and that a claimis "a piece of asserted information, often in
the formof a nane/value pair". The RATS Architecture al so nentions
the concept of "neasurenents" that "can describe a variety of
attributes of system components, such as hardware, firmvare, BICS,
software, etc., and how they are hardened."”

Sone HSMs have a | arge anount of nenory and can therefore contain a
substantial anmount of elenments that can be observed i ndependently by
the Attesting Environnent. Each of those elenents, in turn, can
contain a nunber of neasurable attributes.

A certain level of conplexity arises as nultiple elenments of the same
class can be reported sinultaneously in generated Evidence. 1In this
case, multiple sinmlar clains are reported sinultaneously but

associ ated with different el ements.

For exanple, two independent user keys could be reported

simul taneously in Evidence. Each key is associated with a SPKI

(Subj ect Public Key Identifier). The neasured values for the SPKI of
the respective keys are different.

To that end, in this specification, the clainms are organized as

coll ections where each claimis the association of a claimtype with
the measured value. The collections, in turn, are organi zed by
entities. An entity represents one of the elements that is observed
in the Target Environnent.

Thus, an entity is associated with a collection of claims. Each
claimis the association of a claimtype with a neasured val ue.

The grouping of clains into entities facilitates the conprehensi on of
a | arge addressabl e space into el ements recogni zabl e by the user

More inportantly, it curtails the produced Evidence to portions of
the Target Environment that relate to the needs of the Verifier. See
Section 10. 4.
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3.2. Attestation Key Certificate Chain

The data format in this specification represents Evidence and
requires third-party endorsenent in order to establish trust. Part
of this endorsenment is a trust anchor that chains to the HSM s
attestation key (AK) which signs the Evidence. |In practice the trust
anchor usually is a manufacturing CA belonging to the device vendor
whi ch proves that the device is genuine and not counterfeit. The
trust anchor can also belong to the device operator as would be the
case when the AK certificate is replaced as part of onboarding the
device into a new operational environnent.

The AK certificate that signs the evidence MJST include the Extended
Key Usage (EKU) certificate extension, and the EKU certificate

ext ensi on MJUST include the id-kp-attest, as defined in
[1-D.jpfiset-lanps-attestationkey-eku].

Note that the data format specified in Section 5 allows for zero,
one, or nmultiple *SignatureBlock’s, so a single Evidence statenent
could be un-protected, or could be endorsed by multiple AK chains
leading to different trust anchors. See Section 6 for a discussion
of handling nmultiple SignatureBl ocks.

4. Information Mdel
The Evidence format is conposed of two main sections:
* An Evidence section which describes the list of reported entities.

* A signature section where one or nore digital signatures are
offered to prove the origin of the Evidence and nmaintain its
integrity.

The details of the signature sectionis left to the data nodel. The
remai nder of this section deals with the way the information is
organi zed to formthe clains.

The clainms are associated with entities to help with the organi zati on
and conprehension of the information. Entities are el enments observed
in the Target Environnment by the Attesting Environnent. Each entity,
inturn, is associated with a collection of clains that describes the
attributes of the el enent.

Therefore, the C aimdescription section is a set of entities and
each entity is conposed of a claimset.
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4.1. Entity

An entity is a logical construct that refers to a portion of the
Target Environnent’s state. It is addressable via an identifier such
as a UUID or a handle (as expressed in [PKCS11]). 1In general, an
entity refers to a conmponent recogni zed by users of the HSM such as
a key or the platformitself.

An entity is conposed of a type, the entity type, and a collection of
clains. The entity type describes the class of the entity while the
collection of clains defines its state.

An entity MJST be reported at nmost once in a claimdescription. The
claimdescription can have nultiple entities of the same type (for
exanple reporting multiple keys), but each entity MIST relate to
different portions of the Target Environnent.

It is possible for two entities to be quite simlar such as in a
situation where a key is inported twice in a HSM In this case, the
two related entities could be associated simlar clains. However,
they are treated as different entities as they are reporting
different portions of the Target Environnent.

The nunber of entities reported in a claimdescription, and their
respective type, is left to the inplementer. For a sinple device
where there is only one key, the list of reported entities could be
fixed. For larger and nore complex devices, the list of reported
entities should be tailored to what is demanded by the Presenter

In particular, note that the nonce claimcontained with the
Transaction entity is optional, and therefore it is possible that an
extrenmely sinple device that holds one static key could have its

Evi dence generated at manufacturing time and injected statically into
the device instead of being generated on-demand. This nodel woul d
essentially off-board the Attesting Environnent to be part of the
manuf acturing infrastructure. 1In the RATS Architecture, this
configuration would refer to the the information provided by the HSM
as an Endorsenent provided by the manufacturer as opposed to Evi dence
generated by the Attesting Environnent.

4.2. Entity Type

An entity is defined by its type. This specification defines three
entity types:

* Platform: This entity holds clains that describes the state of

the platform (or device) itself. Entities of this type hold
clainms that are global in nature within the Target Environnent.

Qunsworth, et al. Expi res 3 Septenber 2026 [ Page 11]



I nternet-Draft Evi dence Encodi ng for HSMs March 2026

* Key : The entities of this type represent a cryptographic key
protected within the Target Environnment and hold clainms that
describes that specific key.

* Transaction : This entity is logical in nature since it is
associated with clains that does not describe anything found in
the Target Environment. Instead, these clainms relate to the
current request for Evidence such as a nonce to support freshness.

Al t hough this docunment defines a short list of entity types, this
list is extensible to allow inplenenters to report on entities found
in their inplenentation and not covered by this specification. By
using an hject ldentifiers (OD) for specifying entity types and
claimtypes, this format is inherently extensible; inplenenters of
this specification MAY define new customor proprietary entity types
and place them al ongsi de the standardi zed entities, or define new
claimtypes and place theminside standardi zed entities.

Verifiers SHOULD ignore and skip over unrecogni zed entity or claim

types and continue processing normally. |In other words, if a given
Evi dence woul d have been acceptabl e wi thout the unrecognized entities
or clains, then it SHOULD still be acceptable with them

4.3. daimType

Each claimfound in an entity is conposed of the claimtype and a

val ue. Each claimdescribes a portion of the state of the associated
entity. For exanple, a platformentity could have a clai m which
indicates the firmvare version currently running. Another exanple is
a key entity with a claimthat reports whether the key is extractable
or not.

A value provided by a claimis to be interpreted within the context
of its entity and in relation to the claimtype.

It is RECOWENDED that a claimtype be defined for a specific entity
type, to reduce confusion when it comes to interpretation of the
value. In other words, a claimtype SHOULD NOT be used by multiple
entity types. For exanple, if a concept of "revision" is applicable
to a platformand a key, the claimfor one entity type (platform
revi sion) should have a different identifier than the one for the
other entity type (key revision).

The nature of the value (bool ean, integer, string, bytes) is
dependent on the claimtype.
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This specification defines a linmted set of claimtypes. However,
the list is extensible through the I ANA registration process or
private O D allocation, enabling inplenenters to report additiona
clains not covered by this specification

The nunber of clains reported within an entity, and their respective
type, is left to the inplenmenter. For a sinple device, the reported
list of clains for an entity mght be fixed. However, for |arger and
nmore conpl ex devices, the list of reported clainms should be tailored
to what is demanded by the Presenter

Clains of a particular type MAY be repeated within an entity while
others MUST NOT. For exanple, for a platformentity, there can only
be one "firmwvare version" claim Therefore, the associated claim
MUST NOT be repeated as it may |ead to confusion. However, a claim
relating to a "ak-spki" MAY be repeated, each claimdescribing a
different attesting key. Therefore, the definition of a claim

speci fies whether or not nultiple copies of that claimare all owed
within an entity claimset.

If a Verifier detects, within a single entity, nultiple copies of a
claimtype that should not be repeated, it MJST reject the Evidence
as mal forned. Since a Verifier is encouraged to ignore unrecogni zed
claimtypes, it is possible that a potential rejection is mssed.

If a Verifier encounters, within the context of an entity, a repeated
claimfor a type where it is allowed, it MJIST treat each one as an

i ndependent cl ai mand MJUST NOT consider |later ones to overwite the
previ ous one.

5. Data Mdel
This section describes the data nodel associated with generated
Evi dence. For ease of deploynment within the target ecosystem ASN. 1
definitions and DER encoding are used. A conplete ASN. 1 nodule is
provided in Section 8.

The top-level structures, as ASN. 1 fragnents, are:
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Evi dence ::= SEQUENCE {
t bs TbsEvi dence,
si gnat ures SEQUENCE SI ZE (0..MAX) OF SignatureBl ock,

intermedi ateCertificates [0] SEQUENCE OF Certificate OPTI ONAL
-- As defined in RFC 5280

}
TbsEvi dence ::= SEQUENCE ({
ver si on | NTECER,
reportedEntities SEQUENCE S| ZE (1.. MAX) OF ReportedEntity
}
Si gnat ureBl ock ::= SEQUENCE ({
sid Signerldentifier,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue OCTET STRI NG
}
Signerldentifier ::= SEQUENCE {
keyl d [0] EXPLICIT OCTET STRI NG OPTI ONAL
subj ect Keyldentifier [1] EXPLICI T Subject PublicKeyl nfo OPTI ONAL
-- As defined in RFC 5280
certificate [2] EXPLICIT Certificate OPTI ONAL
-- As defined in RFC 5280
}

An Evi dence message is conmposed of a protected section known as the
To- Be- Si gned (TBS) section where the Evidence reported by the
Attesting Environnment is assenbled. The integrity of the TBS section
is ensured with one or nultiple cryptographic signatures over the
content of this section. There is a provision to carry X 509
certificates supporting each signature. The SEQUENCE OF

Si gnatureBl ock allows for both nmulti-algorithmprotection and for
counter-signatures of the Evidence. 1In an effort to keep the

Evi dence format sinple, distinguishing between these two cases is
left up to Verifier policy, potentially by making use of the
certificates that acconpany each signature.

Thi s design al so does not prevent an attacker fromrenoving, adding
or re-ordering signatures without leaving trace. This is discussed
as part of the security considerations in Section 10. 3.

The TBS section is conposed of a version nunber, to ensure future
extensibility, and a sequence of reported entities. For conpliance
with this specification, ThsEvidence.version MJST be 1. This

envel ope format is not extensible; future specifications which rmake
conpati bility-breaki ng changes MJST increnment the version nunber.
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A SignatureBlock is included for each signature submtted against the
TBS section. The SignatureBl ock includes the signature al gorithm
(signatureAlgorithm and the signature itself (signatureValue). It

al so includes information to identify the authority that provided the
signature which is the structure Signerldentifier (sid). The signer
identifier includes a conmbination of X 509 certificate,

Subj ect Publ i cKeyl nfo (SPKI) and/or key identifier (keyld). It is
expected that a X. 509 certificate will be generally used, as it

provi des the public key needed to verify the signature and clearly
identifies the subject that provided the signature. The SPKI and
keyld are all owed to support environnents where X 509 certificates
are not used.

The optional certificate list provided in

Evi dence.intermedi ateCertificates enables the insertion of X 509
certificates to support trusting the signatures found in signature
bl ocks. This information is intended to provide the certificates
required by the Verifier to validate the endorsenment on the
certificates included with the signatures. internediateCertificates
MAY include any or all internediate CA certificates needed to build
paths. It is not required to include trust anchors. Oder is not
significant.

As described in Section 4, the TbsEvidence is a collection of
entities. Each entity is associated with a type that defines its
class. The entity types are represented by object identifiers
(ODs). The following ASN.1 definition defines the structures
associated with entities:

ReportedEntity ::= SEQUENCE {
entityType OBJECT | DENTI FI ER
cl ai nms SEQUENCE SI ZE (1..MAX) OF ReportedC aim
}
i d-evi dence OBJECT | DENTI FI ER :: 12 3999}
i d-evidence-entity OBJECT | DENTI FIER :: i d-evidence 0 }

i d-evidence-entity-transacti on OBJECT | DENTI FI ER : :
i d-evidence-entity-platform OBJECT | DENTI FI ER :
i d-evi dence-entity-key OBJECT | DENTI FI ER :

i d-evidence-entity 1 }
i d-evidence-entity 2 }

{
{
{ id-evidence-entity 0 }
{
{

In turn, entities are conposed of a collection of claims. Each claim
is conposed of a type and a value. The claimtypes are represented
by object identifiers (ODs). The following ASN. 1 definition defines
the structures associated with clai ns:
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Reportedd ai m:: = SEQUENCE {

cl ai nifype OBJECT | DENTI FI ER,
val ue C ai nval ue OPTI ONAL
}
Cl ai nval ue ::= CHO CE {
byt es [0] IMPLICIT OCTET STRI NG
utf8String [1] IMPLICIT UTF8Stri ng,
bool [2] IMPLICI T BOOLEAN
time [3] IMPLICIT GeneralizedTine,
i nt [4] IMPLICIT | NTEGER
oi d [5] I MPLICI T OBJECT | DENTI FI ER
}

Each cl ai mtype SHOULD be associated with a single entity type.
Therefore, it is encouraged to define claimtypes grouped with their
respective entity type.

The type of a claimvalue is dictated by the claimtype. Wen a
claimtype is defined, the definition nust include the type of the
value, its semantic and interpretation

The remai nder of this section describes the entity types and their
associ ated cl ai ns.

5.1. PlatformEntity
A platformentity reports informati on about the device where the
Evi dence is generated and is conposed of a collection of clains that
are global to the Target Environnent. It is associated with the type
identifier id-evidence-entity-platform

A platformentity, if provided, MJST be included only once within the

reported entities. If a Verifier encounters nmultiple entities of
type id-evidence-entity-platform it MJST reject the Evidence as
mal f or med.

The following table lists the claims for a platformentity (platform
clains) defined within this specification. |In cases where the claim
is borrowed from another specification, the "Reference" columm refers
to the specification where the semantics for the claimvalue can be
found. dains defined in this specification have further details

bel ow.
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i d-evi dence- |
claim |
pl atform |
vendor |

| id-evidence- |
| claim |
| platform |
| oemd |

| id-evidence- |
| claim |
| platform |
| hwrodel |

| id-evidence- |
| claim |
| platform |
| hwversion |
| id-evidence- |
| claim |
| platform |
| hwseri al |
| id-evidence- |
| claim |
| platform |
| swname |
| id-evidence- |
| claim |
| platform |
| swversion |
| id-evidence- |
| claim |
| platform |
| debugst at |

| id-evidence- |
| claim |
| platform |
| uptinme |
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| id-evidence- |
| claim |
| platform |
| boot count |

boot count [ RFC9711]

I I
| |
I I
I I
| id-evidence- |
| claim |
| platform |
| fipsboot |

| fipsboot | [ FIPS140- 3]
I I

| |

I I

| id-evidence- |
| claim |
| platform |
| fipsver |

fipsver

| id-evidence- |
| claim |
| platform |
| fipslevel |

fipslevel

| fipsnmodule | utf8String | [FIPS140-3] | | id-evidence-
I I I I | claim I
| | | platform |
| | | fipsnodul e |

Table 1

Each claimdefined in the table above is described in the follow ng
sub- secti ons.

5.1.1. vendor

A human-readabl e string that reports the nane of the device's
manufacturer. This field is for informational purposes only and
shoul d not be used in any autonated mechanismto conpare the

Evi dence. For the purposes of conparison, the clainms oenmd and
hwhodel shoul d be used.

If the device is submitted to FIPS validation, this string should
correspond to the vendor field of the subm ssion
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5.1.2. oenid, hwnodel, hwersion, swnanme, swersion, dbgstat, uptine,
boot count

These clains are defined in [RFCO711] and are reused in this
specification for interoperability. Small descriptions are offered
for each to ease the reading of this specification. 1In case of
confusion between the description offered here and the one in

[ RFC9711], the definition offered in the latter shall prevail.

The claim"oem d" uniquely identifies the Oiginal Equi pnent
Manuf acturer (CEM of the HSM This is a sequence of bytes and is
not meant to be a human readabl e string.

The claim"hwrodel " differentiates nodels, products, and variants
manuf actured by a particular CEM A nodel nust be unique within a
given "oemd". This is a sequence of bytes and is not neant to be a
human readabl e string

The claim"hwersion" is a text string reporting the version of the
hardware. This claimnust be interpreted along with the claim
"hwnodel ".

The claim"swname" is a text string reporting the nanme of the
firmvare running on the platform

The claim"swersion" differentiates between the various revisions of
a firmvare offered for the platform This is a string that is
expected to be hunan readabl e.

The claim"dbgstat" refers to the state of the debug facilities
offered by the HSM This is an integer val ue describing the current
state as described in [ RFC9711].

The claim"uptinme" reports the nunber of seconds that have el apsed
since the HSM was | ast boot ed.

The clai m"bootcount" reports the nunmber of tinmes the HSM was boot ed.
5.1.3. hwseria
A human-readabl e string that reports the serial nunber of the

hardware nodul e. This serial nunber often matches the nunber
engraved on the case or on an applied sticker
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5.1.4. fipsboot, fipsver, fipslevel and fipsnodul e

FI PS 140-3 CWP validation places stringent requirenments on the node
of operation of the device and the cryptography offered by the
nmodul e, including only enabling FIPS-approved al gorithns, certain
requi renents on entropy sources, and extensive start-up self-tests.

FI PS 140-3 offers conpliance levels 1 through 4 with increasingly
strict requirenents. Many HSMs include a configuration setting that
all ows the device to be taken out of FIPS node and thus enable
additional functionality or performance, and sonme offer configuration
settings to change between conpliance | evels.

The bool ean cl ai mfi psboot indicates whether the device is currently
operating in FIPS node. Wen the claimvalue is "true", the HSMis
running in conmpliance with the FIPS 140 restrictions. Anmong ot her
restrictions, it neans that only FIPS-approved algorithns are

avail able. If the value of this claimis "false", then the HSMis
not restricted to the behavior linited by conpliance.

The textual claimfipsver indicates the version of the FIPS CWP
specification with which the device's operational node is conpliant.
At the time of witing, the strings "FIPS 140-2" or "FIPS 140-3"
SHOULD be used.

The integer claimfipslevel indicates the conpliance |evel to which
the device is currently operating and MJST only be 1, 2, 3, or 4.
The fipslevel claimhas no neaning if fipsboot is absent or false.

The claimfipsnodule is a textual field used to represent the nane of
the nodul e that was submitted to CWP for validation. The
information derived by conbining this claimw th the vendor nane
shall be sufficient to find the associated records in the CWP

dat abase

The FIPS status information found in Evidence indicates only the node
of operation of the device and is not authoritative of its validation
status. This information is available on the NI ST CWP website or by
contacting the device vendor. As an exanple, sone devices may have
the option to enable FIPS node in configuration even if the vendor
has not submtted this nodel for validation. As another exanple, a
device may be running in a node consistent with FIPS Level 3 but the
device was only validated and certified to Level 2. A Relying Party
wi shing to know the validation status of the device MJST couple the
device state information contained in the Evidence with a valid FIPS
CWP certificate for the device
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5.2. Key Entity

A key entity is associated with the type id-evidence-entity-key.
Each instance of a key entity represents a different addressabl e key
found in the Target Environment. There can be nmultiple key entities
found in Evidence, but each reported key entity MJIST describe a
different key fromthe Target Environnent. Two key entities may
represent the same underlying cryptographic key (keys with the exact
same val ue) but they nmust be different portions of the Target

Envi ronment .

A key entity is composed of a collection of clains relating to the
cryptographic key. At mininum a key entity MJST report the claim
"identifier" to uniquely identify this cryptographic key from any
others found in the sane Target Environnent.

A Verifier that detects Evidence with nultiple key entities referring
to the same addressabl e key MJST reject the Evidence.

The following table lists the claims for a key entity defined within

this specification. The "Reference"” colum refers to the
specification where the semantics for the claimcan be found.
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B ool s sy oo el s g
| daimType | Caim | Reference | Multiple? | OD |
| | Value | | | |
[ bl e pu gty ooy oo g b &b poj o pj——p—j———
| identifier | utf8String | RFChis | Yes | id-evidence- |
| | | | | claimkey- |
| | | | | identifier |
o m e e e oo - Fomm e oo - N N S +
| spki | bytes | RFCthis | No | id-evidence- |
| | | | | clai mkey- |
I I I I | spki I
S S S S oo +
| extractable | bool | [PKCS11] | No | id-evidence- |
| | | | | clai mkey- |
| | | | | extractable |
S R S S R +
| sensitive | bool | [PKCS11] | No | id-evidence- |
| | | | | clai mkey- |
| | | | | sensitive |
o m e e e oo - Fomm e oo - N N S +
| never- | bool | [PKCS11] | No | id-evidence- |
| extractable | | | | clai mkey- |
I I I I | never- I
| | | | | extractable |
S S S S oo +
| local | bool | [PKCS11] | No | id-evidence- |
| | | | | clai mkey- |
I I I I | local I
S S U U oo +
| expiry | tine | RFCthis | No | id-evidence- |
| | | | | claimkey- |
I I I I | expiry I
S R R R o e e - +
| purpose | bytes | RFCthis | No | id-evidence- |
| | | | | clai mkey- |
I I I I | purpose I
S S S S Fom e +
Table 2

An attestation key nmight be visible to a client of the device and be
reported along with other cryptographic keys. Therefore, it is
acceptable to include a key entity providing clains about an
attestation key like any other cryptographic key. An inplenmentation
MAY reject the generation of Evidence if it relates to an attestation
key.
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5.2.1. identifier

A human-readabl e string that uniquely identifies the cryptographic
key. This value often contains a UUI D but could al so have a nuneric
val ue expressed as text or any other textual description

This claim MAY be repeated as sone environnents have nore than one
way to refer to a cryptographic key.

5.2.2. spki

The value of this claimcontains the DER-encoded field
Subj ect Publ i cKeyl nfo (see [ RFC5280]) associated with the
crypt ographi c key.

5.2.3. extractable, sensitive, never-extractable, |oca

These clains are defined as key attributes in [PKCS11l] and reused in
this specification for interoperability. Small descriptions are
offered for each to ease the reading of this specification. In case
of confusion between the description offered here and the one in

[ PKCS11], the definition offered in the latter shall prevail

The claim"extractabl e" indicates that the key can be exported from
the HSM Corresponds directly to the attribute CKA EXTRACTABLE found
in PKCS#11.

The claim"sensitive" indicates that the value of key cannot | eave
the HSMin plaintext. Corresponds directly to the attribute
CKA SENSI Tl VE found in PKCS#11

The claim"never-extractable" indicates if the key was never
extractable fromthe HSMthroughout the life of the key. Corresponds
directly to the attribute CKA NEVER EXTRACTABLE found i n PKCS#11
The claim"local" indicates whether the key was generated locally or
inmported. Corresponds directly to the attribute CKA LOCAL found in
PKCS#11.

5.2.4. expiry

Reports a time after which the key is not to be used. The device MAY
enforce this policy based on its internal clock

Note that security considerations should be taken relating to HSMs
and their internal clocks. See Section 10.7.
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5.2.5. purpose
Reports the key capabilities associated with the subject key. Since
multiple capabilities can be associated with a single key, the val ue

of this claimis a list of capabilities, each reported as an object
identifier (AOD).

The value of this claimis the DER encodi ng of the follow ng
structure:

<CODE STARTS>

Evi denceKeyCapabilities ::= SEQUENCE OF OBJECT | DENTI FI ER

<CODE ENDS>

The foll owi ng table describes the key capabilities defined in this
specification. The key capabilities offered are based on key

attributes provided by PKCS#11. Each capability is assigned an
object identifier (AQD).
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| Capability | PKCS#11 | AD |
[ g ——y e —p—_—————————_—————— s o
| encrypt | CKA_ENCRYPT | id-evidence-key- |
| | | capability-encrypt |
- - T +
| decrypt | CKA DECRYPT | id-evidence-key- |
| | | capability-decrypt |
R o e e e o e e e e e +
| wrap | CKA_WRAP | id-evidence-key- |
| | | capability-wap |
- - e +
| unwrap | CKA_UNWRAP | id-evidence-key- |
| | | capability-unwap |
R o e e e o e e e e e +
| sign | CKA_SIGN | id-evidence-key- |
| | | capability-sign |
- - e +
| sign- | CKA SIGN RECOVER | id-evidence-key- |
| recover | | capability-sign-recover |
R o e e e o e e e e e +
| verify | CKA_VERIFY | id-evidence-key- |
| | | capability-verify |
- - T +
| verify- | CKA_VERI FY_RECOVER | id-evidence-key- |
| recover | | capability-verify-recover

R o e e e o e e e e e +
| derive | CKA_DERI VE | id-evidence-key- |
| | | capability-derive |
- - e +

Table 3

The use of an object identifier to report a capability allows third
parties to extend this list to support inplenentations that have
ot her key capabilities.

5.3. Transaction Entity
A transaction entity is associated with the type id-evidence-entity-
transaction. This is a logical entity and does not relate to any

state found in the Target Environnent. Instead, it groups together
clains that relate to the request of generating the Evidence.
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For exanple, it is possible to include a nonce as part of the request
to produce Evidence. This nonce is repeated as part of the Evidence
to support the freshness of the Evidence. The nonce is not related
to any elenment in the Target Environnment and the transaction entity
is used to gather those values into clains.

A transaction entity, if provided, MJST be included only once wthin
the reported entities. |If a Verifier detects multiple entities of
type id-evidence-entity-transaction, it MJST reject the Evidence.

The following table lists the clainms for a transaction entity defined
within this specification. The "Reference" colum refers to the
speci ficati on where the semantics for the claimvalue can be found.

[ el el e el e sl e s s
| Adaim | daim| Reference | Multiple? | QD |
| Type | Value | I I I
E oo e e oo el e e e oo e s 3
| nonce | bytes | [RFC9711] | No | id-evidence-claim |
| | | | | transaction-nonce |
R R, R R o e e e e +
| tinmestamp | tine | [RFC9711] | No | id-evidence-claim |
| | | | | transaction- |
I I I I | tinestanp I
e mmmee oo - S e mmmee oo - e mmmee oo - e +
| ak-spki | bytes | RFCthis | Yes | id-evidence-claim

| | | | transaction-ak- |
I I I I | spki I
Fom e mme e - S Fom e mme e - Fom e mme e - o e e eea oo +

Table 4

5 3. 1. nonce

The claimnonce is used to provide "freshness" quality as to the
generated Evidence. A Presenter requesting Evidence MAY provide a
nonce value as part of the request. This nonce value, if specified,
SHOULD be repeated in the generated Evidence as a claimwithin the
transaction entity.

This claimis simlar to the "eat_nonce" as defined in [ RFC9711].
According to that specification, this claimmy be specified nultiple
times with different values. However, within the scope of this

speci fication, the "nonce" value can be specified only once within a
transacti on.
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5.3.2. tinmestanp

The tine at which the Evidence was generated, according to the
internal systemclock of the Attesting Environnent. This is simlar
to the "iat" claimin [ RFC9711].

Note that security considerations should be taken relating to the
eval uati on of timestanps generated by HSMs. See Section 10.7.

5.3.3. ak-spk

This claimcontains the encoded Subject Public Key Information (SPKI)
for the attestation key used to sign the Evidence. The definition
and encoding for SPKlIs are defined in X 509 certificates ([RFC5280]).

This transaction claimis used to bind the content of the Evidence
with the key(s) used to sign that Evidence. The inportance of this
binding is discussed in Section 10. 3.

This claimcan be reported nultiple tinmes. Each included clai m MJST
refer to a different attestation key. 1In other words, this claim
shoul d be repeated only if nultiple attestation keys are used to sign
t he Evi dence.

5.4. Additional Entity and d aim Types

It is expected that HSM vendors will register additional Entity and
Claimtypes by assigning ODs fromtheir own proprietary OD arcs to
hol d data describing additional proprietary key properties.

When new entity and claimtypes are used, docunentation sinilar to
the one produced in this specification SHOULD be distributed to

explain the semantics of the clains and the frequency that values can
be provi ded.

See Section 7.2, Section 7.3 and Section 10.1 for handling of
unrecogni zed custom types.

5.5. Encoding
The structure Evidence is to be DER encoded [ X 690].

If a textual representation is required, then the DER encodi ng MAY be
subsequently encoded into Standard Base64 as defined in [ RFC4648].

PEM | i ke representations are also all owed where a M Me-conpl i ant

Base64 transformation of the DER encoding is used, provided that the
header |abel is "EVIDENCE'. For exanple:
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6

----- BEG N EVI DENCE- - - - -
(...)
----- END EVI DENCE- - - - -
Si gning and Verification Procedures

The Si gnat ureBl ock. si gnatureVal ue signs over the DER-encoded to-be-
si gned Evidence data Evi dence.tbs and MJST be validated with the
subj ect public key of the end entity X. 509 certificate contained in
the Signerlidentifier.certificate. Verifiers MAY al so use

Evi dence.internedi ateCertificates to build a certification path to a
trust anchor.

Note that the structure Evidence MAY contain zero or nore

Si gnat ureBl ocks. A structure Evidence with zero SignatureBl ocks is
unsi gned and unprotected; Verifiers MIST treat it as untrusted and
MUST NOT rely on its clains.

More than one SignatureBl ock MAY be used to convey a nunber of
different semantics. For exanple, the HSMs Attesting Environnent

m ght hold nmultiple Attestation Keys using different cryptographic
algorithms in order to provide resilience against cryptographic
degradation. In this case a Verifier would be expected to validate
all SignatureBlocks. Alternatively, the HSMs Attesting Service may
hold nultiple Attestation Keys (or multiple X. 509 certificates for
the sane key) fromnultiple operational environnents to which it
belongs. In this case a Verifier would be expected to only validate
the SignatureBl ock corresponding to its own environnent.

Al ternatively, multiple SignatureBl ocks could be used to convey
counter-signatures fromexternal parties, in which case the Verifier
will need to be equi pped with environnent-specific verification
logic. Miltiple of these cases, and potentially others, could be
supported by a single Evidence object.

Note that each SignatureBlock is a fully detached signature over the
tbs content with no binding between the signed content and the

Si gnat ur eBl ocks nmeaning that a third-party can add a counter-
signature of the Evidence after the fact, or an attacker can renove a
Si gnat ureBl ock wi thout |eaving any artifact. See Section 10.3 for
further discussion.

If any transaction. ak-spki clains are present, the Verifier SHOULD
verify that each Signerldentifier’ s SubjectPublicKeylnfo (or the SPK
of its certificate) matches at |east one ak-spki val ue.
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7. Attestation Requests

This section is informative in nature and inplenmenters of this
specification do not need to adhere to it. The aimof this section
is to provide a standard interface between a Presenter and an HSM
produci ng Evidence. The authors hope that this standard interface
will yield interoperable tools between offerings fromdifferent
vendor s.

The interface presented in this section mght be too conplex for
manuf acturers of HSMs with linmted capabilities such as smartcards or
personal |ID tokens. For devices with linmted capabilities, a fixed
Evi dence endorsed by the vendor might be installed during

manuf acturing. O her approaches for constrained HSMs m ght be to
report entities and clains that are fixed or offer limted

vari ations.

On the other hand, an enterprise-grade HSMwith the capability to
hold a | arge nunber of private keys is expected to be capabl e of
generating Evidence catered to the specific constraints inmposed by a
Verifier and wi thout exposing extraneous information. The aim of the
request interface is to provide the neans to sel ect and report
specific information in the generated Evidence.

This section introduces the role of "Presenter" as shown in Figure 1.
The Presenter is the role that initiates the generation of Evidence.
Since HSMs are generally servers (client/server relationship) or
peripherals (controller/peripheral relationship), a Presenter is
required to | aunch the process of creating the Evidence and capturing
it to forward it to the Verifier.
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Figure 1: Architecture

The process of generating Evidence generally starts at the Verifier
with the generation of a nonce. The nonce is used to ensure
freshness of the Evidence and this quality is guaranteed by the
Verifier. Therefore, if a nonce is used, it nust be provided to the
Presenter by the Verifier (1).

An Attestation Request (request) is assenbled by the Presenter and
submitted to the HSM (2). The Attesting Environnent parses the
request and collects the appropriate neasurenents fromthe Target
Envi ronment (3).

In the previous figure, the HSMis represented as bei ng conposed of
an Attesting Environment and a Target Environnent. This
representation is offered as a sinplified view and i npl enentations
are not required to adhere to this separation of concerns.
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The Attesting Environment produces Evidence based on the collected
information and returns it to the Presenter for distribution (4).
Finally, the Presenter forwards the Evidence to the Verifier (5).

The aimof the figure is to depict the position of the Presenter as
an internediate role between the Attester and the Verifier. The role
of "Presenter" is privileged as it controls the clains included in
the Evidence being generated by the Attester. However, the role is
not "trusted" as the Verifier does not have to take into account the
participation of the Presenter as part of the function of appraising
t he Evi dence.

The attestation request, shown in the figure, consists of a structure
TbsEvi dence cont ai ni ng one ReportedEntity for each entity expected to
be included in the Evidence produced by the HSM

Each instance of ReportedEntity included in the request is referred
to as a requested entity. A requested entity contains a nunber of

i nstances of ReportedCd ai m known as requested clains. The collection
of requested entities and requested clains represent the information
desired by the Presenter.

In nost cases the value of a requested clai mshould be |eft
unspecified by the Presenter. 1In the process of generating the

Evi dence, the values of the desired clainms are neasured by the
Attesting Environment within the HSM and reported accordingly. For
the purpose of creating a request, the Presenter does not specify the
val ue of the requested clains and | eaves themenpty. This is
possi bl e because the definition of the structure ReportedC aim
specifies the el ement value as optional

On the other hand, there are circunstances where the value of a
requested clai mshould be provided by the Presenter. For exanple,
when a particular cryptographic key is to be included in the

Evi dence, the request nust include a key entity with one of the
"identifier" claimset to the value corresponding to the desired key.

Sone instances of ReportedEntity, such as those representing the
platformor the transaction, do not need identifiers as the
associ ated elenents are inplicit in nature. Customentity types
m ght need sel ection during an attestation request and rel ated
docunent ati on should specify how this is achieved.
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The instance of TbsEvidence is unsigned and does not provide any
means to maintain integrity when communi cated fromthe Presenter to
the HSM These details are left to the inplenenter. However, it is
worth pointing out that the structure offered by Evi dence could be
reused by an inplenmenter to provide those capabilities, as described
in Section 10.5.

7.1. Requested Clains with Specified Val ues

This section deals with the requested clains specified in this

docunent where a val ue should be provided by a Presenter. 1n other
words, this section defines all requested clains that should set a
value in the structure ReportedC aim Requested clains not covered
in this sub-section should not have a specified value (left enpty).

Since this section is non-normative, inplementers may deviate from
t hose recommendati ons.

7.1.1. Key ldentifiers

A Presenter may choose to sel ect which cryptographic keys are
reported as part of the generated Evidence. For each sel ected
cryptographi c key, the Presenter includes a requested entity of type
i d-evi dence-entity-key. Among the requested clains for this entity,
the Presenter includes one claimwth the type id-evidence-clai mkey-
identifier. The value of this claimshould be set to the utf8String
that represents the identifier for the specific key.

An HSM receiving an attestation request which selects a key via this
approach SHOULD fail the transaction if it cannot find the
crypt ographi c key associated with the specified identifier

7.1. 2. Nonce

A Presenter may choose to include a nonce as part of the attestation
request. Wen produci ng the Evidence, the HSM repeats the nonce that
was provided as part of the request.

VWhen providing a nonce, a Presenter includes, in the attestation
request, an entity of type id-evidence-entity-transaction with a
claimof type id-evidence-claimtransaction-nonce. This claimis set
with the value of the nonce as "bytes".

It is inportant to note that the Presenter, as an untrusted
partici pant, should not be generating the value for the nonce. In
fact, the nonce should be generated by the Verifier so that the
freshness of the Evidence can be trusted by the Verifier.
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7.1.3. Custom Key Sel ection

An i mpl enenter mght desire to select multiple cryptographic keys
based on a shared attribute. A possible approach is to include a
single request entity of type id-evidence-entity-key including a
claimwith a set value. This claimwould not be related to the key
identifier as this is unique to each key. A HSM supporting this
schene could select all the cryptographic keys matching the specified
claimand report themin the generated Evi dence.

This is a departure fromthe base request interface, as nultiple key
entities are reported froma single requested entity.

More el aborate sel ection schenes can be envi saged where multiple
requested clainms specifying values woul d be tested agai nst

crypt ographi c keys. Wiether these clains are conbined in a | ogica
"and" or in a logical "or" would need to be specified by the

i mpl ement er.

7.1.4. Custom Transaction Entity C ains

The extensibility offered by the proposed request interface allows an
i npl ementer to add customclains to the transaction entity in order
to influence the way that the Evidence generation is perforned.

In such an approach, a new customclaimfor requested entities of
type "transaction"” is defined. Then, a claimof that type is
included in the attestation request (as part of the transaction
entity) while specifying a value. This value is considered by the
HSM whi | e generating the Evidence.

7.1.5. Reporting of Attestation Keys

There is a provision for the Attesting Environnent to report the
attestation key(s) used during the generation of the Evidence. To
this end, the transaction claim"ak-spki" is used.

A Presenter invokes this provision by submitting an attestation
request with a transaction claimof type "ak-spki"™ with a non-
specified value (left enpty).

In this case, the Attesting Environnent adds a transaction clai m of
type "ak-spki" for each Attestation Key used to sign the Evidence.
The value of this claimis an octet string (bytes) which is the
encodi ng of the Subject Public Key Information (SPKI) associated with
the Attestation Key. Details on SPKlIs and their encoding can be found
in X.509 certificates ([ RFC5280]).
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This reporting effectively binds the signature blocks to the content
(see Section 10.3).

7.2. Processing an Attestation Request

This sub-section deals with the rules that should be consi dered when
an Attesting Environnment processes a request to generate Evidence.
This section is non-normative and inplenmenters MAY choose to not
foll ow t hese recommendati ons

These recommendations apply to any attestation request schenes and
are not restricted solely to the request interface proposed here.

An Attesting Environment SHOULD fail an attestation request if i
contai ns an unrecogni zed entity type. This is to ensure that a
semanti cs expected by the Presenter are fully understood by the
Attesting Environnent.

t
| the

An Attesting Environment MUST fail an attestation request if it
contains a requested claimw th an unrecogni zed type with a specified
a value (not enpty). This represents a situation where the Presenter
is selecting specific information that is not understood by the
Attesting Environnent.

An Attesting Environment SHOULD ignore unrecognized claimtypes in an
attestation request. In this situation, the Attesting Environnent
SHOULD NOT include the claimas part of the response. This guidance
is to increase the likelihood of interoperability between tools of
various vendors.

An Attesting Environment MUST NOT include entities and clains in the
generated Evidence if these entities and clains were not specified as
part of the request. This is to give control to the Presenter as to
what information is disclosed by the Attesting Environnent.

An Attesting Environment MUST fail an attestation request if the
Presenter does not have the appropriate access rights to the entities
or claims included in the request.

7.3. Verification by Presenter
Thi s sub-section deals with the rules that should be consi dered when
a Presenter receives Evidence fromthe Attester (the HSM prior to
distribution. This section is non-normative and inplementers MAY
choose to not follow these recommendati ons.

These recommendations apply to any Evidence and are not restricted
solely to Evidence generated fromthe proposed request interface.
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A Presenter MJST review the Evidence produced by an Attester for
fitness prior to distribution.

A Presenter MJST NOT disclose Evidence if it contains information it
cannot parse. This restriction applies to entity types and claim
types. This is to ensure that the information provided by the
Attester can be evaluated by the Presenter.

A Presenter MJST NOT disclose Evidence if it contains entities others
than the ones that were requested of the Attester. This is to ensure
that only the selected entities are exposed to the Verifier.
A Presenter MJST NOT disclose Evidence if it contains an entity with
a claimthat was not requested of the Attester. This is to ensure
that only the selected information is disclosed to the Verifier.
Further privacy concerns are discussed in Section 10.4.
8. ASN. 1 Modul e
<CODE STARTS>
=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================
PKI X- Evi dence- 2025
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x- evi dence-2025( TBDMOD) }

DEFINITIONS I MPLICI T TAGS :: =

BEG N
Evi dence ::= SEQUENCE {
t bs TbhsEvi dence,
si gnatures SEQUENCE SI ZE (0..MAX) OF \

Si gnat ur eBl ock,
intermedi ateCertificates [0] SEQUENCE OF Certificate OPTI ONAL
-- As defined in RFC 5280

}
ThsEvi dence ::= SEQUENCE ({
ver si on | NTEGER,
reportedEntiti es SEQUENCE Sl ZE (1..MAX) OF ReportedEntity
}
ReportedEntity ::= SEQUENCE {
entityType OBJECT | DENTI FI ER,
cl ai s SEQUENCE SI ZE (1.. MAX) OF Reportedd aim
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}
ReportedC ai m:: = SEQUENCE {
cl ai nType OBJECT | DENTI FI ER,
val ue C ai mval ue OPTI ONAL
}
Cl ai nVal ue ::= CHO CE {
byt es [0] OCTET STRI NG
utf8String [1] UTF8Stri ng,
bool [ 2] BOOLEAN,
time [3] CeneralizedTi ne,
i nt [4] | NTEGER,
oi d [5] OBJECT | DENTI FI ER,
nul | [6] NULL
}
Si gnat ureBl ock ::= SEQUENCE ({
sid Signerldentifier,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue OCTET STRI NG
}
Signerldentifier ::= SEQUENCE {
keyl d [0] EXPLICIT OCTET STRI NG OPTI ONAL,
subj ect Keyl dentifier [1] EXPLICI T Subject PublicKeyl nfo OPTI ONAL,
-- As defined in RFC 5280
certificate [2] EXPLICIT Certificate OPTI ONAL
-- As defined in RFC 5280
}
Evi denceKeyCapabi lities ::= SEQUENCE OF OBJECT | DENTI FI ER
i d-evidence OBJECT IDENTIFIER ::= { 1 2 3 999 }
i d-evidence-entity OBJECT IDENTIFIER ::= { id-evidence \
0}
i d-evidence-entity-transaction OBJECT I DENTIFIER ::= { id-evidence-\
entity 0 }
i d-evidence-entity-platform OBJECT IDENTIFIER ::= { id-evidence-\
entity 1}
i d-evidence-entity-key OBJECT I DENTIFIER ::= { id-evidence-\
entity 2}
i d-evi dence-claim OBJECT IDENTIFIER ::= { id-evidence 1}
i d-evi dence-cl ai mtransaction OBJECT IDENTIFIER ::= { id-\
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i d-evi dence-cl ai mtransacti on- nonce OBJECT IDENTIFIER ::= { id-\
evi dence-claimtransaction 0 }
i d-evi dence-clai mtransaction-timestanp OBJECT IDENTIFIER ::= { id-\
evi dence-claimtransaction 1 }
i d-evi dence-cl ai mtransacti on- ak- spki OBJECT IDENTIFIER ::= { id-\
evi dence-claimtransaction 2 }
i d-evi dence-cl ai mplatform OBJECT IDENTIFIER ::= { id-\
evi dence-claim1 }
i d-evi dence-cl ai m pl at f or m vendor OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform O }
i d-evi dence-cl ai m pl atf orm oeni d OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform1 }
i d-evi dence-cl ai m pl at f or m hwrodel OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform?2 }
i d-evi dence-cl ai mplatformhwersion OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform 3 }
i d-evi dence-cl ai mpl atform hwseri al OBJECT IDENTIFIER ::= { id-\
evidence-claimplatform4 }
i d-evi dence-cl ai m pl at f or m swnane OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform5 }
i d-evi dence-cl ai mplatformswersion OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform6 }
i d-evi dence-cl ai mpl atf orm debugstat OBJECT IDENTIFIER ::= { id-\
evidence-claimplatform?7 }
i d-evi dence-cl ai m pl atform upti ne OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform8 }
i d-evi dence-cl ai mpl atf orm boot count OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform9 }
i d-evi dence-cl ai m pl at f or m user nods OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform 10 }
i d-evi dence-cl ai mpl atformfi psboot OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform1l }
i d-evi dence-cl ai mplatformfipsver OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform12 }
i d-evidence-claimplatformfipslevel OBJECT IDENTIFIER ::= { id-\
evi dence-claimplatform 13 }
i d-evidence-clai mplatformfipsnmodul e OBJECT I DENTIFIER ::= { id-\

evi dence-claimplatform14 }

i d-evi dence-cl ai m key OBJECT IDENTIFIER ::= { id-\
evi dence-claim2 }

i d-evi dence-cl ai mkey-identifier OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 0 }

i d-evi dence-cl ai m key- spki OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 1 }

i d-evi dence-cl ai m key-extractabl e OBJECT IDENTIFIER ::= { id-\
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evi dence-cl aimkey 2 }

i d-evi dence-cl ai m key-sensitive OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 3 }

i d-evi dence-cl ai m key-never-extractable OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 4 }

i d-evi dence-cl ai m key- | ocal OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 5 }

i d-evi dence-cl ai m key-expiry OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 6 }

i d-evi dence-cl ai m key- pur pose OBJECT IDENTIFIER ::= { id-\
evi dence-cl ai mkey 7 }
i d-evi dence- key-capability OBJECT IDENTIFIER ::= { \
i d-evidence 2 }
i d-evi dence- key-capability-encrypt OBJECT IDENTIFIER ::= { \
i d-evi dence-key-capability 0 }
i d-evi dence- key-capability-decrypt OBJECT IDENTIFIER ::= { \
i d-evi dence-key-capability 1 }
i d-evi dence- key-capability-wap OBJECT IDENTIFIER ::= { \
i d-evi dence- key-capability 2 }
i d-evi dence- key-capabi |l ity-unw ap OBJECT IDENTIFIER ::= { \
i d-evi dence-key-capability 3 }
i d-evi dence-key-capability-sign OBJECT IDENTIFIER ::= { \
i d-evi dence-key-capability 4 }
i d-evi dence- key-capabi lity-sign-recover OBJECT IDENTIFIER ::= { \
i d-evi dence- key-capability 5 }
i d-evi dence- key-capability-verify OBJECT IDENTIFIER ::= { \
i d-evi dence- key-capability 6 }
i d-evi dence- key-capability-verify-recover OBJECT IDENTIFIER ::= { \
i d-evi dence-key-capability 7 }
i d-evi dence- key-capabi lity-derive OBJECT IDENTIFIER ::= { \
i d-evi dence- key-capability 8 }

END
<CCDE ENDS>
9. | ANA Consi der ations

Pl ease replace "RFCthis" with the RFC nunber assigned to this
docunent .

The following O Ds are defined in this docunent and will require | ANA
regi stration under the assigned arc:

* jd-evidence
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*

i d-evidence-entity

* id-evidence-entity-transaction
* id-evidence-entity-platform

* id-evidence-entity-key

* CaimODs referenced in the Platform Key, and Transaction tables
(e.g., id-evidence-claimplatform*, id-evidence-claimkey-*, id-
evi dence-cl ai mtransacti on-*).

10. Security Considerations
10.1. Policies relating to Verifier and Relying Party

The generation of Evidence by an HSMis to provide sufficient
information to a Verifier and, ultimtely, a Relying Party to

apprai se the Target Environnent (the HSM and nmake deci si ons based on
this appraisal.

The Appraisal Policy associated with the Verifier influences the
generation of the Attestation Results. Those results, in turn, are
consunmed by the Relying Party to make deci sions about the HSM which
nm ght be based on a set of rules and policies. Therefore, the
interpretation of the provided Evidence may greatly influence the
out come of some deci sions.

A Verifier MAY reject Evidence if it lacks the clains required per
the Verifier’s appraisal policy. For exanple, if a Relying Party
mandates a FIPS-certified device, it SHOULD reject Evidence |acking
sufficient information to verify the device's FIPS certification

st at us.

If a Verifier encounters a claimwi th an unrecogni zed claimtype, it
MAY ignore it and treat it as extraneous information. By ignhoring a
claim the Verifier may accept Evidence that woul d be deened

mal formed to a Verifier with different policies. However, this
approach fosters a higher likelihood of achieving interoperability.

10.2. Sinple to I nplenent

The nature of attestation requires the Attesting Environnent to be
i mpl emented in an extrenely privileged position within the HSM so
that it can collect the required measurenents such as hardware

regi sters and the user keys. For many HSM architectures, this wll
pl ace the Attesting Environnment inside the "security kernel" and
potentially subject to FIPS 140-3 or Common Criteria validation and
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change control. For both security and conpliance reasons, there is
an incentive for the generation and parsing logic to be sinple and
easy to inplenment correctly. Additionally, when the data formats
contained in this specification are parsed within an HSM boundary --
that woul d be parsing Evidence produced by a different HSM - -

i mpl ementers SHOULD opt for sinple logic that rejects any data that
does not match the expected format, instead of attenpting to be
flexible.

In particular, the Attesting Environnment SHOULD generate Evi dence
fromscratch and avoid copying any content fromthe request. The
Attesting Environment MJST generate Evidence only frominformtion
and nmeasurements that are directly observable by it.

3. Detached Signatures

The construction of the Evidence structure includes a collection of
signature blocks that are not explicitly bound to the content. This
approach was influenced by the follow ng notivations:

* Miltiple sinmultaneous signature blocks are desired to support
hybrid environnments where nmultiple keys using different
cryptographic algorithns are required to support appraisa
polici es.

* Provide the ability to add counter-signatures w thout having to
define an envel op schene.

The concept of counter-signatures is inportant for environnents where
a nunber of heterogeneous devices are deployed. |In those
environments, it is possible for a trusted actor, internediary
between the Attester and the Verifier, to validate the origina
signature(s) and apply its own afterwards.

The ability to add signature blocks to the Evidence after the
original generation by the Attester leads to the unfortunate
situation where signature bl ocks can al so be removed without | eaving
any trace. Therefore, the signature bl ocks can be deemed as

"det achabl e" or "stapled".

Mani pul ati on of the Evidence after it was generated can lead to
undesi red outcones at the Verifier

Therefore, Verifiers MIST be designed to accept Evidence based on
their appraisal policies, regardless of the presence or absence of
certain signature(s). Consequently, Verifiers MJST NOT nake any

i nferences based on a mi ssing signature, as the signature could have
been renoved in transit.
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Thi s specification provides the transaction claim"ak-spki" to
effectively bind the content with the signature bl ocks that were
inserted by the Attesting Environnent. When this claimis provided,
it reports the SPKI of one of the attestation keys used by the
Attesting Environnment to produce the Evidence. This claimis
repeated for each of the attestation keys used by the Attesting

Envi ronnent .

10.4. Privacy

Sone HSMs have the capacity of supporting cryptographic keys
controll ed by separate entities referred to as "tenants", and when
the HSMis used in that node it is referred to as a nmulti-tenant
confi guration.

For exanple, an enterprise-grade HSMin a large multi-tenant cloud
service could host TLS keys fronting nmultiple un-related web donmai ns.
Provi di ng Evidence for claims of any one of the keys would involve a
Presenter that could potentially access any of the hosted keys. In
such a case, privacy violations could occur if the Presenter was to
di sclose information that does not relate to the subject key.

| mpl enenters SHOULD be careful to avoid over-di scl osure of
informati on, for exanple by authenticating the Presenter as described
in Section 10.5 and only returning results for keys and portions of
the Target Environment for which it is authorized. |In absence of an
exi sting nechani smfor authenticating and authorizing adm nistrative
connections to the HSM the attestati on request MAY be authenticated
by enbeddi ng the ThsEvi dence of the request inside a Evidence signed
with a certificate belonging to the Presenter.

Furt hernmore, enterprise and cl oud-services grade HSMs SHOULD support
the full set of attestation request functionality described in
Section 7 so that Presenters can fine-tune the content of the
generated Evidence such that it is appropriate for the intended
Verifier.

10.5. Authenticating and Authorizing the Presenter

The Presenter represents a privileged role within the architecture of
this specification as it gets to |learn about the existence of user
keys and their protection properties, as well as details of the
platform The Presenter is in the position of deciding how nuch
information to disclose to the Verifier, and to request a suitably
redact ed Evi dence fromthe HSM
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For personal cryptographic tokens it night be appropriate for the
attestation request interface to be un-authenticated. However, for
enterprise and cl oud-services grade HSMs the Presenter SHOULD be
aut henticated using the HSM s native authentication nechanism The
details are HSMspecific and are thus left up to the inplenenter.
However, it is RECOMVENDED to inplenent an authorization franework
simlar to the follow ng.

A Presenter SHOULD be allowed to request Evidence for any user keys
which it is allowed to use. For exanple, a TLS application that is
correctly authenticated to the HSMin order to use its TLS keys
SHOULD be able to request Evidence related to those sane keys without
needi ng to perform any additional authentication or requiring any
additional roles or perm ssions. HSMs that wish to allow a Presenter
to request Evidence of keys which is not allowed to use, for example
for the purposes of displaying HSM status information on an

adm nistrative console or U, SHOULD have a "Attestati on Requester”
role or perm ssion and SHOULD enforce the HSM s native access
controls such that the Presenter can only retrieve Evidence for keys
for which it has visibility.

In the absence of an existing nechanismfor authenticating and

aut hori zing adm nistrative connections to the HSM the attestation
request MAY be authenticated by enbeddi ng the ThsEvi dence of the
request inside a strcture Evidence signed with a certificate

bel onging to the Presenter.

6. Proof-of-Possession of User Keys

Wth asymmetric keys within a Public Key Infrastructure (PKI) it is
common to require a key holder to prove that they are in control of
the private key by using it. This is called "proof-of-possession
(PoP)". This specification intentionally does not provide a
mechani sm for PoP of user keys and relies on the Presenter, Verifier,
and Relying Party trusting the Attester to correctly report the
cryptographic keys that it is hol ding.

It would be trivial to add a PoP Key claimthat uses the attested
user key to sign over, for exanple, the Transaction Entity. However,
this approach | eads to undesired consequences, as expl ai ned bel ow.

First, a user key intended for TLS, as an exanple, SHOULD only be

used with the TLS protocol. Introducing a signature oracle whereby
the TLS application key is used to sign Evidence could |lead to cross-
protocol attacks. |In this exanple, an attacker could subnmit a

"nonce" value which is in fact not randombut is crafted in such a
way as to appear as a valid nessage in sone other protocol context or
expl oit some other weakness in the signature algorithm
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10.

11.

11.

Second, the Presenter who has connected to the HSMto request

Evi dence may have pernissions to list the requested application keys
but not permi ssion to use them as in the case where the Presenter is
an admnistrative U displaying HSM status information to a systenis
adm ni strator or auditor.

Requiring the Attesting Environment to use the reported application
keys to generate Evidence could, in sone architectures, require the
Attesting Environment to resol ve conpl ex access control |ogic and
handl e conpl ex error conditions, which violates the "sinple to

i mpl ement” design principle outlined in Section 10.2. More

di scussi ons on authenticating the Presenter can be found in

Section 10.5.

7. Timestanps and HSMs

It is conmon for HSMs to have an inaccurate systemclock. Most
cl ocks have a natural drift and nust be corrected periodically.
HSMs, |ike any other devices, are subject to these issues.

There are many situations where HSMs can not naturally correct their
internal systemclocks. For exanple, consider a HSM hosting a trust
anchor and usually kept offline and booted up infrequently in a

network without a reliable tinme managenent service. Another exanple
is a smart card which boots up only when hel d agai nst an NFC reader.

VWhen a timestanp generated froma HSMis eval uated, the expected
behavi or of the system cl ock SHOULD be consi dered.

More specifically, the tinmestanp SHOULD NOT be relied on for
establishing the freshness of the Evidence generated by a HSM
Instead, Verifiers SHOULD rely on other provisions such as the
"nonce" claimof the "transaction"” entity, introduced in this
speci fication.

Furthernmore, the internal system clock of HSMs SHOULD NOT be relied
on to enforce expiration policies.
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Appendi x A.  Sanpl es

A reference inplenmentation of this specification can be found at
https://github.comietf-rats-wy/ key-attestation

It produces the foll owi ng sanpl e Evi dence:
=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

Pki xAtt estati on:
t bs=TbsPki xAtt est ati on:
versi on=2
reportedEntiti es=SequenceC :
ReportedEntity:
entityType=1.2.3.999.0.0
reportedAttribut es=SequenceC :
ReportedAttri bute:
attributeType=1.2.3.999.1.0.0
val ue=At tri but eVal ue:
byt es=0102030405

ReportedEntity:
entityType=1.2.3.999.0.1
reportedAttri but es=SequenceC :

ReportedAttri bute:
attributeType=1.2.3.999.1.1.1
val ue=Attri but eVal ue:

ut f 8Stri ng=HSM 123

ReportedAttri bute:
attributeType=1.2.3.999.1.1.2
val ue=Attri but eval ue:

bool =True
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ReportedAttri bute:
attributeType=1.2.3.999.1.1.3
val ue=Attri but eVal ue:

ut f 8Stri ng=Model ABC

Report edAttri bute:
attributeType=1.2.3.999.1.1.4
val ue=Attri but eval ue:

utf8String=3.1.9

ReportedEntity:
entityType=1.2.3.999.0.2
reportedAttribut es=SequenceC :
ReportedAttri bute:
attributeType=1.2.3.999.1.2.0
val ue=Attri but eVal ue:
ut f 8Stri ng=26d765d8- 1laf d- 4df b- a290- cf 867ddecf al

ReportedAttri bute:
attributeType=1.2.3.999.1.2.3
val ue=Attri but eVal ue:

bool =Fal se

ReportedAttri bute:
attributeType=1.2.3.999.1.2.1
val ue=Attri but eval ue:
byt es=\
0x3059301306072a8648ce3d020106082a8648ce3d03010703420004422548f 88f b7\
82f f b5eca3744452c72ale558f bd6f 73be5e48e93232cc45¢c5b16¢c4cd10c4cb8d5b8\
al7139e94882c8992572993425f 41419ab7e90a42a494272

ReportedEntity:
entityType=1.2.3.999.0.2
reportedAttribut es=SequenceC :
ReportedAttri bute:
attributeType=1.2.3.999.1.2.0
val ue=At tri but eVal ue:
ut f 8Stri ng=49a96ace- e39a- 4f d2- becl- 13165a99621c

Report edAttri bute:
attributeType=1.2.3.999.1.2.3
val ue=Att ri but eval ue:

bool =True

Report edAttri bute:
attributeType=1.2.3.999.1.2.1
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val ue=Attri but eval ue:
byt es=\
0x3059301306072a8648ce3d020106082a8648ce3d03010703420004422548f 88f b7\
82f f b5eca3744452c72ale558f bd6f 73be5e48e93232cc45c5b16c4cd10c4chb8d5b8\
al7139e94882c8992572993425f 41419ab7e90a42a494272

ReportedEntity:
entityType=1.2.3.888.0
reportedAttribut es=Sequence :

ReportedAttri bute:
attributeType=1.2.3.888.1
val ue=Attri but eVal ue:

utf8String=partition 1

si gnat ur es=SequenceC :
Si gnat ur eBl ock
cert Chai n=SequenceC :
Certificate:
tbsCertificate=TBSCertificate:
versi on=v3
seri al Nunber =510501933685942792810365453374472870755160518925
si gnature=Al gorithm dentifier:
al gorithmel. 2. 840. 113549.1.1. 11
par amet er s=0x0500

i ssuer =Nane:
r dnSequence=RDNSequence
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.11
val ue=0x0c0452415453
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c06414b20525341

validity=Validity:
not Bef or e=Ti ne:
ut cTi ne=250117171303Z
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not Af t er =Ti ne:
gener al Ti ne=20520604171303Z2

subj ect =Nanre:
r dnSequence=RDNSequence
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVval ue:
type=2.5.4.11
val ue=0x0c0452415453
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c06414b20525341

subj ect Publ i cKeyl nf o=Subj ect Publ i cKeyl nf o:
al gorithmeAl gorithm dentifier

al gorithmel. 2.840.113549.1. 1.1

par amet er s=0x0500

subj ect Publ i cKey=\

31795268810366627125468059984427145931784542919710733587190808152893\
60654221420809632888307722560713639336279560999760196831203900125133\
94283491012035327260476464503011428823183377093983165744076471996900\
00689245113739552615279534528145776090813314822312012607567736073057\
93682071373309092884909267211093730030075556179780800043813483945804\
36738524537229696496092020939452353934949121386913422195643653009653\
87743701570507112064401758218314760153081271981340812350365663466513\
62085332653425242470699284103365281746135463231612931259782554282056\
96678423183426464574470371256093994768443364562065834165394264792211\

64971369788464727307915820767918489601

ext ensi ons=Ext ensi ons:
Ext ensi on:
extnl D=2.5.29. 14
critical =Fal se
ext nVal ue=0x04148919595e0ef 169f 5cbbd47e134f ce298cc693091
Ext ensi on:
extnl D=2.5.29. 35
critical =Fal se
ext nVal ue=0x301680148919595e0ef 169f 5cbbd47e134f ce298cc693091
Ext ensi on:
extnl D=2.5.29. 19
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critical =True
ext nVal ue=0x30030101f f

si gnat ur eAl gorithm=Al gorithm dentifier
al gorithmel. 2. 840.113549.1.1.11
par amet er s=0x0500

si gnat ur e=\

12977775424631768289542539102653382982431795551146145281750189553757\
94098257281326442898298599774059587807702785399451577511675203096385\
84696515487658087752698572711677485127950179162848670513028844653157\
51010913658016640170608413935780119349866986170148033301955753116984\
04127127390775654478023156464686042499902099074552338362298011520044\
62601031731035006478387581976102385523490530645254202408261935533953\
78873725256584269666918504793674497748455574822238022085054752185687\
44080765533772482185333268815846037955490610541772066517564837183282\
59395770398747304427903377260041058781683759981231103319933488336293\

25492

si gnat ur eAl gorit hm=Al gorithm dentifier
al gorithmel. 2. 840. 113549. 1. 1. 10
par amet er s=RSASSA PSS _par ans:
hashAl gori t hn=Al gorithm dentifier:
al gorithme2.16.840.1.101.3.4.2.1

maskGenAl gorit hmeAl gorithm dentifier
al gorithmel. 2. 840. 113549.1.1. 8

sal t Lengt h=20
trailerField=1

si gnat ur eVal ue=\
Oxab7f d2b0f 854daa4e867f d16955cd3b9910e93b70c7403cf a8077f 04193909d14e\
c6bed859b67476c84cc2c28842b9a087d5¢c39el11ca95f 6961d272d97297cb6ed3c06\
2717696b032f 4bf 1f Of 41ac20ae9706a8a4c17845ae2512950774173737010d6692c\
b726d1ab3a022092ef cf 27f 0dd875b62e4df 546814186f 9e744cc34cf 0778c877c57\
1d006be094aa683a5f 66d6816d22dbal04334163020c62d81903c41d353eaba94212\
47f c354f d3288a01921d93014100960324c3122f eebf ffc1007c83e98136el1b1f call
15835hb9e67f a9056f 290208f b99e1c8144839a5el13cchl1217dceeecc253f c7785bc8\
308382e052f f b867b40a0cd593176ed6ddc7b0
Si gnat ur eBl ock
cert Chai n=SequenceC :
Certificate:
tbsCertificate=TBSCertificate:
ver si on=v3
seri al Nunber =43752118382009037811618748949928339462896457144
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si gnature=Al gorithmdentifier
al gorithmel. 2. 840. 10045. 4. 3. 2

i ssuer =Nane:
r dnSequence=RDNSequence
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.11
val ue=0x0c0452415453
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c07414b2050323536

validity=Validity:
not Bef or e=Ti ne:
ut cTi me=250117171428Z7

not Af t er =Ti ne:
gener al Ti ne=2052060417142872

subj ect =Nane:
r dnSequence=RDNSequence

Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446

Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.11
val ue=0x0c0452415453

Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c07414b2050323536

subj ect Publ i cKeyl nf o=Subj ect Publ i cKeyl nf o:
al gorithm=Al gorithm dentifier:

al gorithmel. 2. 840. 10045. 2. 1

par anet er s=0x06082a8648ce3d030107
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subj ect Publ i cKey=\
57095560233504924588952816185508037812996307929249104847846164660564\
88839712339087758567046283628572504126189755002031148112756265577433\
3675293173915140722

ext ensi ons=Ext ensi ons:

Ext ensi on:

extnl D=2.5.29. 14

critical =Fal se

ext nVal ue=0x04145b70a79817f 79f f 637d2f 7e3dc446¢c2109d7bbd4
Ext ensi on:

ext nl D=2. 5. 29. 35

critical =Fal se

ext nVal ue=0x301680145b70a79817f 79f f 637d2f 7e3dc446c2109d7bbd4
Ext ensi on:

extnl D=2.5.29.19

critical =True

ext nVal ue=0x30030101f f

si gnat ur eAl gorithmeAl gorithm dentifier:
al gorithmel. 2. 840. 10045. 4. 3. 2

si gnat ur e=\
18216751979714603574557504315480141511553297913673112867639918069266\
48218048839904015520407896430131032024244860880583649829667093244967\
82518079519267269438816178719668437

si gnatureAl gorithmeAl gorithm dentifier:
al gorithmel. 2. 840. 10045. 2.1
par anet er s=0x06082a8648ce3d030107

si gnat ur eVal ue=\
0x3046022100e416af 2483667e73345ee297e563cf 1639e41ab9bdcd01f 98872f ddb\
101e779d022100d06c6e1054292640eeal873230a399af 0936760chf c8023a8a2874\
f 9c5f c5ba8

DER Base64:

M | | szCCAgs CAQ wggl EMCEGBI 0Dh2c AADAXNMBUGBY 0 Dh2¢ BAAAEC) Ax VDI wiviz AO VDUW
VAYGKg OHZWABMEoWEQ YHKg OHZWEBAQAMISFNNL TEY Mz AMBgc g A4dn AQECAQH/ \

MBQGBY 0Dh2c BAQUWCULV ZGVs | EFCQz AQBgc gA4dnAQEEDAUZ Lj EuOTCBs g'YGKg OHZWAC\
M GnMC8CGBy oDh2cBAgAMI DI 2ZDc 2NWUAL TFhZmx NGRmi 1hM kwLVWNmMODY3ZGRl Y2Zh\
MTAMBgc qA4dnAQ DAQEAMGYGBY 0 Dh2 ¢ BAg EEVW BZIVBMGBY g GSMA 9 Ag EGCCg GSMA 9 AWEH\
AOl ABEI | SPi Pt 4L/t eyj dERSxyo0eVY+9b30+\

XKkj pM LMReWkbEz RDEy41bi hcTnpSI LI nSVWnmrQ 9BQZg36QoCpJ Ol wgbl GBi oDh2cA\
Aj CBpzAvBgcgA4dnAQ ADCQOQOWESNNFj ZS1l Mzl hLTRnZDI t YmVj MS0x Mz E2NVWESOTYy\
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MAMMDAYHKg OHZWECAWEB/ \

zBmBgcqA4dnAQ BBFsWWATBgcghkj OPQ BBggghkj OPQVBBWNCAARCIYj 4j 7eC/ \

7Xs03REUscgH WPvV®zvI 51 6Tl yzEXFSWMIQX MUNWAOXES6UI CyJkl cpk0Jf QUGat +\

k KQuSUJy MB8 GBSoDhng AMBYWFAYFKgOGe AEMC3BhcnRpd G vbi AxM | GoDCCBHowggNF\

M | DQTCCAI ngAW BAgl UWNIyy 9RGar WD+\

k6k4ZswyYmQ7c QQwDQYJKoZI hvc NAQEL BQAWL z ENVAS GA1 UECgWESUVUR] ENVAs GA1UEC\

wnwEUK FUUz EPMAO GAL UEAWVGQUs gUIl NBMCAXDT! 1 MDEX Nz E3MIMAMLO YDz | wNT1 wiNj AOM

TexMz AzW Av MQOwWOWYDVQRKDARJ RVRGMOWCWYDVQQL DARSQVRTMBWDQYDVQQDDAZBS\

yBSUOEwggEi MAOGCSqGSI h3DQEBAQUAAAT BDWAWYgEKAOI BAQOWH\

egZQBeumIKg3hf Kf ED4dE/ t LAFI 5sj qont 9ABVI +\

1GSqyi 1bFBgsRy MOTHI | | dMoKmJt WwnKWBJ +50gNNBy 6 Xxv8J iV \

Y5vQ 2l i sOf gXmEBUTzOVTWII AXXmhUs 61 SADv Aal e4RVr CsZ297L3ZQTr yY7JRVcbhB4k\

hUN3Gp0yg+801SXzoFTTa+UGQ RLE66j H51aa5VXu99hnv1QG H3t r j di 8nHEUG \

i cg4Xul eNVIWF32wHgl OOPv Qc W/3MbD2vxJEj 702Ku6k 90QXk Ao17gRSEonWM Ht Lbt nBS\

8He1JNPc/ n3dVUmt\

f M6NoDXPoLP7j 55@9zKyqG GAWKA] 1MIAgVBAAG Uz BRVBOGA1UdDgQABBSJI GVI eDv Fp\

9CU9R+EQN/ OKYz Gkwk TAf BgNVHSMEGDAWIBSIGVI eDvFp9cu9R+EQ/ \

OKYz Gkwk TAPBgNVHRVBAf 8EBTADAQH \

MAOGCSqGSI b3DQEBOMUAAAT BABNzcTI PYhVNt Mir Cb9ee9qYAD TuQ 1ylndr DPcCH\

zmvZuwKLJu89hvxnidDr VNc 6 s NKnHOf W MZx USUQTr VW 0j LY3bj f Jk CmrQahOK8X\

D30Qqf XVKCe+MaFUSh71BUXc4FI QzMI6phG+5qi CqsDIBL/ gFXf 4a0+Bl 4SCGhVW 6FR+\

JOBMKd91DYDy Yr 6Nf ddAbzaWri DoVEWR1 pv QAZbycW v1KI Y6ne2y QQdSedCql E9QCd] g\

i 2QkWIk D7 gXRLYKcMPge1SPa02x0S2Kz8SI doLl nLu7Ch3QC7n/ \

0oEbi K4J1 VD29gi MpudJ8gbBLLj wDr Cl sOyA+ng8n/\

wkki OMCs GCSqGS| b3DQEBC AeoAOWOWYJ Yl ZI AWUDBAI BoQQwCwYJKoZI hve NAQEI BI |\

BAKt / Or D4VNgk6GF 9Fp Ve 07 mRDp O3 DHQDz 6gHf wQZOnRTsa+\

2Fm2dHbl TMLC EK50l f VWs4Ryp X2l hOnLZcpf Lbt PAYNF2] r Ay9L8f DOGs| K6XBqi kwX\

hFri USI QdOFzc3AQLnkst ybRgzoCl JLvzyf w3YdbYuTf VGgUGGH

edEzDTPB3j | d8Vx0Aa+CUgng6X2bWgWoi 26 EEMDFj Agxi 2BkDxBO1PqupChJH \

DVPOyi KAZI dkwFBAJYDIMVBL+6/ /\

8EAf | PpgTbhsf yhFYNbnnf 6k Fbyk CCPuZ4cgUSDm 4TzLEhf c7uzCU x3hbyDCDguBS/ \

7hnt AoMLZMXbt bdx7Awggl eM | Buz CCAbcwggFdoAMCAQ CFAep6a/ 8hKR/ \

Xf 8D7f MO 6 OQH5 W MA0 GCCq GSVA 9 BAMCVDAX DTAL Bg NVBAOMBE! FVEYX DTALBgNVBAsS M

BFJ BVFMK EDAOBgNVBAMVBOFLI FAYNTYw BcNM UWMMTE3MIcxNDI 4WhgPM A1M A2 VDQx\

Nz EOM haMDAx DTALBgNVBAoMBEI FVEYx DTAL BgNVBAs MBFJ BVFMk EDACBgNVBAMVBOFL\

| FAYyNTYWAWTATBgcghkj OPQ BBggghkj OPQVBBWNCAARCIU) 4 7eC/ \

7Xs03REUscqH WPvWzvI 51 6Tl yz EXFs ViKMDQX MUNWLOXES6Ui CyJkl cpk0Jf QUGat +\

kKQySUJy o1 MMITAdBgNVHQUAEFgQUWBCnnBf 3n/ \

Y30vf j 3ERs| QnXu9QawYDVROj BBgwFoAUBCnnBf 3n/\

Y30vf j 3ERs| QnXu9QnDWYDVROTAQH BAUWAWEB/ \

zAKBggqghkj OPQQDAgNI ADBFAI EAKHBET j /\

TLNoEf J1 vokEEDVmhH5f 7UQHdr r Cy QNEhJegCl CRsy/ 1Vqj 03qg/ W Hos pwe B2PaHYy +\

FnH79nznqO7) VIVBMGBY g GSMA 9 Ag EGCCq GSVH9 AWEHBEgWRg I hAOQW y SDZn5zNF7i | +\

Vj zxY55Bq5vc0B+Yhy/ dsQHned Ai EAOGKUEFQpJkDuoYcy MKQZr wk2dgy/ yAl 6i i hO+\
cX8W6g=
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