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Abst ract

Thi s docunent specifies a vendor-agnostic format for evidence
produced and verified within a PKI X context. The evidence produced
this way includes clains collected about a cryptographi ¢ nodul e and
el ements found within it such as cryptographi c keys.

One scenario envisaged is that the state information about the
crypt ographi ¢ nodul e can be securely presented to a renote operator
or auditor in a vendor-agnostic verifiable format. A nore conpl ex
scenario would be to subnit this evidence to a Certification
Authority to aid in determ ning whether the storage properties of
this key nmeet the requirenments of a given certificate profile.

This specification also offers a format for requesting a
crypt ographic nodule to produce evidence tailored for expected use.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The latest revision of this draft can be found at https://ietf-rats-
wg. gi thub. i o/ key-attestation/draft-ietf-rats-pkix-key-
attestation.htmi. Status information for this document may be found

at https://datatracker.ietf.org/doc/draft-ietf-rats-pkix-key-
attestation/.
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Di scussi on of this docunent takes place on the RATS Wirki ng G oup
mailing list (mailto:rats@etf.org), which is archived at
https://datatracker.ietf.org/wy/rats/about/. Subscribe at
https://ww.ietf.org/mailman/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github.comietf-rats-wy/key-attestation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

This specification defines a format to transnmit Evidence from an
Attester to a Verifier within a PKIX environnent. This environnment
refers to the conponents generally used to support PKI applications
such as Certification Authorities and their clients, or nore
generally that rely upon X 509 certificates. As outlined in
Section 3, this specification uses a necessary m xture of RATS and
PKI term nology in order to map concepts between the two domai ns.

Wthin this specification, the concepts found in the Renote
Attestation Procedures (RATS [ RFC9334]) are mapped to the PKIX
environment. There are many ot her specifications that are based on
the RATS architecture which offer formats to carry evidence. This
specification deals with peculiar aspects of the PKI X environnent
whi ch nake the existing evidence formats inappropriate:

* ASN.1 is the preferred encoding format in this environnent. X 509
certificates ([ RFC5280]) are used widely within this environment
and the majority of tools are designed to support ASN. 1. There
are nmany specialized devices (Hardware Security Mdul es) that are
inflexible in adopting other formats because of interna
constraints or validation difficulties. This specification
defines the format in ASN.1 to ease the adoption within the
comruni ty.

* The clainms within the Evidence are about internal entities such as
"platforms” and "keys" which are not necessarily distinct fromthe
Attesting Environnent. Therefore, although the concept of
"measurenment" is present within the PKI X environnent, it is not
al ways clear that one attesting environment is measuring anot her
distinct target environment the way it is envisioned in the RATS
Architecture. Therefore, the enphasis and structure of this
specifications is adjusted accordingly. Specifically, this
specification assunes that the Attesting Environment and the
Target Environnent, as outlined in [ RFC9334], are the sane. This
m ght not be the case for all devices encountered, but is
sufficient for the proposed specification
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This specification also ains at providing an extensible franework to
encode within Evidence clains other than the one proposed in this
docunent. This allows inplementations to introduce new cl ai ns and
their associated senmantics to the Evidence produced.

2. Use Cases

Thi s section covers use cases that notivated the devel opnent of this
speci fication.

2.1. Renpte audit of a Hardware Security Mdul e (HSM

There are situations where it is necessary to verify the current
running state of an HSM as part of operational or auditing
procedures. For exanple, there are devices that are certified to
work in an environnment only if certain versions of the firmvare are
| oaded or only if application keys are protected in with a certain
set of protection policies.

The Evidence format offered by this specification allows a platform
to report its firmvare level along with other collected clains
necessary in critical deploynents.

2.2. Key inmport and HSM cl ustering

Consi der that an HSMis being added to a logical HSMcluster. Part
of the onboarding process could involve the new y-added HSM provi di ng
proof of its running state, for exanple that it is a genuine device
fromthe sane manufacturer as the existing clustered HSMs, firmare

patch level, FIPS node, etc. It could also be required to provide
attestation of any systemlevel keys required for secure
establishment of cluster comrunication. |In this scenario, the

Verifier and Relying Party will be the other HSMs in the cluster
deci di ng whether or not to admt the new HSM

A related scenario is when performng a key export-inport across
HSMs. |If the key is being inported with certain properties, for
exanpl e an environment running in FIPS node at FIPS Level 3, and the
key is set to certain protection properties such as Non-Exportable
and Dual -Control, then the HSM might wish to verify that the key was
previously stored under the sane properties. This specification
provides a way to do this across HSM vendors.

These scenarios notivate the design requirenents to have an ASN. 1
based Evi dence format and a data nodel that nore cl osely matches
typical HSM architecture since in both scenarios an HSMis acting as
Verifier and Relying Party.
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2.3. Attesting subject of a certificate issuance

Prior to a Certification Authority (CA) issuing a certificate on
behal f of a subject, a nunber of procedures are required to verify
that the subject of the certificate is associated with the key that
is certified. In some cases, such as issuing a code signing
certificate [CNSA2.0], [codesigningbrsv3.8], a CA nust ensure that
the subject key is located in a Hardware Security Mdul e (HSM

The Evidence format offered by this specification is designed to
carry the informati on necessary for a CAto assess the |ocation of
the subject key al ong a nunber of commonly-required attributes. More
specifically, a CA could deternine which HSMwas used to generate the
subj ect key, whether this device adheres to certain jurisdiction
policies (such as FIPS node) and the constraints applied to the key
(such as whether is it extractable).

For relatively sinple HSM devi ces such as TPM i ke devi ces, storage
properties such as "extractable" nay always be true for all keys
since the devices are not capable of key export and so the
attestation could be essentially a hard-coded tenpl ate asserting
these imutable attributes. However, nore conpl ex HSM devi ces
require a nore conplex key attestation format that enconpasses the
mutability of these attributes. Al so, the client requesting the key
attestation night wish to scope-down the content of the key
attestation as the HSM contai ns many keys and only a certain subset
are relevant for attesting a given transaction, or only certain
clains are relevant. Lack of ability to scope-down the key
attestation contents could, in some scenarios, constitute a privacy
violation. This notivates the design choice for a key attestation
request mechanism The same objective could have been acconpli shed
via a sel ective disclosure nechanism However, since a request is
necessary to transmt the attestation nonce to the HSM a
standardi zed request format fits the use case better and is generally

si npl er.
3. Termi nol ogy

Thi s specification uses a necessary m xture of RATS and PKI
term nology in order to map concepts between the two donai ns.

The reader is assuned to be faniliar with the vocabul ary and concepts
defined in the RATS architecture ([ RFC9334]) such as Attester,
Relying Party, Verifier.

The reader is assuned to be faniliar with common vocabul ary and

concepts defined in [ RFC5280] such as certificate, signature,
attribute, verifier.
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In order to avoid confusion, this docunment generally capitalizes RATS
terns such as Attester, Relying Party, and Claim Therefore, for
exanple, a "Verifier" should be assumed to be an entity that checks
the validity of Evidence as per [RFC9334], whereas a "verifier" could
be a nore general reference to a PKI entity that checks the validity
of an X. 509 certificate or other digital signature as per [RFC5280].

The following terns are used in this docunent:

Attestation Key (AK):
Cryptographic key controlled solely by the Attester and used only
for the purpose of producing Evidence. |In other words, it is used
to digitally sign the clains collected by the Attester.

Attestation Service (AttS):
A logical nmodule within the HSMthat is responsible for generating
Evi dence conpatible with the format outlined in this
specification. It collects clains fromthe platformand uses the
Attestation Key to digitally sign the collection.

Attester
The term Attester respects the definition offered in [ RFC9334].
In this specification, it is also interchangeable with "platforni
or "HSM.

Evi dence :
The term Evi dence respects the definition offered in [ RFC9334].
In this specification, it refers to clains, encoded according to
the format defined within this docunment, and signed using the
Attestation Key.

Har dware Security Mdule (HSM:
A physical conputing device that safeguards and manages secrets,
such as cryptographic keys, and perforns cryptographi c operations
based on those secrets. This specification takes a broad
definition of what counts as an HSMto include smartcards, USB
tokens, TPMs, cryptographic co-processors (PCl cards) and
"enterprise-grade" or "cloud-service grade" HSMs (possibly rack
mounted). In this specification, it is interchangeable with
"platform' or "Attester".

Key Attestation:
Process of produci ng Evidence containing clainms pertaining to
application keys found within an HSM | n general, the clains
i ncl udes enough information about an application key and its
hosting platformto allow a Relying Party to make judi cious
deci si ons about the key, such as whether to issue a certificate
for the key.
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Pl at f or m
The nmpdul e or device that enbodies the Attester. In this
specification, it is interchangeable with "Attester" or "HSM.

Platform Attestation
Evi dence containing clains pertaining to attributes associ ated
with the platformitself. |In general, the clains include enough
i nformati on about the platformto allow a Relying Party to nake
j udi ci ous deci sions about the platform such as those carried out
during audit revi ews.

Present er
Rol e that facilitates comruni cati on between the HSM in this case
the Attester, and the Verifier. The Presenter initiates the
operation of generating evidence at the HSM and passes the
generated evidence to the Verifier. This role is supported by a
conbi nation of one or nmultiple hunman operators or autonated
processes.

Trust Anchor:
As defined in [RFC6024] and [RFC9019], a Trust Anchor "represents
an authoritative entity via a public key and associ ated data. The
public key is used to verify digital signatures, and the
associ ated data is used to constrain the types of information for

which the trust anchor is authoritative." The Trust Anchor may be
a certificate, a raw public key, or other structure, as
appropriate. It can be a non-root certificate when it is a

certificate.

Usage Prot ocol
A (security) protocol that requires denonstrating possessi on of
the private conponent of the application key.

User Key:
A user key consists of a key hosted by an HSM (the platforn) and
intended to be used by a client of the HSM Oher terns used for

a user key is "application key", "client key" or "operationa
key". The access and operations on a user key is controlled by
t he HSM

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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3.1. Attestation Key Certificate Chain

The data format in this specification represents PKI X evidence and
requires third-party endorsenent in order to establish trust. Part
of this endorsenment is a trust anchor that chains to the HSM s
attestation key (AK) which signs the evidence. |In practice the trust
anchor will usually be a manufacturing CA belonging to the device
vendor which proves that the device is genuine and not counterfeit.
The trust anchor can al so belong to the device operator as woul d be
the case when the AK certificate is replaced as part of onboarding
the device into a new operational network.

The AK certificate that signs the evidence MIST have the Extended Key
Usage i d-kp-attest defined in [ TODO submt-2-pager-to-I|anps].

Note that the data format specified in Section 5 allows for zero,
one, or multiple ’"SignatureBlock’s, so a single evidence statenent
could be un-protected, or could be endorsed by nmultiple AK chains

| eading to different trust anchors. See Section 7 for a discussion
of handling nmultiple SignatureBl ocks.

4. Information Mdel
The PKI X Evi dence format is conposed of two mmin sections:

* A claimdescription section which describes the information
transm tted as Evidence

* A signature section where one or nore digital signatures are
offered to prove the origin of the clains and naintain their
integrity.

The details of the signature section is left to the data nodel. The
remai nder of this section deals with the way the information is
organi zed to formthe clai ns.

The clains are organized into a set of entities to help with the
organi zati on and conprehension of the information. Entities are
el ements observed in the Target Environment by the Attester. Each
entity, in turn, is associated with a set of attributes

Therefore, the C aimdescription section is a set of entities and
each entity is conposed of a set of attributes
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4.1. Entity

An entity is conposed of a type, the entity type, and a set of
attributes. The entity type describes the class of the entity while
its attributes defines its state.

An entity SHOULD be reported only once in a claimdescription. The
clai mdescription can have nultiple entities of the same type (for
exanple reporting multiple keys), but each entity MJST be relating to
different elenents. For exanple, if a given application public key
appears in tw different entities, these MIST be interpreted as two
di stinct and independent entities that happen to have the sanme public
key, and MUST NOT be interpreted as adding additional attributes to
the al ready-described entity. This restriction is to ease the

i mpl ementation of Verifiers for the provided Evi dence.

The nunber of entities reported in a claimdescription, and their
respective type, is left to the inplementer. For a sinple device
where there is only one key, the list of reported entities could be
fixed. For larger and nore complex devices, the list of reported
entities should be tailored to the demands of the Presenter

In particular, note that the nonce attribute contained with the
Transaction entity is optional, and therefore it is possible that an
extrenmely sinple device that holds one static key could have its key
attestation object generated at nmanufacture time and injected
statically into the device and act as a kind of certificate, instead
of being generated on-demand. This nodel would essentially off-board
the Target Environment to be part of the manufacturing

infrastructure

4.2. Entity Type

An entity is defined by its type. This specification defines three
entity types:

* Platform: This entity holds attributes relating to the state of
the platform or device, where the Attester is located. Entities
of this type hold attributes that are global in nature within the
Tar get Environnent.

* Key : The entities of this type represent a cryptographic key

protected within the Target Environnment and hold attributes
relating to that key.
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* Transaction : This entity is logical in nature since it is
associated with attributes that are not found in the Target
Environment. The attributes found in this entity relate to the
current request for Evidence such as a nonce to support freshness.

Al t hough this docunment defines a short list of entity types, this
list is extensible to allow inplenenters to report on entities found
in their inplenmentation and not covered by this specification. By
using an Cbject ldentifier (OD) for identifying both entity types
and the attribute types that they contain, this format is inherently
extensi ble; inplenenters of Attesters MAY define new custom or
proprietary entity types and place them al ongsi de the standardi zed
entities, or define new attribute types and place theminside
standardi zed entities.

Verifiers SHOULD i gnore and skip over unrecogni zed entity or
attribute types and continue processing nornally. 1In other words, if
a given Evidence woul d have been acceptabl e without the unrecognized
entity or attribute, then it SHOULD still be acceptable. In PKI
term nol ogy, all customentities and attributes not defined in this
docunent SHOULD be considered non-critical unless a further
specification indicates differently.

4.3. Attribute and Attribute Type

Each attribute found in an entity is conposed of the attribute type
and value. Each attribute describes a portion of the state of the
associated entity. For exanple, a platformentity could have an
attribute which indicates the firmvare version currently running.
Anot her exanple is a key entity with an attribute that reports

whet her the key is extractable or not.

A value provided by an attribute is to be interpreted within the
context of its entity and in relation to the attribute type.

It is RECOWENDED that an attribute type be defined for a specific
entity type, to reduce confusion when it cones to interpretation of
the value. 1In other words, an attribute type SHOULD NOT be used by
multiple entity types. For exanple, if a concept of "revision" is
applicable to a platformand a key, the attribute for one entity type
(platformrevision) should have a different identifier than the one
for the other entity type (key revision).

The nature of the value (bool ean, integer, string, bytes) is
dependent on the attribute type.
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This specification defines a limted set of attribute types.

However, the list is extensible through the | ANA registration process
or private O D allocation, enabling inplementers to report additiona
attributes not covered by this specification.

The nunber of attributes reported within an entity, and their
respective type, is left to the inplementer. For a sinple device,
the reported list of attributes for an entity m ght be fixed.
However, |arger and nore conplex devices, the list of reported
attributes should be tailored to the demands of the Presenter.

Sone attributes MAY be repeated within an entity while others MJST
NOT. For exanple, for a platformentity, there can only be one
"firmvare version" attribute. Therefore, the associated attribute
MUST NOT be repeated as it may | ead to confusion. However, an
attribute relating to a "l oaded nodul e* MAY be repeated, each
attribute describing a different | oaded nodule. Therefore, the
definition of an attribute specifies whether or not multiple copies
of that attribute are all owed.

If a Verifier encounters, within a single entity, nultiple copies of
an attribute specified as "Multiple Allowed: No", it MJST reject the
evi dence as mal f or ned.

If a Verifier encounters, within the context of an entity, a repeated
attribute for a type where nultiple attributes are allowed, it MJST
treat each one as an independent attribute and MJST NOT consi der

| ater ones to overwite or extend the previ ous one.

5. Data Mdel
This section describes the data nodel associated with PKI X Evi dence.
For ease of deploynent within the target ecosystem ASN. 1 definitions
and DER encoding are used. A conplete ASN. 1 nodule is provided in
Section 10.

The top-level structures are:
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Pki xEvi dence ::= SEQUENCE ({
t bs TbsPki xEvi dence,
si gnat ures SEQUENCE SI ZE (0.. MAX) of SignatureBl ock,

intermedi ateCertificates [0] IMPLICIT SEQUENCE of Certificate OPTI ONAL
-- As defined in RFC 5280

}
TbsPki xEvi dence ::= SEQUENCE {
ver si on | NTECER,
reportedEntities SEQUENCE S| ZE (1.. MAX) OF ReportedEntity
}
Si gnat ureBl ock ::= SEQUENCE ({
sid Signerldentifier,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVal ue OCTET STRI NG
}
Signerldentifier ::= SEQUENCE {
keyl d [0] EXPLICIT OCTET STRI NG OPTI ONAL
subj ect Keyldentifier [1] EXPLICI T Subject PublicKeyl nfo OPTI ONAL
-- As defined in RFC 5280
certificate [2] EXPLICIT Certificate OPTI ONAL
-- As defined in RFC 5280
}

A Pki xEvi dence nmessage is conposed of a protected section known as
the To-Be-Signed (TBS) section where the evidence reported by the HSM
is assenbled. The integrity of the TBS section is ensured with one
or multiple cryptographic signatures over the content of this
section. There is a provision to carry X 509 certificates supporting
each signature. The SEQUENCE OF SignatureBl ock allows for both

mul ti-al gorithmprotection and for counter-signatures of the
evidence. In an effort to keep the evidence format sinple,

di stingui shing between these two cases is left up to Verifier policy,
potentially by naking use of the certificates that acconpany each
signature. This design al so does not prevent against stripping
attacks where an attacker rempves a signature wthout |eaving

evi dence in the nmessage that an additional signature had been there
or signature re-ordering attacks. Again, this is left up to Verifier
and its policy to enforce the expected nunber of algorithns or
signatures. Consequently, Verifiers MJST NOT nake any inferences
about the lack of a signature. For exanple, enunerating counter-
signatures on an Evidence MJUST NOT be considered to be a conplete
list of HSMs in a given cluster. Simlarly, the presence and order
of counter-signatures MUST NOT be taken as proof of the path that the
evi dence traversed over the network.
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The TBS section is conposed of a version nunber, to ensure future
extensibility, and a sequence of reported entities. For conpliance
with this specification, TbsPkixEvi dence.version MJST be 1. This
envel ope format is not extensible; future specifications which nmake
conpati bility-breaki ng changes MJST increnment the version nunber.

A SignatureBlock is included for each signature submtted against the
TBS section. The SignatureBl ock includes the signature al gorithm
(signatureAlgorithm and the signature itself (signatureValue). It

al so includes information to identify the authority that provided the
signature which is the structure Signerldentifier (sid). The signer
identifier includes a conbination of X 509 certificate, Subject
Public Key Identifier (SPKI) and/or key identifier (keyld). It is
expected that a X. 509 certificate will be generally used, as it

provi des the public key needed to verify the signature and clearly
identifies the subject that provided the signature. The SPKI and
keyld are all owed to support environnents where X 509 certificates
are not used.

Si gnat ur eBl ock. cert Chain MJUST contain at |east one X 509 certificate
as per [RFC5280]. While there mght exist Target Environnments which
use out-of-band or non-X 509 nechani sns for communicating the AK
public key to the Verifier, these nmechanisns are insufficient to
comply with this specification.

The optional certificates provided in

Pki xEvi dence. i nternedi ateCertificates enables the insertion of X 509
certificates to support trusting the signatures. This information is
intended to provide the certificates required by the Verifier to
verified the endorsenent on the certificates included with the

si gnat ures

As described in the Section 4 section, the TbhsPkixEvi dence is a set
of entities. Each entity is associated with a type that defines its
class. The entity types are represented by object identifiers

(O Ds). The following ASN.1 definition defines the structures
associated with entities:

ReportedEntity ::= SEQUENCE {
entityType OBJECT | DENTI FI ER,
reportedAttributes SEQUENCE S| ZE (1..MAX) OF ReportedAttribute
}
i d- pki x-attest OBJECT IDENTIFIER ::={ 1 2 3 999 }
i d-pkix-attest-entity-type OBJECT IDENTIFIER ::= { id-pkix-attest 0 }
i d-pki x-attest-entity-transaction OBJECT IDENTIFIER ::= { id-pkix-attest-entity-type 0
}
i d-pkix-attest-entity-platform OBJECT IDENTIFIER ::={ id-pkix-attest-entity-type 1
}
i d-pkix-attest-entity-key OBJECT IDENTIFIER ::= { id-pkix-attest-entity-type 2
}
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In turn, entities are conposed of attributes. Each attribute is
composed of a type and a value. The attribute types are represented
by object identifiers (ODs). The following ASN. 1 definition defines
the structures associated with attri butes:

ReportedAttribute ::= SEQUENCE {

attribut eType OBJECT | DENTI FI ER,

val ue OPTI ONAL Attri buteVval ue
}
AttributeVal ue : == CHO CE {

byt es [0] IMPLICIT OCTET STRI NG

utf8String [1] IMPLICIT UTF8Stri ng,

bool [2] IMPLICI T BOOLEAN

time [3] IMPLICIT GeneralizedTine,

i nt [4] IMPLICIT | NTEGER

oid [5] IMPLICIT OBJECT | DENTI FI ER

}

The attributes associated with an entity are dependent on the type of
entity. Therefore, it is encouraged to define attribute types
grouped with their respective entity type.

The type of an attribute value is dictated by the attribute type.
When an attribute type is defined, the definition must include the
type of the value, its semantic and interpretation

The remai nder of this section describes the entity types and their
associ ated attri butes.

5.1. PlatformEntity
A platformentity is associated with the type identifier id-pkix-
attest-entity-platform It is conposed of a set of attributes that
are global to the Target Environnent.

A platformentity, if provided, MJST be included only once within the

reported entities. |If a Verifier encounters multiple entities of
type id-pkix-attest-entity-platform it MJIST reject the Evidence as
mal f or ned.

The following table lists the attributes for a platformentity
(platformattributes) defined within this specification. In cases
where the attribute is borrowed from anot her specification, the
"Reference"” colum refers to the specification where the semantics
for the attribute value can be found. Attributes defined in this
speci fication have further details bel ow.
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+
1
1
1
1
1
1
1
1
1
+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Ref er ence

| Attribute| AttributeVal ue

+
1
1
1
1
1
1
1
1
11
+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
11

| vendor utf8String i d- pki x- |
evi dence- |
attribute- |
platform |

I

vendor

y————— r— +
py)
T
Q
=)
7

[ RFCO711] | id-pkix- |
| evidence- |
| attribute- |
| platform |
| oemd |

utf8String [ RFC9711] | id-pkix- |
| evidence- |
| attribute- |
| platform |
| nodel |

utf8String RFCt hi s | id-pkix- |
| evidence- |
| attribute- |
| platform |
| hwseri al |

| swersion| utf8String [ RFCO711] | id-pkix- |
| evidence- |
| attribute- |
| platform |
| swersion |

| [RFCO9711] | id-pkix- |
| | evidence- |
| | attribute- |
| | platform |
| | debugstat |

[ RFCO711] | id-pkix- |
| evidence- |
| attribute- |
| platform |
| uptime |

| boot count| int |
I I I
I I I

[ RFC9711] | id-pkix- |
| evidence- |
| attribute- |
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Table 1

TODO find the actual
not define it (at
I found).

reference for
| east not the 11 page usel ess version

"FI PS Mbde"

FI PS

July 2025

platform |
boot count |

i d- pki x- |
evi dence- |
attribute- |
platform |
user nods |

i d- pki x- |
evi dence- |
attribute- |
platform |
fi psboot |

i d- pki x- |
evi dence- |
attribute- |
platform |
fipsver |

i d- pki x- |
evi dence- |
attribute- |
platform |
fipslevel |

i d- pki x- |
evi dence- |
attribute- |
platform |
envid |

i d- pki x- |
evi dence- |
attribute- |
platform |
envdesc |

140- 3 does
of 140-3 that

Each attribute defined in the table above is described in the

foll owi ng sub-secti ons.
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5.1.1. vendor

A human-readabl e string that reports the name of the device's
manuf act ur er.

5.1.2. oenid, hwnodel, swersion, dbgstat, uptine, bootcount

These attributes are defined in [ RFC9711] and reused in this
specification for interoperability. Small descriptions are offered
for each to ease the reading of this specification. 1In case of
confusion between the description offered here and the one in

[ RFCO711], the definition offered in the latter shall prevail.

The attribute "oenmi d" uniquely identifies the Oiginal Equi prent
Manuf acturer (CEM of the HSM This is a sequence of bytes and is
not neant to be a hunman readabl e string.

The attribute "hwnodel " differentiates nodels, products, and variants
manuf actured by a particular CEM A nodel nust be unique within a
given "oem d". This is a sequence of bytes and is not nmeant to be a
human readabl e string

EDNOTE: JPF: "hwnodel " in EAT is not hunan readable. W have
"vendor" that duplicates in human readable for "oem d". Should we
duplicate "hwrodel" in a human readable forn? Should we define it
here for ourselves?

The attribute "swersion" differentiates between the various
revisions of a firmvare offered for the HSM This is a string that
is expected to be hunan readabl e.

EDNOTE: JPF: In EAT, "swersion" requires "swnane". Should we add
"swnane" or disassociate fromthe EAT definition?

The attribute "dbgstat" refers to the state of the debug facilities
offered by the HSM This is an integer val ue describing the current
state as described in [RFCO711].

The attribute "uptine" reports the nunber of seconds that have
el apsed since the HSM was | ast boot ed.

The attribute "bootcount" reported the nunber of times the HSM was
boot ed.
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5.1. 3. hwseri a

A human-readabl e string that reports the serial nunber of the
har dware nmodul e. This serial nunber often natches the nunber
engraved on the case or on an applied sticker

5.1.4. usernods

Most HSMs have sone concept of trusted execution environment where
user software nodul es can be | oaded inside the HSMto run with sone
| evel of privileged access to the application keys. This attribute
lists user nodules currently | oaded onto the HSMin a hunan readabl e
format, preferably JSON

EDNOTE: JPF if JSON, why have multiple attributes.
5.1.5. fipsboot, fipsver and fipsleve

FI PS 140-3 CWP validation places stringent requirenments on the node
of operation of the device and the cryptography offered by the
nmodul e, including only enabling FIPS-approved al gorithns, certain
requirenents on entropy sources, and extensive start-up self-tests.

FI PS 140-3 offers conpliance levels 1 through 4 with increasingly
strict requirenents. Mny HSMs include a configuration setting that
all ows the device to be taken out of FIPS nbde and thus enable
additional functionality or performance, and some offer configuration
settings to change between conpliance | evels.

The bool ean attribute fipsboot indicates whether the device is
currently operating in FIPS node. Wen the attribute value is
"true", the HSMis running in conpliance with the FIPS 140
restrictions. Anmong other restrictions, it neans that only FIPS-
approved algorithns are available. |If the value of this attribute is
"false", then the HSMis not restricted to the behavior limted by
conpl i ance.

The UTF8String attribute fipsver indicates the version of the FIPS
CWP specification with which the device' s operational node is
compliant. At the time of witing, the strings "FIPS 140-2" or "FIPS
140- 3" SHOULD be used.

The integer attribute fipslevel indicates the conpliance level to
which the device is currently operating and MJST only be 1, 2, 3, or
4. The fipslevel attribute has no neaning if fipsboot is absent or
fal se.
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The FIPS status information in PKI X Evidence indicates only the node
of operation of the device and is not authoritative of its validation
status. This information is available on the NIST CWP website or by
contacting the device vendor. As an exanple, sone devices nay have
the option to enable FIPS node in configuration even if the vendor
has not submitted this nodel for validation. As another exanple, a
device may be running in a node consistent with FIPS Level 3 but the
device was only validated and certified to Level 2. A Relying Party
wi shing to know the validation status of the device MJIST couple the
device state information contained in the Evidence with a valid FIPS
CWP certificate for the device

5.1.6. envid

An identifier for an environnment to which the attested keys bel ong.
These will be in a vendor-chosen format, but are constrained to ASC |
as URIs, UUD, and simlar types of identifiers are envisioned.

There MAY be multiple envid attributes if the attested keys
simul t aneously belong to nmultiple environments.

Note that by including envid as a platformattribute, this inplies
that it applies to all attested key entities. |If the HSM needs to
attest multiple keys across multiple disjoint environnents, then
mul ti pl e Pki xEvidences are required. This naturally enforces privacy
constraints of only attesting a single environment at a tine.

EDNOTE: JPF | do not understand this sub-section

If an envid request attribute contains a value, this nmeans that the
Presenter is requesting that only keys bel onging to the given
environment be included in the returned attestation

5.1.7. envdesc

Further description of the environment beyond hwendor, hwrodel,
hwseri al, swersion; for exanple if there is a need to describe
multiple logical partitions within the sane device. Contents could
be a human-readabl e description or other identifiers.

5.2. Key Entity

A key entity is associated with the type id-pkix-attest-entity-key.
Each instance of a key entity represents a different cryptographic
key found in the Target Environment. There can be nultiple key
entities found in a claimdescription, but each reported key entity
MUST describe a different cryptographic key.
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A key entity is conposed of a set of attributes relating to the
cryptographic key. At mininum a key entity MJST report the
attribute "identifier" to uniquely identify this cryptographic key
fromany others found in the same Target Environnent.

A Verifier that encounters a claimdescription with nultiple key
entities referring to the same cryptographic key MJST reject the
Evi dence.

The following table lists the attributes for a key entity defined
within this specification. The "Reference" colum refers to the
specification where the semantics for the attribute value can be
f ound.

+ +

| Attribute | |

=+t -—————————t———————————+d—————————————+

identifier | | id-pkix- |
| | evidence- |
| | attribute- |
| | key- |
| | identifier |

| id-pkix- |
| evidence- |
| attribute- |
| key-spki |

| id-pkix- |
| evidence- |
| attribute- |
| key-purpose |

bool | [ PKCS11]
I

| id-pkix- |
| evidence- |
| attribute- |
| key- I
| extractable |

bool | [ PKCS11]
I

| id-pkix- |
| evidence- |
| attribute- |
| key- I
| sensitive |

| never- | bool | [ PKCS11] |
| extractable | | |
I I I

| id-pkix- |
| evidence- |
| attribute- |
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| | | | | key-never- |
| | | | | extractable |

| id-pkix- |
| evidence- |
| attribute- |
| key-1ocal |

| id-pkix-

| evidence-

| attribute-
| key-expiry

| id-pkix-

| evidence-

| attribute-
| key-

| protection

Table 2

An attestation key nmight be visible to a client of the device and be
reported along with other cryptographic keys. Therefore, it is
acceptable to include a key entity providing clains about an
attestation key like any other cryptographic key. An inplenmentation
MAY reject the generation of PKIX Evidence if it relates to an
attestation key.

5.2.1. identifier
A human-readabl e string that uniquely identifies the cryptographic
key. This value often contains a UU D but could al so have a numeric
val ue expressed as text or any other textual description

This attribute MAY be repeated as some environnents have nore than
one way to refer to a cryptographic key.

5.2.2. spki
The value of this attribute contains the DER- encoded field

Subj ect Publ i cKeyl nfo (see [ RFC5280]) associated with the
crypt ographi c key.
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5.2.3. purpose, extractable, sensitive, never-extractable, |oca

These attributes are defined in [ PKCS11l] and reused in this
specification for interoperability. Small descriptions are offered
for each to ease the reading of this specification. 1In case of
confusion between the description offered here and the one in

[ PKCS11], the definition offered in the latter shall prevail

The attribute "purpose"” defines the intended usage for the key.
EDNOTE: JPF: | do not see "purpose" as part of PKCS#11

The attribute "extractable" indicates that the key can be exported
fromthe HSM Corresponds directly to the attribute CKA EXTRACTABLE
found in PKCS#11.

The attribute "sensitive" indicates that the key cannot | eave the HSM
in plaintext. Corresponds directly to the attribute CKA SENSI Tl VE
found in PKCS#11.

The attribute "never-extractable” indicates if the key was never
extractable fromthe HSMthroughout the life of the key. Corresponds
directly to the attribute CKA NEVER EXTRACTABLE found i n PKCS#11

The attribute "local" indicates whether the key was generated |ocally
or inported.. Corresponds directly to the attribute CKA LOCAL found
in PKCS#11.

5.2.4. expiry

Reports a time after which the key is not to be used. The device MAY
enforce this policy based on its internal clock

5.2.5. protection
I ndi cates any additional key protection properties around use or
nodi fication of this key. These are generalized properties and wll
not apply the same way to all HSM vendors. Consult vendor
docunentation for the in-context meani ng of these fl ags.
TODO. define a bit-indexed byte array

BIT MASK / Bool ean Array {Dual Control (0), CardControl (1),
PasswordControl (2), ...}

We may need to say that the first X are reserved for use by future
RFCs that update this specification, and beyond that is private use.
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5.3. Transaction Entity

A transaction entity is associated with the type id-pkix-attest-
entity-transaction. This is a logical entity and does not relate to

an elenent found in the Target Environnent. Instead, it groups
together attributes that relate to the request of generating the
Evi dence

For exanple, it is possible to include a "nonce" as part of the
request to produce Evidence. This nonce is repeated as part of the
Evi dence, within the portion protected for integrity, to prove the
freshness of the clains. This "nonce" is not related to any el enent
in the Target Environnment and the transaction entity is used to
gather those values into attributes.

A transaction entity, if provided, MJIST be included only once within
the reported entities. If a Verifier encounters multiple entities of
type id-pkix-attest-entity-transaction, it MJIST reject the Evidence.

The following table lists the attributes for a transaction entity
defined within this specification. The "Reference" colum refers to
the specification where the semantics for the attribute value can be
f ound.

A default and vendor-agnostic set of transaction entity attributes is
defined in this section.

These attribute types MAY be contained within a transaction entity;
i.e. an entity identified by id-pkix-attest-entity-transaction

i d- pki x- |
| evi dence- |
attribute- |
I
I

transacti on-
nonce

|timestanp| tine

| id-pkix- |
| evidence- |
| attribute- |
| transaction-

| timestamp |

Table 3
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5.3. 1. nonce

The attribute "nonce" is used to provide "freshness" quality as to
the clains provided in the PkixEvi dence nessage. A Presenter
requesting a PkixEvi dence nessage MAY provi de a nonce val ue as part
of the request. This nonce value, if provided, SHOULD be repeated as
an attribute within the transaction entity.

This is simlar to the attribute "eat_nonce" as defined in [RFCI711].
According to this specification, this attribute may be specified
multiple times with different values. |In that case, all different
val ues shall be repeated in the PKI XEvi dence.

5.3.2. tinestanp

The tinme at which the PKI X Evidence was generated, according to the
internal systemclock of the Attester. This is simlar to the "iat"
claimin [ RFC9711] .

EDNOTE: JPF: Does the foll ow ng paragraph belong to Security
Consi derati ons?

Note that it is comon for HSMs to not have an accurate system cl ock
consider an HSM for a root CA kept offline and booted up infrequently
in an local network segregated fromall other network, or a snmart
card whi ch boots up only when hel d agai nst an NFC reader.

I mpl enenters of emtters SHOULD include this attribute only if the
device reliably knows its own tine (for exanple has had recent
contact with an NTP server). |Inplenenters of parsers SHOULD be wary
of trusting the contents of this attribute. A challenge-response
protocol that makes use of the nonce attribute is a far nore reliable
way of establishing freshness.

5.4. Additional Entity and Attribute Types
It is expected that HSM vendors will register additional Entity and
Attribute types by assigning ODs fromtheir own proprietary O D arcs
to hold data describing additional proprietary key properties.

An Attester (HSM which is requested to provide infornmation about
unrecogni zed Entity or Attribute types MJST fail the operation

A Verifier which encounters an unrecogni zed Entity or Attribute type
MAY ignore it.
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5.5. Encoding
A Pki xEvidence is to be DER encoded [ X 690].

If a textual representation is required, then the DER encodi ng MAY be
subsequent|ly encoded into Base64.

EDNOTE: | think we have to be precise about which flavour of Base64
we are referring to.

6. Signing Procedure

The Si gnat ureBl ock. si gnatureVal ue signs over the DER-encoded to-be-
si gned evi dence data Pki xEvi dence.tbs and MJST be validated with the
subj ect public key of the leaf X. 509 certificate contained in the

Si gnat ur eBl ock. cert Chai n.

7. Verification Procedure

The Si gnat ur eBl ock. si ghat ureVal ue signs over the DER-encoded to-be-
si gned evi dence data Pki xEvi dence.tbs and MJST be validated with the
subj ect public key of the leaf X. 509 certificate contained in the

Si gnat ur eBl ock. cert Chai n.

Note that a Pki xEvidence MAY contain zero or nore SignatureBlocks. A
Pki xEvi dence with zero SignatureBl ocks is unsigned, MJST be treated
as un-protected and un-trusted, and any signature validation
procedure MJST fail.

More than one SignatureBl ocks MAY be used to convey a nunber of
different semantics. For exanple, the HSMs Attesting Service m ght
hold nultiple Attestati on Keys on different cryptographic algorithns
in order to provide al gorithmredundancy in the case that one

al gorithm becones cryptographically broken. In this case a Verifier
woul d be expected to validate all SignatureBlocks. Alternatively,
the HSMs Attesting Service may hold nultiple Attestation Keys (or
multiple X 509 certificates for the sane key) fromnmultiple
operational environnents to which it belongs. |In this case a
Verifier would be expected to only validate the SignatureBl ock
corresponding to its own environnent. Alternatively, nultiple

Si gnat ur eBl ocks coul d be used to convey counter-signatures from
external parties, in which case the Verifier will need to be equi pped
wi th environment-specific verification logic. Miltiple of these
cases, and potentially others, could be supported by a single

Pki xEvi dence obj ect .
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Note that each SignatureBlock is a fully detached signature over the
tbs content with no binding between the signed content and the

Si gnat ur eBl ocks, or between SignatureBl ocks, meaning that a third-
party can add a counter-signature of the evidence after the fact, or
an attacker can renove a SignatureBl ock without |eaving any artifact.
See {#sec-detached-sigs} for further discussion.

8. Appraisal Policies and Profiles

This section provides sone sanple profiles of appraisal policies that
verifiers MAY apply when eval uating evidence. These appraisal policy
profiles represent environment-specific requirements on the contents
of the evidence and / or endorsenent certificate chain.

8.1. Key Inport into an HSM

An HSM which is conpliant with this draft SHOULD val i date any PKI X
evi dence that is provided along with the key being inported.

The SignatureBl ocks MJUST be validated and MJST chain to a trust
anchor known to the HSM I n nost cases this will be the same trust
anchor that endorsed the HSMs own AK, but the HSM MAY be confi gured
with set of third-party trust anchors fromwhich it will accept key
attestations.

If the HSMis operating in FIPS Mdde, then it MJST only inport keys
fromHSMs al so operating in FIPS Mde.

The cl ai ms key-pur pose, key-extractable, key-never-extractable, and
key-1 ocal MJST be checked and honoured during key inport, which
typically means that after inport, the key MJST NOT claima stronger
protection property than it had within the previous HSM | n other
words, Key Attestation allows and requires that key protection
properties be preserved over export / inport operations between
different HSMs, and this format provi des a vendor-agnostic way to
achi eve this.

How to handl e errors is outside the scope of this specification and
is left to inplenmentors; for exanple the key inport MAY be aborted,
or a pronpt MAY be given to the user administrator, or any simlar
reasonabl e error handling | ogic may be used.

8.2. CA/Browser Forum Code- Si gni ng
TODO ... intro text

The subscri ber MUST:
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* Provide the CA with a CSR containing the subscriber key.

* Provide PKIX evidence, as per this specification, describing the
private key protection properties of the subscriber’s private key.
Thi s evidence MAY be transported inside the CSR as per draft-ietf-
| anps-csr-attest, or it MAY be transported adjacent to the CSR
over any other certificate enroll nent nechani sm

The CA/ RA/ RP/ Verifier MIST:

* Ensure that the subscriber key which is the subject of the CSRis
al so described by a KAT by matching either the key fingerprint or
full Subject PublicKeyl nfo.

* The hardware root-of-trust described by a PAT has a valid and
active FIPS certificate according to the NI ST CWP dat abase.

* The attestation key (AK) which has signed the PKI X evidence chains
to a root certificate that A) belongs to the hardware vendor
described in the PAT token, and B) is trusted by the CA/ RA/ RP
/ Verifier to endorse hardware fromthis vendor, for example
through a CA's partner program or through a network operator’s
devi ce on-boardi ng process.

* The key is protected by a nodule running in FIPS node. The
parsing logic is to start at the | eaf KAT token that matches the
key in the CSR and parsing towards the root PAT ensuring that
there is at |east one fipsboot=true and no fipsboot=fal se on that
pat h.

9. Attestation Requests

This section is informative in nature and inplenmenters of this
specification do not need to adhere to it. The aimof this section
is to provide a standard interface between a Presenter and an HSM
produci ng PKI X evi dence. The authors hope that this standard
interface will yield interoperable tools between offerings from

di fferent vendors.

The interface presented in this section mght be too conplex for
manuf acturers of HSMs with limted capabilities such as smartcards or
personal |ID tokens. For devices with linmted capabilities, a fixed
attestati on nessage endorsed by the vendor night be installed during
manuf acturing. O her approaches for constrained HSMs m ght be to
report entities and attributes that are fixed or offer linmted

vari ations.
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On the other hand, an enterprise-grade HSMwith the capability to
hold a | arge nunber of private keys is expected to be capabl e of
generating attestati on messages catered to the specific constraints
i nposed by a Verifier and w thout exposing extraneous information
The aimof the request interface is to provide the neans to sel ect
and report specific information in an attestation nessage.

This section introduces the role of "Presenter" as shown in Figure 1.
The Presenter is the role that initiates the generation of an
attestation nessage. Since HSMs are generally servers (client/server
rel ati onship) or slaves (naster/slave relationship), a Presenter is
required to | aunch the process of creating the attestati on nessage
and capturing its results. The results are then forwarded to the
Verifier.

I I
I I
| e + |
| | Target | |
| | Environment | |
| | (Entities, & | |
| | attributes) | |
| - S R + |
I I I
| | Collect |
| | dains |
I v I
| S + |
| | Attesting | |
| | Environnent | |
| B B S + |
| N |
I | I
oo oo +
|
Attestation | | PKI X
Request | | Evi dence
| v
S + R +
| Present er [---------- > Verifier
oo e oo + oo +

Figure 1: Architecture
An Attestation Request (request) is assenbled by the Presenter and

submitted to the HSM The HSM parses t he request and produces PKI X
evidence which is returned to the Presenter for distribution
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The request consists of a structure TbhsPki xEvi dence cont ai ni ng one
ReportedEntity for each entity expected to be included in the
evi dence produced by the HSM

Each instance of ReportedEntity included in the request is referred
to as a request entity. A request entity contains a nunber of

i nstances of ReportedAttribute known as request attributes. The
collection of request entities and request attributes represent the
informati on desired by the Presenter

In nost cases the value of a request attribute should be |eft
unspecified by the Presenter. 1In the process of generating the

evi dence, the values of the desired attributes are observed by the
Attestation Service within the HSM and reported accordingly. For the
pur pose of creating a request, the Presenter sets the values of the
attributes to null. This is a departure fromthe val ues specified
for each attribute but serves well the purposes of the request.

On the other hand, there are circunstances where the val ue of a
request attribute should be provided by the Presenter. For exanple,
when a particular cryptographic key is to be included in the

evi dence, the request nust include a request entity with one of its
attributes set with a type id-pkix-evidence-attribute-key-identifier.
The value of this attribute is set to the key identifier associated
with the cryptographic key to be reported.

Sone instances of ReportedEntity, such as those representing the
platformor the transaction, do not need identifiers as the
associated entities are inplicit in nature. Customentity types
m ght need sel ection during an attestation request and rel ated
docunent ati on should specify how this is achieved.

The instance of TbsPki xEvi dence i s unsigned and does not provided any
means to maintain integrity when communi cated fromthe Presenter to
the HSM These details are left to the inplenenter. However, it is
worth pointing out that the structure offered by Pki xEvi dence coul d
be reused by an inplementer to provide those capabilities, as
described in Section 12.5.

9.1. Request Attributes with Specified Val ues

This section deals with the request attributes specified in this
docunent where a val ue should be provided by a Presenter. 1n other
words, this sub-section defines all request attributes that should
not be null. Request attributes not covered in this sub-section
shoul d have a val ue of null
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Since this section is non-normative, inplementers may deviate from
t hose recommendati ons.

9.1.1. Key ldentifiers

A Presenter may choose to sel ect which cryptographic keys are
reported as part of the PKI X evidence. For each sel ected

crypt ographi c key, the Presenter includes a request entity of type
i d- pki x-evi dence-entity-key. Among the request attributes for this
entity, the Presenter includes one attribute with the type id-pkix-
evi dence-attribute-key-identifier. The value of this attribute
should be set to the utf8String that represents the identifier for
the specific key.

An HSM receiving an attestation request which selects a key via this
approach MUST fail the transaction if it cannot find the
crypt ographi c key associated with the specified identifier

9.1. 2. Nonce

A Presenter may choose to include a nonce as part of the attestation
request. When produci ng the PKI X evidence, the HSM repeats the nonce
that was provided as part of the request.

When providing a nonce, a Presenter includes, in the attestation
request, an entity of type id-pkix-evidence-entity-transaction with
an attribute of type id-pkix-evidence-attribute-transaction-nonce.
This attribute is set with the value of the nonce as "bytes"

9.1.3. Custom Key Sel ection

An impl enenter mght desire to select multiple cryptographic keys
based on a shared attribute. A possible approach is to include a
single request entity of type id-pkix-evidence-entity-key including
an attribute with a set value. This attribute would not be rel ated
to the key identifier as this is unique to each key. A HSM
supporting this scheme could select all the cryptographic keys

mat chi ng the specified attribute and report themin the PKIX

evi dence.

This is a departure fromthe base request interface, as nultiple key
entities are reported froma single request entity.

More el aborate sel ection schenes are envi saged where multiple request
attributes specifying values woul d be tested agai nst cryptographic
keys. \Whether these attributes are conbined in a logical "and" or in
a logical "or" would need to be specified by the inplenenter.
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9.1.4. Custom Transaction Entity Attributes

The extensibility offered by the proposed request interface allows an
i npl ementer to add customattributes to the transaction entity in
order to influence the way that the evidence generation is perforned.

I'n such an approach, a new customattribute for request entities of
type id-pkix-evidence-entity-transaction is defined. Then, an
attribute of that type is included in the attestation request (as
part of the transaction entity) while specifying a value. This value
is considered by the HSM whil e generating the PKI X evi dence.

9.2. Processing an Attestation Request

This sub-section deals with the rules that should be considered when
an Attester (the HSM processes a request to generate an attestation
request. This section is non-nornative and inpl enmenters MAY choose
to not follow these reconmendati ons.

These recommendations apply to any attestation request schenes and
are not restricted solely to the request interface proposed here.

An Attester MJUST fail an attestation request if it contains an
unrecogni zed entity type. This is to ensure that all the semantics
expected by the Presenter are fully understood by the Attester

An Attester MJST fail an attestation request if it contains a request
attribute of an unrecogni zed type while specifying a val ue (other
than null). This represents a situation where the Presenter is
selecting specific information that is not understood by the
Attester.

An Attester SHOULD fail an attestation request if it contains a
request attribute with an unrecogni zed type. An environnent with an
Attester that ignores unrecognized attributes forces the Presenter to
review the generated evidence for necessary information.

An Attester MJST NOT include entities and attributes in the generated
attestation nmessage if these entities and attributes were not
specified as part of the request. This is to give the Presenter the
control on what information is disclosed by the Attester

An Attester MJST fail an attestation request if the Presenter does

not have the appropriate access rights to the entities included in
the request.
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9. 3.

10.

Verification by Presenter

This sub-section deals with the rules that should be considered when
a Presenter receives an PKI X evidence fromthe Attester (the HSM
prior to distribution. This section is non-normative and

i mpl ementers MAY choose to not foll ow these recomendati ons.

These recommendati ons apply to any PKI X evi dence and are not
restricted solely evidence generated fromthe proposed request
interface.

A Presenter MJST review the evidence produced by an Attester for
fitness prior to distribution.

A Presenter MJST NOT disclose an attestation nessage if it contains
information it cannot parse. This restriction applies to entity
types and attributes type. This is to ensure that the information
provided by the Attester can be evaluated by the Presenter.

A Presenter MJST NOT disclose an attestation nessage if it contains
entities others than the ones that were requested of the Attester.
This is to ensure that only the selected entities are exposed to the
Verifier.

A Presenter MJST NOT disclose evidencee if it contains an entity with
an attribute that was not requested of the Attester. This is to
ensure that only the selected information is disclosed to the
Verifier.
Further privacy concerns are discussed in Section 12.4.

ASN. 1 Modul e
<CODE STARTS>
=============== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================
PKI X- Evi dence- 2025

{ iso(1l) identified-organization(3) dod(6) internet(1)

security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x- evi dence-2025( TBDMOD) }

Pki xEvi dence ::= SEQUENCE ({
t bs TbhsPki xEvi dence,
si gnatures SEQUENCE SI ZE (0..MAX) of \

Si gnat ur eBl ock,
intermedi ateCertificates [0] IMPLICIT SEQUENCE of Certificate \
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OPTI ONAL
-- As defined in RFC 5280
}
TbsPki xEvi dence ::= SEQUENCE {
ver si on | NTEGER,
reportedEntiti es SEQUENCE Sl ZE (1..MAX) OF ReportedEntity
}
ReportedEntity ::= SEQUENCE {
entityType OBJECT | DENTI FI ER,
reportedAttributes SEQUENCE S| ZE (1..MAX) OF ReportedAttribute
}
ReportedAttribute ::= SEQUENCE {
attributeType OBJECT | DENTI FI ER,
val ue Attri but eVal ue
}
AttributeVal ue : == CHO CE {
byt es [0] IMPLICIT OCTET STRI NG
utf8String [1] IMPLICIT UTF8Stri ng,
bool [2] IMPLICI T BOOLEAN,
time [3] IMPLICIT GeneralizedTine,
i nt [4] IMPLICIT | NTEGER,
oid [5] IMPLICIT OBJECT | DENTI FI ER,
nul | [6] IMPLICIT NULL
}
Si gnat ureBl ock ::= SEQUENCE ({
sid Signerldentifier,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVval ue OCTET STRI NG
}
Signerldentifier ::= SEQUENCE {
keyld [0] EXPLICIT OCTET STRI NG OPTI ONAL,
subj ect Keyl dentifier [1] EXPLICI T Subject PublicKeyl nfo OPTI ONAL,
-- As defined in RFC 5280
certificate [2] EXPLICIT Certificate OPTI ONAL
-- As defined in RFC 5280
}
i d- pki x-evidence OBJECT IDENTIFIER ::= { 1 2 3 999 }
i d- pki x-evi dence-entity-type OBJECT I DENTI FIER ::= { id-pkix-\
evi dence- 0 }
i d- pki x-evi dence-entity-transacti on OBJECT | DENTIFIER ::= { id-pkix-\
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evi dence-entity-type 0 }

X-evi dence-entity-platform OBJECT I DENTI FIER ::= { id-pkix-\
evi dence-entity-type 1 }
X-evi dence-entity-key OBJECT I DENTIFIER ::= { id-pkix-\
evi dence-entity-type 2 }

X-evidence-attri bute-type OBJECT I DENTI FIER ::= { id-pkix-\
evi dence- 1}
X-evi dence-attri bute-transaction OBJECT | DENTI FI ER :\
;= { id-pkix-evidence-attribute-type 0 }
X-evi dence-attri bute-transacti on-nonce OBJECT | DENTI FI ER :\
:= { id-pkix-evidence-attribute-transaction 0 }
X-evi dence-attribute-transaction-timestanp OBJECT | DENTI FI ER :\

= { id-pkix-evidence-attribute-transaction 1 }

Xx-evidence-attribute-platform OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-type 1}

x-evi dence-attribute-platformvendor OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-platformO0O }

Xx-evi dence-attribute-platformhwseri al OBJECT | DENTI FI ER : :\
= { id-pkix-evidence-attribute-platform1 }

Xx-evidence-attribute-platformfipsboot OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-platform2 }

X-evi dence-attri bute-pl at f orm nodel OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-platform3 }

X-evi dence-attribute-platformswersion OBIJECT |DENTIFIER ::\
= { id-pkix-evidence-attribute-platform4 }

Xx-evi dence-attribute-platformoemd OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-platform5 }

x-evi dence-attribute-platformdebugstat OBJECT | DENTIFIER ::\
= { id-pkix-evidence-attribute-platform6 }

X-evi dence-attribute-platformuptine OBJECT | DENTI FI ER : :\
= { id-pkix-evidence-attribute-platform?7 }

Xx-evi dence-attribute-platformbootcount OBJECT | DENTIFIER ::\
= { id-pkix-evidence-attribute-platform8 }

x-evi dence-attri bute-pl atform user nods OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-platform9 }

X-evi dence-attri bute-platformenvid OBJECT | DENTI FI ER : :\
= { id-pkix-evidence-attribute-platform110 }

X-evi dence-attribute-platformenvdesc OBJECT | DENTI FI ER ::\
= { id-pkix-evidence-attribute-platformi1l }

X-evidence-attribute-platformfipsver OBJECT | DENTI FI ER : :\
= { id-pkix-evidence-attribute-platform112 }

x-evi dence-attribute-platformfipslevel OBJECT |IDENTIFIER ::\
= { id-pkix-evidence-attribute-platform13 }
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11.

12.

12.

i d- pki x-evi dence-attri bute-key OBJECT | DENTI FI ER :
= { id-pkix-evidence-attribute-type 2

i d- pki x-evi dence-attribute-key-identifier OBJECT | DENTI FI ER :
= { id-pkix-evidence-attribute-key 0

i d- pki x-evi dence-attri bute-key- spki OBJECT | DENTI FI ER :
.= { id-pkix-evidence-attribute-key 1

i d- pki x-evi dence-attri bute-key-purpose OBJECT | DENTI FI ER :
= { id-pkix-evidence-attribute-key 2

i d- pki x-evi dence-attribute-key-extractable OBJECT | DENTI FI ER :

\

}

\

}

\

}

\

}

\

= { id-pkix-evidence-attribute-key 3 }

i d- pki x-evi dence-attribute-key-never-extractable OBJECT | DENTI FIER :\
:= { id-pkix-evidence-attribute-key 4 }

\
}
\
}
\
}
\
}

i d- pki x-evi dence-attri bute-key-Iocal OBJECT | DENTI FI ER :
= { id-pkix-evidence-attribute-key 5
i d- pki x-evi dence-attri bute-key-expiry OBJECT | DENTI FI ER :
= { id-pkix-evidence-attribute-key 6
i d- pki x-evi dence-attri bute-key-protection OBJECT | DENTI FI ER :
.= { id-pkix-evidence-attribute-key 7
i d- pki x-evi dence-attribute-key-sensitive OBJECT | DENTI FI ER :

= { id-pkix-evidence-attribute-key 8
<CODE ENDS>
I ANA Consi derations

Pl ease replace "RFCthis" with the RFC number assigned to this
docunent .

TODO list out all the O Ds that need | ANA registration
Security Considerations
1. Policies relating to Verifier and Relying Party

The generation of PKIX evidence by an HSMis to provi de sufficient
information to a Verifier and a Relying Party to appraise the Target
Envi ronment (the HSM and nmake deci sions based on this appraisal

The Appraisal Policy associated with the Verifier influences the
generation of the Attestation Results. Those results, in turn, are
consuned by the Relying Party to nmake deci sions about the HSM which
m ght be based on a set of rules and policies. Therefore, the
interpretation of PKIX evidence may greatly influence the outconme of
some deci si ons.
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12.

12.

A Verifier MAY reject a PKIX evidence if it lacks required attributes
per the Verifier’'s appraisal policy. For exanple, if a Relying Party
mandates a FIPS-certified device, it SHOULD reject evidence |acking
sufficient information to verify the device’'s FIPS certification

stat us.

If a Verifier encounters an attribute with an unrecogni zed attribute
type, it MAY ignore it and treat it as extraneous information. By
ignoring an attribute, the Verifier may accept PKI X evidence that
woul d be deened nal formed to a Verifier with different policies.
However, this approach fosters a higher |ikelihood of achieving
interoperability.

2. Sinmple to | nplenent

The nature of attestation requires the Attestation Service to be
implemented in an extrenely privileged position within the HSM so
that it can collect measurenents of both the hardware environnent and
the user keys being attested. For many HSM and TPM architectures,
this will place the Attestation Service inside the "HSM kernel" and
potentially subject to FIPS 140-3 or Common Criteria validation and
change control. For both security and conpliance reasons there is
incentive for the generation and parsing logic to be sinple and easy
to inplement correctly. Additionally, when the data formats
contained in this specification are parsed within an HSM boundary --
that would be parsing a request entity, or parsing an attestation
produced by a different HSM -- inpl enenters SHOULD opt for sinple
logic that rejects any data that does not match the expected fornmat,
instead of attenpting to be flexible.

In particular, the Attestati on Service SHOULD generate the PKI X

evi dence from scratch and avoid copying any content fromthe request.
The Attestation Service MJST generate PKI X evidence only from
attributes and val ues that are observed by the service.

3. Detached Signatures
TODO Editorial work needed.

No indication within the tbs content about what or how many
signatures to expect.

A SignatureBl ock can be trivially stripped off w thout |eaving any
evi dence.

When nmultiple SignatureBl ocks are used for providing third-party
counter-signatures, note that the counter signature only covers the
tbs content and not existing SignatureBl ocks.
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12.

12.

4. Privacy

Oten, a TPMw || host cryptographic keys for both the kernel and
userspace of a local operating systembut a Presenter nay only
represents a single user or application. Simlarly, a single
enterprise-grade Hardware Security Mdule will often host
cryptographi c keys for an entire nulti-tenant cloud service and the
Presenter or Receiver or Recipient belongs only to a single tenant.
For exanple the HSM backing a TLS-term nating | oadbal ancer fronting

t housands of un-related web donmmins. |n these cases, disclosing that
two different keys reside on the same hardware, or in sone cases even
di scl osing the existance of a given key, let alone its attributes, to
an unaut hori zed party would constitute an egregi ous privacy

vi ol ati on.

I mpl enenti ons SHOULD be careful to avoid over-disclosure of
informati on, for exanple by authenticating the Presenter as descri bed
in Section 12.5 and only returning results for keys and envirnnents
for which it is authorized. In absence of an existing nechanismfor
aut henti cating and authori zing adninistrative connections to the HSM
the attestati on request MAY be aut henticated by enbeddi ng the
TbsPki xEvi dence of the request inside a PkixEvidence signed with a
certificate belonging to the Presenter

Furt hernmore, enterprise and cloud-services grade HSMs SHOULD support
the full set of attestation request functionality described in
Section 9 so that Presenters can fine-tune the content of a PKIX

evi dence such that it is appropriate for the intended Verifier

5. Authenticating and Authorizing the Presenter

The Presenter represents a privileged role within the architecture of
this specification as it gets to | earn about the existence of user
keys and their protection properties, as well as details of the
platform The Presenter is in the position of deciding how nmuch
information to disclose to the Verifier, and to request a suitably
redacted attestation fromthe HSM

For personal cryptographic tokens it might be appropriate for the
attestation request interface to be un-authenticated. However, for
enterprise and cl oud-services grade HSMs the Presenter SHOULD be
aut henticated using the HSM s native authentication nmechanism The
details are HSMspecific and are thus left up to the inplenenter.
However, it is RECOMVENDED to inplenment an authorization franmework
simlar to the foll ow ng.
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A Presenter SHOULD be allowed to request evidence for any user keys
which it is allowed to use. For exanple, a TLS application that is
correctly authenticated to the HSMin order to use its TLS keys
SHOULD be abl e to request evidence of those sane keys wi thout needing
to performany additional authentication or requiring any additiona
roles or permissions. HSMs that wish to allow a Presenter to request
evi dence of keys which is not allowed to use, for exanple for the

pur poses of displaying HSM status informati on on an adm nistrative
console or U, SHOULD have a "Attestation Requester" role or

perm ssion and SHOULD enforce the HSM s native access controls such
that the Presenter can only retrieve evidence for keys for which it
has read access.

In the absence of an existing mechani smfor authenticating and

aut hori zi ng adm nistrative connections to the HSM the attestation
request MAY be authenticated by enbedding the C ai nDescriptionThs of
the request inside a PkixEvidence signed with a certificate bel onging
to the Presenter.

12.6. Proof-of-Possession of User Keys

Wth asymretric keys within a Public Key Infrastructure (PKI) it is
common to require a key holder to prove that they are in control of
the private key by using it. This is called "proof-of-possession
(PoP)". This specification intentionally does not provide a
mechani sm for PoP of user keys and relies on the Presenter, Verifier,
and Relying Party trusting the Attester to correctly report the

crypt ographi c keys that it is holding.

It woul d be easy to add a PoP Key Attribute that uses the attested
user key to sign over, for exanple, the Transaction Entity. However,
this is a bad idea and MJUST NOT be added as a customattribute for
several reasons

First, an application key intended, for exanple, for TLS SHOULD only
be used with the TLS protocol and introducing a signature oracle
wher eby the TLS application key is used to sign PKIX evidence could
|l ead to cross-protocol attacks whereby the attacker submits a nonce
value which is in fact not randombut is crafted in such a way as to
appear as a valid nessage in sone other protocol context or exploit
sonme ot her weakness in the signature algorithm

Second, the Presenter who has connected to the HSMto request PKIX
evi dence may have perm ssions to view the requested application keys
but not permi ssion to use them as in the case where the Presenter is
an admnistrative U displaying HSM status information to an systens
admi ni strator or auditor.
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13.

Requiring the Attestation Service to use the attested application
keys could, in sone architectures, require the Attestation Service to
resol ve conpl ex access control |ogic and handl e compl ex error
conditions for each requested key, which violates the "sinple to

i mpl ement” design principle outlined in Section 12.2. More

di scussi on of authenticating the Presenter can be found in

Section 12.5.
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Appendi x A.  Sanpl es

A reference inplenentation of this specification can be found at

https://github.comietf-rats-wy/ key-attestation

It produces the foll owi ng sanpl e evi dence:

=============== NOTE: "\’ line wapping per RFC 8792

Pki xAtt est ati on:
t bs=TbsPki xAtt est ati on:
versi on=2
reportedEntiti es=SequenceC :
ReportedEntity:
entityType=1.2.3.999.0.0
reportedAttribut es=SequenceC :
ReportedAttri bute:
attributeType=1.2.3.999.1.0.0
val ue=At tri but eVal ue:
byt es=0102030405

ReportedEntity:
entityType=1.2.3.999.0.1
reportedAttribut es=SequenceC :

ReportedAttri bute:
attributeType=1.2.3.999.1.1.1
val ue=Attri but eval ue:

ut f 8Stri ng=HSM 123
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ReportedAttri bute:
attributeType=1.2.3.999.1.1.2
val ue=Attri but eVal ue:

bool =Tr ue

Report edAttri bute:
attributeType=1.2.3.999.1.1.3
val ue=Attri but eval ue:

ut f 8St ri ng=Mbdel ABC

ReportedAttri bute:
attributeType=1.2.3.999.1.1.4
val ue=Attri but eVal ue:

utf8String=3.1.9

ReportedEntity:
entityType=1.2.3.999.0.2
reportedAttribut es=SequenceC :
ReportedAttri bute:
attributeType=1.2.3.999.1.2.0
val ue=Attri but eVal ue:
ut f 8Stri ng=26d765d8- 1laf d- 4df b- a290- cf 867ddecf al

ReportedAttri bute:
attributeType=1.2.3.999.1.2.3
val ue=Attri but eVal ue:

bool =Fal se

ReportedAttri bute:
attributeType=1.2.3.999.1.2.1
val ue=Attri but eVal ue:
byt es=\
0x3059301306072a8648ce3d020106082a8648ce3d03010703420004422548f 88f b7\
82f f b5eca3744452c72ale558f bd6f 73be5e48e93232cc45c5b16c4cd10c4chb8d5b8\
al7139e94882c8992572993425f 41419ab7e90a42a494272

ReportedEntity:
entityType=1.2.3.999.0.2
reportedAttribut es=SequenceC :
ReportedAttri bute:
attributeType=1.2.3.999.1.2.0
val ue=At tri but eVal ue:
ut f 8St ri ng=49a96ace- e39a- 4f d2- bec1- 13165a99621c

Report edAttri bute:
attributeType=1.2.3.999.1.2.3
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val ue=Attri but eval ue:
bool =Tr ue

ReportedAttri bute:
attributeType=1.2.3.999.1.2.1
val ue=Attri but evVal ue:
byt es=\
0x3059301306072a8648ce3d020106082a8648ce3d03010703420004422548f 88f b7\
82f f b5ecal3744452c72ale558f bd6f 73be5e48e93232cc45¢c5b16c4cd10c4chb8d5b8\
al17139e94882c8992572993425f 41419ab7e90a42a494272

ReportedEntity:
entityType=1.2.3.888.0
reportedAttri but es=SequenceC :

Report edAttri bute:
attributeType=1.2.3.888.1
val ue=Attri but eVal ue:

utf8String=partition 1

si gnat ur es=SequenceC :
Si gnat ur eBl ock
cert Chai n=SequenceC :
Certificate:
tbsCertificate=TBSCertificate:
ver si on=v3
seri al Nunmber =510501933685942792810365453374472870755160518925
si gnat ure=Al gorithmdentifier
al gorithmel. 2. 840.113549.1.1. 11
par amet er s=0x0500

i ssuer =Nane:
r dnSequence=RDNSequence
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVval ue:
type=2.5.4.11
val ue=0x0c0452415453
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c06414b20525341
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validity=Validity:
not Bef or e=Ti ne:
ut cTi ne=250117171303Z

not Af t er =Ti ne:
gener al Ti ne=20520604171303Z

subj ect =Nane:
r dnSequence=RDNSequence
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVval ue:
type=2.5.4.10
val ue=0x0c0449455446
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.11
val ue=0x0c0452415453
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c06414b20525341

subj ect Publ i cKeyl nf o=Subj ect Publ i cKeyl nf o:
al gorithmeAl gorithm dentifier:

al gorithmel. 2. 840.113549.1.1.1

par amet er s=0x0500

subj ect Publ i cKey=\

31795268810366627125468059984427145931784542919710733587190808152893\
60654221420809632888307722560713639336279560999760196831203900125133\
94283491012035327260476464503011428823183377093983165744076471996900\
00689245113739552615279534528145776090813314822312012607567736073057\
93682071373309092884909267211093730030075556179780800043813483945804\
36738524537229696496092020939452353934949121386913422195643653009653\
87743701570507112064401758218314760153081271981340812350365663466513\
62085332653425242470699284103365281746135463231612931259782554282056\
96678423183426464574470371256093994768443364562065834165394264792211\

64971369788464727307915820767918489601

ext ensi ons=Ext ensi ons:
Ext ensi on:
extnl D=2.5.29. 14
critical =Fal se
ext nVal ue=0x04148919595e0ef 169f 5cbbd47e134f ce298cc693091
Ext ensi on:
ext nl D=2. 5. 29. 35
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critical =Fal se

ext nVal ue=0x301680148919595e0ef 169f 5cbbd47e134f ce298cc693091
Ext ensi on:

extnl D=2.5.29.19

critical =True

ext nVal ue=0x30030101f f

si gnat ur eAl gorit hm=Al gorithm dentifier
al gorithmel. 2. 840. 113549.1. 1. 11
par amet er s=0x0500

si gnat ur e=\

12977775424631768289542539102653382982431795551146145281750189553757\
94098257281326442898298599774059587807702785399451577511675203096385\
84696515487658087752698572711677485127950179162848670513028844653157\
51010913658016640170608413935780119349866986170148033301955753116984\
04127127390775654478023156464686042499902099074552338362298011520044\
62601031731035006478387581976102385523490530645254202408261935533953\
78873725256584269666918504793674497748455574822238022085054752185687\
44080765533772482185333268815846037955490610541772066517564837183282\
59395770398747304427903377260041058781683759981231103319933488336293\

25492

si gnat ur eAl gorithm=Al gorithm dentifier
al gorithmel. 2. 840. 113549. 1. 1. 10
par amet er S=RSASSA PSS par ans:
hashAl gorit hmeAl gorithm dentifier
al gorithme2. 16.840.1.101.3.4.2.1

maskGenAl gori t hneAl gorithm dentifier:
al gorithmel. 2. 840.113549.1.1. 8

sal t Lengt h=20
trailerField=1

si gnat ur eVal ue=\
Oxab7f d2b0f 854daa4e867f d16955cd3b9910e93b70c7403cf a8077f 04193909d14e\
c6bed859b67476c84cc2c28842b9a087d5¢c39ellca9shf 6961d272d97297¢ch6ed3c06\
2717696b032f 4bf 1f 0f 41ac20ae9706a8a4c17845ae2512950774173737010d6692c\
b726d1lab3a022092ef cf 27f 0dd875b62e4df 546814186f 9e744cc34cf 0778¢c877c57\
1d006be094aa683a5f 66d6816d22dbal04334163020c62d81903c41d353eaba94212\
47f c354f d3288a01921d93014100960324c3122f eebf ff c1007c83e98136elb1f call
15835b9e67f a9056f 290208f b99e1c8144839%9a5el13cchl1217dceeecc253f c7785bc8\

308382e052f f b867b40a0cd593176ed6ddc7b0
Si gnat ur eBl ock
cert Chai n=SequenceC :
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Certificate:
tbsCertificate=TBSCertificate:
versi on=v3
seri al Nunber =43752118382009037811618748949928339462896457144
signature=Al gorithmdentifier
al gorithmel. 2. 840.10045. 4. 3.2

i ssuer =Nane:
r dnSequence=RDNSequence
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.11
val ue=0x0c0452415453
Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c07414b2050323536

validity=Validity:
not Bef or e=Ti ne:
ut cTi me=250117171428Z

not Af t er =Ti ne:
gener al Ti ne=20520604171428Z

subj ect =Narre:
r dnSequence=RDNSequence

Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.10
val ue=0x0c0449455446

Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.11
val ue=0x0c0452415453

Rel ati veDi sti ngui shedNane:
Attri but eTypeAndVal ue:
type=2.5.4.3
val ue=0x0c07414b2050323536

subj ect Publ i cKeyl nf o=Subj ect Publ i cKeyl nf o:
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al gorithmrAl gorithm dentifier:
al gorithmel. 2. 840. 10045. 2.1
par anet er s=0x06082a8648ce3d030107

subj ect Publ i cKey=\
57095560233504924588952816185508037812996307929249104847846164660564\
88839712339087758567046283628572504126189755002031148112756265577433\
3675293173915140722

ext ensi ons=Ext ensi ons:
Ext ensi on:
extnl D=2.5.29. 14
critical =Fal se
ext nVal ue=0x04145b70a79817f 79f f 637d2f 7e3dc446¢c2109d7bbd4
Ext ensi on:
extnl D=2.5.29. 35
critical =Fal se
ext nVal ue=0x301680145b70a79817f 79f f 637d2f 7e3dc446¢c2109d7bbd4
Ext ensi on:
extnl D=2.5.29. 19
critical =True
ext nVal ue=0x30030101f f

si gnat ur eAl gorithm=Al gorithm dentifier
al gorithmel. 2. 840. 10045. 4. 3.2

si gnat ur e=\
18216751979714603574557504315480141511553297913673112867639918069266\
48218048839904015520407896430131032024244860880583649829667093244967\
82518079519267269438816178719668437

si gnat ur eAl gorit hm=Al gorithm dentifier
al gorithmel. 2. 840. 10045. 2. 1
par anet er s=0x06082a8648ce3d030107

si gnat ur eVal ue=\
0x3046022100e416af 2483667e73345ee297e563cf 1639e41ab9bdcd01f 98872f ddb\
101e779d022100d06c6€1054292640eeal873230a399af 0936760chf c8023a8a2874\
f 9c5f c5ba8

DER Base64:

M | | szCCAgsCAQ wggl EMCEGBI oDh2c AADAXMVBUGBY 0 Dh2¢c BAAAEC) Ax VDI wiviz AO VDUWA
VAYGKg OHZwWABMEOWEG Y HKg OHZWEBAQAMISFNNL TEY Mz AMBgc g A4dn AQECAQH/ \

VBQGBY 0Dh2¢ BAQWWICULV ZGVs | EFCQz AQBgc gA4dnAQEEDAUZ Lj EuOTCBs g'YGKg OHZWAC\
M GhMC8GBy oDh2cBAgAMIDI 2ZDc2NWUAL TFhZm@ NGRri 1hM kwLWANODY3ZGRl Y2Zh\
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MrAMBgc qA4dnAQ DAQEAMGYGBY 0 Dh2c BAgEEVW BZIVBMGBY q GSIVH9 Ag EGCCq GSMA 9 AWEH
AOl ABEI | SPi Pt 4L/t eyj dERSxyo0eVY+9b30+\

Xkj pM LMRcWkbEz RDEy41bi hcTnpSI LI nSVymTQ 9BQZg36QpCpJ Ol wgbl GBi oDh2c A\
Aj CBpz AvBgcgA4dnAQ ADCQOONESNNTj ZS11 Mzl hLTRZDI t YnVj MS0x Mz E2NVESOT Yy \
MAMAMDAY HKg OHZWECAWEB/ \

zBnBgcqA4dnAQ BBFsSWWIATBgcghkj OPQ BBggghkj OPQVBBWNCAARCIU; 4j 7eC/ \
7Xs03REUscqH WPvWzvI 51 6Tl yz EXFs VK MDQX MUNWLOXES6Ui CyJkl cpk0Jf QUGat +\
kKQqSUJy MB8 GBSo Dhng AMBYWFAYFKgOGe AEMC3BhcnRpdd vbi AxM | Go DCCBHowg gNF\
M | DQTCCAI ngAw BAgl UWNIyy 9RGar WWD+\

k6k4ZswYn7c QOwWDQYJKoZI hvc NAQEL BQAWL z ENVIAs GA1UECgWESUVUR] ENVIAs GATUEC\
WWEUK FUUz EPMAO GAL UEAWWGQUs gUl NBMCAXDTI 1 MDEX Nz E3MITMAMMLO YDz | WNTI wij AOM
Tex Mz Az W Av MQOwWOWYDVQQKDARI RVRGMQOWOWYDVQQL DARSQVRT MIBWDQYDVQQDDAZBS\
yBSUOEwggEi MAOGCSqGSI bh3DQEBAQUAAAT BDWAWYgEKAOI BAQOWH\

egZQeumIKqg3hf Kf EDAdE/ t LAFI 5sj qont 9ABVI +\

1GSqyi 1bFBgsRf MOTH | | dMoKmJt VWwinKWBJ +50gNN8Y 6 Xxv8J Ml \

Y5v@ 2l i sOf gXmEBUTzOVTWII AXXmhUs 61 SADvAal e4RVr CsZ97L3ZQTr yY7JRVchB4k\
hUN3Go0yg+801SXzoFTTa+UQ RLE66] H51aa5VXu99hnv1GO H8t Qrj di 8nHEuG \

i cg4Xul eNWWF32wHgl OOPv QcW/3MbD2vxJEj 702Ku6k 90QXk Ao17gRSEONWM HE Lbt S\
8He1JNPc/ n3dVUmt\

f MBNoDXPoLP7j 55@z Ky qG GAWKA] 1MIAgMBAAG Uz BRVBOGAL Ud DgQVBBSJ GVI eDv Fp\
9CU9R+EQ/ OKYz Gkwk TAf BgNVHSMVEGDAW)BSI GVl eDvFp9cu9R+EQ/ \

OKYz Gkwk TAPBgNVHRIVBAf 8EBTADAQH/ \

MAOGCSgGSI b3DQEBOMIAAAI BA@Bzc TI PYhVNE Mir Ob9ee9qYAD TuQ 1y lndr DPcCH
zmvZuwKLJu89hvxn=dDr VNc 6 Qs NKnHOf W Mzx USUQTr gV2W 0j LY3bj f JkCnirQahOK8X\
D30Qf XVKCe+M3FUSh71BUXc4FI QzMI6phG+5qi CqsDIBL/ gFXf 4a0+Bl 4SCGhVW 6FR+\
JOBMWkd91DYDy Yr 6Nf ddAbzaWi DoVEVWR1 pvQAZbycW v1KI Y6ne2y QdSed(Oql E9QQdj g\
i 2QkWIkD7gXRLYKcMPgelSPao2x0S2Kz8SI doLI nLu7Ch3QC7n/ \

0oEbi K4J1 VD29gi MpudJ8gbBLLj wDr O sOyA+ng8n/ \

wkki OMCs GCSgGSI b3DQEBC AeoAOWCWYJY! ZI AWUDBAI BoQQWCOWYJKoZI hve NACE! BI 1\
BAKt / Or D4VNgk6GF 9Fp Ve 07 mRDp OB DHQDz 6gHf wWQZOQnRTsa+\

2Fnm2dHbl TMLC EK50l f VW54RypX2l hOnLZcpf Lbt PAYNF2] r Ay9L8f DOGs| K6XBqi kwX\
hFri USI QdOFzc3AQLlnkst ybRgzoCl JLvzyf w3YdbYuTf VGgUGGH

edEzDTPB3j | d8Vx0Aa+CUgng6X2bWgWi 26 EEMDFj Agxi 2BkDxBO1PqupChJH \

DVPOyi KAZI dkwFBAJYDIMVSL+6/ [\

8EAf | PpgTbhsf yhFYNbnnf 6k Fbyk CCPuzZ4cgUSDm 4Tz LEhf c7uz CU/ x3hbyDCDguBS/ \
7hnt AoMLZMXbt bdx7Awggl eM | Buz CCAbcwggFdoAMCAQ CFAep6a/ 8hKR/ \

Xf 8D7f MO 6 OQH5WIMA0 GCCq GSMA 9 BAMCVDAX DTAL BgNVBAOMBE! FVEYXx DTALBgNVBAs M
BFJ BVFMK EDACBgNVBAMVBOFLI FAYNTYw BcNM UWMTE3MTcxNDI 4VWhgPM A1M A2 VDQX\
Nz EOM haMDAx DTALBgNVBAoMBEI FVEYx DTAL BgNVBAs VBFJ BVFMk EDACBg NVBAMVBOFL\
I FAYyNTYWAWTATBgcghkj OPQ BBggghkj OPQVBBWNCAARCIU) 4 7eC/ \

7Xs03REUscqH WPvVOzvI 51 6Tl yzEXFSWKMDQx MUNWAOXES6UI CyJkl cpk0Jf QUGat +\
kKQySUJy o1 MMITAdBgNVHQUAEFgQUWBCnBf 3n/ \

Y30vf j 3ERs| QnXu9QawYDVROj BBgwFoAUWBCnnBf 3n/ \

Y30vf j 3ERs| QnXu9QnDWYDVROTAQH BAUWAWEB/ \

zAKBggghkj OPQQDAgNI ADBFAI EAKH8ET j /\

TLNoEf J1 vokEEDVmhH5f 7UQHdr r Cy QNEhJegCl CRsy/ 1Vqj 03gg/ W Hos pwe B2PaHYy +\
FnH79nznqO7) VIVBMGEBY g GSMA 9 Ag EGCCqGSM 9 AWEHBEgWRg I hACQW y SDZn5z NF7i | +\
Vj zxY55Bq5vc0B+Yhy/ dsQHnedAi EAOGKUEFQpJkDuoYcy MKQZr wk2dgy/ yAl 6i i hO+\
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