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Abst ract

Thi s docunent defines how to subscribe to YANG Event Streans for
Renote Attestation Procedures (RATS). Specifically, this docunent
defines a YANG nodul e that augnents the YANG nodul e for TPM based
Chal | enge- Response Renpte Attestati on (CHARRA), enabling subscription
to RATS Conceptual Messages of the Evidence type and auxiliary Event
Logs as part of that Evidence. The nodule defined requires that at

| east one TPM 1.2 or TPM 2.0 (or equival ent hardware inpl enmentation
providing the sane protected capabilities as a TPM nust be avail abl e
on the Attester on which the YANG server is running.
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1.

I nt roducti on

[ RFC9683] and [ RFC9684] define the operational prerequisites and a
YANG Model for acquiring Evidence froma network device containing at
| east one Trusted Platform Mdule (TPM 1.2, TPM 2.0, or equival ent
hardwar e i npl ementations providing the sane protected capabilities

[ TCG d ossary] as a TPM. However, these docunents are based on the
chal | enge-response interaction nodel (CHARRA in Section 7.1 of
[I-Dietf-rats-reference-interaction-nodels]), which has limtations.
One such limtation is that it is the responsibility of a Verifier to
request signed Evidence froma separate Attester containing a TPM
This nmeans that the interval between a security-rel evant change event
occurring and the event becoming visible to the interested RATS
entities, such as a Verifiers or a Relying Parties, can be
unacceptably long. It is conmon to convey Conceptual Messages as
defined in Section 1 of [I-D.ietf-rats-nmsg-wap] ad-hoc or
periodically via requests. As new technol ogi es energe, sone of these
solutions require Conceptual Messages to be conveyed from one RATS
entity to another without the need for continuous polling.
Subscription to YANG Notifications [ RFC8639] provides a set of
standardi zed tools to facilitate these energing requirenents. This
meno speci fies a YANG augnentation for subscribing to YANG nodel | ed
renote attestation Evidence, as defined in [ RFC9684].

Essentially, the limtation of poll-based interactions has two
adverse effects:

1. Conceptual Messages are not streamed to interested consuners of
information (e.g., Verifiers or Relying Parties) as soon as they
are generat ed.

2. Even if they were streamed, the freshness of Conceptual Messages
cannot be appraised in every scenario. This is particularly
i mportant for Conceptual Messages, such as Evidence, that depend
heavily on freshness.
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Thi s specification addresses the first adverse effect by enabling
consuners of Conceptual Messages (subscribers) to request a

conti nuous stream of new or updated Conceptual Messages via an

[ RFC8639] subscription to an <attestation> Event Stream This new
Event Streamis defined in this docunent and is provided by the
producer of Conceptual Messages (the publisher). As covered by this
docunent, via a Verifier’s subscription to an Attester’s Evidence,
the Attester will continuously streama requested set of freshly
generated Evidence to the subscribing Verifier. For exanple, when a
networ k device’s Evidence changes follow ng events such as booting,
updating, control unit failover, plugging in or out of forwarding
units, an attack, or certificate |ifetime change, the network device
will generate fresh Evidence available to the subscribing Verifier.

The second adverse effect stenms fromthe use of nonces in the

chal | enge-response interaction nodel Section 7.1 of
[I-Dietf-rats-reference-interaction-nodels] realized in [ RFC9684].
According to [ RFC9684], an Attester nmust wait for a new nonce froma
Verifier before generating a new TPM Quote. To address del ays
resulting fromthis wait, this specification allows freshness to be
asserted asynchronously via the stream ng attestation interaction
nmodel [I-D.ietf-rats-reference-interaction-nodels]. To convey a RATS
Conceptual Message, an initial nonce is provided when subscribing to
an Event Stream

There are several options to popul ate or refresh the nonce val ue
provided by the initial subscription. Al of these methods are out-
of -band of an established subscription to YANG Notifications. Two
alternative nmethods are taken into account by this docunent:

1. A central provider supplies new, fresh nonces (e.g., via a Handle
Provider that distributes Epoch IDs to all entities in a domain
as described in [RFC9334] and as facilitated by the Uni-
Directional Renote Attestation described in Section 7.2 of
[I-D.ietf-rats-reference-interaction-nodel s]), or

2. A nonce can be updated by -- potentially periodically or ad-hoc
-- sendi ng out-of-band TPM Quote requests as facilitated by
[ RFCO684] .

Bot h approaches assune that clock drift can occur between the
entities involved. Consequently, other conditions arising in

di fferent application scenarios ought to be considered in the sane
way. For exanple, the time of Clains collection ought to be taken
into account as it potentially inpacts the freshness of Evi dence.
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The scope of this docunent is linited to the removal of the two
adverse effects described when using the specified YANG augnent ati on.
In essence, the YANG augnentation enabl es RATS Verifiers to maintain
a continuous appraisal procedure of verifiably fresh Attester

Evi dence wi thout relying on continuous polling.

2. Term nol ogy

The following terns are inported from [ RFC9334]: Attester, Conceptual
Message, Evidence, Relying Party, and Verifier. Al so inported are
the tinme definitions time(vg, tinme(NS), time(EG, time(RG, and
time(RA) fromthat docunment’s Appendix A. The following terns are

i nported from[RFC8639]: Event Stream Subscription, Publisher, Event
Stream Filter, Dynam c Subscription.

2.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ BCP14] (RFC2119) (RFC8174) when, and only when, they appear in all
capitals, as shown here.

3. Operational Model

[ RFC9683] descri bes the conveyance of TPM based Evi dence from a
Verifier to an Attester using the CHARRA interaction nodel

Section 7.1 of [I-D.ietf-rats-reference-interaction-nodels]. The
operational nodel and correspondi ng sequence di agram described in
this section is based on [RFC9684]. The basis for interoperability
required for additional types of Event Streams is covered in

Section 6. The follow ng sub-section focuses on subscription to YANG
Notifications of the <attestation> Event Stream

3.1. Sequence D agrans

This section illustrates the subscription interaction nodel by
mapping terms from[Il-D.ietf-rats-reference-interaction-nodels] and
illustrating tim ng consideration based on Figure 3 of [RFC9683].
Bot h sequence diagranms Figure 1 and Figure 2 highlight TPM specific
aspects and the Dynam c Subscription (as specified in [ RFC8639]) to
an <attestation> Event Stream The contents of the <attestation>
Event Stream are defined bel ow within Section 4.
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3. 1

Ter mi nol ogy Mappi ng

The terms defined in [ RFCO684] are mapped to the nodel described in
Section 7.3.1 of [I-D.ietf-rats-reference-interaction-nodel s]
(Streamng Renpte Attestation without a Broker) to produce the
sequence di agram Fi gure 1.

The term nol ogy mapping is as foll ows:

*

handl e is substituted with nonce, a nonce generated by the
Verifier. This is a nonce-value byte string, obtained fromeither
the tpnl2-chal | enge-response-attestati on renote procedure cal
(RPC) or the tpnR0-chall enge-response-attestati on RPC, as
specified in [RFC9684]. Hence, in this case, a 'nonce’ value is
popul ated out of band and can be used nore than once within the
scope of a subscription, based on |local policies that enforce
freshness requirenents.

attEnviDs is substituted with TpnmName, a TPM "nane" text string
selected fromthe tpns Container, as specified in [ RFC9684]

clainsSelection is substituted with PcrSel ection, an optiona
"pcr-index" fromeither the tpnil2-chall enge-response-attestation
RPC or the tpnR0-chal |l enge-response-attestati on RPC as specified
in [RFCO684]. If no Platform Configuration Record (PCR) is

sel ected, all PCR banks are returned.

clains is substituted with PcrQuotes, which is the "output" of
either the tpml2-chal |l enge-response-attestati on RPC or the tpnR0-
chal | enge-response-attestati on RPC, as specified in [ RFC9684].
Unli ke event logs, there is no delta to a previous iteration of
PCR Quotes during a subscription; all new (selected) Quotes are
conveyed as fresh Evi dence.

event Logs represents "systemevent-logs" that are in the "output"
of the log-retrieval RPC, as defined in [ RFC9684].

event LogsDelta represents "systemevent-|ogs" as specified in the
"output" of the log-retrieval RPC as defined in [ RFC9684] where
the "output" is limted as if the "input" were paraneterized via
an index type (last-entry, index, tinmestanp) set to the |ast event
in the previously conveyed event Logs.
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[ I
| | appr ai seEvi dence( evi dence, |
| | event LogsDel ta, |
| | verlnputs) |
| | attestati onResult <= | |
[ I

Figure 1: YANG Subscription Mdel for Renpte Attestation
3.1.2. Tinme Considerations Mapping

[ RFC9334] defines "Rel evant Events over Tinme" in RATS which al so
provides the input for Figure 3 of [RFC9683]. The followi ng sequence
di agram f ocusses on matching the defined events with the interactions
between the Attester and the Verifying Relying Party. The action of
conveying "collectdains", which is defined in Section 6 of
[I-Dietf-rats-reference-interaction-nodels], is not defined by

[ RFC9334]. As a result, that action cannot be nmatched to a specified
event tine.

| Attester | | Verifier /| Relying Party |
R ; s e e
ti me(Vo I

gener at ed ai ns(attesti ngEnvi ronment) |
| => PcrQuotes, eventlLogs |

col I ect d ai ms( Pcr Quot es, ?Pcr Sel ecti on) |
| => collectedd ains |

I I

ti me( EG |
gener at eEvi dence(nonce, PcrSel ection, coll ectedd ai ns) |
| => Si gnedPcrEvi dence(nonce, Pcr Sel ection) |

=> LogEvi dence(col | ect edd ai ns) |

I

I

I

I

I

|--filter(<pcr-extend>)---------commmmmmmm oo >

| --<tpml2-attestation> or <tpnR0-attestation> ----------- >
|--<log-retrieval > ------ccmmmmm oo >|

I |

| ti me( RG RA)
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| appr ai seEvi dence( evi dence,
| event Logs,
| ver | nputs)
| attestati onResult <= |

time(VG)
gener ated ai ns(attesti ngEnvi ronment)
| => PcrQuotes, eventlLogsDelta

I
I
|
col l ectC ai ns(PcrQuot es, ?Pcr Sel ecti on) |
| => collectedd ainsDelta |

I I
time(EG) |
gener at eEvi dence(nonce, TpmNanme, coll ectedd ai nsDel t a) |
| => evidence |

I

I

--filter(<pcr-extend>)------------------ooo oo >
--<tpml2-attestation> or <tpnRO-attestation>----------- >|
--<log-retrieval > -----m o >|

|

|

|

|

| ti me( RG RA)
| appr ai seEvi dence( evi dence,
| event Logs,
| ver | nput s)
| attestati onResult <= |

|

I
Figure 2: YANG Subscription Mbdel for Renpte Attestation

* time(VG RG RA) are identical to the corresponding tinme definitions
from[ RFC9683] .

* time(VG,RG,RA) are subsequent instances of the corresponding
times fromFigure 3 in [ RFC9683].

* time(NS) the subscriber generates a nonce and nmakes an [ RFC8639]
<est abl i sh-subscripti on> request based on that nonce value. This
request al so includes the augnmentations defined in this document’s
YANG nodel . Key subscription RPC paraneters include:

- the nonce,

- a set of PCRs of interest which the Verifier wants to be
appr ai sed, and

- an optional filter that can reduce the | ogged events on the
<attestation> stream pushed to the Verifier
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* tinme(EG an initial response of Evidence is returned to the
Verifier. This includes:

a replay of filtered log entries, which have extended into a
PCR of interest since boot, are sent in the <pcr-extend>
notification, and

- a signed TPM quote that contains at |east the PCRs fromthe
<est abl i sh-subscription> RPC are included in a
<tpml2-attestation> or <tpnR0-attestation>). This quote nust
have been generated based on the nonce val ue provided at
ti me(NS).

*
—

ime(VG,EG) this occurs when a PCR is extended subsequent to
ime(EG. Imediately after the extension, the follow ng
i nformati on needs to be pushed to the Verifier

—

- any values extended into a PCR of interest,
- a signed TPM Quote showing the result the PCR extension, and

- a nonce value (see 'handl e’ above or Section 6 of
[I-D.ietf-rats-reference-interaction-nodel s]), which is either
the initially received nonce or a nmore recently received nonce
val ue, for exanple, a nonce value extracted or derived from an
Epoch 1D (see Section 10.3 of [RFC9334]) that contains a new
nonce val ue or equivalent qualified data used as a nonce val ue.

One way to acquire a new tinme synchronisation that allows for the
reuse of the initially received nonce as a fresh handle is el aborated
on in Section 3.2 bel ow.

3.2. Continuously Verifying Freshness

As there is no new Verifier nonce provided at time(EG), it is
inmportant to validate the freshness of TPM Quotes which are delivered
at that tine. Methods of doing this verification vary based on the
capabilities of the TPM cryptoprocessor used.

3.2.1. TPM 1.2 Quote

The [RFC8639] notification format includes the <eventTi ne> object.
This can be used to deternine the anpbunt of tine subsequent to the
initial subscription each notification was sent. However, this tinme
is not part of the signed results which are returned fromthe Quote
and therefore is not trustworthy as objects returned as part of the
Quote. Therefore, a Verifier MJST periodically issue a new nonce and
receive this nonce within a TPM quote response in order to ensure the
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freshness of the results. This can be done using the <tpnl2-
chal | enge-response-attestati on> RPC from [ RFC9684] .

3.2.2. TPM 2 Quote

When the Attester includes a TPM2-conpliant cryptoprocessor, interna
time-related counters are included within the signed TPM Quote. By
including an initial nonce in the [ RFC8639] subscription request,
fresh values for these counters are pushed to the Verifier as part of
the first TPM Quote. As shown by [I-D. birkhol z-rats-tuda],
subsequent TPM Quotes delivered to the Verifier out-of-band can be
apprai sed for freshness based on the predictable increnmenting of
these tinme-related counters.

The relevant internal tinme-related counters defined within [ TPM2. 0]
can be seen within <tpns-clock-info>  These counters include the
<cl ock>, <reset-counter>, and <restart-counter> objects. The rules
for appraising these objects are as foll ows:

* |f the <clock> has increnented for no nore than the sane duration
as both the <eventTime> and the Verifier’s internal time since the
initial time(EG and any previous tine(EG), then the TPM Quote
may be considered fresh. Note that [TPM2.0] allows for +/- 15%
clock drift. However, many hardware inplenentations significantly
improve on this maxinmnumdrift. |f available, chip specific
maxi mum drifts SHOULD be consi dered during the appraisal procedure
of the Verifier.

* |f the <reset-counter>, <restart-counter> has increnmented. The
exi sting subscription MJUST be term nated, and a new <establ i sh-
subscri pti on> SHOULD be gener at ed.

* |f a TPM Quote on any subscri bed PCR has not been pushed to the
Verifier for a duration of an Attester defined heartbeat interval,
then a new TPM Quote notification SHOULD be sent to the Verifier
This may often be the case, as certain PCRs might be infrequently
updat ed.
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4.

4.

time(VG , EG)
| -<tpnRO-attestation>----------------------------- >

~ Heart beat interval

I
time(EG) .
| -<tpnRO-attestation>--------------------------- >

Renmote Attestation Event Stream

The <attestation> Event Streamis an [ RFC3639] conmpliant Event Stream
which is defined within this section and within the YANG Mydul e of

[ RFC9684]. This Event Stream contains YANG notifications which carry
Evi dence to assist a Verifier in appraising the Trustworthiness Level
of an Attester. Data Nodes within Section 4.6 allow the
configuration of this Event Streami s contents originating froman
Attester.

This <attestation> Event Stream may only be exposed on Attesters
supporting [ RFC9683]. As with [RFC9683], it is up to the Verifier to
under st and whi ch types of cryptoprocessors and keys are acceptabl e.

1. Subscription to the <attestati on> Event Stream

To establish a subscription to an Attester in a way whi ch provides
provably fresh Evidence, initial randommess must be provided to the
Attester. This is done via the augnentation of a <nonce-val ue> into
[ RFC8639] the <establish-subscription> RPC. Additionally, a Verifier
must ask for PCRs of interest froma platform

augnment /sn:establish-subscription/sn:input:
+---w nonce-val ue bi nary
+---w pcr-index* t pm pcr

The result of the subscription will be that passing of the follow ng
i nfornation:

1. <tpml2-attestation> and <t pnR0-attestati on> notifications which
i nclude the provi ded <nonce-val ue>. These attestation
notifications MIST at |east include all the <pcr-indicies>
requested in the RPC

2. a series of <pcr-extend> notifications which reference the
requested PCRs on all TPM based cryptoprocessors on the Attester.
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3. <tpml2-attestation> and <tpnR0-attestati on> notifications
generated within a few seconds of the <pcr-extend> notifications.
These attestation notifications MIST at | east include any PCRs
ext ended.

If the Verifier does not want to see the | ogged extend operations for
all PCRs available froman Attester, an Event Stream Filter should be
applied. This filter will renmove Evidence fromany PCRs which are
not interesting to the Verifier

4.2. Replaying a Hi story of Previous TPM Extend Operations

Unless it is relying on Reference Values for TPM Quotes only, a
Verifier will need to acquire a history of PCR extensions since the
Attester has been booted. This history may be requested fromthe
Attester as part of the <establish-subscription> RPC. This request
is acconplished by placing a very old <replay-start-tine> within the
original RPC request. As the very old <replay-start-tinme> wll pre-
date the tine of Attester boot, a <replay-start-tine-revision> wll
be returned in the <establish-subscription> RPC response, indicating
when the Attester booted. Immediately follow ng the response (and
before the notifications above) one or nore <pcr-extend>
notifications which docunent all extend operations which have
occurred for the requested PCRs since boot will be sent. Miltiple
extend operations to a single PCR index on a single TPM can be
included within a single notification

Note that if a Verifier has a partial history of extensions, the
<replay-start-tinme> can be adjusted so that already known extensions
are not forwarded.

The end of this history replay will be indicated with the [ RFC3639]
<repl ay-conpl eted> notification. For nore on this sequence, see
Section 2.4.2.1 of [RFCB8639].

After the <replay-conplete> notification is provided, a TPM Quote
will be requested and the result passed to the Verifier via a
<tpml2-attestati on> and <tpnR0-attestation> notification. |If there
have been any additional extend operations which have changed a
subscribed PCR value in this quote, these MJST be pushed to the
Verifier before the <tpml2-attestati on> and <t pnR0-attestation>
notification.

At this point, the Verifier has sufficient Evidence to appraise the
reported extend operations for each PCR as well as to compare a
Ref erence Val ue derived fromthe replay of the Event Log history of
ext ensi ons of the PCR val ue agai nst those extensions signed by the
TPMin its nost recent Quote.
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4.2.1. TPM2 Heart beat

For TPM 2.0, every requested PCR MJST be sent within an
<t pnR0-attestation> and no | ess frequent than once per heartbeat

interval. This MAY be done with a single <tpnR0-attestation>
notification that includes all requested PCRs inside every heartbeat
interval. This MAY be done with several <tpnR0-attestation>

notifications at different times during a heartbeat interval
4.3. YANG Notifications Placed on the <attestation> Event Stream
4.3.1. pcr-extend

This notification type docunents when a subscribed PCR is extended
within a single TPM cryptoprocessor. |t SHOULD be emitted no |ess
than the <marshal |l ing-period> after the PCRis first extended. (The
reason for the narshalling is that it is quite possible that nmultiple
extensions to the same PCR have been made in quick succession, and
these should be reflected in the sanme notification.) This
notification MIST be emitted prior to a <tpnl2-attestation> or

<t pnR0- attestati on> notification which has included and signed the
results of any specific PCR extension. |f PCR extending events occur
during the generation of the <tpnl2-attestation> or

<t pnR0-attestation> notification, the marshalling period MJST be
extended so that a new <pcr-extend> is not sent until the
correspondi ng notifications have been sent.
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+---n pcr-extend

+--ro certificate-nane certificate-nane-ref

+--ro0 pcr-index-changed* t pm pcr
+--r0 attested-event* []
+--ro attested-event
+--ro extended-with bi nary
+--ro (event-details)?
+--:(bios-event-1og) {tpm bios}?

| +--ro bios-event-entry* [event-nunber]

:(ima-event-log) {tpminma}?

+--ro event-nunber

+--ro ima-tenpl ate?

+--ro fil ename-hint?

+--ro fil edat a-hash?

+--ro fil edata-hash-al gorithn
+--ro tenpl at e- hash-al gorithn?
+--ro tenpl at e- hash?

+--ro0 pcr-index?

+--r0 signature?

_—_—— —— -
1
1

+--ro event-nunber ui nt 32
+--ro0 event-type? ui nt 32
+--1r0 pcr-index? pcr

+--ro digest-list* []

| +--ro hash-al go? i dentityref
| +--ro digest* bi nary
+--ro event-size? ui nt 32
+--ro event-data* uint8

+--ro ima-event-entry* [event-nunber]

ui nt 64
string
string
bi nary
string
string
bi nary
pcr

bi nary

March 2026

+--: (net equi p-boot -event-1og) {tpm netequi p_boot}?
+--ro0 boot-event-entry* [event-nunber]

+--ro0 event - nunber

+--ro ima-tenpl ate?

+--ro filenane-hint?

+--ro fil edata-hash?

+--ro fil edata-hash-al gorithn
+--ro tenpl at e- hash-al gorithn?
+--ro tenpl at e- hash?

+--ro0 pcr-index?

+--ro0 signature?

Bi rkhol z, et al. Expires 1 Cctober 2026
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string
string
bi nary
string
string
bi nary
pcr
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Each <pcr-extend> MJST include one or nore val ues being extended into
the PCR These are passed within the <extended-w th> object. For
each extension, details of the event SHOULD be provided within the
<event-detail s> object. The format of any included <event-detail s>
is identified by the <event-type>. This docunent includes two YANG
structures which nay be inserted into the <event-detail s> These two
structures are: <ima-event-|log> and <bi os-event-| og>.

I mpl enent ati ons wanting to provide additional docunentation of a type
of PCR extension may choose to define additional YANG structures

whi ch can be placed into <event-detail s>

4.3.2. tpnl2-attestation

This notification contains an instance of a TPML.2 style signed
cryptoprocessor nmeasurement. It is supplenmented by Attester
informati on which is not signed. This notification is generated and
emitted froman Attester when at |east one PCR identified within the
subscri bed <pcr-indi ces> has changed fromthe previous
<tpml2-attestation> notification. This notification MJST NOT incl ude
the results of any PCR extensions not previously reported by a <pcr-
extend>. This notification SHOULD be enitted as soon as a TPM Quote
can extract the |latest PCR hashed values. This notification MJST be
emtted prior to a subsequent <pcr-extend>

+---n tpml2-attestation {taa: TPML2}?

+--ro certificate-nane tpmcertificate-name-ref
+--1r0 up-tinme? ui nt 32

+--ro TPM QUOTE2? bi nary

+--ro TPML2- hash-al go? i dentityref

+--r0 unsi gned- pcr-val ues* []
+--ro pcr-index* t pm pcr
+--ro pcr-val ue* bi nary

Al'l YANG obj ects above are defined within [ RFC9684]. The
<tpml2-attestation> is not replayable.

4.3.3. tpnR0-attestation

This notification contains an instance of TPM2 style signed
cryptoprocessor neasurenents. It is supplenented by Attester
informati on which is not signed. This notification is generated at
two points in tine:

* every tine at | east one PCR has changed from a previous
<tpnR0-attestation> In this case, the notification SHOULD be
emtted within 10 seconds of the correspondi ng <pcr-extend> bei ng
sent:
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* after a locally configurable mninum heartbeat period since a
previ ous <tpnR0-attestati on> was sent.

+---n tpnR0-attestation {taa: TPM20}?

+--ro certificate-nane tpmcertificate-nanme-ref
+--ro TPMS_QUOTE_ I NFO bi nary
+--ro0 quote-signature? bi nary
+--1ro0 up-time? ui nt 32

+--ro0 unsi gned- pcr-val ues* []
+--ro TPMR2O- hash-al go? identityref
+--ro0 pcr-val ues* [pcr-index]
+--1r0 pcr-index pcr
+--ro pcr-val ue? bi nary

Al'l YANG obj ects above are defined within [ RFC9684]. The
<tpnR0-attestation> is not replayable.

4.4. Filtering Evidence at the Attester

It can be useful _not_ to receive all Evidence related to a PCR  An
exanple of this is when a Verifier maintains Reference Values (known
good values) of a PCR  In this case, it is not necessary to send a
| og of each consecutive extend operation

To acconplish this reduction, when an RFC3639 <establi sh-
subscription> RPC is sent, a <streamfilter> as per RFC8639,
Section 2.2 can be set to discard a <pcr-extend> notification when
the <pcr-index-changed> is uninteresting to the verifier

4.5. Replaying Previous PCR Extend Events

To verify the value of a PCR a Verifier must either know that the
value is a "known good"” value (see Section 2.3.3 of [KGV] about

Ref erence Val ues) or be able to reconstruct the hash val ue by view ng
all the PCR-Extends since the Attester rebooted. Wherever a hash
reconstruction nmight be needed, the <attestation> Event Stream MJST
support the RFC8639 <replay> feature. Through the <replay> feature,
it is possible for a Verifier to retrieve and sequentially hash all

of the PCR extending events since an Attester booted. Thereby, the
Verifier has access to all the Evidence needed to verify a PCR s
current val ue.
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4.6. Configuring the <attestati on> Event Stream

Figure 3 is tree diagram whi ch exposes the operator configurable

el ements of the <attestation> Event Stream This allows an Attester
to select what information should be available on the stream A
fetch operation also allows an external device such as a Verifier to
understand the current configuration of the stream

Al nost all YANG obj ects bel ow are defined via reference from

[ RFC9684]. However, there is one object which is newin this nodel.
<t pn2- heart beat > defines the nmaxi mum anount of tine which should pass
before a subscriber to the Event Stream should get a

<t pnR0- attestation> notification from devices which contain a TPM.

augment /tpmrats-support-structures:
+--rw tras: marshal | i ng- peri od? uint8
+--rw tras:tpml2- subscri bed- si gnat ure- schene?
| -> .. /tpmattester-supported-al gos/tpml2-asynmretri c-signing
| {taa: TPML2} ?
+--rw tras:tpnR0- subscri bed- si gnat ur e- scheme?
| -> ../tpmattester-supported-al gos/tpnmR0-asymretri c-si gni ng
| {taa: TPM20} ?
+--rw tras:tpnR0-subscription-heartbeat ? uintl6
{taa: TPM20} ?

augnment /tpmrats-support-structures/tpmtpms:
+--rw tras: subscription-aik? tpmcertificate-nanme-ref
+--rw (tras: subscribable)?
+--:(tras:tpnl2-stream {taa:tpml2}?
| +--rwtras:tpnl2-hash-al go? i dentityref
| +--rwtras:tpml2-pcr-index* t pm pcr
+--:(tras:tpnR0-stream) {taa:tpnR0}°?
+--rw tras:tpnmR0- hash-al go? identityref
+--rw tras:tpnR0- pcr-i ndex* t pm pcr

Figure 3: Configuring the \<attestation\> Event Stream

5.  YANG Modul e
Thi s YANG nodul e i nports nodul es from [ RFC9684] and [ RFC8639].

<CODE BEG NS> ietf-tpmrenote-attestation-stream@025-12-29. yang
modul e ietf-tpmrenote-attestati on-stream {
yang-version 1.1;
namespace
"urn:ietf:parans:xn:ns:yang:ietf-tpmrenote-attestation-streant;
prefix tras;
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i mport ietf-subscribed-notifications {
prefix sn;
ref erence
"RFC 8639: Subscription to YANG Notifications";
}

inmport ietf-tpmrenpte-attestation {
prefix tpm
ref erence
"draft-ietf-rats-yang-tpmcharra”
}

inmport ietf-tcg-algs {
prefix taa;

}

organi zation "I ETF";

cont act
"WG Web: <http://tools.ietf.org/wy/rats/>
WG List: <mmilto:rats@etf.org>

Edi t or: Eric Voit
<mmi | to: evoit @i sco. conp";

description
"Thi s nodul e contai ns YANG specification for subscribing
to attestation streans which contain events that have
been generated by TPM chi ps or equival ent hardware
i mpl ementations that include the protected capabilities
as provi ded by TPMs.

Copyright (c) 2024 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC
itself for full legal notices.";

revisi on 2024-07-06 {
description
“Initial version.";
reference
"draft-ietf-rats-network-device-subscription";
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}

/*
* | DENTI TI ES
*/

identity pcr-unsubscribable {
base sn:establish-subscription-error;
description
"Requested PCR i s unsubscribable by the Attester.";

/*
* (¥ oupi ngs
*/

groupi ng heartbeat {
description
"Allows an Attester to push verifiable, current TPM PCR val ues
even when there have been no recent changes to PCRs.";
| eaf tpnR0-subscription-heartbeat {
type uint 16;
units "seconds";
description
"Number of seconds before the Attestation stream should send
a new notification with a fresh quote. This allows
confirmation that the PCR val ues haven’'t changed since the
| ast tpnR0-attestation."”;

/*
* RPCs
*/

augment "/sn:establish-subscription/sn:input” {
when ’*derived-fromor-self(sn:stream "attestation")’
description
"Thi s augnentati on adds a nonce to as a subscription paraneters
that apply specifically to datastore updates to RPC input.";
uses tpm nonce;
| eaf-1ist pcr-index {
type tpm pcr
m n-el enents 1;
description
"The nunbers/indexes of the PCRs. This will act as a filter
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for the subscription so that 'tpmextend notifications

related to non-requested PCRs will not be sent to a
subscri ber.";
}
}
/*
* NOTI FI CATI ONS
*/

notification pcr-extend {
description
"This notification indicates that one or nore PCRs have been
extended within a TPM based cryptoprocessor. 1In less than the
"marshal ling-period , it MIST be followed with either a
correspondi ng tpml2-attestation or tpnR0-attestation
notification which exposes the result of the PCRs updated.";
uses tpmcertificate-nane-ref;
| eaf-1ist pcr-index-changed {
type tpm pcr
m n-el enents 1;
description
"The number of each PCR extended. This list MJST contain the
set of PCRs descibed within the event log details. This |eaf
can be derived fromthe list of attested events, but exposing
it here allows for easy filtering of the notifications of
interest to a verifier.";
}
list attested-event {
description
"A set of events which extended an Attester PCR  The
sequence of elements represented in list nust match the
sequence of events placed into the TPMs PCR ";
contai ner attested-event {
description
"An instance of an event which extended an Attester PCR';
| eaf extended-with {
type binary;
mandat ory true;
description
"Informati on extending the PCR ";
}

choi ce event-details {
description
"Contains the event happened the Attester thought
was worthy of recording in a PCR

choi ces are of types defined by the identityref
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base tpm attested_event | og_type";
case bi os-event-1log {
if-feature "tpm bi os";
description
"Bl OS/ UEFI event log format";
uses t pm bi os-event -1 og;
}
case ima-event-log {
if-feature "tpmim";
description
"I MA event log format";
uses tpmima-event-| og;
}
case netequi p-boot-event-1og {
if-feature "tpm netequi p_boot";
description
"I MA event log format";
uses t pm networ k- equi pnent - boot - event - | og;

notification tpnil2-attestation {
if-feature "taa:tpml2";
description
"Contains an instance of TPML.2 style signed cryptoprocessor
measurenents. It is supplenented by unsigned Attester
information.";
| eaf certificate-name {
type tpmecertificate-nanme-ref;
mandat ory true;
description
"Allows a TPM quote to be associated with a certificate.";
}

uses tpmtpml2-attestation;
uses tpmtpml2- hash- al go;
i st unsigned-pcr-val ues {
description
"Al'lows notifications to be filtered by PCR nunber or
PCR val ue based on via YANG rel ated nechani sns such as PATH.
This is done without requiring the filtering structure to be
appl i ed agai nst TCG structured data.";
| eaf-1ist pcr-index {
type tpm pcr
m n-el enents 1;
description
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"PCR i ndex nunber.";

}
| eaf-1ist pcr-value {
type binary;
description
"PCR val ue in a sequence which matches to the
"per-index’ . ";
}

}
}

notification tpnR0-attestation {
if-feature "taa:tpnR0";
description
"Contains an instance of TPM2 style signed cryptoprocessor
measurenents. It is supplenmented by unsigned Attester
i nformation.";
| eaf certificate-nanme {
type tpmcertificate-nanme-ref;
mandat ory true;
description
"Allows a TPM quote to be associated with a certificate.";
}
uses tpmtpnR0-attestation {
description
"Provides the attestation info. Also ensures PCRs can bhe
XPATH filtered by refining the unsigned data so that it
appears.";
refine unsi gned-pcr-val ues {
m n-el enents 1;
}
refine unsi gned-pcr-val ues/ pcr-val ues {
m n-el enents 1;

}
}
}

/*

* DATA NCDES
*
/

augrment "/tpmrats-support-structures" {
description
"Defines platformw de "attestation’ stream subscription
paranmeters. ",
| eaf marshal |l i ng-period {
type uint8;
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default 5;

description
"The maxi mum nunber of seconds between the tine an event
extends a PCR, and the "tpmextend notification which
reports it to a subscribed Verifier. This period allows
mul tiple extend operations bundl ed together and handled as a
group.";

| eaf tpnil2-subscribed-signature-schene {

if-feature "taa:tpml2";

type leafref {
path "../tpm attester-supported-al gos" +

"/tpmtpml2-asymretric-signing";

}

description
"A single signature-schene which will be used to sign the
evidence froma TPM 1.2. which is then placed onto the
"attestation’ event stream"”;

| eaf tpnR0-subscri bed-signature-schene {
if-feature "taa:tpnR0";
type leafref {
path "../tpm attester-supported-al gos" +
"/tpmtpnR0-asymretri c-signing";
}

description
"A single signature-schene which will be used to sign the

evidence froma TPM 2.0. which is then placed onto the
"attestation’ event stream”;

uses heartbeat{
if-feature "taa:tpnR0";
}
}

augrment "/tpmrats-support-structures/tpmtpns" {
description

"Allows the configuration 'attestation’ stream paraneters for a
TTPM ";
| eaf subscription-aik {
type tpmecertificate-nane-ref;
description
"Identifies the certificate-nane associated with the
notifications in the "attestation’ stream?";

choi ce subscribabl e {

config true;
description
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"Indicates that the set of notifications which conprise the
"attestation’ event streamcan be nodified or tuned by a
networ k administrator.”;
case tpml2-stream {
if-feature "taa:tpml2";
description
"Configuration elements for a TPML. 2 event stream”;
uses tpmtpml2- hash- al go;
leaf-1ist tpnl2-pcr-index {
type tpm pcr;
description
"The nunbers/indexes of the PCRs which can be
subscri bed. *;

}

case tpnR0-stream {
if-feature "taa:tpnR0";
description
"Configuration elements for a TPM2. 0 event stream”;
uses t pmt pnR0- hash- al go;
| eaf-1ist tpnR0-pcr-index {
type tpm pcr;
description
"The nunbers/indexes of the PCRs which can be
subscri bed. *;

}
}
}
}

}
<CCDE ENDS>
6. Event Streans for Conceptual Messages

Anal ogous to the [RFC8639] conpliant <attestation> Event Stream for
the conveyance of renote attestati on Evidence as defined in

Section Section 4, additional Event Streans can be defined for this
YANG augrent. Additional Event Streans require separate YANG augnent
specifications that provide the Event Stream definition and
optionally a content format definition either via subscriptions to
YANG dat astores or dedicated YANG Notifications. It is possible to
use either YANG subscription nmethods to other YANG nodul es for RATS
Conceptual Messages or to define Event Streams for other none- YANG
nmodel ed data. In the context of RATS Conceptual Messages, both
options MJST be a specified via YANG augnents to this specification.
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7

10.

10.

Privacy Considerations
The Privacy Considerations of [RFC9683] apply. Additionally, the
Security Considerations from[RFC8641] outline how interna
structures or capabilities about the systemcan | eak, which can have
an inpact in personally identifiable information (PII).

Security Consi derations
The Security Considerations of [RFC9684] and [ RFC9683] apply.
Additionally, the Security Requirenents from Section 4.2.5 of

[ RFC7923] and the Security Considerations from Section 5 of [ RFC7923]
apply. [RFC8641] illustrates specific Security Considerations
concerni ng YANG Notifications for Datastore Updates. For exanple, it
provi des gui dance on identifying sensitive witable subtrees and
sensitive readabl e nodes.

I ANA Consi derations

Thi s docunent registers the foll ow ng nanespace URIs in the
[xm -registry] as per [RFC3688]:

URI: wurn:ietf:paranms:xm:ns:yang:ietf-tpmrenpte-attestati on-stream
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

Thi s docunent registers the following YANG nodule in the registry
[ yang- paraneters] as per Section 14 of [RFC6020]:

Nane: ietf-tpmrenote-attestation-stream

Nanespace: urn:ietf:paranms:xnl:ns:yang:ietf-tpmrenote-
attestation-stream

Prefix: tras
Ref erence: draft-ietf-rats-network-device-subscription (RFC form
Ref er ences

1. Normative References

[ BCP14] Best Current Practice 14,

<https://ww.rfc-editor.org/info/bcpld>
At the time of witing, this BCP conprises the follow ng:
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