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1. Introduction

Renote Attestation Procedures (RATS) [RRFC9334] enable Relying Parties
to assess the trustworthiness of a renpte Attester to decide if
continued interaction is warrented. Evidence structures can vary
maki ng apprai sals challenging for Verifiers. Verifiers need to
under st and Evi dence encoding formats and sone of the Evidence
semantics to appraise it. Consequently, Evidence may require fornmat
transformation to an internal representation that preserves origina
semantics. This docunment specifies Evidence transformation nmethods
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for DiceTcblnfo [DICE. Attest], concise evidence [TCG CE], and SPDM
measur enents bl ock [ SPDM structures. These Evidence structures are
converted to the CoRIMinternal representation (Section 2.1
[I-D.ietf-rats-corinj) and foll ow CoRI M defi ned apprai sal procedures
(Section 8 [I-D.ietf-rats-corinj).

2. Requirements Language and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses terns and concepts defined by the RATS
architecture. For a conplete glossary. See Section 4 of [RFC9334].
Addi ntional RATS architecture and ternminology is found in
[I-Dietf-rats-endorsenents]. RATS architecture terns and concepts
are always referenced as proper nouns, i.e., with Capital Letters.
Additional ternminology fromCoRIM[I-D.ietf-rats-corini,

[DICE. CoRIM, CBOR [STD94], CDDL [RFC8610] and COCSE [ STD96] nmmy al so

appl y.

In this docunent, Evidence structures are expressed in their
respective "external representations". There are nany possible
Evi dence structures including those nentioned above.

The CoRI M specification defines an "internal representation” for

Evi dence (Section 8.2.1.3 [I-D.ietf-rats-corinj). This docunent
defi nes mappi ng operations that convert froman externa
representation to an internal representation. The conversion steps
are al so known as "transformation".

3. Verifier Reconciliation

Thi s document assunes the reader is famliar with Verifier
reconciliation as described in Section 2 of [I-D.ietf-rats-corini.

It describes how a Verifier should process the CoRIRMto enable CoRI M
authors to convey their intended nmeani ng and how a Verifier
reconciles its various inputs. Evidence is one of its inputs. The
Verifier is expected to create an internal representation from an
external representation. By using an internal representation, the
Verifier processes Evidence inputs such that they can be appraised
consi stently.

Thi s docunent defines format transformati ons for Evidence in DI CE

[DICE. Attest], SPDM[SPDM, and concise evidence [ TCG CE] fornmats
that are transforned into a Verifier’s internal representation. This
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docunent uses the CoM D internal representation (Section 8.2.1 of
[I-Dietf-rats-corin) as the transformation target. her internal
representations are possible but out of scope for this docunent.

4. Transfornmng DICE Certificate Extension Evidence

This section defines how Evidence froman X 509 certificate [ RFC5280]
containing a DICE certificate extension [DICE. Attest] is transformed
into an internal representation that can be processed by Verifiers.

Verifiers supporting the DICE certificate Evidence extensi ons SHOULD
i mpl ement this transfornation.

4. 1. Di ceUei d Transfornmation

This section defines the transformati on nethod for the DiceUeid
certificate extension. This extension is identified by the follow ng
obj ect identifier:

* tcg-dice-Ueid - "2.23.133.5.4.4"

The DiceUei d extension does not create evidence directly. The ueid
OCTET STRING within this extension is used to popul ate the instance-
idfield within evidence created by other extensions.

Section Section 4.2 describes extensions which use this val ue.

4. 2. Di ceTcbl nfo Transformati on

This section defines transfornmati on nethods for DI CE certificate
extensions DiceTcblnfo, DiceMiltiTcblnfo, and D ceMil ti Tcbhl nf oConp.

These extensions are identified by the follow ng object identifiers:
* tcg-dice-Tcblnfo - "2.23.133.5.4.1"

* tcg-dice-MiltiTcblnfo - "2.23.133.5.4.5"

* tcg-dice-MiltiTcbl nfoConp - "2.23.133.5.4.8"

Each DiceTcblnfo entry in a Multi Tchinfo is converted to a CoRI M ECT
(see Section 8.2.1 of [I-D.ietf-rats-corin]) using the transfornmation
steps in this section. Each DiceMiltiTchinfo entry is independent of
the others such that each is transforned to a separate ECT entry. A
list of Evidence ECTs (i.e., ae = [ + ECT]) is constructed using

CoRI M attestation evidence internal representation (see

Section 8.2.1.1 of [I-D.ietf-rats-corinj). Each D ceMilti TcbhlnfoConp
entry is converted to a DiceMulti Tcblnfo entry then processed as a

Di ceMul ti Tcbl nf o.
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For each DiceTcblnfo (DTlI) entry in a DiceMulti Tchinfo allocate an
ECT structure.

Step 1. An ae entry is allocated.

Step 2. The cmype of the ECT is set to evidence.

Step 3. The DiceTcbinfo (DTI) entry popul ates the ae ECT

The DTI entry popul ates the ae ECT environnent - map

*copy* (DTl .type, ECT.environment.environment-nmap.cl ass-
map. cl ass-id). The binary representation of DTl.type MJST be
equi valent to the binary representation of class-id wthout the
CBOR t ag.

*copy* (DTl . vendor, ECT. environnent. environment-map. cl ass-
map. vendor) .

*copy* (DTl . nodel , ECT. environnent. envi ronment - map. cl ass-
map. nodel ) .

*copy* (DTl .l ayer, ECT. environnent.environment-map. cl ass-
map. | ayer).

*copy* (DTl .index, ECT.environnent.environment-map.cl ass-
map. i ndex) .

If a DiceUeid (UEID) extension is present, then this popul ates the
instance-id field within the ECT environnent - map.

If DiceUeid extension is present: *copy*(UElD. ueid,
ECT. envi ronment - map. i nst ance-i d. t agged- uei d-type). The CBOR
tag #6.550 is prepended to the DiceUeid OCTET STRING then
copi ed to ECT. envi ronment - map. i nstance-i d.

i The DTl entry popul ates the ae ECT el enenet-1li st.

*copy* (DTl .version, ECT.elenent-list.elenent-nmap. measurenent -
val ues- map. ver si on- nap. ver si on).

*copy*(DTl.svn, ECT.elenment-list.elenment-map. neasurenent -
val ues- map. svn).

*copy* (DTl . vendoriInfo, ECT.elenment-list.elenent-
map. measur enent - val ues- nap. r aw val ue).
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Foreach FWD in FWDLI ST: *copy*(DTI.FWD. di gest, ECT. el enent -
l'ist.element-map. neasur enment - val ues- map. di gests. di gest.val).

Foreach FWD in FWDLI ST: *copy*(DTl.FW D. hashAl g, ECT. el enent -
|'ist.elenment-map. neasur enent -val ues- map. di gests. di gest. al g).

Foreach | NTEGRI TYREG STER in | RLI ST:
*copy* (DTl .| NTEGRI TYREG STER regi ster Num ECT. el enent -
|'ist.element-map. neasurenent -val ues-map.integrity-
registers.integrity-register-id-type-choice).

Foreach FWD in | NTECRI TYREG STER FW DLI ST:
*copy* (DTl . FWD. di gest, ECT.elenent-list.elenent-
map. neasur enment - val ues-map.integrity-regi sters. di gest-
type.val).

Foreach FWD in | NTEGRI TYREG STER FW DLI ST:
*copy*(DTI.FWD. al g, ECT.elenment-Ilist.el enment-nmap. neasurenent -
val ues-map.integrity-registers. digest-type. al g).

The DTI entry popul ates the ae ECT el enenet-list.flags. Foreach

_f_in DTl.Qperational Flags and each _m in

DTI . Oper ati onal Fl agsMask:

If _m.notConfigured = 1 AND _f_.notConfigured = 1,
*set *(ECT. el enent -1i st. el enent - map. neasur enent - val ues-
map. fl ags. i s-configured = FALSE).

If m.notConfigured = 1 AND f _.notConfigured = O;
*set * (ECT. el ement-1ist. eI emant map. neasur enment - val ues-
map. fl ags.is-configured = TRUE).

If _m.notSecure = 1 AND _f_.notSecure = 1; *set*(ECT el enent -
list.elenent- map. rreasurerrent val ues-map. fl ags. i s-secure =
FALSE) .

If m.notSecure =1 AND f_.notSecure = 0; *set* (ECT el enent -
list.elenent- map. rreasurerrent val ues-map. fl ags.i s-secure =
TRUE) .

If m.recovery =1 AND f .recovery = 1; *set*(ECT. el enent -
list.elenent- map. neasur enent - val ues- nap. fl ags. i s-recovery =
FALSE) .

If _m.recovery =1 AND f_.recovery = 0; *set*(ECT. el enent -
list.elenent- map. nmeasur enent - val ues- map. fl ags. i s-recovery =
TRUE) .
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_m.debug = 1 AND _f_.debug = 1; *set*(ECT. el ement -
l'ist.element-map. neasurenent -val ues- map. fl ags. i s- debug
FALSE) .

~m.debug = 1 AND f _.debug = 0; *set*(ECT. el enent -
l'ist.elenment-map. neasurenent -val ues- map. fl ags. i s- debug

TRUE) .

_m_.notReplayProtected = 1 AND _f_.notReplayProtected = 1;
*set *(ECT. el enent-1i st. el enent - map. neasur enent - val ues-
map. fl ags. i s-replay-protected = FALSE).

_m . notReplayProtected = 1 AND _f_. not Repl ayProtected = O;
*set *(ECT. el enent -1i st. el enent - map. neasur enent - val ues-
map. fl ags.is-replay-protected = TRUE).

_m.notlntegrityProtected = 1 AND f .notlntegrityProtected
= 1; *set*(ECT.elenent-I|ist.el enent-nap. measur enent - val ues-
map. flags.is-integrity-proteccted = FALSE).

_m.notlntegrityProtected = 1 AND f_.notlntegrityProtected
= 0; *set*(ECT.elenent-list.el enent-nmap. measur enent - val ues-
map. flags.is-integrity-proteccted = TRUE).

_m_.notRunti meMeasured = 1 AND f _.notRuntinmeMeasured = 1;
*set * (ECT. el ement-1ist.el ement- rrap measur enent - val ues-
map. fl ags.is-runti me-meas = FALSE).

_m_.notRunti neMeasured = 1 AND _f _. not Runti neMeasured = O;
*set * (ECT. el enent-1ist. el enent - rrap measur enent - val ues-
map. fl ags.is-runti me-nmeas = TRUE).

m_.notlmmutable = 1 AND f_.notlmutable = 1;
*set*( ECT. el ement-1i st. el errent map. neasur enent - val ues-
map. fl ags.is-i mutable = FALSE).

_m.notlnmmutable =1 AND f _.notlmmutable = O;
*set * (ECT. el ement-1ist. eI emant map. neasur enment - val ues-
map. fl ags.is-i mutable = TRUE).

~m.notTcb = 1 AND f .notTcb = 1; *set*(ECT. el enent -

l'ist.elenment-map. neasurenent -val ues-nap. flags.is-tcb FALSE) .

_m.notTcb = 1 AND _f_.notTcb = 0; *set*(ECT. el enent-
l'ist.element-map. neasurenent -val ues-map.flags.is-tcb = TRUE).

The ECT.authority field is set up based on the signer of the
certificate containing DTl as described in Section 4. 4.
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The conpleted ECT is added to the ae list.
4.3. DiceConcept ual MessageW apper Transformati on

This section defines the transformati on nmethod for the
Di ceConcept ual MessageW apper certificate extension. This extension
is identified by the foll owi ng object identifier

* tcg-dice-Ueid - "2.23.133.5.4.9"

The Di ceConcept ual MessageW apper entry OCTET STRING rmay contain a
CBOR array, JSON array, or CBOR tagged value. |If the entry contains
a CBOR tag val ue of #6.571 or #6.1668557429, or a Content |ID of
10571, or a Media Type of "application/ce+chbor", the contents are
transforned according to Section 5.

4.4. Authority field in DI CE SPDM ECTs

The ECT authority field is an array of $crypto-keys-type-choice
val ues.

When addi ng Evidence to the ACS, the Verifier SHALL add the public
key representing the signer of that Evidence (for exanple the D CE
certificate or SPDM MEASUREMENTS response) to the ECT authority
field. The Verifier SHALL add the authority of the signers of each
certificate in the certificate path of the end-entity signing key to
the ECT authority list. Having each authority in a certificate path
in the ECT authority field lets conditional endorsenent conditions
match multiple authorities or match an authority that is scoped nore
broadly than the i mredi ate signer of the Evidence artifact.

Each signer authority value MJUST be represented using tagged-cose-
key-type.

5. Transform ng TCG Conci se Evi dence

Thi s section defines how Evidence from TCG [ TCG CE] is transforned
into an internal representation that can be processed by Verifiers.

Verifiers supporting the TCG Conci se Evidence format SHOULD i npl enent
this transformation.

Conci se evidence may be recogni zed by any of the follow ng registered
types:
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[ el bl ool s e s
| CBORtag | GF ID| TN Tag | Media Type |
[ St ety e e sl
| #6.571 | 10571 | #6.1668557429 | "application/ce+chor” |
I F-------- B T S I I +

Table 1

A Conci se Evidence entry is converted to a CoRIM ECT (see

Section 8.2.1 of [I-D.ietf-rats-corin]) using the transfornation
steps in this section. A list of Evidence ECTs (i.e., ae = [ + ECT])
is constructed using CoRIM attestation evidence interna
representation (see Section 8.2.1.1 of [I-D.ietf-rats-corinl). The
Conci se Evidence scheme uses CoRIM CDDL definitions to define severa
Evi dence representations called _triples_. Cases where Concise

Evi dence CDDL is identical to CoRIM CDDL the transformation |ogic
uses the structure names in comon.

5.1. Transform ng the ce.evidence-triples
The ce.evidence-triples structure is a list of evidence-triple-
record. An evidence-triple-record consists of an environnent-nap and

a list of neasurenent-nap. For each evidence-triple-record an ae ECT
i s constructed.

Step 1. An ae ECT entry is allocated.
Step 2. The cmtype of the ECT is set to evidence.

Step 3. The Concise Evidence (CE) entry popul ates the ae ECT
envi ronnment fields.

*copy* (CE. evi dence-tri pl e-record. envi ronnent - map,
ECT. envi ronnent . envi ronnent - map) .

i For each ce in CE.[ + neasurenent-nmap]; and each ect in ECT.[ +
el ement-1list]:

*copy*(ce. nkey, ect.elenment-map. el ement-id)

*copy*(ce.nval, ect.el enent-nmap. el enent-cl ains’)
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Step 4. The signer of the envelope containing CE is copied to the
ECT. authority field as described in Section 4.4. For
exanple, a CE may be wapped by an EAT token [ RFC9711] or
DICE certificate [DICE Attest]. The signer identity MJST be
expressed using $crypto-key-type-choice. A profile or other
arrangenent is used to coordi nate which $crypto-key-type-
choice is used for both Evidence and Reference Val ues.

Step 5. |If CE has a profile, the profile is converted to a $profile-
type-choice then copied to the ECT.profile’ field.

The conpleted ECT is added to the ae |ist.
5.2. Transforming the ce.identity-triples

The ce.identity-triples structure is a list of ev-identity-triple-
record. An ev-identity-triple-record consists of an environnent-nmap
and a list of $crypto-key-type-choice. For each ev-identity-triple-
record an ae ECT is constructed where the $crypto-key-type-choice

val ues are copied as ECT Evidence neasurenent values. The ECT
internal representation acconmodates keys as a type of measurenent.
In order for the $crypto-key-type-choice keys to be verified a CoRIM
identity-triples claimMJST be assert ed.

Step 1. An ae ECT entry is allocated.
Step 2. The cmype of the ECT is set to evidence.

Step 3. The Concise Evidence (CE) entry popul ates the ae ECT
environnment fields.

*copy*(CE. ce-identity-triple-record. environment - map,
ECT. envi ronment . envi r onnent - map) .

*copy*(_null _, ECT.elenent-list.elenent-nmap.elenent-id).

i  For each cek in CE. [ + $crypto-key-type-choice ]; and each ect in
ECT. el enent-1ist. el ement-map. el ement -cl ai ns. i ntrep-keys.[ + typed-
crypto-key ]:

*copy*(cek, ect.key)
*set*( &(identity-key: 1), ect.key-type)
Step 4. The signer of the envelope containing CE is copied to the
ECT.authority field. For exanple, a CE may be wrapped by an

EAT token [ RFC9711] or DICE certificate [DICE Attest]. The
signer identity MJST be expressed using $crypto-key-type-
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choice. A profile or other arrangement is used to
coordi nat e whi ch $crypto-key-type-choice is used for both
Evi dence and Reference Val ues.

Step 5. If CE has a profile, the profile is converted to a $profile-
type-choice then copied to the ECT.profile’ field.

The conpleted ECT is added to the ae list.
5.3. Transforming the ce.attest-key-triples

The ce.attest-key-triples structure is a list of ev-attest-key-
triple-record. An ev-attest-key-triple-record consists of an
environment-nmap and a list of $crypto-key-type-choice. For each ev-
attest-key-triple-record an ae ECT is constructed where the $crypto-
key-type-choi ce val ues are copi ed as ECT Evi dence neasurenent val ues.
The ECT internal representati on acconmpdates keys as a type of
measurenment. In order for the $crypto-key-type-choice keys to be
verified a CoRIM attest-key-triples claimMIST be asserted.

Step 1. An ae ECT entry is allocated.
Step 2. The cmype of the ECT is set to evidence.

Step 3. The Concise Evidence (CE) entry popul ates the ae ECT
environment fields.

*copy*(CE. ce-attest-key-triple-record. envi ronnment - map,
ECT. envi ronnent . envi ronnent - map) .

*copy*(_null _, ECT.element-list.element-map.elenent-id).

i For each cek in CE.[ + $crypto-key-type-choice ]; and each ect in
ECT. el enent-1ist. el enent-map. el enent-cl ai ns. i ntrep-keys.[ + typed-
crypto-key ]:

*copy*(cek, ect.key)
*set*( &(attest-key: 0), ect.key-type)

Step 4. The signer of the envel ope containing CE is copied to the
ECT.authority field. For exanple, a CE may be wrapped by an
EAT token [RFC9711] or DICE certificate [DICE Attest]. The
signer identity MJST be expressed using $crypto-key-type-
choice. A profile or other arrangenent is used to
coordi nate whi ch $crypto-key-type-choice is used for both
Evi dence and Reference Val ues.
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Step 5. If CE has a profile, the profile is converted to a $profile-
type-choice then copied to the ECT.profile’ field.
The conpleted ECT is added to the ae list.
6. DMIF SPDM Structure Definitons

This section defines how a Verifier shall parse a DMIF Measur enent
Bl ock.

DMIF Measurement Bl ock Definition:
* Byte Ofset 0: DMIFSpecMeasurenent Val ueType
- Bit 7 =0b Digest / 1b Raw bit stream
- Bit [6:0] = Indicate what is neasured
0 O0xO0 I mutable Rom
o Ox1 Mutable FW
o0 0x2 HWConfig
0 O0x3 FWconfig
0 O0x4 Freeform Manifest
0 Ox5 Structured Representation of debug and devi ce nobde
o0 O0x6 Miutable FW Version Number
o Ox7 Mutable FW Secure Version Nunber
0 O0x8 Hash- Extend Measurenent (new in SPDM 1. 3)
0 O0x9 Informational (new in SPDM 1.3)
0 OxA Structured Measurenent Manifest (new in SPDM 1. 3)
* Byte OFfset 1: DMIFSpecMeasur enent Val ueSi ze
* Byte Ofset 3: DMIFSpecMeasur enent Val ue
Structured Mani fest Bl ock Definition (only for >=SPDM 1. 3):

* Byte OFfset 0: Standard Body or Vendor Defined Header (SVH)
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* Byte OFfset 2 + VendorldLen: Manifest

St andard Body or Vendor Defined Header (SVH) Definition (only for
>=SPDM 1. 3):

* Byte Offset 0: ID

* Byte Ofset 1: VendorldLen

* Byte OFfset 2: Vendorld

DMIF Header for Concise Evidence Manifest Bl ock:
I f SPDM Version 1.2:

*  DMIFSpecMeasur enent Val ueType = 0x84 (Raw Bit / Freeform Manifest)

*  DMIFSpecMeasur enent Val ueSi ze Si ze of tagged-spdmtoc CBOR Tag
*  DMIFSpecMeasur erment Val ue = t agged- spdmtoc CBOR Tag

i f SPDM >=Version 1. 3:

*  DMIFSpecMeasur enent Val ueType
Mani f est)

Ox8A (Raw Bit / Structured

*  DMIFSpecMeasur enent Val ueSi ze = Size of Structured Manifest
*  DMIFSpecMeasur enent Val ue = Structured Manif est

SVH for Conci se Evidence Manifest Bl ock:

* |D = OxA (I ANA CBOR)

* Vendor|ldLen = 2

* Vendorld = 0x570 #6.570(spdmtoc-map)

Structured Manifest Block Definition for Concise Evidence:

* SVH = SVH for Concise Evidence Manifest Bl ock

* Manifest = tagged-spdmtoc CBOR Tag Payl oad

DMIF Header for CBor Wb Token (CW):

I f SPDM Version 1.2:
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*  DMIFSpecMeasur enent Val ueType 0x84 (Raw Bit / Freeform Manifest)

Size of CAI

*  DMIFSpecMeasur enment Val ueSi ze
*  DMIFSpecMeasur enent Val ue = CW # COSE_Si gnl
if SPDM = Version 1.3:

*  DMIFSpecMeasur ement Val ueType = 0x8A (Raw Bit / Structured
Mani f est)

*  DMIFSpecMeasur enent Val ueSi ze = Size of Structured Manifest
*  DMIFSpecMeasur enment Val ue = Structured Manif est
SVH for CBor Wb Token (CW):
* ID = OxA (I ANA CBOR)
* VendorldLen = 2
*  Vendorld = 0x18 #6. 18
Structured Manifest Block Definition for CBor Wb Token (CW):
* SVH = SVH for CBor Wb Token (CW)
* ©Mani fest = COSE_Si gnl Payl oad
7. Transform ng SPDM Measurenent Bl ock Di gest
Step 1. if DMIFSpecMeasurenentVal ueType is in range [0x80 - 0x83]:

*copy* ( SPDM Measur enent Bl ock. DMIFSpecMeasur enent Val ue
ECT. envi ronnment . measur enent - map. nval . di gests).

Step 2. if DMIFSpecMeasurenent Val ueType is in range [0x88]:
*copy* ( SPDM Measur enent Bl ock. DMTFSpecMeasur enent Val ue
ECT. envi ronnment . measur enent - map. mval . i ntegrity-
registers).
8. Transforni ng SPDM Measurenment Bl ock Raw Val ue
Step 1. if DMIFSpecMeasurenent Val ueType is in range [0x7]:

*copy* ( SPDM Measur enent Bl ock. DMIFSpecMeasur enent Val ue
ECT. envi ronnment . neasur enent - map. nval . svn).
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9.

10.

Transforni ng SPDM RATS EAT CWI

The RATS EAT CWI shall be reported in any of the assigned Measurenent
Bl ock OxFD The Conci se Evidence CBOR Tag is serialized inside eat-
measur enents (273) clai m($neasurenent s-body-cbor /= bytes .cbor
conci se-evi dence- map) Subsequently the transformati on steps defined
in Section 5.

Transform ng SPDM Evi dence

Thi s section defines how Evidence from SPDM [ SPDM is transforned
into an internal representation that can be processed by Verifiers.

Verifiers supporting the SPDM Evi dence format SHOULD i npl enent this
transformati on. SPDM Responders SHALL support a mni num version of
1.2

Theory of Operations:

* The SPDM Requestor SHALL retrieve the nmeasurenent Manifest at
Bl ock OxFD (Mani fest Bl ock) and send its payload to the Verifier

- The Verifier SHALL decode the payl oad as a tagged-spdmtoc CBOR
t ag.

- The Verifier SHALL extract the tagged-conci se-evidence CBOR TAG
fromthe tagged-spdmtoc CBOR tag

Theconci se-evidence has a format that is sinmlar to CoORIMtriples-nap
(their semantics follows the matching rul es described above).

* For every spdmindirect nmeasurenent the Verifier shall ask the
SPDM Requestor to retrieve the neasurenent block indicated by the
i ndex

- if the index is in range [0Ox1 - OxEF] (refer to #Transform ng
SPDM Measur enent Bl ock Di gest)

- if the index is OxFD (refer to #Transform ng SPDM RATS EAT CW]
)

The TCG DI CE Conci se Evi dence Binding for SPDM specification [ TCG CE]
describes a process for converting the SPDM Measurenent Bl ock to
Conci se Evidence. Subsequently the transformation steps defined in
Section 5.
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11.

12.

The keys provided in the ECT.authority field SHOULD i ncl ude the key
whi ch signed the SPDM MEASUREMENTS response carrying the Evidence and
keys which authorized that key as described in Section 4.4.""°

| mpl enent ati on Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsement by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catal ogue of avail able inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as Evidence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore nmature

It is up to the individual working groups to use this information as
they see fit".

Security Considerations

Evi dence appraisal is at the core of any RATS protocol flow,

medi ating all interactions between Attesters and their Relying
Parties. The Verifier is effectively part of the Attesters’ and

Rel ying Parties’ trusted conputing base (TCB). Any nistake in the
apprai sal process could have security inplications. For instance, it
could lead to the subversion of an access control function, which
creates a chance for privilege escal ation

Therefore, the Verifier’ s code and configuration, especially those of
the CoRI M processor, are primary security assets that must be built
and mai ntai ned as securely as possible.

The protection of both the Attester and Verifier systens should be
consi dered throughout their entire lifecycle, fromdesign to
operation. This includes the follow ng aspects:

* Mnimzing inplenentation conplexity (see also Section 6.1 of
[I-D.ietf-rats-endorsenents]);

* Using nenory-safe progranm ng | anguages;
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* Using secure defaults;

* Mnimzing the attack surface by avoi ding unnecessary features
that could be exploited by attackers;

* Applying the principle of least privilege to the system s users;

* Mnimzing the potential inpact of security breaches by
i mpl ementing separation of duties in both the software and
operational architecture;

* Conducting regular, automated audits and reviews of the system
such as ensuring that users’ privileges are correctly configured
and that any new code has been audited and approved by i ndependent
parties;

* Failing securely in the event of errors to avoid conprom sing the
security of the system

The apprai sal process should be auditable and reproducible. The
integrity of the code and data during execution should be made an
explicit objective, for exanple ensuring that the appraisal functions
are conputed in an attestable trusted execution environnment (TEE)

The integrity of public and private key material and the secrecy of
private key material must be ensured at all tines. This includes key
material carried in attestation key triples and key material used to
assert or verify the authority of triples (such as public keys that
identify trusted supply chain actors). For nore detailed information
on protecting Trust Anchors, refer to Section 12.4 of [RFC9334].

The Verifier should use cryptographically protected, nutually

aut henti cated secure channels to all its trusted input sources (i.e.,
Attesters, Endorsers, RVPs, Verifier Omers). The Attester should
use cryptographically protected, nutually authenticated secure
channels to all its trusted input sources (i.e., Verifiers, Relying
Parties). These links nust reach as deep as possible - possibly
termnating within the Attesting Environnment of an Attester or within
the apprai sal session context of a Verifier - to avoid man-in-the-

m ddl e attacks. Al so consider mnimzing the use of internediaries:
each internedi ary becones another party that needs to be trusted and
therefore factored in the Attesters and Relying Parties’ TCBs. Refer
to Section 12.2 of [RFC9334] for information on Conceptual Messages
protection.
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13. | ANA Consi derations

There are no | ANA consi derati ons.
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