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Abst ract

Thi s docunent defines Epoch Markers as a means to establish a notion
of freshness anong actors in a distributed system Epoch Markers are
simlar to "tine ticks" and are produced and distributed by a

dedi cat ed system known as the Epoch Bell. Systens receiving Epoch
Mar kers do not need to track freshness using their own understanding
of time (e.g., via alocal real-tinme clock). Instead, the reception
of a specific Epoch Marker establishes a new epoch that is shared
anong all recipients. This docunent defines Epoch Marker types,
including CBOR tine tags, RFC 3161 Ti meStanmpToken, and nonce-like

structures. It also defines a CWI Caimto enbed Epoch Markers in
RFC 8392 CBOR Wb Tokens, which serve as vehicles for signed protocol
nessages.

About Thi s Document

This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-ietf-rats-epoch-markers/.

Di scussion of this docunent takes place on the rats Wirking G oup
mailing list (mailto:rats@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/rats/. Subscribe at
https://ww. ietf.org/mailman/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github.comietf-rats-wy/draft-birkhol z-rats-epoch-marker.
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1. Introduction

Systens that need to interact securely often require a shared
under st andi ng of the freshness of conveyed information. This is
certainly the case in the domain of renpte attestation procedures

In general, securely establishing a shared notion of freshness of the
exchanged i nformati on anong entities in a distributed systemis not a
si mpl e task.

The entire Appendix A of [RFC9334] deals solely with the topic of
freshness, which is in itself an indication of how rel evant, and
conplex, it is to establish a trusted and shared understandi ng of
freshness in a RATS system

Thi s docunent defines Epoch Markers as a way to establish a notion of
freshness anong actors in distributed systems. Epoch Markers are
simlar to "tine ticks" and are produced and distributed by a

dedi cated system the Epoch Bell. Actors in a systemthat receive
Epoch Markers do not have to track freshness using their own
understanding of tine (e.g., via a local real-time clock). Instead,
the reception of a certain Epoch Marker establishes a new epoch that
is shared between all recipients. |In essence, the enissions and
correspondi ng recepti ons of Epoch Markers are like the ticks of a
clock, with these ticks being conveyed over the Internet.

In general (barring highly symretrical topol ogies), epoch ticking
incurs differential |atency due to the non-uniformdistribution of
receivers with respect to the Epoch Bell. This introduces skew that
needs to be taken into consideration when Epoch Markers are used.
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Wil e all Epoch Markers share the same core property of behaving like
clock ticks in a shared domain, various "Epoch ID' values are defined
as Epoch Marker types in this docunment to acconmodate different use
cases and di verse ki nds of Epoch Bells.

Wi | e nost Epoch Markers types are encoded in CBOR [ STD94], and nany
of the Epoch ID types are thensel ves encoded in CBOR, a proninent
format in this space is the TimeStanpToken (TST) defined by

[ RFC3161], a DER-encoded TSTInfo value wapped in a CM5 envel ope

[ RFC5652]. TSTs are produced by Tinme-Stanp Authorities (TSA) and
exchanged via the Tinme-Stanp Protocol (TSP). At the tinme of witing,
TSAs are the npst common providers of secure time-stanping services.
Therefore, reusing the core TSTInfo structure as an Epoch ID type for
Epoch Markers is instrunental for enabling snooth nigration paths and
pronote interoperability. There are, however, several other ways to
represent a signed tinestanp or the start of a new freshness epoch,
respectively, and therefore other Epoch Marker types.

To informthe design, this docunent discusses a nunber of interaction
nmodel s in which Epoch Markers are expected to be exchanged. The
default top-level structure of Epoch Markers described in this
docunent is CBOR Wb Tokens (CW) [RFC8392]. The present docunent
specifies an extensible set of Epoch Marker types, along with the em
CW claimto include themin CWMs. OCWSs are signed using CCSE

[ STD96] and benefit fromw de tool support. However, CWMs are not
the only containers in which Epoch Markers can be enmbedded. Epoch
Mar kers can be included in any type of nessage that allows for the
enbeddi ng of opaque bytes or CBOR data itens. Exanples include the
Collection CMNVin [I-D.ietf-lanps-csr-attestation], Evidence formats
such as [ TCG CoEvidence] or [I-D.ietf-rats-eat], Attestation Results
formats such as [I-D.ietf-rats-ar4si], or the CWM d ai ns Header
Parameter of [I-D.ietf-scitt-architecture].

Epoch markers can be used in the foll owi ng ways:
* as enbeddings in other data formats
* as information elenents in protocols

* in systens that integrate the aforenmentioned protocols or data
formats

* in the depl oynent of such systens
Al'l of these can be considered "users" of Epoch Markers and will be

referred to as entities "using Epoch Markers” throughout the
docunent .
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1.1. Termi nol ogy
Thi s docunent nakes use of the followng terns from ot her documents:
* "conceptual nessages" as defined in Section 8 of [RFC9334]
* "freshness" and "epoch" as defined in Section 10 of [ RFC9334]

* "handl e" as defined in Section 6 of
[I-D.ietf-rats-reference-interaction-nodel s]

* "Time-Stanp Authority" as defined by [ RFC3161]

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

In this docurment, CDDL [ RFC8610] is used to describe the data
formats. The examples in Appendi x A use the CBOR Extended Di agnhostic
Notation (EDN, [I-D.ietf-cbor-edn-literals]).

2. Epoch IDs

The RATS architecture introduces the concept of Epoch IDs that mark
certain events during renpte attestation procedures ranging from

si mpl e handshakes to rather conplex interactions including elaborate
freshness proofs. The Epoch Markers defined in this docunent are a
solution that includes the | essons |earned from TSAs, the concept of
Epoch I Ds defined in the RATS architecture, and provides several
means to identify a new freshness epoch. Some of these nethods are
i ntroduced and di scussed in Section 10.3 of [RFC9334] (the RATS
architecture).

3. Interaction Mdels
The interaction nodels illustrated in this section are derived from
t he RATS Reference Interaction Mdels
[I-D.ietf-rats-reference-interaction-nodels]. 1In general, there are

three major interaction nodels used in renote attestation:
* ad-hoc requests (e.g., via challenge-response requests addressed

at Epoch Bells), corresponding to Section 7.1 of
[I-Dietf-rats-reference-interaction-nodel s]
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* unsolicited distribution (e.g., via uni-directional nethods, such
as broad- or multicasting from Epoch Bells), corresponding to
Section 7.2 of [I-D.ietf-rats-reference-interaction-nodel s]

* solicited distribution (e.g., via a subscription to Epoch Bells),
corresponding to Section 7.3 of
[I-D.ietf-rats-reference-interacti on-nodel s]

In all three interaction nodels, Epoch Markers can be used as content
for the generic information el ement handle as introduced by
[I-Dietf-rats-reference-interacti on-nodels]. Handles are used to
establish freshness in ad-hoc, unsolicited, and solicited

di stribution nmechani sns of an Epoch Bell. For exanple, an Epoch

Mar ker can be used as a nonce in challenge-response renote
attestation (e.g., for limting the nunber of ad-hoc requests by a
Verifier). |f enbedded in a CM, an Epoch Marker can be used as a
handl e by extracting the value of the em daimor by using the
conplete CM including an emC aim (e.g., functioning as a signed

ti me-stanp token). Using an Epoch Marker requires the challenger to
acqui re an Epoch Marker beforehand, which may introduce a sensible
over head conpared to using a sinple nonce.

4. Epoch Marker Structure

This section specifies the structure of Epoch Marker types using CDDL
[ RFC8610] and illustrates their usage and rel ationship w th other

| ETF work (e.g, [RFC3161]) where applicable. |In general, Epoch
Markers are intended to be conveyed securely, e.g., by being included
in a signed data structure, such as a CBOR Wb Token (CWI), or by
being sent via a secure channel. The specification of such "outer"
structures and protocols and the nmeans how to secure themis beyond
the scope of this document. This document defines the different
types of Epoch Markers in Section 7.1. For exanple, an Epoch Marker
can be used to construct a CBOR-based trusted tine stanp token,
simlar in function to a [ RFC3161] Ti meStanpToken, using CWM and the
em C aimdefined in this docunent (see Figure 5 for an illustration).
The val ue(s) that an Epoch Marker represents are intended to
demonstrate freshness of nessages and protocols, but they can al so
serve other purposes in cases where trusted timestanps or tine
intervals are required. Taken as an opaque value, it is possible to
use Epoch Markers as values for a nonce field in existing data
structures or protocols that already support extra data fields, such
as extrabata in TPMS_ATTEST [TCG TPM2]. Similarities in the usage of
nonces and Epoch Markers can sonetimes |ead to applications where
both are used in the sane interaction, albeit in different places and
for different purposes. One exanple of such an application scenario
is the "nested" use of classical nonces and Epoch Markers, whereby an
Epoch Marker is requested to be used as a nonce value for a specific
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data structure, while a locally generated nonce is used to retrieve
that Epoch Marker via an "outer"” ad hoc interaction (e.g., nonce
retrieval protocols that interact with an Epoch Bell to fetch an
Epoch Marker to be used as a nonce). As sone Epoch Marker types
represent certain tinestanp variants, these Epoch Markers or the
secure conveyance nethod they are used in do not necessarily have a
har d- coded nmessage inprint, as is always the case with [ RFC3161]

Ti meSt anpTokens. This means that not all Epoch Marker types support
bi ndi ng a nessage to an Epoch Marker (unlike the exanple in Figure 5.

The foll owi ng Epoch Marker types are defined in this docunent:

epoch- marker = $t agged-epoch-id

; epoch-id types independent of interaction nodel

$t agged- epoch-id /= cbor-tine

$t agged- epoch-id /= #6.26980(cl assi cal -rfc3161- TST-i nf o)

$t agged- epoch-id /= #6.26981( TST-i nf o- based- on- CBOR-ti ne-t ag)
$t agged- epoch-id /= #6.26982( epoch-ti ck)

$t agged- epoch-id /= #6.26983(epoch-tick-1ist)

$t agged- epoch-id /= #6.26984(strictly-nonotonic-counter)

Figure 1: Epoch Marker types (tag nunbers 2698x are suggested,
not yet all ocated)

$$C ai ms-Set-Clainms //= (& em 2000) => epoch- marker)

Figure 2: Epoch Marker as a CAM Claim (CW cl ai m nunmber 2000 is
suggested, not yet allocated)

4.1. Epoch Marker Types
This section specifies the Epoch Marker types listed in Figure 1.
4.1.1. CBOR Tinme Tags
CBOR Tine Tags are CBOR time representations choosing from CBOR tag O
(tdate, RFC3339 time as a string), tag 1 (time, Posix tine as int or
float), or tag 1001 (extended tine data itenj.
chor-time = tdate / tine / etine
etime = #6.1001({* (int/tstr) => any})
The CBOR Tine Tag represents a freshly sourced timestanp represented

as either tinme or tdate (Sections 3.4.2 and 3.4.1 of RFC 8949
[ STD94], Appendix D of [RFC8610]), or etime (Section 3 of [RFC9581]).
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4.1.1.1. Creation

To generate the cbor-time value, the emtter MJST follow the
requirenents in Section 4. 2.

4.1.2. ddassical RFC 3161 TST Info

DER- encoded [ X. 690] TSTInfo [ RFC3161]. See Appendix A 1 for the
| ayout .

classical -rfc3161-TST-info = bytes
The foll owi ng describes the classical-rfc3161-TST-info type.

classical -rfc3161-TST-info: The DER-encoded TSTInfo generated by a
[ RFC3161] Tinme Stanping Authority.

4.1.2.1. Creation

The Epoch Bell MJST use the follow ng value as Messagelnprint inits
request to the TSA:

SEQUENCE {
SEQUENCE {
OBJECT 2.16.840. 1. 101. 3. 4. 2. 1 (sha256)
NULL

}
OCTET STRI NG
BF4EE9143EF2329B1B778974AAD445064940B9CAE373COE35A7B23361282698F

}
This is the sha-256 hash of the string "EPOCH BELL".
The Ti meSt anpToken obtai ned fromthe TSA MJUST be stripped of the TSA
signature. Only the TSTInfo is to be kept the rest MJST be
di scarded. The Epoch Bell COSE signature will replace the TSA
si gnature.

4.1.3. CBOR-encoded RFC3161 TST Info

The TST-info-based-on-CBOR-tinme-tag is semantically equivalent to
classical [RFC3161] TSTInfo, rewitten using the CBOR type system
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TST-i nf o- based-on-CBOR-tine-tag = {
& version : 0) => vl
& policy : 1) => oid
& messagel nprint : 2) => Messagel nprint
&(serial Nunber : 3) => integer
&eTime : 4) => profiled-etine
& ordering : 5) => bool .default false
&(nonce : 6) => integer
&tsa : 7) => Ceneral Name
$STSTI nf oExt ensi ons

~J

* ) )

}
vli =1
oid = #6. 111(bstr) / #6.112(bstr)

Messagel nprint = |
hashAl g : int
hashVal ue : bstr

]

profiled-etinme = #6. 1001(ti meMap)
timeMap = {

1 => ~tine

? -8 => profiled-duration

* int => any

profiled-duration = {* int => any}

General Nane = [ General NaneType : int, General NaneVal ue : any ]
; See Section 4.2.1.6 of RFC 5280 for type/value

The foll owi ng descri bes each nmenber of the TST-info-based- on- CBOR-
time-tag map.

ver si on:
The integer value 1. Cf. version, Section 2.4.2 of [RFC3161].

policy:
A [ RFC9090] object identifier tag (111 or 112) representing the
TSA's policy under which the tst-info was produced. Cf. policy,
Section 2.4.2 of [RFC3161].

messagel nprint:
A [ RFC9054] COSE _Hash_Find array carrying the hash al gorithm
identifier and the hash value of the tinme-stanped datum Cf.
nmessagel nprint, Section 2.4.2 of [RFC3161].
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seri al Nurber :
A uni que integer value assigned by the TSA to each issued tst-
info. Cf. serial Nunmber, Section 2.4.2 of [RFC3161].

eTi me:
The tine at which the tst-info has been created by the TSA. Cf
genTime, Section 2.4.2 of [RFC3161]. Encoded as extended tine
[ RFC9581], indicated by CBOR tag 1001, profiled as foll ows:

* The "base tinme" is encoded using key 1, indicating Posix tinme as
int or float.

* The stated "accuracy" is encoded using key -8, which indicates the
maxi mum al | owed devi ation fromthe val ue indicated by "base tine".
The duration map is profiled to disallow string keys. This is an
optional field.

*  The map MAY al so contain one or nore integer keys, which may
encode suppl ementary information
/1 Al'low ng unsigned integer (i.e., critical) keys goes counter
[l interoperability.

orderi ng:
bool ean i ndicating whether tst-info i ssued by the TSA can be
ordered solely based on the "base tinme". This is an optiona
field, whose default value is "false". Cf. ordering,

Section 2.4.2 of [RFC3161].

nonce:
i nt val ue echoing the nonce supplied by the requestor. Cf. nonce,
Section 2.4.2 of [RFC3161].

tsa:
a single-entry General Nanes array Section 11.8 of
[1-D.ietf-cose-cbhor-encoded-cert] providing a hint in identifying
the name of the TSA. Cf. tsa, Section 2.4.2 of [RFC3161].

$STSTI nf oExt ensi ons:
A CDDL socket (Section 3.9 of [RFC8610]) to allow extensibility of
the data format. Note that any extensions appearing here MJST
mat ch an extension in the corresponding request. Cf. extensions,
Section 2.4.2 of [RFC3161].

4.1.3.1. Creation

The Epoch Bell MJST use the follow ng value as nessagelnprint inits
request to the TSA
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/ hashAl g /[ -16, |/ sha-256 /
! hashVal ue / h’ BFAEE9143EF2329B1B778974AAD44506
4940B9CAE373COE35A7B23361282698F

]
This is the sha-256 hash of the string "EPOCH BELL".
4.1.4. Epoch Tick
An Epoch Tick is a single opaque blob sent to nultiple consuners.
; Epoch-Tick
epoch-tick = tstr / bstr / int
The foll owi ng describes the epoch-tick type.
epoch-tick: Either a string, a byte string, or an integer used by
RATS roles within a trust domain as extra data (handle) included
in conceptual nmessages [RFC9334]. Simlarly to the use of nonces,
this allows the conceptual nessages to be associated with a
certain epoch. However, unlike nonces (which require uniqueness),
Epoch Markers can be used in nmultiple interactions by every
consumer invol ved
4.1.4.1. Creation
The emitter MJST foll ow the requirenents in Section 4. 3.
4.1.5. Epoch Tick List
A list of Epoch Ticks sent to multiple consunmers. The consuners use
each Epoch Tick in the list sequentially. Simlarly to the use of
nonces, this allows each interaction to be associated with a certain
epoch. However, unlike nonces (which require uniqueness), Epoch
Markers can be used in nultiple interactions by every consumer
i nvol ved.
; Epoch-Ti ck-Li st
epoch-tick-list = [ + epoch-tick ]
The foll owi ng describes the Epoch Tick List type.

epoch-tick-list: A sequence of byte strings used by RATS roles in
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trust domain as extra data (handle) in the generation of

conceptual nessages as specified by the RATS architecture

[ RFC9334] to associate themwi th a certain epoch. Each Epoch Tick
inthe list is used in a consecutive generation of a conceptua
message. Asserting freshness of a conceptual nessage including an
Epoch Tick fromthe epoch-tick-list requires sone state on the
receiver side to assess if that Epoch Tick is the appropriate next
unused Epoch Tick fromthe epoch-tick-1list.

4.1.5.1. Creation
The emitter MJUST foll ow the requirenents in Section 4. 3.
4.1.5.2. Usage
Proving freshness requires receiver-side state to identify the “next
unused” tick. Systens using Epoch Tick |ists SHOULD define how
m ssi ng/out-of -order ticks are handl ed and how resynchroni zati on
occurs, as per Section 4.4.
4.1.6. Strictly Mnotonically Increasing Counter
A strictly nonotonically increasing counter
The counter context is defined by the Epoch Bell
strictly-nonotonic-counter = uint
The foll owi ng describes the strictly-nonotonic-counter type.
strictly-nonotonic-counter: An unsigned integer used by RATS roles
in a trust domain as extra data in the production of conceptua
messages as specified by the RATS architecture [RFC9334] to
associate themwi th a certain epoch. Each new strictly-nobnotonic-
counter value nust be higher than the | ast one.
4.1.6.1. Usage
Systens that use Epoch Markers SHOULD fol | ow t he gui dance in
Section 4.4 in establishing an Epoch Marker acceptance policy for
receivers. To prove freshness, receivers SHOULD track the highest
accepted counter and ensure it fulfills the acceptance policy.

4.2. Time Requirements

Time MJUST be sourced froma trusted clock (see Section 10.1 of
[ RFC9334]).
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4.3. Nonce Requirenents

A nonce value used in a protocol or nmessage to retrieve an Epoch

Mar ker MUST be freshly generated. The generated val ue MJUST have at

| east 64 bits of entropy (before encoding). The generated val ue MJST
be generated via a cryptographically secure random nunber generator.

A maxi mum nonce size of 512 bits is set to lint the nenory
requirenents. All receivers MIST be able to acconmodate the maxi num
si ze.

4.4. State and Sequenci ng Managenent

Data structures containi ng Epoch Markers could be reordered in-flight
even without malicious intent, |eading to perceived sequencing

i ssues. Sone Epoch Marker types thus require receiver state to
detect replay/rollback or establish sequencing. Systens that use
Epoch Markers SHOULD define an explicit acceptance policy (e.g.,
bounded acceptance wi ndow) that accounts for reordering of narkers.

There is a trade-off between keeping a single “global” epoch view
versus per-Attester state at the Verifier: global-only policies can
exacerbate | atency-induced fal se replay rejections, while per-
Attester tracking can be costly. Systens that use Epoch Markers
SHOULD docurent whet her they use gl obal epoch tracking or per-
Attester state and, if necessary, the associ ated w ndow.

5. Signature Requirenents

The signature over an Epoch Marker MJUST be generated by the Epoch
Bell. Conversely, applying the first signature to an Epoch Marker
al ways makes the issuer of a signed message containing an Epoch
Mar ker an Epoch Bel | .

6. Security Considerations

In distributed systems that rely on Epoch Markers for conveyance of
freshness, the Epoch Bell plays a significant role in the assumed
trust nodel. Freshness decisions derived from Epoch Markers depend
on the Epoch Bell’ s key(s) and correct behavior. |f the Epoch Bel
key is conprom sed, or the Bell is malicious/msconfigured, an
attacker can enit valid-looking “fresh” Epoch Markers. System
depl oynent s usi ng Epoch Markers generally need to protect Bel

si gni ng keys (secure storage, rotation, revocation) and scope
acceptance to the intended trust domain (e.g., expected issuer/trust
anchor). Simlarly, the Bell's clock needs to be securely sourced
and nanaged, to prevent attacks that skew the Bell’'s perception of
tinme.
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6.1. Epoch Signalling |Issues

Section 12.3 of [RFC9334] provides a good introduction to attacks on
conveyance of Epoch Markers. A network adversary can replay validly
si gned Epoch Markers or delay distribution, and differential |atency
can lead to different parties having different views of the “current”
epoch.

The epoch (acceptabl e wi ndow) duration is an operational security
paraneter: if too long, an Attester can create “good” Evidence in a
good state and release it later while the epoch is still acceptable
(notably for epoch-tick, epoch-tick-list, and strictly-nopnotonic-
counter); if too short, distant Attesters may be rejected as stale
due to latency. Epoch Markers are al so designed to be reusabl e by
mul tiple consumers, unlike nonces. Were per-session uniqueness is
required, protocols typically need to bind Epoch Markers to an
explicit nonce (e.g., see Section 4). Finally, system deploynents
usi ng Epoch Markers are normally required to pin which Epoch Marker
types are acceptable for a given trust domain to avoid downgrade

6.2. Operational Exanples

The following illustrative cases highlight “reasonable best practice”
choi ces for bal ancing freshness, replay protection, and scalability.

*  Nonce-bound Bell interaction_: Wen a Verifier uses a nonce
chall enge to trigger Evidence creation, the Attester can forward
that nonce to the Epoch Bell to request an Epoch Marker with the
nonce echoed inside. For reuse and caching, the typical pattern
is to keep the narker generic and enbed the Verifier nonce
al ongsi de the marker in the Evidence: if the Bell signs a nonce-
echoed marker, that marker is not reusabl e across sessions. The
nonce and marker are thus either bound by the Bell’s signature, or
by the attester’s signature on the Evidence. The Verifier checks
that (1) the nonce natches its challenge, (2) the Epoch Marker
signature chains to the expected Bell key, and (3) the marker
satisfies the acceptance policy (e.g., highest-seen counter or
time window). This pairing gives per-session uniqueness while
still allow ng Epoch Marker reuse by multiple consuners.
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*

7.

_Long-latency paths (e.g., LoRaWAN or DTN profiles)_: High
propagati on and queui ng del ays nmake tight epoch wi ndows brittle.

In system depl oynents usi ng Epoch Markers, epoch-tick-1ist can be
pre-provisioned to Attesters so that each interaction consunes the
next tick, with the Verifier keeping per-Attester sequencing state
(Section 4.4). Epoch duration should cover worst-case delivery

pl us cl ock skew of the Bell, and acceptance policies should allow
an overlap (e.g., current and i medi ately previous epoch) to
absorb in-flight drift while still rejecting replays beyond that
wi ndow.

_Large fleets sharing a Bell _: Wien nany Attesters reuse the sane
Epoch Marker, per-Attester state at the Verifier may be
inmpractical. One approach is to accept a gl obal highest-seen

epoch (with a bounded replay w ndow) while requiring each Evidence
record to bind the Epoch Marker to the Attester identity and, when
feasible, a Verifier-provided nonce. This limts cross-attester
replay of a single Epoch Marker while keeping the Bell stateless,
whi ch all ows Epoch Markers to be cached and enables their
broadcast distribution at scale.

| ANA Consi der ati ons

/1 RFC Editor: please replace RFCthis with the RFC nunber of this RFC
/1 and renove this note.

7.1

New CBOR Tags

I ANA is requested to allocate the following tags in the "CBOR Tags"
registry [I ANA chor-tags], preferably with the specific CBOR tag
val ue request ed:
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[ el s ool s s oo s oo e e sy s e o}
| Tag | Data | Semantics | Reference |
| | Item | | |
[ gl o e gumel sy e pe e p——r o}
| 26980 | bytes | DER-encoded RFC3161 TSTInfo | Section |
| | | | 4.1.2 of |
| | | | RFCthis |
B S, B o o m e e e - +
| 26981 | map | CBOR representation of RFC3161 | Section |
| | | TSTInfo senmantics | 4.1.3 of |
| | | | RFCthis |
S S o m o e e S +
| 26982 | tstr / | a nonce that is shared anong many | Section |
| | bstr / | participants but that can only be | 4.1.4 of |
| | int | used once by each parti ci pant | RFCthis |
E E oo e e e e e e e e e oo - oo M +
| 26983 | array | a list of multi-nonce | Section |
| | | | 4.1.5 of |
| | | | RFCthis |
B S, B o o m e e e - +
| 26984 | wuint | strictly monotonically increasing | Section |
| | | counter | 4.1.6 of |
| | | | RFCthis |
S S o m o e e S +

Table 1: New CBOR Tags
7. 2. New EM CW Cl ai m

This specification adds the following value to the "CBOR Wb Token
Clainms" registry [IANA cwt].

* ClaimNanme: em

* Cl aimDescription: Epoch Marker

* (CaimKey: 2000 (I ANA: suggested assi gnnent)
* (CaimValue Type(s): CBOR array

* Change Controller: |IETF

* Specification Docunent(s): Section 4 of RFCthis
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7.3. New Media Type application/ emcbor

7.

8.

I ANA is requested to add the application/epoch-marker+cbor nedia
types to the "Media Types" registry [I ANA nedia-types], using the
foll owi ng tenpl at e:

Type name: application

Subt ype nane: epoch-marker +cbor

Requi red paraneters: no

Optional parameters: no

Encodi ng consi derations: binary (CBOR)

Security considerations: Section 6 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nedia type: RATS Attesters, Verifiers,
Endorsers and Reference-Val ue providers, and Relying Parties that
need to transfer Epoch Markers payl oads over HTTP(S), CoAP(S), and
ot her transports.

Fragrment identifier considerations: The syntax and semantics of
fragment identifiers are as specified for "application/cbor”. (No
fragment identification syntax is currently defined for
"application/cbor".)

Person & enmmil address to contact for further information: RATS WG
mailing list (rats@etf.orqg)

I ntended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |1ETF

Provisional registration: no

4, New CoAP Cont ent - For nat

I ANA is requested to register the following Content-Format IDin the
"CoAP Content-Formats" registry, within the "Constrai ned RESTf ul

Envi ronnents (CoRE) Paranmeters" registry group

[ 1 ANA. cor e- par anet ers] :

| Content-Type | Content Coding | ID | Reference

[} e ————————————————————— Ll ———————————— L —p——_—_ _lp—p—p—_—(——(————r
| application/ | - | TBDL | RFCthis

| epoch- narker +cbor | | | |
e . S - +

Tabl e 2: New CoAP Cont ent For mat
I f possible, TBDL should be assigned in the 256..9999 range.

Ref er ences
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Appendi x A.  Exanpl es

The example in Figure 3 shows an Epoch Marker with an etime as the
Epoch Marker type.

| epoch-marker for
1996- 12- 19T16: 39: 57- 08: 00[ Aneri ca// Los_Angel es] [ u- ca=hebrew] /
[ etime / 1001({
1. 851042397,
-10: "Americal/ Los_Angel es",
-11: { "u-ca": "hebrew' }
})

Figure 3: CBOR Epoch Marker based on ‘etine' (EDN)

The encoded data itemin CBOR pretty-printed form (hex with comments)
is shown in Figure 4.
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d9 03e9 # tag(1001)
a3 # map(3)
01 # unsigned(1)
la 32b9e05d # unsi gned(851042397)
29 # negative(9)
73 # text(19)
416d65726963612f 4c6f 735f 416e67656c6573 # " Ameri ca/ Los_Angel es”
2a # negative(10)
al # map(1)
64 # text(4)
75206361 # "u-ca"
66 # text(6)
686562726577 # "hebrew'

Figure 4: CBOR Epoch Marker based on ‘etine' (pretty hex)

The exanmple in Figure 5 shows an Epoch Marker with an etinme as the
Epoch Marker type carried within a CAM

=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

[/ protected / << {
/[ alg / 1. -7 | ECDSA 256 /
} >,
/ unprotected / {},
[/ payload / << {
/ epoch marker / 2000: / etime / 1001({
1: 851042397,
-10: "Americal/ Los_Angel es",
-11: { "u-ca": "hebrew' }
1,
/ eat_nonce / 10: h'\
c53a8c924f 5a27877951ace250709aa64a45311840calc55da09af 026a7a9clc’ ,
[ iss [/ 1 : "ACME epoch bell",

/[ aud / 3 : "ACME protocol clients",
/ nbf / 5 : 1757929800,
| exp !l 4 1757929860

} >,

| signature / h’737461747574617279’
1)

Fi gure 5: CBOR Epoch Marker based on ‘etime’ carried within a CWM
(EDN)

The encoded data itemin CBOR pretty-printed form (hex with comments)
is shown in Figure 6.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

tag(18)
array(4)

byt es(3)

"\ xA1\ u0001&"
map( 0)

byt es(136)

al0126
a0
58 88
\
a61907d0d903e9a3011a32b9e05d2973416d65726963612f 4c6f 735f 416e67656C65\
7322a164752d6361666865627265770a5820c53a8c924f 5a27877951ace250709aab\
4a45311840calc55da09af 026a7a9c1c016f 41434d452065706f 63682062656¢c6c03\
7541434d452070726f 746f 636f 6c20636c69656e7473051a68c7e148041a68c7e18\
4 # "\ xA6\ u0019\ a\ xDO\ x D9\ u0003\ xE9\ xA3\ u0001\ u001A2\ xB9\ xEO] ) \
sAmeri ca/ Los_Angel es*\ xAldu- caf hebrew\ nX \ xC5: \ x8C\ x92Q2" \ x87yQ xAC\\
XE2Pp\ Xx9A\ xA6JE1\ u0018@ xCA\ u001CU\ xDA\ t \ XAF\ u0002j z\ x9C\ u001C\\
uO0010ACME epoch bel | \ uOOO3uACME protocol clients\u0005\ u001Ah\ xC7\\
XE1H\ u0004\ u001Ah\ xC7\ xE1\ x84"
49 # bytes(9)
737461747574617279 # "statutary"

N
w
HFEHHFHFHH

Figure 6: CBOR Epoch Marker based on ‘etine' carried within a CAT
(pretty hex)

A.1l. RFC 3161 TSTInfo
As a reference for the definition of TST-info-based-on-CBOR-time-tag

the code bl ock bel ow depicts the original |ayout of the TSTInfo
structure from [ RFC3161].

TSTInfo ::= SEQUENCE ({
versi on I NTECER { v1(1) },
policy TSAPol i cyl d,
messagel npri nt Messagel npri nt,

-- MJST have the same value as the sinilar field in

-- TimeSt anpReq
seri al Nunber | NTEGER,

-- Time-Stanpi ng users MJST be ready to accommodat e integers
-- up to 160 bits.

genTi ne Gener al i zedTi ne,
accuracy Accur acy OPTI ONAL,
ordering BOOLEAN DEFAULT FALSE,
nonce I NTEGER OPTI ONAL,

-- MJIST be present if the simlar field was present

-- in TimeStanpReq. In that case it MJST have the sane val ue.
tsa [ 0] GCeneral Nane OPTI ONAL,
ext ensi ons [1] IMPLICIT Extensions OPTI ONAL  }
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