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Abstract

The term "neasured conponent” refers to an object within the
attester’s target environnent whose state can be sanpl ed and
typically digested using a cryptographic hash function. Exanples of
measur ed conponents include firmvare stored in flash menory, software
| oaded into nenory at start tinme, data stored in a file system or
values in a CPU register. This docurment provides the infornmation
nmodel for the "neasured conponent” and two associ ated data nobdel s.
This separation is intentional: the JSON and CBOR serializations,
coupled with the nedia types and associ ated Constrai ned Application
Prot ocol (CoAP) Content-Formats, enable the i mredi ate use of the
semantics within the Entity Attestati on Token (EAT) frameworKk.
Meanwhil e, the information nodel can be reused in future
specifications to provide additional serializations, for exanple
usi ng ASN. 1.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Renpte ATtestation
ProcedureS Wrking Goup mailing list (rats@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/rats/.
Source for this draft and an issue tracker can be found at
https://github. com thonmas-fossati/draft-fft-rats-eat-neasured-
component .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

Section 4.2.16 of [RFC9711] defines a Measurenments claimthat:

"[c]ontains descriptions, lists, evidence or neasurenents of the
software that exists on the entity or any other neasurable
subsystem of the entity."

This claimallows for different nmeasurement formats, each identified
by a different CoAP Content-Format (Section 12.3 of [RFC7252]).
Currently, the only specified format is Concise Software
Identification (CoSWD) Tags of type "evidence", as per Section 2.9.4
of [RFC9393]. However, CoSWD is not suitable for neasurenents that
cannot be anchored to a file system such as those in early boot
environnments. To address this gap, this docunent introduces a
"measured conponent” format that can be used with the EAT

Measur enment s cl ai m al ongsi de or instead of CoSW D

The term "neasured conponent” refers to an object within the
attester’s target environnent whose state can be sanpl ed and
typically digested using a cryptographic hash function. This

i ncludes, for exanple: the invariant part of a firmware conmponent
that is loaded in nmenory at startup time, a run-tine integrity check
(RTIC), a file systemobject, or a CPU register

Thi s document provides the information nodel for the "neasured
component" and two associ ated data nodels [ RFC3444]. This separation
is intentional: the JSON and CBOR serializations, coupled with the
medi a types and associ ated CoAP Content-Formats, enable the i medi ate
use of the semantics within the EAT franework. Meanwhile, the

i nformati on nodel can be reused in future specifications to provide
addi tional serializations, for exanple using ASN. 1.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

In this docunment, CDDL [ RFC8610] [RFC9165] [RFC9741] is used to
describe the data formats. This specification uses the follow ng
CDDL control operators: .b64u defined in Section 2.1 of [RFC9741],
.json defined in Section 2.4 of [RFCO741] and .cbor defined in
Section 3.8.4 of [RFC8610].

I nf ormati on Model

This section presents the informati on nodel of a "neasured
component ".

A "neasured conmponent” information el enment includes the conponent’s
sampl ed state (in digested or raw form along with netadata that
hel ps in identifying the conponent. Optionally, any entities
responsi ble for signing the installed conponent can al so be
speci fi ed.

The information elenents (IE) that constitute a "measured conponent™
are described in Table 1.
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+::::::::::::: s s s s s s s s s s s s s s s s s :::::::::::::+
| TE Descri ption Requi renment |
| Level |
[ s sl e s sy e —p—_—— L
Conponent The nane given to the neasured REQUI RED

this name renai ns consi stent across
different releases to allow for
better tracking of the sane neasured
item across updates. \When conbi ned
with a consistent versioning scheneg,
it enables better signalling from
the apprai sal procedure to the

+ +
I I
| |
+ +
I I
Narmre | component. It is inportant that |
I I
I I
| |
I I
I I
I I
I I
| relying parties. |

| Conponent | A value representing the specific | OPTI ONAL |
| Version | release or devel oprment version of | |
| | the measured conponent. Using |

| | Semantic Versioning [SEMVER] is | |
| | RECOMVENDED. | |
S o e e e e e e e e e e e e e e me oo S +
| Digested or | Either the raw value or the digested | REQU RED |
| Raw Val ue | value of the neasured conponent. | |
S o m m e e e e e e e e e e e e eaao o S +
| Digest | Hash algorithmused to conmpute the | REQUI RED |
| Algorithm | Digest Value. | only if the

| | | value is in |
I I | the I
| | | digested |
I I | form I
R o R +
| Authorities | One or nore entities that can | OPTI ONAL |
| | authoritatively identify the | |
| | conponent bei ng nmeasur ed. | |
Fom e o - T Fom e o - +

Table 1: Measured Conponent |nformation El enents
A data nodel inplenenting this information nmodel SHOULD al so all ow a
limted anmbunt of extensibility to accommpdate profile-specific
semanti cs.
4. Data Mdel

This section presents coordi nated JSON and CBOR data nodel s that each
i mpl ement the information nodel outlined in Section 3.
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The data nodel is inspired by the "PSA software conponent” claim
(Section 4.4.1 of [RFC9783]), which has been refactored to take into
account the recomendati ons about the design of new EAT cl ai ns
described in Appendi x E of [ RFC9711].

CDDL is used to express rules and constraints of the data nodel for
both JSON and CBOR. These rules nust be strictly foll owed when
creating or validating "measured conponent” data items. Wen there
is variation between CBOR and JSON, the CDDL generic JC<>, defined in
Appendi x D of [RFC9711], is used.

4. 1. Common Types

The following three basic types are used at various places within the
measur ed conponent data nodel

byt es-b64u = text .b64u bytes
byt es8 = bytes .size 8
byt es8-b64u = text .b64u bytes8

4.2. The digest Type

A digest represents the result of a hashing operation together with
the hash algorithmused. The type of the digest algorithmidentifier
can be either int or text and is interpreted according to the

[1 ANA. naned-information] registry. Specifically, int values are

mat ched against "ID' entries and text values are matched agai nst
"Hash Narme String" entries. \Whenever possible, using the int
encodi ng i s RECOVVENDED.

digest = |
alg: (int / text)
val : di gest-val ue-type
]
di gest -val ue-type = eat.JC<bytes-b64u, bytes>

4.3. The measured-conmponent Data |tem

The neasured-conponent data itemis as foll ows:
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measur ed- conponent = {
component -i d-1 abel => conponent-id
measur enent
? authorities-label => [ + authority-id-type ]
? flags-1abel => flags-type
}

measurenent //= ( di gested-measurenent-|abel => digest )
measurenent //= ( raw nmeasurenent-|abel => bytes )

authority-id-type = eat.JC<bytes-b64u, bytes>
flags-type = eat.JC<bytes8-b64u, bytes8>

component -i d-1 abel = eat.JC<"id", 1>

di gest ed- neasur enent - | abel = eat.JC<"di gest ed- neasurenent”, 2>
raw neasur enent - | abel = eat.JC<"raw neasurenent"”, 5>
authorities-label = eat.JC<"authorities", 3>

flags-1abel = eat.JC<"flags", 4>
The nenbers of the neasured-conponent CBOR map / JSON object are

"id" (index 1):
The neasured conponent identifier encoded according to the format
described in Section 4.3.1

"measur enment " :
Ei ther a digest value and digest algorithm (index 2), encoded
using the digest format (Section 4.2), or the "raw' neasurenent
(index 5), encoded as a byte string. Note that, while the size of
the digested formis constrained by the digest function, the size
of the raw formcan vary greatly dependi ng on what is being
measured (it could be a CPU register or an entire configuration
bl ob, for example). Therefore, a decoder inplenmentation may
decide to limt the amount of nenory it allocates to this specific
field.

"aut horities" (index 3):
One or nore authorities, see Section 4.3.2.

"flags" (index 4):
a 64-bit field with profile-defined senantics, see Section 4.3.3.

4.3.1. Conponent Identifier

The conponent-id data itemis as follows:
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component-id = |
nanme: t ext
? version: version

]

;# inmport cosw d. $versi on-schene fromrfc9393 as cosw d

version = |
val : t ext
? schene: cosw d. $versi on-schene

]

name A string that provides a human readable identifier for the
component in question. Format and adopted conventions depend on
the conponent type.

versi on A conpound version data itemthat reuses the encodi ng and
semantics of [RFC9711] sw version-type, extending it to non-
sof t ware components.

4.3.2. Authority ldentifier

An authority is an entity that can authoritatively identify a given
conmponent by digitally signing it. This signature is typically
verified during installation (Section 7 of [RFC9019]), or when the
measur ed conmponent is executed by the boot firnware, operating
system or application |launcher, as in the case of Unified Extensible
Firmvare Interface (UEFI) Secure Boot [UEFI2] and Arm Trusted Board
Boot [ TBBR-CLI ENT]. Another exanple may be the controlling entity in
an app store. Note that this signature is in no way related to the
attester’s signature on the EAT-fornatted evi dence.

An authority is identified by its signing public key. It could be an
X. 509 certificate, a raw public key, a public key thunbprint, or sone
other identifier that can be uniquely associated with the signing
entity. In sone cases, nultiple parties may need to sign a conponent
to indicate their endorsenment or approval. This could include roles
such as a firmwvare update system fleet owner, or third-party
auditor. The specific purpose of each signature may depend on the
depl oynent, and the order of authorities within the array could

i ndi cat e nmeani ng.

If an EAT profile (Section 6 of [RFC9711]) uses neasured conponents,
it MJUST specify whether the authorities field is used. |If it is
used, the profile MJIST al so specify what each of the entries in the
authorities array represents, and howto interpret the correspondi ng
aut hority-id-type.
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The authority-id-type is defined as follows:
authority-id-type = eat.JC<bytes-b64u, bytes>
4.3.3. Profile-specific Flags

This optional field can contain up to 64 bits of profile-defined
semantics, enabling a profile of this specification to encode
additional information and extend the base type. It can be used to
carry information in fixed-size chunks, such as a bit mask or a
single value within a predeternined set of codepoints. Regardless of
its internal structure, the size of this field is exactly 8 bytes.

The flags-type is defined as foll ows:
flags-type = eat.JC<bytes8-b64u, bytes8>
If an EAT profile (Section 6 of [RFC9711]) uses neasured conponents,
it MUST specify whether the flags field is used. |If it is used, the
profile MJST al so specify howto interpret the 64 bits.

4.4. EAT neasurenents-format Extensions
The CDDL in Figure 1 extends the $measurenents-body-cbor and
$neasur ement s- body-j son EAT sockets to add support for neasured-

components to the Measurenents claim

nc- chor
nc-j son

byt es . cbor neasured-conponent
text .json neasured-conponent

; EAT CBOR (‘.feature "cbor"")
$neasur ement s- body-cbor /= nc-chbor ; native
$neasur enent s- body-cbor /= nt-json ; tunne

; EAT JSON (‘.feature "json"')
$neasur enent s- body-j son /= nt-json ; hative
$neasur ement s- body-json /= text .b64u nt-cbor ; tunne

Figure 1: EAT measurenents-format Extensions
Each socket is extended with two new types: a "native" representation
that is used when neasured-conponent and the EAT have the sane

serialization (e.g., they are both CBOR), and a "tunnel"
representation that is used when the serializations differ.
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4.5. nmeasurenments-format for CBOR EAT

The entries in Table 2 are the all owed content-type / content-format
pai rs when the neasured-conponent is carried in a CBOR EAT

Note the use of the "native" and "tunnel" formats fromFigure 1, and
how t he associ ated CoAP Content-Format is used to describe the
original serialization

| content-type (CoAP G F equivalent) | content-format |
| appl i cat i onf measur ed- component +chor | mo-cbor )
| appli cat i onl measur ed- conponent 4 son | me-json )
o mm e e e e e e e e e memo— oo o a o +
Tabl e 2: measurenent-format for EAT CW
4.6. neasurenents-format for JSON EAT
Table 3 is the equivalent of Table 2 for JSON-serialized EAT.
B e e S e
| content-type (CoAP C-F equivalent) | content-fornmat |
| appl i cat i on measur ed- conponent 4 son | mo-json )
| anpi § cat] onf measur ed. companent +cbor | 157 . bBdu o, cbor |
o e e mmmmmeaaamn s +

Tabl e 3: neasurenent-format for EAT JWI
4.7. EAT Profiles and Measured Conponents

The semantics of the authorities and profile flags fields are defined
by the applicable EAT profile, i.e., the profile of the wappi ng EAT.

If the profile of the EAT is not known to the consumer and one or
nmore Measured Conponents within that EAT include authorities and/or
profile flags, the consunmer MJST reject the EAT.

4.8. Exanples

The example in Figure 2 is a digested neasured conmponent with all the
fields popul at ed.
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[id [/ 1]
/ nanme / "boot | oader X',
[/ version / |
"1.2.3rc2",
16384 / senver /

]
]1
[/ measurement / 2: [
/ alg / "sha-256",
/[ val [ h’3996003d486f b91f f bO56f 7d03f 2b2992b215b31dbe7af 4b37
3431f ¢7d319da3’
/1authorities /| 3:
h’ 492e9b676¢c21f 6012b1lceeb9032f eb4141a880797355f 6675015ec59c5
lcalec’,
h’ 4277bb97ba7b51577a0d38151d3e08b40bdf 946753f 5b5bdeb814d6f f 5
7a8abe’

] ’
/ flags / 4: h’0000000000000101"

Fi gure 2: Conpl ete Measured Component

The exanmple in Figure 3 is the same nmeasured conmponent as above but
used as the format of a neasurenents claimin a EAT clai ns-set.

Thi s exanpl e uses TBD1 as the content-type val ue of the neasurenents-
format entry. (This will change to the value assigned by IANA to the
measur ed- conponent +cbor Cont ent - For mat . )

Note that the array contains only one measured conponent, but

additional entries could be added if the nmeasured TCB i s nade of
mul tiple, individually neasured conponents.
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{
273: |

TBD1, / nmeasured- conponent +chor /
<<

[ id [ 1: ]
/| nanme / "boot | oader X',
[/ version / [
"1.2.3rc2",
16384 / senver /
]
],
/ measurement / 2:
[/ alg / "sha-256",
/ val [ h’3996003d486f b91f f bO56f 7d03f 2b2992b215b31db
e7af 4b373431f c7d319da3

/ authorities / 3:
h’ 492e9b676¢c21f 6012blceeb9032f eb4141a880797355f 66750
15ec59c51calec’,
h' 4277bb97ba7b51577a0d38151d3e08b40bdf 946753f 5b5bdeb
814d6f f 57a8abe’

>>

Figure 3: EAT Measurenents C ai musing a Measured Conponent (CBOR)

The example in Figure 4 illustrates the inclusion of a JSON neasured
conponent inside a JSON EAT.

Thi s exanpl e uses TBD2 as the content-type val ue of the neasurenents-

format entry. (This will change to the value assigned by IANA to the
measur ed- conponent +j son Cont ent - For mat . )
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"measurenents": |

[

TBD2, / measured- conponent +j son /
"{\"id\": [ \"boot loader X\", [ \"1.2.3rc2\", 16384 ] ], \"\
di gest ed- neasurenment\": [ \"sha-256\", \"\
QZYAPUhvUR_7BWO9A KynSshWHb569LNzQx_HOxnaM " ], \"authorities\": [ \
\ " SS6bZ2wh9gEr HO65Ay _r QUGogH zVf ZnUBXsWeUcoewh ", \ "\
Qe7l 7p7UVd6DTgVHT4Il t Avf | GATObVO64FNb_V6i 1 4\ " ] }"
]

]
}

Fi gure 4: EAT Measurenents C aimusing a Measured Conponent (JSON)
The exanmple in Figure 5 is a neasured conponent representing a boot
| oader identified by its path nane:

[id [/ 1

/ name / "/boot/| oader. bin"
]1
/ measurement / 2:
/ alg / "sha-384",
[/ val | h’ 66ec2fb4e02d8c8b3eee320e750d9389d66c52c51dbllcc6
9c¢c5e410816283ed60ba573795f 5f cc85e513af 57b3f 6def’

] 1
/ flags / 4: h’0000000000000101"
}

Figure 5: Di gested Measured Conponent using File Path as Identifier
The exanmple in Figure 6 is a raw neasured conponent.
[id /] 1: [
[/ name / "hardware-config"
] i)

/ measurenent / 5: h’ 4f6d616861’
}

Figure 6: Raw Measured Comnponent
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7

Security Considerations

Pl ease review Sections 9.1 (O aim Trustworthiness), 9.4 (Miltiple EAT
Consuners) and 9.5 (Detached EAT Bundl e Di gest Security

Consi derations) of [RFC9711]; these considerations apply to this
docunent as well. Note that similar security considerations nmay
apply when the Measured Conponent information nodel is serialized
using different data nmodel s than the ones specified in this docunent.

The Conponent Nanme and Conponent Version can give an attacker
detailed informati on about the software running on a device and its
configuration settings. This information could offer an attacker
val uabl e i nsi ghts.

Any textual fields (e.g., Conmponent Nanme and Conponent Version) that
are stored in a file, inserted into a database, or displayed to
humans nust be properly sanitized to prevent attacks and undesirabl e
behavi or. Further discussion and references on this topic can be
found in Section 7 of [RFC9839].

If the conponent neasurenment is digested, the digest must be conputed
usi ng a strong cryptographi ¢ hash function

Privacy Considerations

Pl ease review Section 9.1 (Miltiple EAT Consumers) of [RFC9711]; the
differential encryption considerations discussed there also apply to
t hi s docunent.

The Conponent Name and Conponent Version could reveal private
i nformati on about a device and its owner

Additionally, the stability requirenment of the Conponent Name coul d
enabl e tracki ng.

I ANA Consi derations
/1 RFC Editor: replace "RFCthis" with the RFC nunber assigned to this
docunent .
1. Media Types Registrations

I ANA is requested to add the following nedia types to the "Media
Types"” registry [IANA nedi a-types].
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| Nare | Tenpl ate | Reference

[} e ——————————————_ Ll —p—_—_—————————————— Ll —p—p——(——(——r
| measured- conponent +cbor | application/ neasured- | RFCthis

| | component +cbor | |
o m e e e e i oo o m e e e e i oo Fom e oo +
| neasured-conponent +j son | appli cation/ measur ed- | RFCthis

| | comnponent +j son | |
o e e e e e e oo o e e e e e e oo R +

Tabl e 4. Measured Conponent Media Types
7.1.1. application/ measured-conponent +cbor

Type name: application

Subt ype nane: neasured-conponent +cbor

Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng consi derations: binary (CBOR)

Security considerations: Section 5 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nmedia type: Attesters, Verifiers and
Rel ying Parties

Fragrment identifier considerations: The syntax and senmantics of
fragment identifiers are as specified for "application/cbor”. (No
fragment identification syntax is currently defined for
"application/cbor".)

Person & enmil address to contact for further information: RATS WG
mailing list (rats@etf.orq)

I ntended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |1ETF

Provisional registration: no

7.1.2. application/measured-conponent +j son

Type name: application

Subt ype nane: neasured-conponent +j son

Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng considerations: binary (JSON is UTF-8-encoded text)

Security considerations: Section 5 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nmedia type: Attesters, Verifiers and
Relying Parties

Fragrment identifier considerations: The syntax and senantics of
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7.

8.

8.

fragment identifiers are as specified for "application/json". (No
fragment identification syntax is currently defined for
"application/json".)

Person & emmil address to contact for further information: RATS WG
mailing list (rats@etf.orqg)

I ntended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |1ETF

Provisional registration: no

2. Measured Conponent Content-Format Registrations

I ANA i s requested to register two Content-Format nunbers in the "CoAP
Cont ent - For mat s" sub-registry, within the "Constrai ned RESTf ul

Envi ronments (CoRE) Parameters” Registry [|ANA core-paranmeters], as
foll ows:

[ oo sl s el el s e e o3
| Content-Type | Content Coding | ID | Reference |
Yoo o4 == ===+
| application/ measured- | - | TBDL | RFCthis |
| conponent +cbor | | | |
I T T I I T +------ I +
| application/ measured- | - | TBD2 | RFCthis |
| component +j son | | | |
I T R +------ R +
Table 5

I f possible, TBD1 and TBD2 shoul d be assigned in the 256..9999 range.
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Appendi x A,  Col | ected CDDL

Thi s appendi x contains all the CDDL definitions included in this
speci fication.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

measur ed- conponent = {
component -i d-1 abel => conponent-id,
measur enent ,
? authorities-label => [+ authority-id-type],
? flags-1abel => flags-type,
}
measur enent //= (di gested-neasurenent-|abel => digest // raw\
measur enent -1 abel => byt es)
authority-id-type = eat.JC<bytes-b64u, bytes>
flags-type = eat.JC<bytes8-b64u, bytes8>
conponent-id = |
name: text,
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? version: version
]
version = |
val : text,
? schene: coswi d. $versi on-scheneg,
]
digest = |
alg: int / text,
val : di gest-val ue-type,
]
di gest-val ue-type = eat.JC<bytes-b64u, bytes>
byt es-b64u = text .b64u bytes
byt es8 = bytes .size 8
byt es8-b64u = text .b64u bytes8
component -i d-1 abel = eat.JC<"id", 1>

di gest ed- neasur enent -1 abel = eat.JC<"di gest ed- neasurenent”, 2>
raw neasur enent - | abel = eat.JC<"raw neasurenent", 5>
authorities-label = eat.JC<"authorities", 3>

flags-1abel = eat.JC<"flags", 4>

nmc- cbor = bytes .cbor neasured-conponent

nc-json = text .json measured-conmponent

$neasur ement s- body-cbor /= nc-cbor / nt-json

$neasur ement s- body-json /= nc-json / text .b64u nc-chor

eat. JSON-ONLY<J> = J .feature "json"

eat . CBOR-ONLY<C> = C .feature "chor"

eat.JC<J, C = eat.JSON-ONLY<J> / eat.CBOR- ONLY<C>

coswi d. $versi on-schene /= coswid. mul tipartnuneric / cosw d.\

mul tipartnuneric-suffix / cosw d. al phanuneric / cosw d.decinmal / \
coswi d. semver / int / text

coswid.multipartnunmeric = 1

coswi d. mul tipartnumeric-suffix = 2

coswi d. al phanuneric = 3

coswi d. decimal = 4

coswi d. senver = 16384

Appendi x B. Open | ssues
The list of currently open issues for this documents can be found at

https://github.comietf-rats-wy/draft-ietf-rats-eat-neasured-
conponent /i ssues.

/1 Note to RFC Editor: please renove before publication
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