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Abstract

The term "neasured conponent” refers to an object within the
attester’s target environnment whose state can be inspected and,
typically, digested. A digest is conmputed through a cryptographic
hash function. Exanples of measured conponents include firmare
stored in flash nmenory, software |oaded into nenory at start tine,
data stored in a file system or values in a CPU register.

Thi s docunent defines a "nmeasured conponent" fornmat that can be used
with the EAT Measurenents claim

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS Wrking Group mailing list (rats@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/rats/.
Source for this draft and an issue tracker can be found at
https://github. com thonmas-fossati/draft-fft-rats-eat-neasured-
component .

Status of This Menp

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.

It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 April 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i nclude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

bR

©ONo O

9.

8.

9.

9.

GRORRANE

N o

I nt roducti on . .
Conventi ons and Def| ni t| ons .
I nf ormati on Model

Dat a Model

Comon Types .
The neasur ed- corrponent Data Item
.2.1. Component ldentifier
.2.2. Signer .
.2.3. Profile- speC|f|C Flags
EAT neasur ement s-format Ext ensi ons
measur enent s-format for CBOR EAT
measur enent s-format for JSON EAT

EAT Profiles and Measured Corrponents
Exanpl es .
Security and Pri vacy ConS| der atl ons .
I ANA Consi derations . .

Medi a Types Regi strati ons .
1.1. application/neasured- corrponent +cbor
1.2. application/ measured-conponent +j son .
Ref er ences
1. Normative Ref erences
2. Informative References

Appendi x A, Open | ssues
Acknowl edgnent s . .

Frost,

et al. Expires 19 April 2026

Measur ed Conmponent Content - For mat Regi stratlons .

OCOWOWWOOONOOTOITOTWWW

RPRRRRRPRRPRRRRERE
NNOoOUURADWWWW

[ Page 2]



I nternet-Draft EAT Measured Conponent Cct ober 2025

1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . ... oo o.o.oar
I nt roduction

Section 4.2.16 of [I-D.ietf-rats-eat] defines a Measurenents claim
t hat :

"[c]ontains descriptions, lists, evidence or neasurenents of the
software that exists on the entity or any other neasurable
subsystem of the entity."

This claimallows for different nmeasurement formats, each identified
by a different CoAP Content-Format (Section 12.3 of [RFC7252]).
Currently, the only specified format is CoSWD of type "evidence", as
per Section 2.9.4 of [RFC9393].

Thi s docunent introduces a "neasured conponent" fornmat that can be
used with the EAT Measurenents claimin addition to or as an
alternative to CoSWD

The term "measured conponent” refers to any neasurabl e object on a
target environnment, that is, an object whose state can be sanpled
and, possibly, digested. This includes, for exanple: the invariant
part of a firmwvare conponent that is loaded in nmenory at startup
time, arun-time integrity check (RTIC), a file systemobject, or a
CPU register.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

In this docurment, CDDL [ RFC8610] [ RFC9165]
[I-D.ietf-cbor-cddl-modules] [I-D.ietf-cbor-cddl-nore-control] is
used to describe the data formats.

I nfor mati on Model

A "measured component” information el ement includes the component’s
sampled state (in digested or raw form) along with netadata that
hel ps in identifying the component. Optionally, any entities
responsi ble for signing the installed conponent can al so be
speci fi ed.
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The informati on nodel of a "measured conponent" is described in
Tabl e 1.

[} e ——— e p—p—p———————————————————————————_—————— Llp—p—p—p—_—(———————
| TE Description Requi renent |
| Level |
[ oo oo e el s U
Conponent The nane given to the neasured REQUI RED

thi s name renmi ns consi stent across
different rel eases to allow for
better tracking of the sane
measured item across updates. Wen
conbined with a consi stent

versi oning schene, it enables
better signaling fromthe appraisa

+ +
I I
I I
+ +
I I
Nane | comnponent. It is inportant that |
I I
I I
I I
I I
I I
I I
I I
| procedure to the relying parties. |

| Component | A value representing the specific | OPTI ONAL |
| Version | release or devel oprment version of | |
| | the measured conponent. Using | |
| | Semantic Versioning | |
| | (https://senver. org/spec/ | |
| | v2.0.0.htm) is RECOMVENDED. | |
S IR T T Tt I +
| Digested | Either the raw value or the | REQUI RED |
| or Raw | digested value of the measured | |
| Val ue | conponent. | |
S O . +
| Digest | Hash algorithmused to conpute the | REQUI RED |
| Algorithm| Digest Val ue. | only if the

| | | value is in |
I I | the I
| | | digested |
I I | form I
- T . +
| Signers | One or nore unique identifiers of | OPTI ONAL |
| | entities signing the neasured | |
| | comnponent. | |
S o e m e e e e e e e e e e e m—— oo oo S +

Tabl e 1. Measured Conponent |nformation El enents

The format SHOULD al so allow a limted anount of extensibility to
acconmodat e profile-specific semantics.
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4. Data Mbdel

This section presents a JSON and CBOR data nodel that inplenents the
information nodel outlined in Section 3.

The data nodel is inspired by the "PSA software conponent” claim
(Section 4.4.1 of [I-D.tschofenig-rats-psa-token]), which has been
refactored to take into account the recomendati ons about the design
of new EAT cl ainms described in Appendix E of [I-D.ietf-rats-eat].

CDDL is used to express rules and constraints of the data nodel for
both JSON and CBOR. These rules nust be strictly foll owed when
creating or validating "measured conponent" data items. Wen there
is variation between CBOR and JSON, the JC<> CDDL generic defined in
Appendi x D of [I-D.ietf-rats-eat] is used.

4.1. Common Types

The followi ng three basic types are used at various places within the
measur ed conponent data nodel

byt es-b64u = text .b64u bytes
byt es8 = bytes .size 8
byt es8-b64u = text .b64u bytes8

4.2. The measured-conmponent Data |tem

The neasured-conponent data itemis as follows:
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;# inmport corimdigest fromrfcYYYY as corim
;# inmport eat.JC fromrfc9711 as eat

measur ed- component = {
i d-1abel => comnponent-id
neasur enment
? signers-label => [ + signer-type ]
? flags-1abel => flags-type
}

measurenent //= ( di gested-nmeasurenent-I|abel => corimdigest )
measurenent //= ( raw neasurenent-|abel => bytes )

signer-type = eat.JC<bytes-b64u, bytes>
flags-type = eat.JC<bytes8-b64u, bytes8>

id-1abel = eat.JC"id", 1>

di gest ed- neasur enent -1 abel = eat.JC<"di gest ed- neasurenent", 2>
raw measur enent -1 abel = eat.JC<"raw neasurenent”, 5>
signers-1|abel = eat.JC<"signers", 3>

flags-1abel = eat.JC<"flags", 4>

The nenbers of the neasured-conponent CBOR nap / JSON object are:

"id" (index 1):
The neasured component identifier encoded according to the format
described in Section 4.2.1

"measur enment " :
Ei ther a digest value and al gorithm (i ndex 2), encoded using CoRl M
digest format (Section 1.3.8 of [I-D.ietf-rats-corinj), or the
"raw' neasurenent (index 5), encoded as a byte string.

"signers" (index 3):
One or nore signing entities, see Section 4.2.2.

"flags" (index 4):
a 64-bit field with profile-defined semantics, see Section 4.2.3.

4.2.1. Conponent ldentifier

The conponent-id data itemis as follows:
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component-id = |
nanme: t ext
? version: version

]

;# inmport cosw d. $versi on-schene fromrfc9393 as cosw d

version = |
val : t ext
? schene: cosw d. $versi on-schene

]

name A string that provides a human readable identifier for the
component in question. Format and adopted conventions depend on
the conponent type.

versi on A conpound version data itemthat reuses encoding and
semantics of [I-D.ietf-rats-eat] swversion-type

4.2.2. Signer

A signer is an entity that digitally signed the neasured conponent.
Typically, the signature is verified during installation or when the
measur ed conponent is executed by the boot ROV operating system or
application launcher. For exanple, as in UEFI Secure Boot [ UEFI 2]
and Arm Trusted Board Boot [ TBBR-CLIENT]. Another exanple may be the
controlling entity in an app store. It is inportant to note that a
signer is different fromthe identity of the manufacturer of the
conmponent, such as would be found in a manifest |ike a payl oad
CoSW D.

A signer is associated with a public key. 1t could be an X 509
certificate, a raw public key, a public key thunmbprint, or sone other
identifier that can be uniquely associated with the signing entity.
In sone cases, nultiple parties may need to sign a conponent to

i ndi cate their endorsenent or approval. This could include roles
such as a firmvare update system fleet owner, or third-party
auditor. The specific purpose of each signature may depend on the
depl oynent, and the order of signers within the array could indicate
meani ng.

If an EAT profile (Section 6 of [I-D.ietf-rats-eat]) uses neasured
components, it MJST specify whether the signers field is used. If it
is used, the profile MJST al so specify what each of the entries in
the signers array represents, and howto interpret the correspondi ng
si gner -t ype.

The signer-type is defined as foll ows:
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signer-type = eat.JC<bytes-b64u, bytes>
4.2.3. Profile-specific Flags

This field contains at nost 64-bit of profile-defined senantics. It
can be used to carry information in fixed-size chunks, such as a bit
mask or a single value within a predeterm ned set of codepoints.
Regardl ess of its internal structure, the size of this optional field
is exactly 8 bytes.

The flags-type is defined as foll ows:
flags-type = eat.JC<bytes8-b64u, bytes8>
If an EAT profile (Section 6 of [I-D.ietf-rats-eat]) uses measured
conponents, it MJST specify whether the profile-flags field is used.
If it is used, the profile MJST al so specify howto interpret the 64
bits.

4.3. EAT neasurenents-fornmat Extensions
The CDDL in Figure 1 extends the $neasurenents-body-cbor and
$neasur ement s- body-j son EAT sockets to add support for measured-
conmponents to the Measurenents claim

nc- cbor
nc-j son

= bytes .cbor nmeasured-conponent

= text .json measured-comnmponent

; EAT CBOR (‘.feature "chor"")
$neasur ement s- body-cbor /= nt-chbor ; native
$neasur enent s- body-cbor /= nt-json ; tunne

; EAT JSON (‘.feature "json"')

$neasur enent s- body-j son /= nt-json ; native
$neasur enent s- body-j son /= text .b64u nc-cbor ; tunne

Fi gure 1: EAT neasurenents-format Extensions
Each socket is extended with two new types: a "native" representation
that is used when neasured-conponent and the EAT have the sane
serialization (e.g., they are both CBOR), and a "tunnel"
representation that is used when the serializations differ
4. 4. neasurenents-format for CBOR EAT

The entries in Table 2 are the all owed content-type / content-fornmat
pai rs when the neasured-conponent is carried in a CBOR EAT.

Frost, et al. Expires 19 April 2026 [ Page 8]



I nternet-Draft EAT Measured Conponent Cct ober 2025

Note the use of the "native" and "tunnel" formats fromFigure 1, and
how t he associ ated CoAP Content-Format is used to describe the
original serialization

Tabl e 2: nmeasurenent-format for EAT CW

4.5. nmeasurenments-format for JSON EAT

Table 3 is the equivalent of Table 2 for JSON-serialized EAT.

[ e —p———
| content-type (CoAP C-F equivalent) | content-format |
[ s by s s o}
| application/ measured-conponent +json | nt-json |
o m o oo Fom e oo +
| application/ measured- conponent +cbor | tstr .b64u nt-cbor
Fom oo oo Fom e +

Tabl e 3: measurenent-format for EAT JWI
5. EAT Profiles and Measured Conponents

The semantics of the signers and profile flags fields are defined by
the applicable EAT profile, i.e., the profile of the w apping EAT

If the profile of the EAT is not known to the consuner and one or
nmore Measured Conponents within that EAT include signers and/or
profile flags, the consunmer MJST reject the EAT.

6. Exanples

The exanple in Figure 2 is a digested nmeasured conponent with all the
fields popul at ed.
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[id [/ 1]
/ nanme / "boot | oader X',
[/ version / |
"1.2.3rc2",
16384 / senver /

]
]1
[/ measurement / 2: [
/ alg / "sha-256",
/ val [ h’3996003d486f b91f f b056f 7d03f 2b2992b215b31dbe7af 4b37
3431f ¢7d319da3’
]1
/| signers |/ 3:
h' 492e9b676c21f 6012b1ceeb9032f eb4141a880797355f 6675015ec59¢c5
lcalec’,
h' 4277bb97ba7b51577a0d38151d3e08b40bdf 946753f 5b5bdebh814d6f f 5
7a8abe’

] i)
[/ profile-flags / 4: h’0000000000000101"

Fi gure 2: Conpl ete Measured Component

The exanmple in Figure 3 is the same nmeasured conmponent as above but
used as the format of a neasurenents claimin a EAT clai ns-set.

The exanpl e uses TBDl as the content-type value of the neasurenents-
format entry. (This will change to the value assigned by IANA to the
nc+cbor Content - Fornmat . )

Note that the array contains only one measured conponent, but

additional entries could be added if the nmeasured TCB i s nade of
mul tiple, individually neasured conponents.
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{
273: |

TBD1, / nt+cbor /
<<

[ id [ 1: ]
/| nanme / "boot | oader X',
[/ version / [
"1.2.3rc2",
16384 / senver /
]
],
/ measurement / 2:
[/ alg / "sha-256",
/ val [ h’3996003d486f b91f f bO56f 7d03f 2b2992b215b31db
e7af 4b373431f c7d319da3’

|/ signers |/ 3:
h’ 492e9b676¢c21f 6012blceeb9032f eb4141a880797355f 66750
15ec59c51calec’,
h' 4277bb97ba7b51577a0d38151d3e08b40bdf 946753f 5b5bdeb
814d6f f 57a8abe’

>>

Figure 3: EAT Measurenents C ai musing a Measured Conponent (CBOR)

The example in Figure 4 illustrates the inclusion of a JSON neasured
conponent inside a JSON EAT.

The exanpl e uses TBD2 as the content-type value of the neasurenents-

format entry. (This will change to the val ue assigned by 1ANA to the
nmc+j son Cont ent - For mat . )

Frost, et al. Expires 19 April 2026 [ Page 11]



I nternet-Draft EAT Measured Conponent Cct ober 2025
====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"measurenents": |

[
TBD2, / nt+j son /
“{ \"id\": [ \"boot |oader X\", [ \"1.2.3rc2\", 16384 ] ], \"\
di gest ed- neasurenment\": [ \"sha-256\", \"\
OZYAPUhvuR_7BWA9A KynmSshWHb569LNzQx_HOxnaM " ], \"signers\": [ \"\
SS6bZ2wh9gEr HO65AY _r QUCGogH zVf ZnUBXsWeUcoewh ', \ "\
@e7l 7p7UVd6DTgVHT4I t Avf | GATObVO64FNb_V6i | 4\ ] }*
]

]
}

Fi gure 4: EAT Measurenents C aimusing a Measured Conponent (JSON)
The exanmple in Figure 5 is a neasured conponent representing a boot
| oader identified by its path nane:

[id [/ 1

/ name / "/boot/| oader. bin"
] i)
/ measurenent / 2: |
/ alg / "sha-384",
[/ val | h’ 66ec2fb4e02d8c8b3eee320e750d9389d66c52c51dbllcc6
9c¢c5e410816283ed60ba573795f 5f cc85e513af 57b3f 6def’

] 1
| profile-flags / 4: h’0000000000000101"
}

Figure 5: Di gested Measured Conponent using File Path as Identifier
The exanmple in Figure 6 is a raw neasured conponent.
[id /] 1: [
[/ name / "hardware-config"
] i)

/ measurenent / 5: h’ 4f6d616861’
}

Figure 6: Raw Measured Comnponent
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7. Security and Privacy Considerations

The Nane and Version of a component can give an attacker detail ed
i nformati on about the software running on a device and its
configuration settings. This information could offer an attacker
val uabl e insights. Additionally, the stability requirenent of the
conponent’s Nane could potentially allow for tracking.

8. | ANA Consi derati ons
/'l RFC Editor: replace "RFCthis" with the RFC nunmber assigned to this
docunent .

8.1. Media Types Registrations

I ANA is requested to add the following nedia types to the "Media
Types" registry [I ANA nedi a-types].

| Narme | Tenpl ate | Reference

[S s femsfumeiy oo sy e e —_—
| nc+cbor | application/ measured-conponent +cbor | RFCthis |
S o m e e e e e e e e e ee e Fom e oo +
| nc+json | application/measured-conmponent+json | RFCthis

B o e e e e e e e e e e e e e e mmemamao o N +

Tabl e 4. Measured Conponent Media Types
8.1.1. application/ measured-conmponent +cbor

Type name: application

Subt ype nane: neasured-conponent +cbor

Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng consi derations: binary (CBOR)

Security considerations: Section 7 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nmedia type: Attesters, Verifiers and
Relying Parties

Fragrment identifier considerations: The syntax and senantics of
fragment identifiers are as specified for "application/cbor". (No
fragment identification syntax is currently defined for
"application/cbor".)

Person & emmil address to contact for further information: RATS WG
mailing list (rats@etf.orq)

I ntended usage: COMVON
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Restrictions on usage: none
Aut hor/ Change controller: |1ETF
Provisional registration: no

8.1.2. application/measured-conponent +j son

Type name: application

Subt ype nane: neasured-conponent +j son

Required paraneters: n/a

Optional paranmeters: n/a

Encodi ng considerations: binary (JSON is UTF-8-encoded text)

Security considerations: Section 7 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nmedia type: Attesters, Verifiers and
Relying Parties

Fragrment identifier considerations: The syntax and senmantics of
fragment identifiers are as specified for "application/json". (No
fragment identification syntax is currently defined for
"application/json".)

Person & email address to contact for further information: RATS WG
mailing list (rats@etf.org)

I nt ended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |ETF

Provisional registration: no

8.2. Measured Conponent Content-Fornmat Registrations
I ANA i s requested to register two Content-Format nunbers in the "CoAP

Cont ent - For mat s" sub-registry, within the "Constrai ned RESTf ul
Envi ronments (CoRE) Paranmeters” Registry [|ANA core-paraneters], as

fol | ows:

B el Ll ety b ——— e p—p——_———
| Content-Type | Content Coding | ID | Reference

[ oo s sl ety oo e o}
| application/ measured- | - | TBDL | RFCthis |
| comnponent +cbor | | | |
T i I S I I +------ F-- - - - +
| application/ nmeasured- | - | TBD2 | RFCthis

| component +j son | | | |
I T S I A ] +------ I +

Table 5

I f possible, TBD1 and TBD2 shoul d be assigned in the 256..9999 range.
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