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Abstract

Thi s docunent defines the EAT Attestation Result (EAR) nessage
format.

EAR is used by a verifier to encode the result of the appraisal over
an attester’s evidence. It enbeds an AR4SI’s "trustworthi ness
vector" to present a nornalized view of the evaluation results, thus
easing the task of defining and conputing authorization policies by
relying parties. Alongside the trustworthiness vector, EAR provides
contextual information bound to the appraisal process. This allows a
relying party (or an auditor) to reconstruct the frame of reference
in which the trustworthiness vector was originally conmputed. EAR
supports sinple devices with one attester as well as conposite
devices that are nade of nultiple attesters, allowing the state of
each attester to be separately exam ned. EAR can al so acconmodat e
regi stered and unregi stered extensions. It can be serialized and
protected using either CA or JWI.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://thonas-
fossati.github.io/draft-ear/draft-fv-rats-ear.htnm. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-rats-ear/.

Di scussion of this docunent takes place on the Renote ATtestation
ProcedureS Wrking Goup mailing list (mailto:rats@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/rats/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/rats/.
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Source for this draft and an issue tracker can be found at
https://github. com thomas-fossati/draft-ear.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 31 July 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent defines the EAT [ RFC9711] Attestation Result (EAR)
message format.

EAR is used by a verifier to encode the result of the appraisal over
an attester’s evidence. It enbeds an AR4SI’'s "trustworthi ness
vector" [I-D.ietf-rats-ar4si] to present a nornalized view of the
eval uation results, thus easing the task of defining and conputing
aut hori zation policies by relying parties. Al ongside the
trustworthiness vector, EAR provides contextual infornmation bound to
the appraisal process. This allows a relying party (or an auditor)
to reconstruct the frame of reference in which the trustworthiness
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vector was originally conputed. EAR supports sinple devices with one
attester as well as conposite devices that are made of multiple
attesters (see Section 3.3 of [RFC9334]) allowi ng the state of each
attester to be separately exam ned. EAR can al so acconmopdat e

regi stered and unregi stered extensions. It can be serialized and
protected using either OAT [ RFC8392] or JWI [ RFC7519].

2. Conventions and Definitions

Thi s docunent uses terns and concepts defined by the RATS
architecture. For a conplete glossary see Section 4 of [ RFC9334].

The term nol ogy from CBOR [ STDO4], CDDL [ RFC8610] and COSE [ STD96]
applies; in particular, CBOR diagnostic notation is defined in
Section 8 of [STD94] and Appendi x G of [RFC8610].

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. EAT Attestation Result

EAR is an EAT token which can be serialized as JW [RFC7519] or CW
[ RFC8392] .

The EAR cl ains-set is as foll ows:

;# inmport rfc9711 as eat
;# inport ardsi as ar4si

EAR = {
eat.profile-label => "tag:ietf.org, 2025-07: ear"
eat.iat-claimlabel =>int
verifier-id-1abel => ardsi.verifier-id
? raw- evi dence-| abel => eat.binary-data
eat . subnmods-1 abel => { + text => EAR-apprai sal }
? eat.nonce-| abel => eat.nonce-type
* $$ear - ext ensi on

}

; EAR-specific clains

raw evi dence-| abel = eat.JC<"ear.raw evi dence", 1002>
verifier-id-label = eat.JC<"ear.verifier-id", 1004>

Figure 1. EAR (CDDL Definition)
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Wher e:

eat_profile (mandatory) The EAT profile (Section 6 of [RFC9711])
associated with the EAR cl ai ns-set and encodi ngs defined by this
docunent. It MJUST be the following tag URl ([ RFC4151])
tag:ietf.org, 2025-07: ear.

iat (mandatory) "lssued At" claim-- the time at which the EAR i s
i ssued. See Section 4.1.6 of [RFC7519] and Section 4.3.1 of
[ RFC9711] for the EAT-specific encoding restrictions (i.e.,
disallowing the floating point representation).

ear.verifier-id (mandatory) Identifying information about the
appraising verifier. See Section 3.3 of [I-D.ietf-rats-ar4si] for
further details on its structure and serialization

ear.raw evi dence (optional) The unabridged evidence subnmitted for
apprai sal, including any signed container/envelope. This field
may be consuned by other Verifiers in nulti-stage verification
scenarios or by auditors. There are privacy considerations
associated with this claim See Section 8.

subnmods (nandatory) A subnodule nmap (Section 4.2.18 of [ RFC9711])
hol di ng one EAR-appraisal for each separately appraised attester
The map MUST contain at |east one entry. For each appraised
attester the verifier chooses a unique |abel. For exanple, when
evidence is in EAT format, the |abel could be constructed fromthe
associ ated EAT profile. A verifier SHOULD publicly and
permanent|y docunent its |abelling scheme for each supported
evi dence type, unless EAR payl oads are produced and consuned
entirely within a private deploynent. See Section 3.1 for the
details about the contents of an EAR-apprai sal

eat _nonce (optional) A user supplied nonce that is echoed by the
verifier to provide freshness. The nonce is a sequence of bhytes
between 8 and 64 bytes long. Wen serialized as JWI, the nonce
MUST be base64 encoded, resulting in a string between 12 and 88
bytes long. See Section 4.1 of [RFC9711].

$$ear-extension (optional) Any registered or unregistered extension
An EAR extension MJST be a map. See Section 4 for further
details.

3.1. EAR Appraisal dains
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;# inport ardsi as ar4si

EAR- apprai sal = {
status-l abel => ar4si.trustworthiness-tier
? trustworthiness-vector-|abel => ar4si.trustworthi ness-vector
? appraisal-policy-id-label => text
* $$ear - appr ai sal - ext ensi on

}
status-| abel = eat.JC<"ear.status", 1000>
trustwort hi ness-vector-| abel = eat.JC<"ear.trustworthi ness-vector"”, 1001>

apprai sal -policy-id-Iabel = eat.JC<"ear.appraisal-policy-id", 1003>
Figure 2: EAR Appraisal Cainms (CDDL Definition)

ear.status (mandatory)
The overall appraisal status for this attester represented as one
of the four trustworthiness tiers (Section 3.2 of
[I-D.ietf-rats-ar4si]). The value of this claim MJST be set to a
tier of no higher trust than the tier corresponding to the worst
trustworthiness claimacross the entire trustworthiness vector

ear.trustwort hi ness-vector (optional)
The AR4SI trustworthiness vector providing the breakdown of the
appraisal for this attester. See Section 3.1 of
[I-Dietf-rats-ar4si] for the details. This claimMJIST be present
unl ess the party requesting Evidence appraisal explicitly asks for
it to be dropped, e.g., via an APl paraneter or simlar
arrangenment. Such consuner would therefore rely entirely on the
semantics of the ear.status claim This behaviour is NOT
RECOMVENDED because of the resulting | oss of quality of the
apprai sal result.

ear. appraisal -policy-id (optional)
An unique identifier of the appraisal policy used to evaluate the
attestation result.

$$ear - appr ai sal - extensi on (optional)
Any registered or unregistered extension. An EAR appraisa
extension MJUST be a map. See Section 4 for further details.

3.2. JSON Serialisation
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3.2.1. Exanples

The example in Figure 3 shows an EAR cl ai ms-set corresponding to a
"contraindi cated" appraisal, nmeaning the verifier has found sone
problenms with the attester’'s state reported in the subnitted
evidence. Specifically, the identified issue is related to

unaut hori zed code or configuration |oaded in runtime nmenory (i.e.,
value 96 in the executables category). The appraisal is for a device
with one attester labelled "PSA". Note that in case there is only
one attester, the labelling can be freely chosen because there is no
anbi guity.

{
"eat _profile": "tag:ietf.org, 2025-07: ear",
"iat": 1666529184,
"ear.verifier-id": {
"devel oper": "https://verai son-project.org",
"build": "vts 0.0.1"
},
"ear.raw evi dence": "Nz@BM Y5NzM2NTYzNz (K"
"subnods”: {
"PSA": {
"ear.status": "contraindicated",
"ear.trustworthi ness-vector": {
"instance-identity": 2,
"execut abl es": 96,
"hardware": 2
1
"ear. appraisal-policy-id":
"https://verai son. exanpl e/ policy/ 1/ 60a0068d"
}
}
}

Figure 3: JSON cl ai ns-set: contraindi cated appraisa
The breakdown of the trustworthiness vector is as follows:
* Instance ldentity (affirmng): recognized and not conpron sed
* Configuration (warning): known vul nerabilities
* Executables (contraindicated): contraindicated run-tinme
* File System (none): no clai mbeing made

* Hardware (affirmng): genuine
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*  Runtime Opaque (none): no claimbeing nade
* Storage Opaque (none): no clai mbeing nmade
* Sourced Data (none): no clai mbeing nmade

The exanmple in Figure 4 contains the appraisal for a conposite device
with two attesters naned "CCA Pl atforni and "CCA Real M respectively.
Both attesters have either "affirmng" or (inplicit) "none" values in
their associated trustworthiness vectors. Note that the "none"

val ues can refer to either an AR4SI category that is unapplicable for
the specific attester (ideally, the applicability should be specified
by the evidence format itself), or to the genuine lack of information
at the attester site regarding the specific category. For exanple,
the reference values for the "CCA Real i executables (i.e., the
confidential conputing workload) may not be known to the CCA platform
verifier. In such cases, it is up to the downstreamentity
(typically, the relying party) to conplete the partial appraisal

{
"eat _profile": "tag:ietf.org, 2025-07: ear",
"iat": 1666529300,
"ear.verifier-id": {
"devel oper": "https://verai son-project.org",
"build": "vts 0.0.1"
},
"ear.raw evidence": "Nz@M Y5NzM2NTYzNz KNz @BM Y5Nz M2NTYz Nz (K"
"subnods": {
"CCA Platform': {
"ear.status": "affirmng",
"ear.trustworthi ness-vector": {
"instance-identity": 2,
"execut abl es": 2,
"hardware": 2

}

’ar.appraisal-policy-idﬁ
"https://verai son. exanpl e/ policy/ 1/ 60a0068d"

},
"CCA Real nt': {
"ear.status": "affirm ng",
"ear.trustworthi ness-vector": {
"instance-identity": 2
},
"ear. appraisal-policy-id":
"https://veraison. exanpl e/ policy/ 1/ 60a0068d"
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Figure 4: JSON clainms-set: sinple affirm ng apprai sa
3.3. CBOR Serialisation
3.3.1. Exanples

The example in Figure 5 is semantically equivalent to that in

Figure 3. It shows the sane "contraindicated" appraisal using the
nmore conpact CBOR serialization of the EAR cl ai nms-set.
{

265: "tag:ietf.org, 2025-07: ear",

6: 1666529184,

1004: {
0: "https://veraison-project.org”,
1. "vts 0.0.1"

H
1002: h’ 6C696665626F61746D616E" ,
266: {
"PSA": {
1000: 96,
1001: {
0: 2,
2: 96,
4: 2
H
1003: "https://verai son. exanpl e/ policy/ 1/ 60a0068d"
}
}

}

Figure 5: CBOR cl aims-set: contraindi cated appraisa
4. EAR Extensions

EAR provi des core senmantics for describing the result of appraising
attestation evidence. However, a given application may offer extra
functionality to its relying parties, or tailor the attestation
result to the needs of the application (e.g., TEEP
[I-D.ietf-teep-protocol]). To accommopdate such cases, both EAR and
EAR- apprai sal clains-sets can be extended by plugging new clains into
t he $$ear-extensi on (or $$ear-apprai sal - extensi on, respectively) CDDL
socket .

The rul es that govern extensibility of EAR are those defined in
[ RFC8392] and [RFC7519] for CWIs and JWIs respectively.
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An extensi on MJUST NOT change the semantics of the EAR and EAR-
apprai sal cl ai ns-sets.

A receiver MJST ignore any unknown claim
4.1. Unregistered clains

An application-specific extension will normally mint its claimfrom
the "private space" - using integer values |ess than -65536 for CAW
and Public or Private Caim Nanes as defined in Sections 4.2 and 4.3
of [RFC7519] when serializing to JW.

It is RECOWENDED that JWI EARs use Col lision-Resistant Public Caim
Nanmes (Section 2 of [RFC7519]) rather than Private C ai m Nanes.

4.2. Registered clains

If an extension will be used across nultiple applications, or is

i ntended to be used across multiple environments, the associated
ext ensi on clains SHOULD be registered in one, or both, the CAM and
JWI claimregistries.

In general, if the registration policy requires an acconpanyi ng
speci fication docunent (as it is the case for "specification

requi red" and "standards action"), such docunment SHOULD explicitly
say that the extension is expected to be used in EAR cl ains-sets
identified by this profile.

An up-to-date view of the registered clains can be obtained via the
[ITANA. cwt] and [IANA. jw] registries.

4.3. Choosi ng between regi stered and unregi stered cl ainms

If an extension supports functionality of a specific application
(e.g. Project Veraison Services), its clainms MAY be registered

If an extension supports a protocol that may be applicable across
mul tiple applications or environments (e.g., TEEP), its clainms SHOULD
be registered.

Since, in general, there is no guarantee that an application will be
confined within an environnment, it is RECOWENDED t hat extension
clains that have neani ng outside the application’ s context are always
regi stered.
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It is also possible that clainms that start out as application-

specific acquire a nore stable nmeaning over time. 1In such cases, it
i s RECOVMMENDED t hat new equivalent clains are created in the "public
space" and are registered as described in Section 4.2. The origina
"private space" clains SHOULD t hen be deprecated by the application

4.4. TEEP Extension

The TEEP protocol [I-D.ietf-teep-protocol] specifies the required
clains that an attestation result nmust carry for a TAM (Trusted
Application Manager) to nake decisions on howto renmedi ate a TEE
(Trusted Execution Environment) that is out of conpliance, or update
a TEE that is requesting an authorized change.

The list is provided in Section 4.3.1 of [I-D.ietf-teep-protocol]

EAR defines a TEEP application extension for the purpose of conveying
such cl ai ns.

;# inmport rfc9711 as eat
;# inmport rfc9393

$$ear - apprai sal -extension //= (
ear.teep-clainms-label => ear-teep-clains
)

ear-teep-clai s = non-enpt y<{
? eat.nonce-|l abel => eat.nonce-type

? eat.ueid-1abel => eat.ueid-type
? eat.oenid-|abel => eat.oemd-pen / eat.oenmi d-ieee / eat.oem d-random
? eat. hardwar e- nodel -1 abel => eat. hardwar e- nodel -t ype
? eat. hardware-version-1abel => eat. hardware-version-type
? eat.manifests-label => eat.manifests-type
}>
ear.teep-cl aims-1abel = eat.JC<"ear.teep-clainms", 65000>

Figure 6: TEEP Extension (CDDL Definition)

4.4.1. JSON Serialization Exanple
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{
"eat _profile": "tag:ietf.org, 2025-07: ear",
"iat": 1666529184,
"ear.verifier-id": {
"devel oper": "https://verai son-project.org",
"build": "vts 0.0.1"
},
"ear.raw evi dence": "Nz@BM Y5NzM2NTYzNz (K"
"subnods”: {
"PSA": {
"ear.status": "contraindi cated",
"ear.trustworthi ness-vector": {
"instance-identity": 2,
"execut abl es": 96,
"hardware": 2
1
"ear. appraisal-policy-id":
"https://veraison. exanpl e/ policy/ 1/ 60a0068d",
"ear.teep-clains": {
"eat _nonce": "80FH7byS7Vj f ARl q0_KLqu6B9j - F79Qx V6p",
"uei d": " AQ DBAUGBwgJCgs VD4 PEBESEX QVFhc YGRobHBOeHy Ah"
"oem d": "Av8B",
"hwrodel ": "fJYq"
"hwersion": ["1.2.5", 16384]
}
}
}
}

4.4.2. CBOR Serialization Exanple
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{
265: "tag:ietf.org, 2025-07: ear",
6: 1666529184,
1004: {
0: "https://verai son-project.org",
1. "vts 0.0.1"
},
1002: h’ 6C696665626F61746D616E" ,
266: {
"PSA": {
1000: O,
1001: {
0: 2,
1. 2,
2: 2,
4: 2
I8
1003: "https://veraison. exanpl e/ policy/ 1/ 60a0068d",
65000: ({
10: h’ 948f 8860d13a463e’ ,
256: h’ 0198f 50a4ff 6c05861c8860d13a638ea’
258: 64242,
259: h’ ee80f 5a66¢c1f b9742999a8f dab930893’ ,
260: ["1.2.5", 16384]
}
}
}
}

4.5. Project Veraison Extensions

The Project Veraison verifier defines three private, application-
speci fic extensions:

ear . verai son. annot at ed- evi dence
JSON representation of the evidence clainms-set, including any
annot ati ons provided by the Project Veraison verifier. There are
privacy consi derati ons associated with this claim See Section 8.

ear.veraison. policy-clains
any extra clains added by the policy engine in the Project

Ver ai son verifier.

ear.verai son. key-attestation
contains the public key part of a successfully verified attested
key. The key is a DER encoded ASN. 1 Subj ect Publ i cKeyl nfo
structure (Section 4.1.2.7 of [RFC5280]).
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;# inmport rfc9711 as eat
$Pear - appr ai sal -extension //= (

ear . ver ai son. annot at ed- evi dence-| abel => ear-verai son-annot at ed- evi dence
)

ear - ver ai son-annot at ed- evi dence = {
+ text => any

$$ear - apprai sal -extension //= (
ear.veraison. policy-clai nms-1abel => ear-veraison-policy-clains

ear -verai son-policy-clains = {
+ text => any

$$ear - apprai sal -extension //= (
ear.verai son. key-attestation-|label => ear-veraison-key-attestation
)

ear-verai son-key-attestation = {
"akpub" => eat.binary-data

}

ear.verai son. annot at ed- evi dence-| abel = eat.JC<"ear.verai son. annot at ed- evi dence", -700
00>

ear.veraison. policy-clains-|abel = eat.JC<"ear.veraison.policy-clains", -70001>

ear.verai son. key-attestation-|label = eat.JC<"ear.verai son. key-attestation", -70002>

Figure 7: Project Veraison Extensions (CDDL Definition)

4.5.1. JSON Serialization Exanpl es

"eat _profile": "tag:ietf.org, 2025-07: ear",
"iat": 1666529184,
"ear.verifier-id": {
"devel oper": "https://verai son-project.org",
"build": "vts 0.0.1"
b
"ear.raw evi dence": "Nz@BM Y5NzM2NTYzNz (K"
"subnods": {
"PSA | OT": {
"ear.status": "contraindi cated",
"ear.trustworthi ness-vector": {
"instance-identity": 2,
"execut abl es": 96,

Fossati, et al. Expires 31 July 2026 [ Page 14]



I nternet-Draft EAR January 2026

"hardware": 2

}

, ar. appraisal -policy-id":
"https://verai son. exanpl e/ policy/ 1/ 60a0068d",
"ear . verai son. annot at ed- evi dence": {
"eat-profile": "http://armcom psa/2.0.0",
"psa-client-id": 1,
"psa-security-lifecycle": 12288,
"psa-inpl ementation-id":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy A=" ,
"psa- sof t war e- conponents": |
{
"measur enent - val ue":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy A=" ,
"signer-id":
" AQ DBAUGBwgJ Cgs MDA PEBESEX QVFhc YGRobHBOeHy A="
}1
{

"measur enent - val ue":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy A=" ,
"signer-id":
" AQ DBAUGBwgJ Cgs VD4 PEBESEX QVFhc YGRobHBOe Hy A="
}

1,
"psa- nonce":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy A=" ,
"psa-instance-id":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy Ah"
"psa-certification-reference": "1234567890123- 12345"
b
"ear.veraison.policy-clains": {
"psa-certified": {
"certificate-nunber": "1234567890123-12345",
"dat e-of -i ssue": "23/06/2022",
"test-lab": "Riscure",
"certification-holder": "ACVE Inc.",
"certified-product"”: "RoadRunner",
"har dwar e-version": "G znmo v1.0.2",
"sof twar e-version": "TrustedFirmvare-Mvl.0.6",
"certification-type": "PSA Certified Level 1 v2.1",
"devel oper-type": "PSA Certified Device"
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"eat _profile": "tag:ietf.org, 2025-07: ear",
"iat": 1666529184,
"ear.verifier-id": {
"devel oper": "https://verai son-project.org",
"build": "vts 0.0.1"
},
"ear.raw evi dence": "Nz@BM Y5NzM2NTYzNz (K"
"subnods”: {
"PARSEC _TPM': {
"ear.status": "affirmng",
"ear.trustworthi ness-vector": {
"instance-identity": 2,
"execut abl es": 2,
"hardware": 2
1
"ear. appraisal-policy-id":
"https://veraison. exanpl e/ policy/ 1/ 60a0068d",
"ear.veraison. key-attestation": {
"akpub":
" MFkwEwWYHKoZI zj 0CAQYI KoZl z_

4.5.2. CBOR Serialization Exanple

265: "tag:ietf.org, 2025-07: ear",
6: 1666529184,
1004: {
0: "https://veraison-project.org”,
1. "vts 0.0.1"
H
1002: h’ 60696665626F61746D616E" ,
266: {
"PSA I OT": {
1000: O,
1001: {
0: 2,

’

NNDNDN

1:
2
4:

} ]
1003: "https://veraison. exanpl e/ policy/ 1/ 60a0068d",

-70000: {
"eat-profile": "http://armcom psa/2.0.0",
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"psa-client-id": 1,
"psa-security-lifecycle": 12288,
"psa-inpl ementation-id":
" AQ DBAUGBwWgJ Cgs MDA PEBESEX QVFhc YGRobHBOeHy A=" ,
"psa- sof t war e- conponents": |
{
"measur enent - val ue":
" AQ DBAUGBwWgJ Cgs MDA PEBESEX QVFhc YGRobHBOeHy A=" ,
"signer-id":
" AQ DBAUGBwWYJ Cgs MDA PEBESEX QvFhc YGRobHBOe Hy A="
}1
{

"measur enent - val ue":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy A=" ,
"signer-id":
" AQ DBAUGBwgJ Cgs VD4 PEBESEX QVFhc YGRobHBOe Hy A="
}

sa-nonce":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy A=" ,
"psa-instance-id":
" AQ DBAUGBwgJ Cgs MDQ4 PEBESEX QVFhc YGRobHBOeHy Ah"
"psa-certification-reference": "1234567890123- 12345"

]

}
-70001: {
"psa-certified": {
"certificate-nunber": "1234567890123-12345",
"dat e-of -i ssue": "23/06/2022",
"test-lab": "Riscure",
"certification-holder": "ACVE Inc.",
"certified-product”: "RoadRunner",
"har dwar e-version": "G znmo v1.0.2",
"software-version": "TrustedFirmare-Mvl.0.6",
"certification-type": "PSA Certified Level 1 v2.1",
"devel oper-type": "PSA Certified Device"
}
}

5. Media Types

Medi a types for EAR are automatically derived fromthe base EAT nedi a
type [RFC9782] using the profile string defined in Section 3.

For exanple, a JW serialization would use:
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application/eat-jwt; eat_profile="tag:ietf.org, 2025-07: ear"

A OWI serialization would instead use:

application/eat-cwt; eat _profile="tag:ietf.org, 2025-07: ear"
6. Inplenentation Status

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsement by the I ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by IETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

6.1. Project Veraison

The organi zation responsible for this inplenmentation is Project
Ver ai son, a Linux Foundation project hosted at the Confidentia
Conputing Consortium

The organi zation currently provides two separate inplenentations: one
in Golang another in Cl17

The devel opers can be contacted on the Zulip channel
https://veraison. zul i pchat. coni #nar r ow strean 357929- EAR/ .

6.1.1. github.com veraison/ear

The software, hosted at https://github.con verai son/ear, provides a
Col ang package that allows encodi ng, decodi ng, signing and
verification of EAR payl oads together with a CLI (arc) to create,
verify and visualize EARs on the command line. The maturity level is
currently al pha, and only the JWI serialization is inplenented. The
license is Apache 2.0. The package is used by the Project Veraison
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verifier to produce attestation results.
6.1.2. github.com veraison/c-ear

The software, hosted at https://github.conlverai son/c-ear, provides a
Cl7 library that allows verification and partial decoding of EAR

payl oads. The nmaturity level is currently pre-al pha, and only the
JWI serialization is inmplenented. The license is Apache 2.0. The
library targets relying party applications that need to verify
attestation results.

6.1.3. github.conl veraison/rust-ear

The software, hosted at https://github. conlveraison/rust-ear,
provides a Rust (2021 edition) library that allows verification and
partial decoding of EAR payloads. The maturity level is currently
pre-al pha, with limtted al gorithm support. Both JW and CCSE
serializations are inplemented. The license is Apache 2.0. The
library targets verifiers that need to produce attestation results as
well as relying party applications that need to verify and consume
attestation results.

7. Security Considerations
TODO Security

8. Privacy Considerations
EAR is designed to expose as little identifying information as
possi bl e about the attester. However, certain EAR clains have direct
privacy inplications. |Inplementations should therefore allow
appl yi ng privacy-preserving techniques to those clainms, for exanple
all owing their redaction, anonym sation or outright renpval
Specifically:

* |t SHOULD be possible to disable inclusion of the optiona
ear.raw evi dence claim

* |t SHOULD be possible to disable inclusion of the optiona
ear . ver ai son. annot at ed- evi dence claim

* |t SHOULD be possible to allow redaction, anonym sation or renoval
of specific clainms fromthe ear.veraison. annot at ed- evi dence obj ect

EAR is an EAT, therefore the privacy considerations in Section 8 of
[ RFC9711] apply.
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I ANA Consi derations
New EAT C ai s
Thi s specification adds the follow ng values to the "JSON Wb Token
Clains" registry [IANA. jw] and the "CBOR Wb Token C ai ns" registry
[1ANA cwt].
Each entry below is an addition to both registries.
The "d ai m Description", "Change Controller" and "Specification
Docunents" are common and equi val ent for the JW and CAT registries.
The "d aim Key" and "d ai m Val ue Types(s)" are for the CAl registry
only. The "ClaimName" is as defined for the CM registry, not the
JWI registry. The "JW C aim Nane" is equivalent to the "C ai m Nane"
in the JWI registry.
1. EAR Status
* (ClaimNane: ear.status
* (ClaimDescription: EAR Status
* JWF C aimName: ear.status
* (CaimKey: 1000 (suggested)
* (C aimVal ue Type(s): unsigned integer (0, 2, 32, 96)
* Change Controller: |IESG
* Specification Docunent(s): Section 3.1 of RFCthis
2. Trustworthi ness Vector
* ClaimName: ear.trustworthi ness-vector
* (ClaimDescription: EAR Trustworthi ness Vector
* JW C aim Name: ear.trustworthi ness-vector
* (CaimKey: 1001 (suggested)
* (CaimValue Type(s): nmap
* Change Controller: |IESG

* Specification Docunment(s): Section 3.1 of RFCthis
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3.

4.

5.

EAR Raw Evi dence

Cl ai m Name: ear.raw- evi dence

Cl ai m Description: EAR Raw Evi dence

JWI Cl ai m Nanme: ear.raw evi dence

Claim Key: 1002 (suggested)

Claim Val ue Type(s): bytes

Change Controller: |ESG

Speci fication Docunent(s): Section 3 of RFCthis
EAR Appraisal Policy Identifier

Cl ai m Name: ear. appraisal-policy-id

Cl ai m Description: EAR Appraisal Policy ldentifier

JWI C ai m Nane: ear.appraisal-policy-id

Claim Key: 1003 (suggested)

Cl aim Val ue Type(s): text

Change Controller: |ESG

Speci fication Docunent(s): Section 3.1 of RFCthis
Verifier Software ldentifier

Claim Nane: ear.verifier-id

Cl ai m Description: AR4SI Verifier Software Identifier

JWI Cl ai m Nane: ear.verifier-id

Clai m Key: 1004 (suggested)

Cl aim Val ue Type(s): map

Change Controller: |ESG

Speci fication Docunent(s): Section 3 of RFCthis
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9.1.6. EAR TEEP d ains
TODO
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Appendi x A.  Comon CDDL Types

non- enpt y
A CDDL generic that can be used to ensure the presence of at |east
one itemin an object with only optional fields.

non-enmpty<mM> = (M .within ({ + any => any })
Appendi x B. Open Policy Agent Exanple

Qpen Policy Agent OPA (https://ww. openpolicyagent.org) is a popul ar
and flexible policy engine that is used in a variety of contexts,
fromcloud to 10T. OPA policies are witten using a purpose-built,
decl arative programm ng | anguage call ed Rego

(https://ww. openpol i cyagent . or g/ docs/ | at est/ policy-| anguage/). Rego
has been designed to handle JSON cl ai msets and their JWI envel opes
as first class objects, which nakes it an excellent fit for dealing
with JWI EARs.

The following exanple illustrates an OPA policy that a Relying Party

woul d use to nake deci sions based on a JW' EAR received froma
trusted verifier.
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package ear

ear _appraisal = {
"verified": signature_ verified,
"apprai sal -status": status,
"trustworthi ness-vector": trust_vector,
A
# verify EAR signhature is correct and fromone of the known and
# trusted verifiers
signature verified := io.jw.verify es256(
i nput . ear _t oken,
json.marshal (i nput.trusted verifiers)

)

# extract the EAR cl ai nms-set
[ , payload, ] :=io.jwt.decode(input.ear_token)

# access the attester-specific appraisal record
app_rec := payl oad. subnods. PARSEC TPM
status := app_rec["ear.status"] == "affirm ng"

# extract the trustworhiness vector for further inspection
trust_vector := app_rec["ear.trustworthi ness-vector"]

}

# add further conditions on the trust _vector here
# ...

The result of the policy appraisal is the followi ng JSON object:

{

"ear _appraisal": {
"apprai sal -status": true,
"trustworthi ness-vector": {

"execut abl es": 2,
"hardware": 2,
"instance-identity": 2

}

,erified": true
}

For conpl eteness, the trusted verifier public key and the EAR JWI
used in the exanple are provided bel ow.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

"ear_token": "eyJhbCGci G JFUzI 1Ni | sl nR5cCl 61 kpXVCJ9. eyJl YXI ucnF3L\
W/2aWR bl | j oi TnpRMD1gWIVOek Oy Tl RZek56UUsi LCII YXI udmvyaWzpzZXI t awQ O
nsi YnVpbGQ O J2dHMgMCAWL ] Ei LCIKZXZI b@&wZXI i G JodHRwczovL3Zl cnFpc29ul\
XByb2pl Y3Qub3Jnl nOs| mivhdFOwcmBnaWkl | j oi dG-nOrdpdGhlYi 5) b20sM AyMzp22\
XJhaXNvbi 91 YXI i LCIpYXQ G EuN Y2NTI 5MIrg0ZSswOSwi anRpl j oi NTVi Od zZnFk QO
GRKMANAZWFj NGUOOGYX MTdmZ TUWOG x MAYANDRK ONYWMTg5YnZl ZDl i ODcIMTVhN ¢ 1M
Dl 2NCl sl nbi Zi | 6MTY3NzIl ONzg30Swi ¢c3Vi bVWOkcyl 6eyJQVITRUNF VFBNI j p71 nvhc\
i 5hcHBY YW z YWt c@saVWNSLW ki j oi aHROcHMBLY92ZXJhaXNvbi 51 eGFt cGx| L3Bvb\
A j eS8xLzYWYTAWN hkl i wi ZWFyLnNOYXR1cyl 61 nFnizm ybW uZyl sl mivhci 50cnVzd\
HdvcnRoaWsl ¢c3M dnVj d®yl j p71 nV4ZWN1dGFi bGVzl j oyLCIoYXIkd2FyZSI 6M wi a\
WzdGFuY2Ut aWRl bnRpdHki G J9LCII YXI udnVy YW zb24ua2V5LWF0dGVzdGF0aWul \
j p7l nFrchHVi | j oi TUZr dOV3WJhLblpJenmowQFRWI LblpJenpwREFRYORRZOFFY2pTc\
Dhf TVANMR2d5C0FR1Z1dPMVRMUIVNgX3ZJa3NVE EM Zzhs NVMz bHBHY] dQv1dHbONBak VQO
FOBNTI WWdMAGA3b1p6Tj BXeHVCUGOwWYVdpV3NMQLE f X19f Q 3Ym f 1LEganxePUM? h\
6Y2RIDCGh9eelLOxKor On1wE9j dAnLNwnBr TKFV2S2LbgVFoDt KOQGal T2t 5RnUdf wZNng\

’

"trusted_verifiers": {

"keys": [
{
"al g": "ES256",
"crv': "P-256",
"kty": "EC',
"x": " usWKHK2Pnf nHKwWXPS54nmDk TcGI90UI gl W Gaht agnv8",
"y": "1 BOL-C3BttVivg-l SreAS] pkttcsz-1rb7bt KLv8EX4"
}

}
Appendi x C. Open |ssues

/1 Note to RFC Editor: please renove before publication.

The list of currently open issues for this docunments can be found at
https://github. com thomas-fossati/draft-ear/issues.

Appendi x D. Docunent Hi story

/1l Note to RFC Editor: please renove before publication.
D.1. draft-fv-rats-ear-00

Initial rel ease.
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D.2. draft-fv-rats-ear-01
* privacy considerations
*  OPA policy exanple
* add rust-ear crate to the inplenentation status section
D.3. draft-fv-rats-ear-02
* align JW and CW representations of eat_nonce
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