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Abst ract

Renote Attestation Procedures (RATS) enable Relying Parties to assess
the trustworthiness of a renote Attester and therefore to decide
whet her or not to engage in secure interactions with it. Evidence
about trustworthiness can be rather conplex and it is deened
unrealistic that every Relying Party is capable of the appraisal of
Evi dence. Therefore that burden is typically offloaded to a
Verifier. |In order to conduct Evidence appraisal, a Verifier
requires not only fresh Evidence froman Attester, but also trusted
Endor senments and Reference Val ues from Endorsers and Reference Val ue
Provi ders, such as manufacturers, distributors, or device owners.
Thi s docunent specifies the information el enents for representing
Endor senments and Reference Values in CBOR fornmat.
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This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.comietf-rats-wy/draft-ietf-rats-corim

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

I nt roducti on

The RATS Architecture Section 4 of [RFC9334] specifies several roles,
i ncludi ng Endorsers and Reference Val ue Providers. These two roles
are typically fulfilled by supply chain actors, such as

manuf acturers, distributors, or device owners. Endorsers and

Ref erence Val ue Providers supply Endorsenments (e.g., test results or
certification data) and Reference Values (e.g., digest ) relating to
an Attester. This information is used by a Verifier to appraise

Evi dence received froman Attester which describes Attester
operational state.

In a conplex supply chain, nmultiple actors will Iikely produce these
val ues over several points in tine. As such, one supply chain actor
m ght only supply a portion of the Reference Val ues or Endorsenents
that otherwise fully characterizes an Attester. ldeally, only the
supply chain actor who is the nost know edgable entity regarding a
particul ar conmponent will supply Reference Val ues or Endorsenents for
t hat conponent.

Attesters vary across vendors and even across products froma single
vendor. Not only Attesters can evolve and therefore new neasurenent
types need to be expressed, but an Endorser may al so want to provide
new security relevant attributes about an Attester at a future point
in time.

In order to pronote inter-operability, consistency and accuracy in
the representation of Endorsenents and Reference Val ues this docunent
specifies a data nodel for Endorsenents and Reference Val ues known as
Conci se Reference Integrity Manifests (CoRIM. The CoRI M data nodel
is expressed in CDDL which is used to realize a CBOR [ STD94] encodi ng
sui tabl e for cryptographic operations (e.g., hashing, signing,
encryption) and transm ssion over computer networks. Additionally,
this docunment describes nultiple phases of a Verifier Appraisal and
provi des an exanpl e of a possible use of CoRI M nessages fromnultiple
supply chain actors to represent a honpgeneous representation of
Attester state. CoRIMis extensible to accomopdate supply chain
diversity while supporting a comon representation for Endorsenent
and Reference Value inputs to Verifiers. See Section 2

1. Term nol ogy and Requi renents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Bi rkhol z, et al. Expires 23 April 2026 [ Page 6]
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Thi s docunent uses terns and concepts defined by the RATS
architecture. Specifically the terns Attester, Reference Val ue

Provi der, Endorser, Verifier Omer, and Relying Party are taken from
Section 4 of [RFC9334].

For a conplete glossary, see Section 4 of [RFC9334].

Thi s docunment uses the terns "actual state" and "reference state"
as defined in Section 2 of [I-D.ietf-rats-endorsenments].

In this docurment, the term CoRl M nessage and CoRI M docunents are used
as synonyns. A CoRIMdata structure can be at rest (e.g., residing
inafile systemas a docunment) or can be in flight (e.g., conveyed
as a nmessage in a protocol exchange). The bytes conposing the CoRIM
data structure are the sane either way.

The term nol ogy from CBOR [ STDO4], CDDL [ RFC8610] and COSE [ STD96]
applies; in particular, CBOR diagnostic notation is defined in
Section 8 of [STD94] and Appendi x G of [RFC8610]. Terns and concepts
are always referenced as proper nouns, i.e., with Capital Letters.

1.1.1. dossary
Thi s docunent uses the follow ng terns:

Apprai sal Cains Set (ACS)
A structure that holds Environment-C ai m Tupl es that have been
apprai sed. The ACS contains Attester state that has been
aut hori zed by Verifier processing and Appraisal Policy.

Apprai sal Policy:
A description of the conditions that, if met, allow appraisal of
Clains. Typically, the entity asserting a C ai mshould have
know edge, expertise, or context that gives credibility to the
assertion. Appraisal Policy resolves which entities are credible
and under what conditions. See also "Appraisal Policy for
Evi dence" in [ RFC9334].

Attestation Results Set (ARS)
A structure that holds results of appraisal and Environnent-C aim
Tupl es that are used to construct an Attestation Results nessage
that is conveyed to a Relying Party.

Aut hority:
The entity asserting that a Claimis true. Typically, a Caimis
asserted using a cryptographic key to digitally sign the daim A
crypt ographi c key can be a proxy for a human or organi zationa
entity.

Bi rkhol z, et al. Expires 23 April 2026 [ Page 7]
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Caim
A piece of information, in the formof a key-value pair. See also
Section 4.2 of [RFC9334] and Section 2 of [RFC7519].

Class I D
An identifier for an Environnment that is shared anong simlar
Envi ronnment instances, such as those with the sanme hardware
assenbly. See also Section 4.2.4 of [RFCI9711].

Conposite Attester
A Conposite Attester is either a Conposite Device (Section 3.3 of
[ RFC9334]) or a Layered Attester (Section 3.2 of [RFC9334]) or any
composition involving a conbination of one or nore Conposite
Devi ces or Layered Attesters.

Dorrai n:
A domain is a hierarchical description of a Conposite Attester in
terms of its constituent Environnents and their conpositiona
rel ati onshi ps.

Endor sed val ues:
A set of characteristics of an Attester that do not appear in
Evi dence. For exanpl e, Endorsed Values nmay include testing or
certification data related to a hardware or firmvare nodul e.
Endorsed Val ues are said to be "conditional" when they apply if
Attester’s actual state matches Verifier’'s accepted Cainms. See
al so Section 3 of [I-D.ietf-rats-endorsenents].

Envi ronnent :
A logical partition within an Attester. The term "Target
Envi ronnment" refers to the group of systemsecurity netrics that
are reported through Evidence. The term"Attesting Environment”
refers to the entity that collects and cryptographically signs
such security netrics. See also Section 3.1 of [RFC9334].

Envi ronment - d ai m Tupl e (ECT):
A structure containing a set of values that describe a Target
Envi ronment plus a set of Measurenent / O aimvalues that describe
properties of the Target Environment. The ECT al so contains
Authority which identifies the entity that authored the ECT.

I nstance | D:
An identifier of an Environnent that is unique to that Environnent
i nstance, such as the serial nunber of a hardware nodul e. See
al so Section 4.2.1 of [RFCI9711].

Measur enent :

Bi rkhol z, et al. Expires 23 April 2026 [ Page 8]
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2.

A val ue associated with specific security characteristics of an
Attester that influences the trustworthiness of that Attester.
The obj ect of a Measurement could be the invariant part of a
firmvare conponent |oaded into nenory during startup, a run-tine
integrity check (RTIC), a file systemobject, or a CPU register.
A neasured object is part of the Attester’s Target Environnent.
Expected, or "golden," Measurenents are conpil ed as Reference
Val ues, which are used by the Verifier to assess the trust state
of the Attester. See also [TNC Arch], and Section 9.5.5 of

[ TPMR. Part 1] .

Ref erence Val ues:

Tri

A set of values that represent the desired or undesired state of
an Attester. Reference Values are conpared agai nst Evi dence to
determ ne whether Attester state is corroborated by a Reference
Val ue Provider. Reference Values with matching Evidence produce
"acceptable Clains." See also Section 4.2 of [RFC9334],

Section 8.3 of [RFC9334], and Section 2 of
[1-D.ietf-rats-endorsenents].

pl e:

A termderived fromthe Resource Description Franework (RDF) to
mean a statenent expressing a relationship between a subject and
an obj ect resource. The nature of the relationship between

subj ect and object is expressed via a predicate. In CoRIM unlike
RDF, the predicate of the triple is inmplicit and is encoded in the
triple s nane/codepoint. CoRIMtriples typically represent
assertions made by the CoRI M aut hor regarding Attesting or Target
Envi ronnents and their security features, such as Measurenents and
cryptographic key material. See also Section 3.1 of

[WBC. rdf 11-primer].

Verifier Reconciliation

Thi

s specification describes the CoRIMformat and docunents how a

Verifier nust process the CoRRM This ensures that the behavi our of
the CoRlI M based appraisal is predictable and consistent, in a word
determni stic.

Bi rkhol z, et al. Expires 23 April 2026 [ Page 9]
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A Verifier needs to reconcile its various inputs, with CoRl M being
one of them In addition to the external CoR M docunents, the
Verifier is expected to create an internal representation for each

i nput and map each external representation to an internal one. By
using the internal representation, the Verifier processes inputs as
if they are part of a conversation, keeping track of who said what.
The origin of the inputs is tracked as _authority_ . The authority for
the Clains in a CoRRMis the CoRIMissuer. To this effect, this
specification defines one possible internal representation of the
attester’s actual state for use during the appraisal procedure, known
as Appraisal Cdains Set (ACS)

Effectively, Attesters, Reference Value Providers, Endorsers,
Verifier Owmers, Relying Parties, and even the Verifier potentially
all contribute to the conversation. Each producer of corresponding
RATS Conceptual Messages can assert Cains about an Attester’s actua
or allowed state. The Verifier's objective is to produce a list of
Clains that describe the Attester’s presuned actual state. Producers
of RATS Conceptual Messages can assert contradictory assertions. For
exanpl e, a conpronised Attester may produce fal se clains that
conflict with the Reference Val ues provided by a Reference Val ue
Provider (RVWP). In essence, if Evidence is not corroborated by an
RVWP's Cains, then the RVP's Clainms are not included in the ACS

Pl ease see Figure 1.

A Verifier relies on input fromappraisal policy to identify rel evant
assertions included in the ACS. For exanple, if a policy requires
corroborated assertions issued by a particular RVP, then those
assertions may be conveyed as Attestation Results. The Verifier may
produce new assertions as a result of an applied appraisal policy.
For exanple, if an appraisal procedure finds all of the conponents of
a subsystem are configured correctly, the policy may direct the
Verifier to produce new assertions, "Subsystem=X" has the C aim
"TRUSTED=TRUE". Consequently, the internal ACS structure is a
reconci |l ed conversation between several producers of RATS Conceptua
Messages that has napped each nessage into a consistent interna
representation, has associated the identity of the correspondi ng RATS
role with each assertion (the authority), and has applied Conceptua
Message constraints to the assertion

The CoRI M data nodel specified in this docunent covers the RATS
Conceptual Message types, "Reference Val ues" and "Endorsenents".
Ref erence val ues and Endorsenents are required for Verifier
reconciliation, and Evidence is required for corresponding interna
ACS creation as illustrated in Section 2.2.

Bi rkhol z, et al. Expires 23 April 2026 [ Page 10]
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.1. Internal Representation

In this document CDDL is used to specify both the CoRI M structure and
to specify an internal representation for use in the appraisal
procedure. The actual internal representation of a Verifier is

i mpl ement ati on-specific and out-of-scope of this docunent.
Requirements for an internal representati on of Conceptual Messages
are defined in Table 1, where each Conceptual Message type has a
structure as depicted by the _Structure_ colum. The internal
representations used by this docunent are defined in Section 9. 1.

.2. Interacting with an ACS

Conceptual Messages interact with an ACS by specifying criteria that
shoul d be met by the ACS and by presenting the assertions that should
be added to the ACS if the criteria are satisfied. The processing
sequence of Conceptual Message interaction with ACS is gui ded by
Section 8.1.

Internal representations of Conceptual Messages, ACS, and Attestation
Results Set (ARS) SHOULD satisfy the follow ng requirenents for
Verifier reconciliation and appraisal processing:

If the Attester is

Li st of Evi dence |
aut henti cated, add Evidence |
I
I

cl ai ns
clains to the ACS with
Attester authority

If a reference value in a
CoRIM matches clains in the

Li st of Reference | |
| |
| ACS, then the authority of |
I I
I I

Val ues cl ai ns

Ref er ence
Val ues

the CoRIMissuer is added to
t hose cl ai ns.

| List of expected | If the list of expected |
| actual state | claims are in the ACS, then |
| clainms, List of | add the list of Endorsed |
| Endorsed Val ues | Values clains to the ACS |
| clains | with Endorser authority |

Seri es
Endor senent s

| List of expected | I'f the expected clains are |
| actual state | inthe ACS, and if the |
| clainms and a | series selection condition |
| series of | is satisfied, then add the |
| selection-addition | additional clainms to the ACS |

Bi rkhol z, et al. Expires 23 April 2026 [ Page 11]
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| | tuples | with Endorser authority.
| | | See Section 9.1.5 |

| List of expected | If the Iist of expected |
| actual state | clainms are in the ACS, then

| clainms, List of | add the list of Verifier- |
| Verifier-generated | generated clains to the ACS |
| clains | with Verifier authority |

| List of expected | If the Iist of expected |
| actual state | clainms are in the ACS, then
| clainms, List of | add the list of Policy- |
| Policy-generated | generated clains to the ACS |
| clains | with Policy Oamner authority
Attestation

Li st of expected If the list of expected

I I I I
| Results | actual state | clainms are in the ACS, then

| | clainms, List of | copy the list of Attestation

| | expected | Results clainms into the ARS. |
| | Attestation | See Section 9.1.10 |
| | Results clains | |
R o e e e e oo o e e e e e e e e e +

Tabl e 1. Conceptual Message Representation Requirenents
2.3. Quantizing Inputs
/1 Tracked at: https://github.comietf-rats-wg/draft-ietf-rats-corim
i ssues/ 242
3. Typographi cal Conventions for CDDL

The CDDL definitions in this docunment foll ows the nami ng conventions
illustrated in Table 2

Bi rkhol z, et al. Expires 23 April 2026 [ Page 12]
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| Type trait | Exanple | Typographi cal convention

[} e —————————————— Ll ——_——_———_—_ Ll —p—p—_—_—(————r L
| extensible | int / text / | $NAME-type-choice |
| type choice | . | |
T . e +
| closed type | int / text | NAME-type-choice |
| choice | | |
o e e e e e e e e oo o - T S +
| group | ( L =>int // | $$NAME-group-choice |
| choice | 2 => text ) | |
T . e +
| group | (1 =>int, 2| NAME-group |
| | => text ) | |
o e e e e e e e e oo o - T S +
| type | int | NAME-type |
e S I e +
| tagged type | #6.123(int) | tagged- NAMVE-type |
T I ISP T e +
| map | { 1 ==1int, 2| NAME-nap |
| | => text } | |
o e e e e e e oo oo oo S o e m e e e e e oo +
| flags | & a: 1, b: 2 | NAME-flags |
I | ) I I
T I IR e T e +

Table 2: Type Traits and Typographi cal Conventi ons
Conci se Reference Integrity Manifest (CoRIM

A CoRIMis a collection of tags and related netadata in a conci se
CBOR [ STD94] encoding. A CoRIMcan be digitally signed with a COSE
[ STD96] signature. A tag is a structured, machine-readabl e data
format used to uniquely identify, describe, and nmanage nodul es or
conponents of a system

Tags can be of different types:

* Concise Mdule ID (CoMD) tags (Section 5) contain netadata and
claims about the hardware and firmwvare nodul es.

* Concise Software ID (CoSWD) tags ([ RFC9393]) are used to
i dentify, describe and nanage software conponents.

* Concise Tag List (CoTL) tags (Section 6) contain the list of CoMD
and CoSWD tags that the Verifier should consider as "active" at a
certain point in tine.
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CoRIM al l ows for new types of tags to be added in future
specifications. For exanple, Concise Trust Anchor Stores (CoTS)
([I1-D.ietf-rats-concise-ta-stores]) is currently being defined as a
standard CoRI M ext ensi on

Each CoRI M contains a unique identifier to distinguish a CoRIMfrom
ot her CoRI Ms.

CoRI M can al so carry the followi ng optional netadata:
* A locator, which allows discovery of possibly related Rl Ms.

* Aprofile identifier, which is used to interpret the information
contained in the enclosed tags. A profile allows the base CoRIM
CDDL definition to be customized to fit a specific Attester by
augnenting the base CDDL data definition via the specified
extension points or by constraining types defined. A profile MJST
NOT change the base CoRI M CDDL definition’s semantics, which
i ncl udes not changi ng or overl oadi ng nanes and nunbers regi stered
at | ANA registries used by this docunment. For nore detail, see
Section 4.1.4.

* Awvalidity period, which indicates the tinme period for which the
CoRI M contents are valid.

* Information about the supply chain entities responsible for the
contents of the CoRIM and their associated rol es.

A CoRI M can be signed (Section 4.2) using COSE Signl to provide end-
to-end security to the CoRIMcontents. Wen CoRIMis signed, the
protected header carries further identifying information about the
CoRI M signer. Alternatively, CoRI Mcan be encoded as a #6.501 CBOR-
tagged payl oad (Section 4.1) and transported over a secure channel
The foll owi ng CDDL describes the top-level CoRI M

corim = conci se-ri mtype-choice

conci se-ri mtype-choi ce /= tagged-unsi gned-cori m map
conci se-ri mtype-choice /= signed-corim

4.1. CoRI'M Map
The CDDL specification for the corimmap is as follows and this rule

and its constraints MJST be foll owed when creating or validating a
CoRI M map.
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corimmp = {

&(id: 0) => $corimid-type-choice

&(tags: 1) => [ + $conci se-tag-type-choice ]
&(dependent-rins: 2) => [ + corimlocator-map ]
& profile: 3) => $profil e-type-choice
&rimvalidity: 4) => validity-mp
&entities: 5) =>] + corimentity-map ]
$$cori m map- ext ensi on

)

* 0D ) D

}

unsi gned-cori mnap = cori m map
The foll owi ng describes each child itemof this map.

* id (index 0): A globally unique identifier to identify a CoRIM
Described in Section 4.1.1

* tags (index 1): An array of one or nore CoM D, CoSWD or CoTL
tags. Described in Section 4.1.2.

* dependent-rinms (index 2): One or nore services supplying
addi tional, possibly dependent, manifests or related files.
Described in Section 4.1.3.

* profile (index 3): An optional profile identifier for the tags
contained in this CORIM The profile MJST be understood by the
CoRI M processor. Failure to recognize the profile identifier MJST
result in the rejection of the entire CoRRM See Section 4.1.4

* rimvalidity (index 4): Specifies the validity period of the
CoRIM Described in Section 7. 3.

* entities (index 5): Alist of entities involved in a CoRIMIife-
cycle. Described in Section 4.1.5.

*  $$cori mmap-extension: This CDDL socket is used to add new
information structures to the corimmap. Described in
Section 12. 3.

A corimmap is unsigned, and its tagged formis an entrypoint for

parsing a CoRIM so it is naned tagged-unsi gned-cori m map. ~~~ cdd
t agged- unsi gned-cori mmap = #6.501(unsi gned-cori m map) ~~~
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4.

4.

4.

4.

1.1. CoRIMIldentifier

A CoRIM Identifier uniquely identifies a CoRIMinstance within the
context of a CoRIMissuer. |In other words the CoRIMidentifier is
not guaranteed to be globally unique, but can be used to distinguish
CoRI Ms that conme fromthe sane issuer. The base CDDL definition
allows UUID and text identifiers. Qher types of identifiers could
be defined as needed.

$corimid-type-choice /= tstr
$cori mid-type-choice /= uuid-type

1.2. Tags

A $conci se-tag-type-choice is a tagged CBOR payl oad that carries
either a CoMD (Section 5), a CoSWD ([ RFC9393]), or a CoTL
(Section 6).

$conci se-tag-type-choi ce /= tagged-conci se-swi d-tag
$conci se-tag-type-choi ce /= tagged-conci se-m d-tag
$conci se-tag-type-choi ce /= tagged-concise-tl-tag

1.3. Locator Map

The | ocator map contains pointers to repositories where dependent
mani fests, certificates, or other relevant information can be
retrieved by the Verifier.

corimlocator-map = {

& href: 0) =>wuri [/ [ + uri ]

? & thunbprint: 1) => digest / [digest]
}

The foll owi ng describes each child el enent of this type.

* href (index 0): a URI or array of alternative URIs identifying
| ocations where the additional resource can be fetched.

* thunmbprint (index 1): expected digest or an array of digests
referenced by href or an array of hrefs. See sec-common-hash-

entry}}.
1.4. Profile Types

Profiling is the mechanismthat allows the base CoRIM CDDL definition
to be custonmized to fit a specific Attester.
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A profile defines which of the optional parts of a CoRIMare

requi red, which are prohibited and which extension points are
exercised and how. A profile MJST NOT alter the syntax or senmantics
of CoRIMtypes defined in this docunent.

A profile MAY constrain the values of a given CoRIMtype to a subset
of the values. A profile MAY extend the set of a given CoRI Mtype
usi ng the defined extension points (Section 5.2). Exercised

ext ensi on points SHOULD preserve the intent of the original

semanti cs.

CoRI M profiles SHOULD be specified in a publicly avail abl e docunent.

A CoRIM profile can use one of the base CoRIM nmedia type defined in
Section 12.12.1 with the profile parameter set to the appropriate
value. Alternatively, it MAY define and register its own nedia type.

A profile identifier is either an O D [ RFCO090] or a URL [ STD66].

The profile identifier uniquely identifies a documented profile. Any
changes to the profile, even the slightest deviation, is considered a
different profile that MJUST have a different identifier.

The CoRI M profile nust describe at a minimumthe follow ng: (a) how
cryptographic verification key material is represented (e.g., using

Attestation Keys triples, or CoTS tags), and (b) how key material is
associated with the Attesting Environnent. The CoRI M profile should
al so specify whether CBOR deterministic encoding is required.

$profile-type-choice /= uri
$profil e-type-choice /= tagged-oid-type

For an exanple profile definition, see
[1-D. fdb-rats-psa-endorsenents].

4.1.5. Entities

The CoRIM Entity is an instantiation of the Entity generic
(Section 7.2) using a $corimrole-type-choice.

The only role defined in this specification for a CORRMEntity is
mani f est - creat or.

The $$cori mentity-map-extension extension socket is enpty in this
speci fication.
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4.

4.

2.

2.

corimentity-map =
entity-map<$cori mrol e-type-choice, $$cori mentity-map-extension>

$corimrol e-type-choice /= & manifest-creator: 1)
$cori mrol e-type-choice /= & manifest-signer: 2)

The corimentity-map MJST NOT contain two entities with the manifest-
signer role.

Si gned CoRI M
si gned-corim = #6. 18( COSE- Si gnl-corim

Signing a CoRIMfollows the procedures defined in CBOR hject Signing
and Encryption [STD96]. A CoRIMtag MJST be wapped in a COSE_Signl
structure. The CoRI M MUST be signed by the CoRI M creator.

The foll owing CDDL specification defines a restrictive subset of COSE
header parameters that MJUST be used in the protected header al ongside
addi tional information about the CoRI M encoded in a corimneta-map
(Section 4.2.3) or alternatively in a CM-d ai ns ([ RFCO9597]).

COSE- Si gnl-corim= |
protected: bstr .cbor protected-corimheader-map
unpr ot ect ed: unprotect ed-cori m header - nap
payl oad: bstr .cbor tagged-unsigned-corimmap
signature: bstr

]

The foll owi ng describes each child el enent of this type.

* protected: A CBOR Encoded protected header which is protected by
the COSE signature. Contains information as given by Protected
Header Map bel ow.

* unprotected: A COSE header that is not protected by COSE
si gnature.

* payl oad: A CBOR encoded tagged CoRI M

* signature: A CCSE signature block which is the signature over the
prot ected and payl oad conponents of the signhed CoRIM

1. Protected Header Map
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; protected header map needs to contain at |least one of corimmeta (8) or CWM-d ains (

15)
prot ect ed- cori m header-nmap =

{
&alg: 1) =>int,
& content-type: 3) => "application/rimtcbor",
met a- gr oup,
* cose-| abel => cose-val ue

}

met a- group = ((
corimneta-identity,
? cw-clains-identity,
) /] cwt-clainms-identity)

corimneta-identity = (& corimneta: 8) => bstr .cbor cori mmeta-nap)
cwt-clainms-identity = (& CW-C ai ns: 15) => cwt-cl ai ns)

The CoRI M protected header nmap uses sone conmon COSE header
paraneters plus additional nmetadata. Additional netadata can either
be carried in a CW_C ains (index: 15) paraneter as defined by

[ RFC9597], or in a corimnmeta map as a | egacy alternative, described
in Section 4.2.3.

The foll owi ng describes each child itemof this map.
* alg (index 1): An integer that identifies a signature algorithm

* content-type (index 3): A string that represents the "M M Cont ent
type" carried in the CoRl M payl oad.

At | east one of:

* CWI-Clains (index 15): A map that contains netadata associ ated
with a signed CoRIM Described in [ RFC9597].

* corimmeta (index 8): A map that contains netadata associated with
a signed CoRIM  Described in Section 4.2.3.

Docunents MAY include both CM-C ainms and cori mneta, in which case
the signer MUST ensure that their contents are semantically
identical: the CWM-C ains issuer (iss) MJST have the sane val ue as
signer-name in corimmeta, and the nbf and exp values in the CWM-
Clains MUST match the signature-validity in corimneta.

Addi tional data can be included in the COSE header nmap as per
(Section 3 of [STD96]).
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4.2.2. COM dains

The CW d ains ([RFCO597]) map identifies the entity that created and
signed the CoORIM This ensures the consunmer is able to identify
credentials used to authenticate its signer. To avoid any possible
anmbi guity with the contents of the CoRIMtags, the CAM C ains nmap
MUST NOT contain clains that have semantic overlap with the

i nformati on contained in CoRl Mtags.

The foll owi ng describes each child itemof this group.

* iss (index 1): Issuer or signer for the CoRIM fornerly signer-
nane or signer-uri in Section 4.2.3.1.

* sub (index 2): Optional - identifies the CoRI M docunent,
equivalent to a string representation of $corimid-type-choice

Addi tional data can be included in the CW C ai ms, as per [RFC8392],
such as:

* exp (index 4): Expiration time, formerly signature-validity in
Section 7. 3.

* nbf (index 5): Not before tinme, fornerly signature-validity in
Section 7. 3.

4.2.3. Meta Map
The CoRIM neta map identifies the entity or entities that create and
sign the CoRIM This ensures the consunmer is able to identify
credentials used to authenticate its signer.
corimneta-map = {
&(signer: 0) => corimsigner-map
? &(signature-validity: 1) => validity-map

}

The foll owi ng describes each child item of this group.

* signer (index 0): Information about the entity that signs the
CoRIM Described in Section 4.2.3.1.

* signature-validity (index 1): Validity period for the CoRIM
Described in Section 7.3.

4.2.3.1. Signer Mp
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corimsigner-map = {
&(signer-nane: 0) => $entity-name-type-choice
? &(signer-uri: 1) => uri
* $$cori m si gner - map- ext ensi on

* signer-nanme (index 0): Name of the organization that perfornms the
signer role

* signer-uri (index 1): A URl identifying the same organi zation

*  $$cori m si gner - map- ext ensi on: Extension point for future expansion
of the Signer map.

4.2.4. Unprotected CoRl M Header Map

unpr ot ect ed- cori m header-map = {
* cose-| abel => cose-val ue

}

4.3. Signer authority of securely conveyed unsigned CoRI M

An unsi gned (#6.501-tagged) CoRIM may be a payl oad in an envel opi ng
si gned docunent, or it may be conveyed unsigned within the protection
scope of a secure channel. The CoRI M signer authority is taken from
the authenticated credential (e.g., QAUTH token) of the entity that
originates the CoRIRM For exanple, this entity could be the sending
peer in a secure channel. A CoRIMrole entry expressing the origin
of the unsigned CoRIM (i.e., the envel oping signed docunent or the
origin endpoint of the secure channel) via the manifest-signer role
MUST be added to corimentity-map. |If the authority cannot be
expressed directly via the existing authority types, the receiver
SHOULD establish a local authority in one of the supported authority
formats (e.g., if an unsigned CoRIMis received over a secure channe
where authentication is token- or password-based). |If it is

i npossible to assert the authority of the origin, the Verifier’'s
apprai sal policy MAY assert the Verifier’ s authority as the CoR M
origin.

It is out of scope of this docunent to specify a nethod of del egating
the signer role in the case that an unsigned CoRIMis conveyed
through multiple secured links with different notions of authenticity
without end-to-end integrity protection.
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4.3.1. CoRIMcollections

Several CoRIMs may share the same signer (e.g., as collection payl oad
in a different signed nessage) and use | ocally-resol vabl e references
to each other, for exanple using a RATS Conceptual Message W apper
(CWY [I-D.ietf-rats-nmsg-wap]. The Collection CMNtype is sinmilar
to a profile inits way of restricting the shape of the CWV
collection. The Collection CMNtype for a CoRIM collection SHALL be
tag: {{&SELF}}:corim

A COSE_Si gnl-signed CoRIM Collection CMVhas a simlar requirenent to
a signed CoRIM The signing operation MJST include either a CM-
Clainms or a corimmeta and MAY contain both, in the COSE_Signl

prot ect ed- header parameter. These netadata containers ensure that
each CoRIMin the collection has an identified signer. The CCSE
protected header can include a Collection CMNtype nane by using the
cmve _t content type paraneter for the & content-type: 3) COSE header.

I f using other signing envel ope formats, the CoRI M signing authority
MJUST be specified. For exanple, this can be acconplished by addi ng
the manifest-signer role to every CoRIM or by using a protected
header anal ogous to cori m neta.

corimcbor-collection = {
" cmave_t" => "tag: {{&SELF}}: corint,
+ cmw| abel => [ TBD1, bytes .cbor tagged-corim map]

cma | abel = text / int

The Col |l ecti on CMN MAY use any |l abel for its CoRIMs. If there is a
hi erarchical structure to the CoRIM Col |l ection CMN the base entry
poi nt SHOULD be | abeled 0 in CBOR or "base" in JSON. It is
RECOMVENDED to | abel a CoRRMwith its tag-id in string format, where
uuid-type string format is specified by [ RFC9562]. CoRI M
distributed in a CoRIM Col | ecti on CMN MAY decl are their

i nt erdependence dependent-rims with | ocal resource indicators. It is
RECOMVENDED that a CoRIMwith a uuid-type tag-id be referenced with
URI urn:uuid: _tag-id-uuid-string_. It is RECOMVENDED that a CoRI M
with a tstr tag-id be referenced with tag: {{&SELF}}:local, _tag-id-
tstr . It is RECOMVENDED for a corimlocator-nmap containing |ocal
URIs to afterwards |ist a nonzero nunber of reachable URLs as renote
ref erences.

The foll owi ng exanpl e denonstrates these recomendati ons for bundling
CoRIMs with a common signer but have different profiles.
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

/ cbor-collection / {
_cmve t": "tag: {{&SELF}}:corint,
"adee8cd4- 4e47- 461f - b341- 2aba3aedcbda”

/| cbor-cmw / [TBDl, << / tagged-corimmap / 501({
/[ id/ 0: h adee8cd44e47461f b3412aba3ae4dcbda’,
/[ tags / 1: [/ tagged-concise-md-tag / 506(<<{

/[ tag-identity / 1:
/ tag-id / 0: h’315cfc0208d548ee9c89906df 96e7f b8

1
[ triples /| 4: {
/| reference-triples / 0: []
/[ ref-env / {/ class / 0: {/ class-id / 0: 560(h’cOde’)}\
[ ref-claims / {
[ mval [/ 1. {
| profile-foo / -404:
h'\
6094685f 8bb9b67daaf 35707bd2c391f 536aldf 2ce5152c3cc
P
/[ coswid-triples / 6: []
{/ class / 0: {/ class-id / 0: 560(h’cOde’)}}
[ h’ 369a6688451240b9b74905b1dd5f aedf ' ]]]}}>>)]
[ profile / 3: "tag:exanple.com 2025/ exanpl e- profi
[/ dependent-rims / 2: [{
[ href [/ 0: [
"urn: uui d: 51a5f 633- 71c0- 45f 5- 855e- 43e8254¢c1806",
"https://exanpl e. com 369a6688451240b9b74905b1dd5f ae9f . \

corint
1}1}) >>],
"51abf 633- 71c0- 45f 5- 855e- 43e8254¢1806"
[/ cbor-cmw / [TBDl, << / tagged-corimmap / 501({
[ id: [ 0: h'51a5f63371c045f5855e43e8254¢1806’
/| tags / 1: [/ tagged-concise-swid-tag / 505(<<{
/[ tag-id / 0: h 369a6688451240b9b74905b1dd5f ae9f ',
/| tag-version / 12: 2,
/| software-nane / 1: "Gadget Firmare"
[ entity [ 2: {
/[ entity-nane / 31: "ACME Firnmnare",
/ role / 33: / software-creator / 2

e,

1
[ profile-bar [/ 4294967295: {
[/ profile-baz / 0: 5,
[ profile-qux / 1: h' f76e4lf3462a62e8'}}>>)],
[ profile / 3: "tag:exanple.com 2025/ software-profile"})>>]
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5.

Conci se Modul e Identifier (CoM D)

A CoM D tag contains information about hardware, firmware, or nodul e
conposi tion.

Each CoM D has a unique ID that is used to unanbiguously identify
CoM D i nstances when cross referencing CoMD tags, for exanple in
typed link relations, or in a CoTL tag.

A CoM D defines several types of Clains, using "triples" semantics.

At a high level, atriple is a statenent that |inks a subject to an
object via a predicate. CoMD triples typically encode assertions
made by the CoRI M aut hor about Attesting or Target Environments and
their security features, for exanple neasurenents, cryptographic key
material, etc.

Thi s specification defines two classes of triples, the Mandatory To

I mpl ement (MT1) and the Optional To Inplement (OTl). The MMl triples
are essential to basic appraisal processing as illustrated in

[ RFC9334] and [I-D.ietf-rats-endorsenents]. Every CoRIM Verifier
MUST i npl enent the MMl triples. The OIl class of triples are

general ly useful across profiles. A CoRI M Verifier SHOULD i npl enent
Orl triples. Verifiers may be constrained in various ways that nmay
make inplenmentation of the OTl class infeasible or unnecessary. For
exanpl e, depl oyment environnents may have constrai ned resources,
limted code size, or limted scope Attesters.

MII Tri pl es:

* Reference Values triples: containing Reference Values that are
expected to match Evidence for a given Target Environnent
(Section 5.1.4.2).

* Endorsed Val ues triples: containing "Endorsed Val ues", i.e.,
features about an Environnent that do not appear in Evi dence
Speci fic exanples include testing or certification data pertaining
to a nodule (Section 5.1.4.3).

* Conditional Endorsenent triples: describing one or nore conditions
that, once natched, result in augnenting the Attester’s actual
state with the supplied Endorsed Val ues (Section 5.1.4.4).

Orl Triples:
* Conditional Endorsenent Series triples: describing conditional

endorsenments that are evaluated using a special natching al gorithm
(Section 5.1.4.4).
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* Device ldentity triples: containing cryptographic credentials -
for exanple, an IDevlD - uniquely identifying a device
(Section 5.1.4.6).

* Attestation Key triples: containing cryptographic keys that are
used to verify the integrity protection on the Evidence received
fromthe Attester (Section 5.1.4.7).

* Domai n dependency triples: describing trust relationshi ps between
domains, i.e., collection of related environments and their
measurenents (Section 5.1.4.8.2).

*  Domain menbership triples: describing topol ogical relationships
bet ween (sub-)nodules. For exanple, in a conposite Attester
comprising multiple sub-Attesters (sub-nodules), this triple can
be used to define the topol ogical relationship between | ead- and
sub- Attester environments (Section 5.1.4.8.1).

* CoMD-CoSWD linking triples: associating a Target Environnent
with existing CoSWD Payl oad tags (Section 5.1.4.9).

CoMD triples are extensible (Section 5.1.4). Triples added via the
extensibility feature MUST be OTl class triples. This docunent
specifies profiles (see Section 5.2). OTl triples MAY be
reclassified as MIl using a profile. Conversely, profiles can choose
not to _use_ certain MMl triples. Profiles MJST NOT reclassify MII
triples as OIl.

5.1. Structure

The CDDL specification for the concise-nmid-tag map is as follows and
this rule and its constraints MJST be foll owed when creating or
validating a CoM D tag:

concise-md-tag = {
? &(l anguage: 0) => text
&(tag-identity: 1) => tag-identity-nmap
? & entities: 2) =>[ + conmid-entity-map ]
? &linked-tags: 3) =>[ + |linked-tag-map ]
&(triples: 4) => triples-nmap
* $$conci se-ni d-t ag- ext ensi on

}

The foll owi ng descri bes each menber of the concise-nid-tag map.
* lang (index 0): A textual l|anguage tag that conforns with | ANA

"Language Subtag Registry" [IANA | anguage-subtag-registry]. The
context of the specified | anguage applies to all sibling and
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descendant textual values, unless a descendant object has defined
a different |anguage tag. Thus, a new context is established when
a descendant object redefines a new |l anguage tag. All textua
values within a given context MJST be considered expressed in the
speci fi ed | anguage.

* tag-identity (index 1): A tag-identity-map containing unique
identification information for the CoMD. Described in
Section 5.1.1.

* entities (index 2): Provides information about one or nore
organi zati ons responsi bl e for producing the CoMD tag. Described
in Section 5.1.2.

* |inked-tags (index 3): A list of one or nore |inked-tag-mp
providing typed rel ati onshi ps between this and ot her CoM Ds.
Described in Section 5.1.3).

* triples (index 4): One or nore triples providing informtion
specific to the described nodule, e.g.: reference or endorsed
val ues, cryptographic material, or structural relationship between
the described nodul e and other nodules. Described in
Section 5.1.4.

5.1.1. Tag ldentity
tag-identity-map = {
&(tag-id: 0) => $tag-id-type-choice
? &(tag-version: 1) => tag-version-type
The foll owi ng descri bes each menber of the tag-identity-nmap

* tag-id (index 0): A universally unique identifier for the CoM D.
Described in Section 5.1.1.1

* tag-version (index 1): Optional versioning information for the
tag-id. Described in Section 5.1.1.2.

5.1.1.1. Tag ID

$tag-id-type-choice /= tstr
$t ag-i d-type-choice /= uuid-type

A Tag IDis either a 16-byte binary string, or a textual identifier,
uniquely referencing the CoMD. The tag identifier MJST be globally
unique. Failure to ensure global uniqueness can create anbiguity in
tag use since the tag-id serves as the global key for matching,
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| ookups and linking. |If represented as a 16-byte binary string, the
identifier MJUST be a valid universally unique identifier as defined
by [ RFC9562]. There are no strict guidelines on how the identifier
is structured, but exanples include a 16-byte GU D (e.g., class 4
UUI D) [ RFC9562], or a URI [STD66].

5.1.1.2. Tag Version
tag-version-type = uint .default O

Tag Version is an integer value that indicates the specific rel ease
revision of the tag. Typically, the initial value of this field is
set to 0 and the value is increased for subsequent tags produced for
the sanme nodul e rel ease. This value allows a CoM D tag producer to
correct an incorrect tag previously released wi thout indicating a
change to the underlying nodule the tag represents. For exanple, the
tag version could be changed to add new netadata, to correct a broken
link, to add a nmissing reference value, etc. Wen producing a
revised tag, the new tag-version value MJST be greater than the old

t ag-versi on val ue.

5.1.2. Entities

comd-entity-map =
entity-map<$com d-rol e-type-choi ce, $$com d-entity-mp-extension>

The CoM D Entity is an instantiation of entity-map (Section 7.2)
using a $com d-rol e-type-choi ce.

The $$com d-entity-map-extension extension socket is enpty in this
speci fication.

$com d-rol e-type-choice /= & tag-creator: 0)
$comi d-rol e-type-choice /= & creator: 1)
$coni d-rol e-type-choice /= & maintainer: 2)
The roles defined for a CoMD entity are:

* tag-creator (value 0): creator of the CoMD tag.

* creator (value 1): original nmaker of the nodul e described by the
CoM D t ag.

* pmaintainer (value 2): an entity maki ng changes to the nodul e
descri bed by the CoMD tag.
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5.1.3. Linked Tag

5.

1.

The linked tag map represents a typed rel ati onship between the
enbedding CoM D tag (the source) and another CoM D tag (the target)

i nked-tag-map = {
&(linked-tag-id: 0) => $tag-id-type-choice
&(tag-rel: 1) => $tag-rel-type-choice

The foll owi ng describes each nenber of the tag-identity-nap.

* linked-tag-id (index 0): Unique identifier for the target tag.
See Section 5.1.1.1

* tag-rel (index 1): the kind of relation |inking the source tag to
the target identified by |inked-tag-id.

$tag-rel -type-choice /= & suppl ements: 0)
$tag-rel -type-choice /= & replaces: 1)

The relations defined in this specification are:

* suppl enents (value 0): the source tag provides additiona
i nformati on about the nodul e described in the target tag.

* replaces (value 1): the source tag corrects erroneous information
contained in the target tag. The information in the target MJST
be di sregarded.

4. Triples

The triples-map contains all the CoMD triples broken down per
category. Not all category need to be present but at |east one
category MUST be present and contain at | east one entry.

In nmost cases, the supply chain entity that is responsible for
providing a triple (i.e., Reference Values or Endorsed Values) is by
default the CoRIMsigner. The signer of atriple is said to be its
_authority . However, nmultiple authorities may be involved in signing
triples. See [STD96]. Consequently, authority may differ for search
criteria. See Section 5.1.4.1.4.
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triples-map = non-enpty<{

}>

?

?

?

&(reference-triples: 0) =>

[ + reference-triple-record ]

& endorsed-triples: 1) =>

[ + endorsed-triple-record ]

&(identity-triples: 2) =>

[ + identity-triple-record ]
&(attest-key-triples: 3) =>

[ + attest-key-triple-record ]
&(dependency-triples: 4) =>

[ + dommi n-dependency-triple-record ]

& menbership-triples: 5) =>

[ + domai n-menbership-triple-record ]

& coswid-triples: 6) =>

[ + coswid-triple-record ]

&(condi tional -endorsenent-series-triples: 8) =>
[ + conditional -endorsenent-series-triple-record ]
& condi tional -endorsenent-triples: 10) =>

[ + conditional -endorsenent-triple-record ]
$$tri pl es- map- ext ensi on

The foll owi ng descri bes each nenber of the triples-nmap:

*

reference-triples (index 0): Triples containing reference val ues.
Described in Section 5.1.4. 2.

endorsed-triples (index 1): Triples containing endorsed val ues.
Described in Section 5.1.4.3.

identity-triples (index 2): Triples containing identity
credentials. Described in Section 5.1.4.6.

attest-key-triples (index 3): Triples containing verification keys
associated with attesting environnents. Described in
Section 5.1.4.7.

dependency-triples (index 4): Triples describing trust
rel ati onshi ps between domai ns. Described in Section 5.1.4.8.2.

menber ship-triples (index 5): Triples describing topol ogica
rel ati onshi ps between (sub-)nodules. Described in
Section 5.1.4.8.1

coswid-triples (index 6): Triples associating nodules with
existing CoSWD tags. Described in Section 5.1.4.9.
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* conditional -endorsenent-series-triples (index 8): Triples
describing a series of Endorsenent that are applicable based on
the acceptance of a series of stateful environment records.
Described in Section 5.1.4.5.

* conditional -endorsenent-triples (index 10): Triples describing a
series of conditional Endorsements based on the acceptance of a
stateful environment. Described in Section 5.1.4.4.

5.1.4.1. Environnents

An environment-rmap nay be used to represent a whole Attester, an
Attesting Environment, or a Target Environnent. The exact semantic
depends on the context (triple) in which the environment is used.

An environment is naned after a class, instance or group identifier
(or a conbination thereof).

An envi ronment MJST be gl obal |y uni que. The conbination of val ues
within class-map MJIST conbine to forma globally unique identifier.

envi ronment - map = non- enpt y<{
? &(class: 0) => class-nap
? &(instance: 1) => $instance-id-type-choice
? &(group: 2) => $group-id-type-choice

}>

The foll owi ng descri bes each nmenber of the environnent - map:

* class (index 0): Contains "class" attributes associated with the
modul e. Described in Section 5.1.4.1.1

* instance (index 1): Contains a unique identifier of a nodule’s
instance. Described in Section 5.1.4.1.2.

* group (index 2): identifier for a group of instances, e.g., if an
anonymi zati on schene is used. Described in Section 5.1.4.1.3.

5.1.4.1.1. Environnent d ass
The Cl ass nanme consists of class attributes that distinguish the
cl ass of environment fromother classes. The class attributes

i nclude cl ass-id, vendor, nodel, |ayer, and index. The CoM D aut hor
determ nes which attributes are needed.
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cl ass-map = non-enpt y<{
&(class-id: 0) => $cl ass-id-type-choice

)

? & vendor: 1) => tstr

? & nodel: 2) => tstr

? &layer: 3) => uint

? &(index: 4) => uint
1>

$cl ass-i d-type-choice /= tagged-oi d-type
$cl ass-i d-type-choi ce /= tagged-uui d-type
$cl ass-id-type-choi ce /= tagged-bytes

The foll owi ng descri bes each nenmber of the class-nmap:

* class-id (index 0): ldentifies the environnent via a well-known
identifier. Typically, class-id is an object identifier (O D)
vari abl e-1 ength opaque byte string (Section 7.8) or universally
unique identifier (UU D). Use of this attribute is preferred.

* vendor (index 1): Identifies the entity responsible for choosing
val ues for the other class attributes that do not already have
nam ng authority.

* nmodel (index 2): Describes a product, generation, and famly. |If
popul at ed, vendor MJST al so be popul at ed.

* layer (index 3): |Is used to capture where in a sequence the
envi ronment exists. For exanple, the order in which bootstrap
code is executed nay have security rel evance

* index (index 4): |Is used when there are clones (i.e., nultiple
i nstances) of the sane class of environnent. Each clone is given
a different index value to disanmbiguate it fromthe other clones.
For exanple, given a chassis with several network interface
controllers (NIC), each NIC can be given a different index val ue.

5.1.4.1. 2. Envi ronnent | nstance

An instance-id is a unique value that identifies a Target Environnent
instance. The identifier is reliably bound to the Target
Environnment. For exanple, if an X 509 certificate's subject public
key is unique for each instance of a target environnent, the
instance-id m ght be created fromthat subject public key. See
Section 4.1 of [RFC5280]. Alternatively, if the certificate’'s

subj ect public key is large, the instance-id m ght be a key
identifier that is a digest of that public key. See Section 4.2.1.2
of [RFC5280]. The key identifier is reliably bound to the subject
public key because the identifier is a digest of the key.
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The types defined for an instance identifier are CBOR tagged
expressions of UEID, UU D, variabl e-1ength opaque byte string
(Section 7.8), cryptographic keys, or cryptographic key identifiers.

$i nst ance-i d-t ype-choice
$i nstance-i d-type-choi ce
$i nst ance-i d-type-choi ce
$i nst ance-i d-type-choi ce
$i nst ance-i d-t ype- choi ce
$i nstance-i d-type-choi ce
$i nst ance-i d-t ype-choice
$i nstance-i d-type-choi ce
$i nst ance-i d-type-choi ce

t agged- uei d-type

t agged- uui d-type

t agged- byt es

t agged- pki x- base64- key-t ype

t agged- pki x- base64-cert-type
t agged- cose- key-type

t agged- key-t hunbprint-type

t agged-cert-thunbprint-type

t agged- pki x-asnlder-cert-type

~ YN YN Y Y Y~

5.1.4.1. 3. Envi ronment G oup

A group carries a unique identifier that is reliably bound to a group
of Attesters, for exanple when a nunber of Attester are hidden in the
sane anonymty set.

The types defined for a group identified are UUI D and vari abl e-1ength
opaque byte string (Section 7.8).

$gr oup-i d-type-choi ce /= tagged-uui d-type
$gr oup-i d-type-choi ce /= tagged-bytes

5.1.4.1. 4. Measur enent s

Measurenents can be of a variety of things including software,
firmvare, configuration files, read-only nenory, fuses, 10 ring
configuration, partial reconfiguration regions, etc. Measurenents
comprise raw val ues, digests, or status information

An envi ronment has one or nore neasurable el enents. Each el enent can
have a dedi cated neasurenment or nultiple elenents could be conbined
into a single nmeasurenent. Measurenents can have class, instance or
group scope. This is typically determined by the triple’'s

envi ronment .

Cl ass nmeasurenents apply generally to all the Attesters in a given
cl ass.

I nstance nmeasurenents apply to a specific Attester instance.
Environments identified by a class identifier have measurenents that
are conmmon to the class. Environments identified by an instance
identifier have neasurenents that are specific to that instance
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An environment may have multiple neasured el enents. Measured

el ements are distinguished fromeach ot her by nmeasurenent keys.

Measur ement keys may be used to di sanbi guate measurenents of the sane
type originating fromdifferent el enents.

Triples that have search conditions may specify authority as matching
criteria by popul ating authorized-by.

measur enent - map = {

? &(nkey: 0) => $neasured-el ement-type-choice

& mval : 1) => neasurenent-val ues-nmap

? & authorized-by: 2) => [ + $crypto-key-type-choice ]
}

The foll owi ng descri bes each nmenber of the neasurenent- map:

* nkey (index 0): An optional neasurenment key. Described in
Section 5.1.4.1.4.1. A neasurenent-nap without an nkey is said to
be anonynous.

* mval (index 1): The measurenents associated with the environnent.
Described in Section 5.1.4.1.4.2.

* authorized-by (index 2): The cryptographic identity of the entity
(individual or organization) that is the designhated authority for
measurenent C ains. For exanple, the signer of a CoMD triple
See Section 5.1.4.1.5. An entity is authoritative when it nakes
Clains that are inside its area of conpetence.

5.1.4.1.4.1. Measurenent Keys

Measur ement keys SHALL be unique within the scope of the environment-
map they are associated with. The initial types defined are QD
UUI D, uint, and tstr. nkey nmay be necessary to di sanbiguate nultiple
nmeasur enents of the same type or to distinguish multiple neasured

el ements within the sane environnent. A single anonynous
measurenent-map is allowed within the same environment. Two or nore
measurenent-map entries within the same environment MJST popul ate
nmkey.

$neasur ed- el enent -t ype-choi ce /= tagged- oi d-type
$neasur ed- el enent -t ype-choi ce /= tagged- uui d-type
$neasur ed- el enent -t ype-choi ce /= uint
$nmeasur ed- el ement -t ype-choice /= tstr

Bi rkhol z, et al. Expires 23 April 2026 [ Page 33]



Internet-Draft CoRI M Cct ober 2025

5.1.4.1.4.2. Measurenent Val ues

A measur ement - val ues- map contai ns neasurenents associated with a
certain environment. Depending on the context (triple) in which they
are found, elenents in a nmeasurenent-val ues-nmap can represent class
or instance neasurenments. Note that some of the elenments have

i nstance scope only.

Measur ement val ues may support use cases beyond Verifier appraisal
Typically, a Relying Party determines if additional processing is
desirabl e and whet her the processing is applied by the Verifier or
the Relying Party.

measur enent - val ues- map = non- enpt y<{
? &(version: 0) => version-nmap

& svn: 1) => svn-type-choice

&(di gests: 2) => digests-type

&(flags: 3) => flags-map

(

N ) N )

&(rawval ue: 4) => $raw val ue-type-choi ce,
? &(raw- val ue- mask- DEPRECATED: 5) => raw val ue- mask-type

? &(mac-addr: 6) => nmc-addr-type-choice
? &ip-addr: 7) => ip-addr-type-choice
? &(serial -nunber: 8) => text
? & ueid: 9) => ueid-type
? & uuid: 10) => uuid-type
? & nanme: 11) => text
? &(cryptokeys: 13) => [ + $crypto-key-type-choice ]
? &integrity-registers: 14) => integrity-registers
? &int-range: 15) => int-range-type-choice
* $$neasur enent - val ues- map- ext ensi on
}>

The foll owi ng descri bes each nenber of the neasurenent-val ues- nap.

* version (index 0): Typically changes whenever the neasured
environment is updated. Described in Section 5.1.4.1.4.3.

* svn (index 1): The security version nunber typically changes only
when a security relevant change is nade to the neasured
environment. Described in Section 5.1.4.1.4.4.

* digests (index 2): Contains the digest(s) of the measured

environment together with the respective hash algorithmused in
the process. It uses the digests-type. Described in Section 7.7.
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* flags (index 3): Describes security relevant operational nodes.
For exanple, whether the environment is in a debug node, recovery
mode, not fully configured, not secure, not replay protected or
not integrity protected. The flags field indicates which
operational nodes are currently associated with neasured
environment. Described in Section 5.1.4.1.4.5.

* rawvalue (index 4): Contains the actual (not hashed) val ue of the
el ement. The vendor determ nes the encoding of rawvalue. Wen
used for conparison, the tagged-masked-raw val ue variant includes
a mask indicating which bits in the value to conpare. Described
in Section 5.1.4.1.4.6

* raw-val ue- mask- DEPRECATED (i ndex 5): Is an obsol ete nethod of
i ndi cating which bits in a raw value to conpare. New CoMD files
shoul d use the tagged-nmasked-raw val ue on index 4 instead of using
i ndex 5.

* pmac-addr (index 6): A EU -48 or EU -64 MAC address associated with
the neasured environment. Described in Section 5.1.4.1.4.7.

* ip-addr (index 7): An IPv4 or |Pv6 address associated with the
measured environnent. Described in Section 5.1.4.1.4.7.

* serial-nunmber (index 8): A text string representing the product
serial nunber.

* ueid (index 9): UEID associated with the nmeasured environnent.
Described in Section 7.5.

* uuid (index 10): UU D associated with the neasured environnent.
Described in Section 7.4.

* nane (index 11): a nane associated with the nmeasured environnent.

* cryptokeys (index 13): identifies cryptographic keys that are
protected by the Target Environnent See Section 5.1.4.1.5 for the
supported formats. An Attesting Environnent determ nes that keys
are protected as part of Clainms collection. Appraisal verifies
that, for each value in cryptokeys, there is a matching Reference
Val ue entry. Matching is described in Section 9.4.6.1.5.

* integrity-registers (index 14): A group of one or nore naned

measurenents associated with the environnent. Described in
Section 5.1.4.1.6.
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5.1.4.1.4.3. Version

A version-map contains details about the versioning of a nmeasured
envi ronnent .

version-map = {
& version: 0) => text
? & version-schene: 1) => $version-schene

}

The foll owi ng descri bes each nenber of the version-nmap:
* version (index 0): the version string

* version-schenme (index 1): an optional indicator of the versioning
convention used in the version attribute. Defined in Section 4.1
of [RFC9393]. The CDDL is copied bel ow for conveni ence.

$ver si on- schene
$versi on-schene
$versi on-schene
$ver si on-schene
$ver si on- schene
$ver si on-schene

& mul tipartnumeric: 1)

& mul tipartnumeric-suffix: 2)
&( al phanuneric: 3)

&(deci mal : 4)

&(senver: 16384)

int / text

e e T S
(LI O U | I T 0

5.1.4.1.4.4. Security Version Nunber

The followi ng details the security version nunber (svn) and the

m ni mum security version nunber (mn-svn) statements. A security
versi on nunmber is used to track changes to an object (e.g., a secure
encl ave, a boot | oader executable, a configuration file, etc.) that
are security relevant. Rollback of a security relevant change is
considered to be an attack vector; as such, security version nunbers
cannot be decrenented. |If a security relevant flaw is discovered in
the Target Environment and is subsequently fixed, the svn value is
typically incremented.

There may be several revisions to a Target Environment that are in
use at the same tinme. |If there are nultiple revisions with different
svn values, the revision with a |ower svn value nay or may not be in
a security critical condition. The Endorser may provide a nininmm
security version nunber using nin-svn to specify the | owest svn val ue
that is acceptable. svn values that are equal to or greater than mn-
svn do not signal a security critical condition. svn values that are
bel ow min-svn are in a security critical condition that is unsafe for
nor mal use.
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The svn-type-choi ce neasurenent consists of a tagged-svn or tagged-
m n-svn value. The tagged-svn and tagged-mi n-svn tags are CBOR tags
with the values #6.552 and #6. 553 respectively.

svn-type = uint

svn = svn-type

nm n-svn = svn-type

tagged-svn = #6.552(svn)

tagged-m n-svn = #6. 553(m n-svn)

svn-type-choice = svn / tagged-svn / tagged-m n-svn

5.1.4.1.4.5. Flags

The flags-map neasurenment describes a nunber of bool ean operationa
modes. If a flags-map value is not specified, then the operationa
node i s unknown.

flags-map = {

? &(is-configured: 0) => bool
&(is-secure: 1) => boo
&(is-recovery: 2) => boo
&(i s-debug: 3) => bool
&(i s-replay-protected: 4) => bool
& i s-integrity-protected: 5) => bool
&(i s-runtime-nmeas: 6) => boo
&(is-immutable: 7) => bool
&(is-tcb: 8) => bool
&(is-confidentiality-protected: 9) => bool
$$f | ags- map- ext ensi on

bR TS JETG JETS JETS JENG JENS BTG JENG It

}

The foll owi ng descri bes each nmenber of the flags-map

* is-configured (index 0): If the flag is true, the neasured
environment is fully configured for nornmal operation

* js-secure (index 1): If the flag is true, the neasured
environment’s configurable security settings are fully enabl ed.

* is-recovery (index 2): If the flag is true, the neasured
environnment is in recovery node.

* js-debug (index 3): If the flag is true, the neasured environnent
is in a debug enabl ed node.

* is-replay-protected (index 4): If the flag is true, the nmeasured

environment is protected fromrollback to previous software
i mages.
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* jis-integrity-protected (index 5): If the flag is true, the
measured environment is protected from unauthorized update.

* is-runtine-neas (index 6): If the flag is true, the nmeasured
environnment is neasured after being | oaded i nto nenory.

* is-immutable (index 7): If the flag is true, the measured
envi ronnment is i mutable.

* is-tcb (index 8): If the flag is true, the measured environnment is
a trusted conputing base

* jis-confidentiality-protected (index 9): If the flag is true, the
measured environment is confidentiality protected. For exanple,
if the neasured environnment consists of nmenory, the sensitive
val ues in nmenory are encrypted.

5.1.4.1.4.6. Raw Val ues Types

Raw val ue neasurenments are typically vendor defined values that are
checked by Verifiers for consistency only, since the security

rel evance is opaque to Verifiers. A profile may choose to define
nmore specific semantic nmeaning to a raw val ue.

A raw val ue nmeasurenent, or an Endorsement, is a tagged value of type
bytes. This specification defines tag #6.560. The default raw val ue
measurenent is of type tagged-bytes (Section 7.8).

Addi tional value types can be added to $raw val ue-type-choice. These
addi tional values MJST be CBOR tagged bstrs. Constraining all raw
val ue types to be bstr lets Verifiers conpare raw val ues w t hout
under st andi ng their contents.

A raw val ue intended for conparison can include a mask val ue, which
sel ects the bits to conpare during appraisal. The nmask is applied by
the Verifier as part of appraisal. Only the raw value bits with
correspondi ng TRUE mask bits are conpared during appraisal

The raw- val ue- mask- DEPRECATED i n neasur enent - val ues-map i s

deprecated, but retained for backwards conpatibility. This code
point may be renobved in a future revision of this specification
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$r aw val ue-type- choi ce /= tagged- bytes
$raw val ue-type- choi ce /= tagged- masked-r aw val ue

raw val ue- mask-type = bytes

t agged- nmasked-raw val ue = #6.563([
val ue: bytes
mask : bytes

1)
5.1.4.1.4.7. Address Types

The types or associating addressing information to a measured
envi ronment are:

i p-addr-type-choice = ip4-addr-type / ip6-addr-type
i p4-addr-type = bytes .size 4
i p6- addr-type bytes .size 16

mac- addr -t ype- choi ce = eui 48-addr-type / eui 64-addr-type
eui 48- addr -t ype bytes .size 6
eui 64- addr -t ype bytes .size 8

5.1.4.1.5. Crypto Keys
A cryptographic key can be one of the follow ng formats:

* tagged- pki x- base64- key-type: PEM encoded Subj ect Publ i cKeyl nf o.
Defined in Section 13 of [RFC7468].

* tagged- pki x-base64-cert-type: PEM encoded X 509 public key
certificate. Defined in Section 5 of [RFC7468].

* tagged- pki x- base64-cert-path-type: X 509 certificate chain created
by the concatenation of as many PEM encoded X. 509 certificates as
needed. The certificates MJST be concatenated in order so that

each directly certifies the one preceding.

* tagged-cose-key-type: CBOR encoded COSE_Key or COSE KeySet .
Defined in Section 7 of [STD96].

* tagged- pki x-asnlder-cert-type: a bstr of ASN. 1 DER encoded X 509

public key certificate. Defined in Section 4 of [RFC5280].

A cryptographic key digest can be one of the foll owing formats:
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* tagged-key-thunmbprint-type: a digest (e.g., the SHA-2 hash) of a
raw public key. For exanple, the digest value can be used to
| ocate a public key contained in a |ookup table. Utimtely, the
di scovered keys have to be successfully byte-by-byte conpared with
the correspondi ng keys.

* tagged-cert-thunmbprint-type: a digest of a certificate. The
di gest value may be used to find the certificate if contained in a
| ookup tabl e.

* tagged-cert-path-thunbprint-type: a digest of a certification
path. The digest value nmay be used to find the certificate path
if contained in a | ookup table.

* tagged-bytes: a key identifier with no prescribed construction
nmet hod.

$crypt o- key-t ype-choi ce
$crypt o- key-t ype-choi ce
$crypt o- key-t ype- choi ce
$crypt o- key-t ype-choi ce
$crypt o- key-type-choi ce
$crypt o- key-type-choi ce
$crypt o- key-t ype-choi ce

t agged- pki x- base64- key-t ype

t agged- pki x- base64-cert-type

t agged- pki x- base64- cert - pat h-type
t agged- cose- key-type

t agged- pki x-asnlder-cert-type

t agged- key-t hunbprint-type

t agged-cert-thunbprint-type
$crypt o- key-t ype-choi ce t agged- cert - pat h-t hunbprint-type
$crypt o- key-t ype- choi ce t agged- byt es

t agged- pki x- base64- key-type = #6.554(tstr)

t agged- pki x- base64-cert-type = #6.555(tstr)

t agged- pki x- base64-cert-path-type = #6.556(tstr)

t agged- key-t hunbprint-type = #6. 557(di gest)

t agged- cose-key-type = #6.558( COSE_Key)
tagged-cert-thunbprint-type = #6.559(di gest)

t agged-cert-pat h-thunbprint-type = #6.561(di gest)

t agged- pki x-asnlder-cert-type = #6.562(bstr)

e e

5.1.4.1.6. Integrity Registers

An Integrity Registers map groups together one or nore neasured
"objects". Each neasured object has a unique identifier and one or
nore associ ated digests. ldentifiers are either unsigned integers or
text strings and their type matters, e.g., unsigned integer 5 is
distinct fromthe text string "5". The digests use digests-type
semantics (Section 7.7).
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integrity-register-id-type-choice = uint / text

integrity-registers = {
+ integrity-register-id-type-choice => digests-type

}

Al the neasured objects in an Integrity Registers map are explicitly
naned and the order in which they appear in the map is irrel evant.
Any di gests associated with a measured object represent an acceptable
state for the object. Therefore, if multiple digests are provided,
the acceptable state is their cross-product. For exanple, given the
following Integrity Registers:

{
0: [ [0 hoo |1,
1: [ [0 kw1l ], [ 1, 12 ] ]

}
then both
{
0: [ 0, hhoo' 1],
1. [ 0, h11 ]
}
and
{
0: [ 0, hhoo' 1,
1. [ 1, h 12" ]
}

are acceptabl e states.
Integrity Registers can be used to nodel the PCRs in a TPM or vTPM
in which case the identifier is the register index, or other kinds of
vendor - speci fi ¢ neasured objects.

5.1.4.1.7. Int Range
An int range describes an integer value that can be conpared with

linear order in the target environnment. An int range is represented
with either major type O or major type 1 ints.
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i nt-range-type-choice = int / tagged-int-range

int-range = [mn: int / negative-inf, max: int / positive-inf]
tagged-int-range = #6. 564(i nt-range)

positive-inf = nul

negative-inf = nul

The signed integer range representation is an inclusive range unless
either mn or nmax are infinite as represented by null, in which case,
each infinity is necessarily exclusive.

5.1.4.2. Reference Values Triple

Ref erence Val ues Triples describe the possible intended states of an
Attester. At any given point in time, an Attester is expected to
mat ch only one of these states.

A Reference Values Triple provides reference values pertaining to a
Target Environnent. |In a Reference Value triple, the subject
identifies a Target Environnent, the object contains reference
measur enents associated with one or nore neasured el ements of the
Envi ronment, and the predicate asserts that these represent the
expected state of the Target Environnent.

The Reference Values Triple has the follow ng structure:
reference-triple-record = |

ref-env: environment-map
ref-clains: [ + nmeasurenent-nmap ]

]

The reference-triple-record has the follow ng paraneters:
* ref-env: ldentifies the Target Environnent

* ref-clains: Contains one or nore reference neasurenents for the
Tar get Environnent

CoMD triples (Section 5.1.4) may contain multiple reference-triple-
record entries, each of which describes one or nore possible states
for a particular Target Environnent.

The ref-clains in a reference-triple-record can contain one or nore
entries. This multiplicity can have different meanings:

1. Each ref-clains entry can represent a different possible state of
t he Environnent.
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2. Each ref-clains entry can represent a possible state of a
different measured el enent (identified by its nmkey) within the
Envi ronnent .

Note that the same semantics can be expressed using nultiple
Ref erence Val ue Tri pl es.

Note al so that a measurement key-value pair could be defined to have
mul tiple values or use "wild carding"” to describe a range of
accept abl e val ues, for exanpl e when using int-range and m n-svn.

Any of these nultiplicities could be used in the context of Reference
Val ues Tri pl es.

To process a reference-triple-record, the ref-env and ref-clains
criteria are conpared with Evidence entries. First, ref-env is used
as search criteria to | ocate matchi ng Evidence environnents. Then
the ref-clains fromthis triple are used to match agai nst the

Evi dence nmeasurenents for a matched environment. |f the search
criteria are satisfied, the matching entry is added to the body of
Attester state, except these Clains are asserted with the Reference
Val ue Provider’'s authority. By re-asserting Evidence nmatched with
Ref erence Val ues using the RVP's authority, the Verifier avoids
confusing Reference Values (reference / possible state) with Evidence
(actual state). See [I-D.ietf-rats-endorsenents]. Evidence d ains
that are re-asserted using RVP authority are said to be "corroborated
Evi dence" because the actual state in Evidence was found within the
corpus of the RVP' s possible state.

5.1.4.3. Endorsed Values Triple

An Endorsed Values triple provides additional Endorsenents - i.e.
clains reflecting the actual state - for an existing Target

Envi ronnent. For Endorsed Values Clainms, the subject is a Target
Envi ronnent, the object contains Endorsenent Clains for the

Envi ronment, and the predicate defines semantics for how the object
relates to the subject.

The Endorsed Values Triple has the foll ow ng structure:
endorsed-triple-record = |

condi tion: environment-nmap
endorsenent: [ + neasuremnent-map |

]

The endorsed-triple-record has the foll owi ng paraneters:
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* condition: Search criterion that |ocates an Evi dence, corroborated
Evi dence, or Endorsenents environnent.

* endorsenent: Additional Endorsenent C ains.

To process a endorsed-triple-record the condition is conpared with
exi sting Evidence, corroborated Evidence, and Endorsenents. |If the
search criterion is satisfied, the endorsenment C ains are comnbi ned
with the condition environnent-map to forma new (actual state)
entry. The new entry is added to the existing set of entries using
the Endorser’s authority.

5.1.4.4. Conditional Endorsement Triple

A Condi tional Endorsenent Triple declares one or nore conditions
that, once nmatched, results in augnenting the Attester’s actual state
with the Endorsenent C ains. The conditions are expressed via

stat ef ul -environnment -records, which match Target Environments from
Evi dence in certain reference state.

The Conditional Endorsement Triple has the foll ow ng structure:

condi ti onal -endorsenent-triple-record = |
conditions: [ + stateful-environnent-record ]
endorsenments: [ + endorsed-triple-record ]

]

stateful -environment-record = |
envi ronment : envi ronment - map,
clains-list: [ + neasurenent-map ]

]

The conditional -endorsement-triple-record has the foll ow ng
paraneters

* conditions: Search criteria that | ocates Evidence, corroborated
Evi dence, or Endor senents.

* endorsenents: Additional Endorsements.

To process a conditional -endorsenent-triple-record the conditions are
conpared wi th existing Evidence, corroborated Evidence, and
Endorsenents. |If the search criteria are satisfied, the endorsenents
entries are asserted with the Endorser’s authority as new

Endor senent s.
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5.1.4.5. Conditional Endorsenment Series Triple

The Conditional Endorsement Series Triple is used to assert endorsed
val ues based on an initial condition nmatch (specified in condition:)
followed by a series condition match (specified in selection: inside
conditional -series-record). Every conditional-series-record

sel ection MJUST sel ect the same nkeys where every sel ected nkey's
correspondi ng set of code points represented as nval . key MJST be the
same across each conditional -series-record. For exanple, if a

sel ection matches on 3 neasurenent-nmap statenents; nkey is the sane
for all 3 statenments and nval contains only A= variable-X, B=

vari able-Y, and C= variable-Z (exactly the set of code points A B
and C) respectively for every conditional -series-record in the

seri es.

These restrictions ensure that eval uation order does not change the
meani ng of the triple during the appraisal process. Series entries
are ordered such that the nost precise match is evaluated first and
| east precise match is evaluated last. The first series condition
that matches term nates series matching and the endorsenent val ues
are added to the Attester’s actual state.

The Conditional Endorsenent Series Triple has the follow ng
structure:

condi ti onal - endor senent -series-triple-record = |
condition: stateful-environnent-record
series: [ + conditional-series-record ]

conditional -series-record = |

sel ection: [ + measurenent - nmap]
addition: [ + neasurenent-nmap |

]

The conditional - endorsenent-series-triple-record has the follow ng
par aneters

* condition: Search criteria that | ocates Evi dence, corroborated
Evi dence, or Endorsenents.

* series: A set of selection-addition tuples.
The conditional -series-record has the foll owi ng paraneters:

* selection: Search criteria that | ocates Evi dence, corroborated
Evi dence, or Endorsenments fromthe condition result.
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* addition: Additional Endorsements if the selection criteria are
sati sfi ed.

To process a conditional -endorsenent-series-record the conditions are
conpared with existing Evidence, corroborated Evidence, and
Endorsenents. |If the search criteria are satisfied, the series
tupl es are processed.

The series array contains an ordered list of conditional-series-
record entries. Evaluation order begins at |ist position O.

For each series entry, if the selection criteria matches an entry
found in the condition result, the series addition is conbined with
the environnent-map fromthe condition result to forma new
Endorsenent entry. The new entry is added to the existing set of
Endor senent s.

The first series entry that successfully matches the sel ection
criteria terminates series processing.

5.1.4.6. Device ldentity Triple

Device ldentity triples (see identity-triples in Section 5.1.4)
endorse that the keys were securely provisioned to the nanmed Target
Environment. A single Target Environment (as identified by

envi ronment and nkey) nmay contain one or nore cryptographic keys.
The exi stence of these keys is asserted in Evidence, Reference

Val ues, or Endorsenents.

The device identity keys nmay have been used to authenticate the
Attester device or may be held in reserve for |ater use.

Device ldentity triples instruct a Verifier to performkey validation
checks, such as revocation, certificate path construction &
verification, or proof of possession. The Verifier SHOULD verify
keys contained in Device ldentity triples.

Addi tional details about how a key was provisioned or is protected
may be asserted using Endorsenments such as endorsed-triples.

Dependi ng on key formatting, as defined by $crypto-key-type-choice,
the Verifier miy take different steps to locate and verify the key.

If a key has usage restrictions that Iimt its use to device identity
chal | enges, the Verifier SHOULD enforce key use restrictions.
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Each successful verification of a key in key-list SHALL produce
Endorsenent Clainms that are added to the Attester’s C ai mset.
Clains are asserted with the joint authority of the Endorser (CoRI M
signer) and the Verifier. The Verifier MAY report key verification
results as part of an error reporting function

identity-triple-record = [
envi ronnment : envi ronnent - map
key-list: [ + $crypto-key-type-choice ]
? conditions: non-enpty<{
? & nkey: 0) => $neasured-el ement -type-choi ce,
? & authorized-by: 1) => [ + $crypto-key-type-choice ]
1>
]

* environnment: An environnent-nmap condition used to identify the
target Evidence or Reference Value. See Section 5.1.4.1

* key-list: Alist of $crypto-key-type-choice keys that identifies
whi ch keys are to be verified. See Section 5.1.4.1.5.

* mnkey: An optional $neasured-el enent-type-choice condition used to
identify the elenment within the target Evidence or Reference
Val ue. See Section 5.1.4.1.4.1

* authorized-by: An optional l|ist of $crypto-key-type-choice keys
that identifies the authorities that asserted the key-list in the
target Evidence or Reference Val ues.

5.1.4.7. Attest Key Triple

Attest Key triples (see attest-key-triples in Section 5.1.4) endorse
that the keys were securely provisioned to the named Attesting
Environment. An Attesting Environnent (as identified by environnent
and nkey) mamy contain one or nore cryptographic keys. The existence
of these keys is asserted in Evidence, Reference Values, or

Endor senment s.

The attestation keys may have been used to sign Evidence or may be
held in reserve for |ater use.

Attest Key triples instruct a Verifier to performkey validation
checks, such as revocation, certification path construction and

val idation, or proof of possession. The Verifier SHOULD verify keys
contained in Attest Key triples.

Addi tional details about how a key was provisioned or is protected
may be asserted using Endorsenents such as endorsed-triples.
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Dependi ng on key formatting, as defined by $crypto-key-type-choice,
the Verifier my take different steps to |locate and verify the key.
If a key has usage restrictions that limts its use to Evidence
signing (e.g., see Section 5.1.5.3 in [DICE cert]). The Verifier
SHOULD enforce key use restrictions.

Each successful verification of a key in key-list SHALL produce
Endorsenent Clains that are added to the Attester’s C ai mset.
Clains are asserted with the joint authority of the Endorser (CoRI M
signer) and the Verifier. The Verifier MAY report key verification
results as part of an error reporting function

attest-key-triple-record = |
envi ronnment : envi ronnent - map
key-list: [ + $crypto-key-type-choice ]
? conditions: non-enpty< {
? &(nkey: 0) => $neasured-el ement -type-choi ce,
? & authorized-by: 1) => [ + $crypto-key-type-choice ]
1>
]

See Section 5.1.4.6 for additional details.
5.1.4.8. Triples for domain definitions

A domain is a hierarchical description of a Conposite Attester in
terns of its constituent Environnments and their conpositiona
rel ati onshi ps.

The foll owi ng CDDL descri bes donain type.

domai n-type = environment - map

Domain structure is defined with the follow ng types of triples.
5.1.4.8.1. Donmain Menbership Triple

A Domai n Menbership Triple (DMl links a domain identifier to its
menber Environments. The triple’ s subject is the domain identifier
while the triple’ s object lists all the nmenber Environnments within
t he domai n.

The Domain Menbership Triple all ows an Endorser (for exanple, an
Integrator) to issue an authoritative statenment about the conposition
of an Attester as a collection of Environments. This allows a
topol ogi cal description of an Attester to be expressed by linking a
parent Environment (e.g., a lead Attester) to its child Environnents
(e.g., one or nore sub-Attesters).
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If the Verifier Appraisal policy requires Domai n Menbership, the
Domai n Menbership Triple is used to match an Attester’s reference
composition with the actual conposition represented in Evidence.

Representing nenbers of a DMI as donmi ns enabl es the recursive
construction of an entity’'s topol ogy, such as a Conposite Device (see
Section 3.3 of [RFC9334]), where nultiple | ower-level donmains can be
aggregated into a higher-Ilevel domain.

domai n- menber ship-triple-record = |
dommi n-i d: dommi n-type
menbers: [ + domain-type ]

]
5.1.4.8.2. Domain Dependency Triple

A Domai n Dependency triple defines trust dependenci es between
measur enent sources. The subject identifies a domain

(Section 5.1.4.8.1) that has a predicate relationship to the object
contai ni ng one or nore dependent domains. Dependency means the
subj ect domain’ s trustworthiness properties rely on the object
domai n(s) trustworthiness having been established before the
trustworthiness properties of the subject domain exist.

domai n- dependency-triple-record = |
domai n-type
[ + domain-type ]

]
5.1.4.9. CoM D CoSWD Linking Triple

A CoSWD triple relates reference neasurenents contained in one or
more CoSWDs to a Target Environment. The subject identifies a
Target Environnent, the object one or nore unique tag identifiers of
exi sting CoSWDs, and the predicate asserts that these contain the
expected (i.e., reference) neasurenents for the Target Environnent.

coswid-triple-record = |
envi r onment - map
[ + concise-swid-tag-id ]

]

concise-swid-tag-id = text / bstr .size 16

Bi rkhol z, et al. Expires 23 April 2026 [ Page 49]



Internet-Draft CoRI M Cct ober 2025

5.2. Extensibility

The base CoRI M docunent definition is described using CDDL [ RFC8610]
that can be extended only at specific all owed points known as
"ext ensi on points".

The foll owi ng types of extensions are supported in CoRIM
5.2.1. Map Extensions

Map extensions provide extensibility support to CoRI M map structures.
CDDL map extensibility enables a CoRIMprofile to extend the base
CoRI M CDDL definition. CDDL nmap extension points have the form
($$NAME- ext ensi on) where "NAME' is the nane of the map and ' $$
signifies map extensibility. Typically, map extension requires a
convention for code point nam ng that avoi ds code-point reuse. Well-
known code points may be in a registry, such as CoSWD [| ANA. coswi d] .
Non- negative integers are reserved for I ANA to assign nmeani ng

gl obal ly.

5.2.2. Data Type Extensions

Data type extensibility has the form ($NAME-type-choi ce) where " NAME"
is the type nane and '$ signifies type extensibility.

New data type extensions SHOULD be docunented to facilitate
interoperability. CoRIMprofiles are best used to docunment vendor or
i ndustry defined extensions.

6. CoTL

A Conci se Tag List (CoTL) object represents the signal for the
Verifier to activate the listed tags. Verifier policy determ nes
whet her CoTLs are required.

When CoTLs are required, each tag MJST be activated by a CoTL before
bei ng processed. All the tags listed in the CoTL MJST be activated

atomically. |If any tag activated by a CoTL is not available to the

Verifier, the entire CoTL is rejected.

The nunber of CoTLs required in a given supply chain ecosystemis
dependent on Verifier Omer’s Appraisal Policy for Evidence.
Correspondi ng policies are often driven by the conplexity and nature
of the use case.

If a Verifier Owmer has a policy that does not require CoTL, tags

within a CoRIMreceived by a Verifier are activated i nmedi ately and
treated valid for appraisal
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There may be cases when Verifier receives CoRIMs fromnultiple

Ref erence Val ue providers and Endorsers. 1|In such cases, a supplier
(or other authorities, such as integrators) may be designated to
issue a single CoTL to activate all the tags submitted to the
Verifier in these CoRI Ms.

In a nore conplex case, there may be multiple authorities that issue
CoTLs at different points in time. An Appraisal Policy for Evidence
may dictate how nmultiple CoTLs are to be processed within the
Verifier.

6.1. Structure

The CDDL specification for the concise-tl-tag map and additiona
grammatical requirenents specified in the text of this Section MJST
be followed when creating or validating a CoTL tag are given bel ow

concise-tl-tag = {
&(tag-identity: 0) => tag-identity-nmap
&(tags-list: 1) =>[ + tag-identity-map ],
&(tl-validity: 2) => validity-map

}

The foll owi ng descri bes each nenber of the concise-tl-tag nmap.

* tag-identity (index 0): A tag-identity-map containing unique
identification information for the CoTL. Described in
Section 5.1.1.

* tags-list (index 1): One or nore tag-identity-maps identifying the
CoM D and CoSWD tags that constitute the list, i.e., a conplete
set of verification-related information. The tags-list behaves
Iike a signaling nechanismfromthe supply chain (e.g., a product
vendor) to a Verifier that activates the tags in tags-list for use
in the Evidence appraisal process, and the activation is atomc.
Al tags listed in tags-list MJUST be activated or no tags are
activat ed.

* tl-validity (index 2): Specifies the validity period of the CoTL.
Described in Section 7.3.

7. Common Types

The following CDDL types may be shared by CoRIM CoM D, and CoTL
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7.1. Non-Enpty

The non-enpty generic type is used to express that a map with only
optional nenbers MJUST at |east include one of the nmenbers.

non-enpty<mM> = (M .and ({ + any => any })

7.2. Entity
The entity-map is a generic type describing an organi zation
responsible for the contents of a manifest. It is instantiated by

supplying two paraneters

* Arole-type-choice, i.e., a selection of roles that entities of
the instantiated type can claim

* An extension-socket, i.e., a CDDL socket that can be used to
extend the attributes associated with entities of the instantiated
type

entity-map<rol e-type-choi ce, extension-socket> = {
& entity-name: 0) => $entity-name-type-choice
? &reg-id: 1) => uri
&(role: 2) =>[ + role-type-choice ]
* extensi on-socket

}

$entity-nanme-type-choice /= text

The foll owi ng descri bes each nenber of the entity-nap.

* entity-name (index 0): The nane of entity which is responsible for
the action(s) as defined by the role. $entity-name-type-choice can
only be text. Oher specifications can extend the $entity-nane-
type-choice. See Section 12.6.

* reg-id (index 1): A URl associated with the organi zati on that owns
the entity nane.

* role (index 2): A type choice defining the roles that the entity
is claimng. The role is supplied as a paraneter at the tine the
entity-map generic is instantiated.

* extension-socket: A CDDL socket used to add new i nfornmation
structures to the entity-map.

Exanpl es of how the entity-map generic is instantiated can be found
in (Section 4.1.5) and (Section 5.1.2).
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7.3. Validity

A validity-map represents the tine interval during which the signer
warrants that it will maintain informati on about the status of the
signed object (e.g., a manifest).

In a validity-map, both ends of the interval are encoded as epoch-
based date/time as per Section 3.4.2 of [STD94].

validity-map = {
? &(not -before:
& not-after: 1)
}

* not-before (index 0):
validity period begins

0) =>tine
= tine

the date on which the signed nanifest

* not-after (index 1):
validity period ends

the date on which the signed nanifest

7.4. UUD
Used to tag a byte string as a binary UUD. Defined in Section 4 of
[ RFC9562] .
uui d-type = bytes .size 16

t agged- uui d-type = #6. 37(uui d-type)

7.5. UEID

Used to tag a byte string as Universal Entity ID Caim (UElID).

Defined in Section

uei d-type = bytes
t agged- uei d-type =
7.6. AD

Used to tag a byte
obj ect identifier

oid-type = bytes
t agged-oi d-type =

Bi rkhol z, et al

4.2.1 of [RFC9711].

.size (7..33)

#6. 550( uei d-type)

string as the BER encoding [ X. 690] of an absolute

[ RFC9090] .

#6. 111(0i d-type)
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Di gest

A digest represents the value of a hashing operation together with
the hash algorithmused. The type of the digest algorithmidentifier
can be either int or text and is interpreted according to the

[1 ANA. naned-information] registry. Specifically, int values are

mat ched against "ID' entries, text values are matched agai nst "Hash
Nanme String" entries. \Wenever possible, using the int encoding is
RECOMVENDED.

digest = |
alg: (int / text),
val : bytes

]
digests-type = [ + digest ]

A measurenent can be obtained using different hash algorithms. A

di gests-type can be used to collect multiple digest val ues obtained
by applying different hash algorithms on the same input. Each entry
in the digests-type MJUST have a uni que al g val ue.

Tagged Bytes Type

An opaque, variable-length byte string. It can be used in different
contexts: as an instance, class or group identifier in an

envi ronment - map; as a raw val ue neasurenent in a measurenent-val ues-
map. |Its semantics are defined by the context in which it is found,
and by the overarching CoRIMprofile. Wen used as an identifier the
responsi ble allocator entity SHOULD ensure uni queness within the
context that it is used.

t agged- byt es = #6. 560( byt es)
Apprai sal of CoRI M based | nputs

Inputs to a Verifier are mapped fromtheir external representation to
an internal representation. CoR M defines CBOR structures and
content nedia types for Conceptual Messages that include Endorsenents
and Reference Values. CoRIMdata structures may al so be used by

Evi dence and Attestation Results that wish to describe overl appi ng
structure. CoRlI M based data structures define an externa
representati on of Conceptual Messages that are mapped to an interna
representation. Appraisal processing describes both mapping
transformations and Verifier reconciliation (Section 2). Non-CoRl M
based data structures require mappi ng transfornation, but these are
out of scope for this docunent.
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If a CoRRMprofile is specified, there are a few well-defined points
in the procedure where Verifier behavi our depends on the profile.

The CoRI M profile MJIST provide a description of the expected Verifier
behavi or for each of those well-defined points.

Verifier inplenmentations MJST provide the specified informtion nodel
of the ACS at the end of phase 4 as described in this specification
They are not required to use the sane internal representation or

eval uati on order described by this specification

8.1. Appraisal Procedure

The apprai sal procedure is divided into several |ogical phases for
clarity.

*  *Phase 1*: Input Validation and Transfornation

During Phase 1, all avail able Conceptual Messages are processed for
validation. This involves checking digital signatures to verify
their integrity and authenticity, ensuring they are not outdated, and
confirmng their relevance to the current appraisal. |If validation
fails, the input Conceptual Message is discarded. |f validation
succeeds, the input Conceptual Message is transfornmed fromits
external representation into an internal one. These interna
representations are then collected in an inplenmentation-specific
"staging area", which acts as a database for subsequent appraisa
processi ng.

* *Phase 2*: Evidence Augnentation

During Phase 2, Evidence inputs are added to a list that describes
the Attester’s actual state. These inputs are added with the
Attester’s authority.

* *Phase 3*: Reference Val ues Corroborati on and Augnentation

Duri ng Phase 3, Reference Values inputs are conpared with Evidence
i nputs. Reference Values inputs describe possible states of
Attesters. |If the actual state of the Attester is described by the
possi ble Attester states, then the overl apping (corroborated) actua
states are added to the Attester’s actual state. These inputs are
added with the Reference Value Provider’s authority.

* *Phase 4*: Endorsed Val ues Augnentati on
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Duri ng Phase 4, Endorsed Val ues inputs containing conditions that
descri be expected Attester state are processed. |If the conparison is
satisfied, then additional C ains about the Attester are added to the
ACS. These inputs are added with the Endorser’s authority.

*  *Phase 5*: Verifier Augnentation

During Phase 5, the Verifier may perform consistency, integrity, or
additional validity checks.

These checks may result in additional C ainms about the Attester that
are added to the ACS. These Cains are added with the Verifier’'s
aut hority.

*  *Phase 6*: Policy Augnentation

Duri ng Phase 6, appraisal policies are processed that describe
Attester states that are desirable or undesirable. |[If these
conditions exist, the policy my add additional C ains about the
Attester, to the ACS. These Cainms are added with the policy
author’s authority.

* *Phase 7*: Attestation Results Production and Transformation

Duri ng Phase 7, the outconme of Appraisal and the set of Attester
Clains that are interesting to a Relying Party are copied fromthe
Attester state to an output staging area. The Cains in the output
staging area and other Verifier related netadata are transforned into
an external representation suitable for consunption by a Relying
Party.

9. Reference Verifier Al gorithm

Thi s docunent presunes that Verifier inplenentations will differ. To
facilitate the description of nornmative Verifier behavior, this
docunent describes the internal representation for a reference
Verifier and denonstrates how the data is used in the appraisal
phases outlined in Section 8.1. |If the Verifier operates on CoRIM
docunents, it is RECOWENDED that it follows this algorithm

The ternms Claim Environnent-C aimTuple (ECT), Authority, Appraisal

Clains Set (ACS), Appraisal Policy, and Attestation Results Set (ARS)
are used with the nmeaning defined in Section 1.1.1.
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Figure 1: CoRIM Verifier Flow
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9.1. Internal Representation of Conceptual Messages

Conceptual Messages are Verifier input and output val ues such as
Evi dence, Reference Val ues, Endorsed Val ues, Appraisal Policy, and
Attestation Results.

The internal representation of Conceptual Messages, as well as the
ACS (Section 9.1.9) and ARS (Section 9.1.10), are constructed froma
common buil ding block structure called Environment-C ai ms Tupl e
(ECT).

9.1.1. Internal structure of ECT
Envi ronment - C ai ns Tupl es (ECT) have six attributes:

1. Environment : ldentifies the Target Environnent. Environnents
are identified using instance, class, or group identifiers.
Envi ronnments nay be conposed of el enents, each having an el enent
identifier (nkey). |If the Conceptual Message Type is donain-
menber, this field contains the domain identifier (domain-id) of
the domain triple.

2. FElements : ldentifies the set of elenents contained within a
Target Environnent and their trustworthiness d ains.

3. Authority : ldentifies the entity that issued the tuple. A
certain type of key material by which the authority (and
correspondi ng provenance) of the tuple can be determ ned, such as
the public key of an asynmetric key pair that is associated with
an authority’s PKIX certificate.

4. Menbers : ldentifies the set of Environnents that act as nenbers
when a Domain Menbership is expressed in an ECT

5. Conceptual Message Type : ldentifies the type of Conceptual
Message that originated the tuple.

6. Profile : The profile that defines this tuple. If no profile is
used, this attribute is omtted.

The foll owi ng CDDL describes the ECT structure in nore detail.
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ECT = {
? environnent: environnent-nmap
? element-list: [ + element-map ]
? authority: [ + $crypto-key-type-choice ]
? nenbers: [ + environment-nmap |
? cntype: cmtype
? profile: $profile-type-choice
}
el ement-map = {

? element-id: $neasured-el enent-type-choice
el ement - cl ai nms: nmeasur enent - val ues- nap

}

cmtype = &
ref erence-val ues: 0
endor senents: 1
evi dence: 2
attestation-results: 3
verifier: 4
policy: 5
donmai n- menber: 6

)

The Conceptual Message type (cntype) determines which attributes are
mandatory. See Section 9.1.3 through to Section 9.1.10 for ECTs of
various conceptual nessages.

9.1.2. Internal Representation of Cryptographic Keys

The internal representation for keys use the extension slot within
measur enent - val ues-map with the intrep-keys claimthat consists of a
list of typed-crypto-key. typed-crypto-key consists of a key and an
optional key-type. There are two types of keys attest-key and

i dentity-key.
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$$neasur ement - val ues- map-extension //= (
&(intrep-keys: 65534) => [ + typed-crypto-key ]
)

typed-crypto-key = {
key: $crypto-key-type-choice
? key-type: uint .bits key-type

key-type = &
attest-key: 0O
identity-key: 1
)

9.1.3. Internal Representation of Evidence

An internal representation of attestation Evidence uses the ae
rel ation.

ae = |

addition: [ + ECT ]
]
The addition is a list of ECTs with Evidence to be apprai sed.
A Verifier may maintain nultiple sinultaneous sessions to different
Attesters. Each Attester has a different ACS. The Verifier ensures
the Evidence inputs are associated with the correct ACS. The

addition is added to the ACS for a specific Attester

Table 3 contains the requirenments for the ECT fields of the Evidence
tupl e:
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9

1.

[ el s gt e e g
| ECT type | ECT Field | Requirement |
[ ettty e ——————————— Ll pp—p————r
| addition | environnent | Mandatory |
R T R T R LT +
| | elenent-list | Mandatory |
e e R +
| | authority | Mandatory |
TS o e e - S +
| | cmype | Mandat ory |
R T R T R LT +
| | profile | Optional |
e e R +
| | nmenbers | n/a |
TS o e e - S +

Tabl e 3: Evidence tuple requirenents
4. Internal Representation of Reference Val ues

An internal representation of Reference Values uses the rv relation,
which is a list of ECTs that contains possible states and a list of
ECTs that contain actual states asserted with RVP authority.

rv = [ +{
condi tion: ECT
addi tion: ECT

}l
The rv relation is a list of condition-addition pairings where each
pairing is evaluated together. |If the condition containing reference

ECTs mat ches Evi dence ECTs then the Evidence ECTs are re-asserted,
but with RVP authority as contained in the addition and cntype set to
r ef er ence- val ues.

The reference ECTs define the matching conditions that are applied to
Evi dence ECTs. If the matching condition is satisfied, then the re-
asserted ECTs are added to the ACS. Refer to Section 9.3.3 for how
the rv entries are processed.

Table 4 contains the requirenents for the ECT fields of the Reference
Val ues tupl e:
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B ool ool oo
| ECT type | ECT Field | Requirement |
[ et —— e ——————————— e p—p—p—_—————
| condition | environment | Mandatory

S . . +
| | elenent-list | Mandatory |
S IR . I +
| | authority | Optional |
R o e e - S +
| | cmtype | n/a |
S . . +
| | profile | n/a |
S IR . I +
| | nmenbers | n/a |
R o e e - S +
| addition | environment | Mandatory |
S . . +
| | elenent-list | Mandatory |
S IR . I +
| | authority | Mandatory |
R o e e - S +
| | cmype | Mandat ory |
S . . +
| | profile | Optional |
S IR . I +
| | nmenbers | n/a |
R o e e - S +

Tabl e 4: Reference Val ues tuple
requirenents
9.1.5. Internal Representation of Endorsed Val ues

An internal representation of Endorsed Values uses the ev and evs
relations, which are lists of ECTs that describe natching conditions
and the additions that are added if the conditions are satisfied.
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ev = |
condition: [ + ECT ]
addition: [ + ECT ]
]

evs = |
condition: [ + ECT ]
series: [ + {
selection: [ + ECT ]
addition: [ + ECT ]
bl

The ev relation conpares the condition ECTs to the ACS and if all of
the ECTs are found in the ACS then the addition ECTs are added to the
ACS.

The evs relation conpares the condition ECTs to the ACS and if all of
the ECTs are found in the ACS then each entry in the series list is
eval uated. The selection ECTs are conpared with the ACS and if the
selection criteria is satisfied, then the addition ECTs are added to

the ACS and eval uation of the series ends. |If the selection criteria
is not satisfied, then evaluation procedes to the next series |ist
entry.

Table 5 contains the requirements for the ECT fields of the Endorsed
Val ues and Endorsed Val ues Series tuples:
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B ool ool oo
| ECT type | ECT Field | Requirement |
[ g ool s sty oo e pu
| condition | environment | Mandatory

fom e e oo o e e e e oo oo +
| | elenent-list | Mandatory

Fommm e oo o eieaa o oo +
| | authority | Optional |
R o e e - S +
| | cmype | n/a |
fom e e oo o e e e oo oo +
| | profile | n/la |
Fommm e oo o me e e o oo +
| | nmenbers | n/a |
R o e e - S +
| selection | environment | Mandatory

fom e e oo o e e e e oo oo +
| | elenent-list | Mandatory

Fommm e oo o eieaa o oo +
| | authority | Optional |
R o e e - S +
| | cmype | n/a |
fom e e oo o e e e oo oo +
| | profile | n/la |
Fommm e oo o me e e o oo +
| | nmenbers | n/a |
R o e e - S +
| addition | environment | Mandatory |
fom e e oo o e e e e oo oo +
| | elenent-list | Mandatory

Fommm e oo o eieaa o oo +
| | authority | Mandatory |
R o e e - S +
| | cmype | Mandat ory |
fom e e oo o e e e oo oo +
| | profile | Optional |
Fommm e oo o me e e o oo +
| | nmenbers | n/a |
R o e e - S +

Tabl e 5: Endorsed Val ues and Endor sed
Val ues Series tuples requirenments
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9.1.6. Internal Representation of Domain Menbership

An internal representation of Domain Menbership is expressed in a
single ECT, where the domain identifier is set in the environnent
field of the ECT, and the domain nenbers are expressed in the nenbers
field. The cntype is set to domai n-nenber.

dm=1] + ( domain: ECT ) ]

Table 6 contains the requirements for the ECT fields of the Domain
Menber ship tuple:

[ el s gt e e g
| ECT type | ECT Field | Requirement |
[ ettty e ——————————— Ll pp—p————r
| domain | environment | Mandatory |
R T R T R LT +
| | element-list | Optional |
e e R +
| | authority | Mandatory |
TS o e e - S +
| | cmype | Mandat ory |
R T R T R LT +
| | profile | Optional |
e e R +
| | nmenbers | Mandatory |
TS o e e - S +

Tabl e 6: Domai n Menbership tuple
requirenents

9.1.7. Internal Representation of Policy Statements

The policy relation conpares the condition ECTs to the ACS.

policy = [
condition: [ + ECT ]
addition: [ + ECT ]

]

If all of the ECTs are found in the ACS then the addition ECTs are
added to the ACS with the policy author’s authority.

Table 7 contains the requirements for the ECT fields of the Policy
tupl e:
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B ool ool oo
| ECT type | ECT Field | Requirement |
[ et —— e ——————————— e p—p—p—_—————
| condition | environment | Optional |
S . . +
| | element-list | Optional |
S IR . I +
| | authority | Optional |
R o e e - S +
| | cmtype | n/a |
S . . +
| | profile | n/a |
S IR . I +
| | nmenbers | n/a |
R o e e - S +
| addition | environment | Mandatory |
S . . +
| | elenent-list | Mandatory |
S IR . I +
| | authority | Mandatory |
R o e e - S +
| | cmype | Mandat ory |
S . . +
| | profile | Optional |
S IR . I +
| | nmenbers | n/a |
R o e e - S +
Table 7: Policy tuple requirenents
9.1.8. Internal Representation of Attestation Results

The ar relation conpares the acs-condition to the ACS

ar = [

acs-condition: [ + ECT ]

ars-addition: [ + ECT ]
]
If the condition is satisfied, the ars-additions are copied fromthe
ACS to the ARS. If any of the ars-additions are not found in the ACS
then these ACS entries are not copied to the ARS

Table 8 contains the requirements for the ECT fields of the
Attestation Results tuple:
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[ oo sl e o)
| ECT type | ECT Field | Requirement |
[ e ————— e p———_———————— Ll p—p—p——(—————r L
| acs-condition | environment | Optional |
S I . . +
| | element-list | Optional |
I IRy . I +
| | authority | Optional |
T o e e - S +
| | cmtype | n/a |
S I . . +
| | profile | n/a |
I IRy . I +
| | nmenbers | n/a |
T o e e - S +
| ars-addition | environment | Mandatory |
S I . . +
| | elenent-list | Mandatory |
I IRy . I +
| | authority | Mandatory |
T o e e - S +
| | cmype | Mandat ory |
S I . . +
| | profile | Optional |
I IRy . I +
| | nmenbers | Optional |
T o e e - S +

Table 8: Attestation Results tuple
requirenents

9.1.9. Internal Representation of Appraisal Cains Set (ACS)
An ACS is a list of ECTs that describe an Attester’'s actual state.
For ECTs present in the ACS, the cntype field is nandatory.

Tabl e Table 9 shows the minimumrequired mandatory fields applicable
to all ECTs in an ACS.
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[ ool s s o}
| ECT type | ECT Field | Requirement |
[} e fumnl s s ey e e e o}
| n/a | environment | Mandatory |
S I - . +
| | authority | Mandatory |
T . . +
| | cntype | Mandatory |
R S S +

Table 9: ACS tuple m ni mumrequirenents
ACS = [ + ECT ]
9.1.10. Internal Representation of Attestation Results Set (ARS)

An ARS is a |list of ECTs that describe ACS entries that are sel ected
for use as Attestation Results.

ARS = [ + ECT ]
9.2. Input Validation and Transformati on (Phase 1)

During the initialization phase, the CoRI M Apprai sal Context is

| oaded wi th various conceptual mnessage inputs such as CoMD tags
(Section 5), CoSWD tags [ RFC9393], CoTL tags, and cryptographic
validation key material (including raw public keys, root
certificates, internediate CA certificate chains), and Concise Trust
Anchor Stores (CoTS) [I-D.ietf-rats-concise-ta-stores]. These
objects will be utilized in the Evidence Appraisal phase that
follows. The primary goal of this phase is to ensure that all
necessary information is avail able for subsequent processing.

After context initialization, additional inputs are held back until
apprai sal processi ng has conpl et ed.

9.2.1. Input Validation
9.2.1.1. CoRIM Sel ection
Al'l avail able CoRIMs are coll ected.
CoRI M tags MJST be discarded if they are expired, or if they are not

associated with an authenticated and aut horized source, or if they
have been revoked by an authorized source.
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Any CoRI M that has been secured by a cryptographi c mechani smt hat
fails validation MJST be di scarded. An exanple of such a nechani sm
is a digital signature.

O her selection criteria MAY be applied. For exanple, if the
Evi dence format is known in advance, CoRIMs using a profile that is
not understood by a Verifier can be readily discarded.

Later stages will further select the CoRIMs appropriate to the
Evi dence Apprai sal stage.

9.2.1.2. CoRI M Trust Anchors

If CoRIMtags are signed, the signatures MJST be validated using the
appropriate trust anchors (certification paths) available to the
Verifier. The Verifier is expected to have a trust anchor store.

The way in which these trust anchors (i.e., root certificates) are
provisioned in the Verifier is beyond the scope of this
specification. |If signed, the CoRIMitself should include at |east
one certificate (e.g., as part of the x5chain in the COSE header),

whi ch corresponds to the key pair used for signing. This certificate
(the "leaf certificate") nust be linked to one of the Verifier trust
anchors.

9.2.1.3. Tags Extraction and Validation

The Verifier chooses tags fromthe selected CoRIMs - including CoM D,
CoSW D, CoTL, and CoTS

The Verifier MJST discard all tags which are not syntactically and
semantically valid. Cross-referenced triples MIST be successfully
resolved. An exanple of a cross-referenced triple is a CoM D- CoSW D
linking triple.

9.2.1.4. CoTL Extraction

This section is not applicable if the Verifier appraisal policy does
not require CoTLs.

CoTLs which are not within their validity period MIST be di scarded.

The Verifier processes all CoTLs that are valid at the point in tine
of Evidence Appraisal and activates all tags referenced therein.

The Verifier MAY decide to discard sonme of the available and valid
CoTLs depending on any locally configured authorization policies.
Such policies nodel the trust relationshi ps between the Verifier
Omer and the relevant suppliers, and are out of the scope of the
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present docunent. For exanple, a conposite device (Section 3.3 of

[ RFC9334]) is likely to be fully described by multiple CoRI Ms, each
signed by a different supplier. 1In such a case, the Verifier Oaner
may instruct the Verifier to discard tags activated by supplier CoTLs
that are not also activated by the trusted integrator.

After the Verifier has processed all CoTLs it MJST discard any tags
whi ch have not been activated by a CoTL.

9.2.2. Evidence Collection

During the Evidence collection phase, the Verifier comunicates with
Attesters to gather Evidence. Discovery of Evidence sources is
untrusted. Verifiers may rely on conveyance protocol specific
context to identify an Evidence source, which is the Evidence input
oracle for appraisal

The coll ected Evidence is then transformed to an interna
representation, making it suitable for appraisal processing.

The exact protocol used to collect Evidence is out of scope of this
speci fication.

9.2.2.1. Cryptographic Validation of Evidence

If Evidence is cryptographically signed, its validation is applied
before transform ng Evidence to an internal representation

If Evidence is not cryptographically signed, the underlying
conveyance protocol that collected it, should provide the required
security. In such cases, the cryptographic validation of Evidence is
determ ned by the security offered by the conveyance protocol

The way cryptographic signature validation works depends on the
speci fic Evidence collection nethod used. For exanple, in DICE, a
proof of liveness is carried out on the final key in the certificate
chain (a.k.a., the alias certificate). |If this is successful, a
suitable certification path is | ooked up in the Appraisal Context,
based on linking information obtained fromthe DevicelD certificate.
See Section 9.2.1 of [DICE Layer]. |If a trusted root certificate is
found, X. 509 certificate validation is perforned.

As a second exanple, in PSA [RFCO783] the verification public key is
| ooked up in the appraisal context using the ueid claimfound in the
PSA clainms-set. |If found, COSE Signl verification is perforned
accordingly.
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9

9
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Regardl ess of the specific integrity protection nmethod used, the
Verifier MJUST NOT process Evidence which is not successfully
val i dat ed.

3. Input Transformation

I nput Conceptual Messages, whether Evidence, Reference Val ues,
Endorsenents, or Policies, are transforned to an internal
representation that is based on ECTs (Section 9.1).

The foll owi ng mappi ng conventions apply to all forns of input
transfornation:

- The environnent field is populated with a Target Environnent
identifier.

- The elenent-list field is populated with the neasurenents
collected by an Attesting Environment.

- The authority field is populated with the identity of the
entity that asserted (e.g., signed) the Conceptual Message.

- The cmype field is set based on the type of Conceptual Message
inputted or to be output.

- The profile field is set based on the corimmap profil e val ue.
3.1. Appraisal Context Construction

Al of the extracted and validated tags are | oaded into an _apprai sal
context . The Appraisal Context contains an internal representation
of the inputted Conceptual Messages. The selected tags are mapped to
an internal representation, making them suitable for appraisa
processi ng.

9.2.3.2. Evidence Tranfornmation

Evi dence is transformed from an external representation to an
internal representation based on the ae relation (Section 9.1.3).
The Evidence is mapped into one or nore addition ECTs. If the
Evi dence does not have a value for the nandatory ae fields, the
Verifier MJUST NOT process the Evidence.

Evi dence transformation algorithms may be well-known, defined by a
CoRIM profile (Section 4.1.4), or supplied dynam cally. The handling
of dynam c Evidence transformation algorithns is out of scope for

t hi s docunent.
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9.2.3.3. Reference Triples Transformation
Step 1. Anrv list entry (Section 9.1.4) is allocated.

Step 2. The cmype of the addition ECT in the rv entry is set to
r ef erence- val ues.

Step 3. The Reference Values Triple (RVT) (Section 5.1.4.2)
popul ates the rv ECTs.

i RVT.ref-env

*copy*(envi ronment - map, rv.condition.environment.environment-
map)

*copy*(environnent -map, rv.addition.environnent. environnent-
map)

ii For each e in RVT.ref-cl ai ns:

*copy*(e. measurenent-map, rv.condition.elenent-list.elenent-
nmap)

Step 4. The signer of the Reference Val ues conceptual nessage is
copied to the rv.addition.authority field.

Step 5. If the Reference Val ues conceptual nessage has a profile,
the profile identifier is copied to the rv.addition.profile
field.

9.2.3.4. Endorsenent Triples Transfornations
9.2.3.4.1. Endorsed Values Triple Transformation
Step 1. An ev entry (Section 9.1.5) is allocated.

Step 2. The cmype of the ev entry’'s addition ECT is set to
endor senent s.

Step 3. The Endorsed Values Triple (EVT) (Section 5.1.4.3) popul ates
the ev ECTs.

i EVT.condition

*copy*(envi ronnent - map, ev.condition.environment.environnent -
map)
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Step 4. The signer of the Endorsement conceptual nessage is copied

*copy* (envi ronnent - map, ev.addition.environnment.environnent-
map)

For each e in EVT. endorsenent:
*copy*(e. endor senment . measur enent - map, ev. addition. el enent -

l'ist.element-nmap)

to the ev.addition.authority field.

Step 5. |If the Endorsenent conceptual nessage has a profile, the

profile is copied to the ev.addition.profile field.

9.2.3.4.2. Conditional Endorsenent Triple Transformation

Step 1. An ev entry (Section 9.1.5) is allocated.

Step 2. The cmype of the ev entry’s addition ECT is set to

endor sement s.

Step 3. Entries in the Conditional Endorsenent Triple (CET)

Step 4. The signer of the Conditional Endorsenent conceptual nessage

(Section 5.1.4.4) conditions list are copied to a suitable

ECT in the internal representation
For each e in CET.conditions:

*copy*(e. stateful -environnent-record. envi ronnment. envi ronnent -
map, ev.condition.environnent. environment-nmap)

*copy*(e. stateful -environment-record. cl ai ns-1ist. measur enent -
map, ev.condition.element-list.elenment-nmap)

For each e in CET. endorsenents:

*copy*(e. endorsed-triple-record. condi tion.environment-nap,
ev. addi ti on. envi ronnent . envi r onnment - map)

*copy*(e. endorsed-tripl e-record. endor senent . measur enment - map,
ev.addition.element-list.elenment-nmap)

is copied to the ev.addition.authority field.

Step 5. If the Conditional Endorsenent conceptual nessage has a
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9.2.3.4.3. Conditional Endorsenent Series Triple Transformation
Step 1. An evs entry (Section 9.1.5) is allocated.

Step 2. The cmype of the evs entry’'s addition ECT is set to
endor senent s.

Step 3. Popul ate the evs ECTs using the Conditional Endorsenent
Series Triple (CEST) (Section 5.1.4.5).

i. CEST.condition

*copy* (stateful -environnment-record. envi ronnent .. envi r onment - map,
evs. condi ti on. envi ronment . envi r onnment - map)

*copy*(stateful -environnent-record. clai ns-1ist. measurenent - map,
evs.condition. el enent-1ist. el enent - map)

ii. For each e in CEST. series:

*copy*(evs. condi tion. envi ronment. envi ronnent - map,
evs. seri es. sel ection. envi ronnment. envi ronnent - map)

*copy*(e.conditional -series-
record. sel ecti on. neasur enment . measur enent - nap,
evs. series.selection.elenment-1ist. el ement-map)

*copy*(evs. condi tion. envi ronnent. envi ronnent - map,
evs. seri es. addi ti on. envi ronnent. envi r onnment - nap)

*copy*(e.conditional -series-record. addi ti on. measur enment - map,
evs.series.addition.element-Ilist.el ement-mnmap)

Step 4. The signer of the Conditional Endorsenent Series conceptua
nmessage is copied to the evs.series.addition.authority
field.

Step 5. If the Conditional Endorsement Series conceptual nessage has
a profile, the profile is copied to the
evs.series.addition.profile field.

9.2.3.4.4. Key Verification Triples Transformation

The followi ng transformati on steps are applied for both the identity-
triples and attest-key-triples with noted excepti ons:

Step 1. An ev entry (Section 9.1.5) is allocated.
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Step 2. The cmype of the ev entry’s addition ECT is set to
endor senent s.

Step 3. Populate the ev condition ECT using either the identity-
triple-record or attest-key-triple-record (Section 5.1.4.6)
as foll ows:

i *copy* (envi ronnent - map, ev.condition.environment.environnent -
map) .

ii. Foreach _key_ in keylist. $crypto-key-type-choice, *copy*(_key_,
ev.condition.elenment-1list.elenment-map. el enent -
cl ai ms. measur enent - val ues- map. i ntrep- keys. key) .

iii. If key-list originated fromattest-key-triples,
*set*(ev.condition.elenent-|ist.elenent-nmap. el enent -
cl ai ns. measur enent - val ues- nmap. i ntrep- keys. key-type = attest-

key) .

iv. Else if key-list originated fromidentity-triples,
*set*(ev.condition.element-list.elenment-map. el enent -
cl ai ns. measur enent - val ues- map. i ntrep- keys. key-type = identity-
key).

V. I f popul ated, *copy*(mnkey, ev.condition.elenent-Ilist.elenent-

map. el enent -i d).
Vi . I f popul ated, *copy*(authorized-by, ev.condition.authority).
Step 4. The signer of the lIdentity or Attest Key Endorsenent
conceptual nessage is copied to the ev.addition.authority
field.

Step 5. |If the Endorsenent conceptual nmessage has a profile, the
profile is copied to the ev.addition.profile field.

9.2.3.5. Domain Menbership Triples Transformation
Thi s section describes how the external representation of a Domain
Menbership Triple (DMI) (Section 5.1.4.8.1) is transforned into its
CoRIMinternal representation dm (see Section 9.1.6).

Step 1. Allocate a donain ECT entry.

Step 2. Set the conceptual nessage type for the domain ECT to 6
(donmi n- menber) .

i *copy*(donai n- nenber, domai n. cntype)
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Step 3. Set the authority for the domain ECT to the DMI signer
(Section 4.2.3.1).

i *copy*(DM. signer, dommin.authority)

Step 4. Use the DMI to populate the dminternal representation
i *copy*(DMI. domai n-i d, domai n.environnent)

ii For each environment e in DM. nenbers:

*copy* (DMT. menber s[ e] . envi ronnent ,
domai n. menber s[ e] . envi ronment)

Step 5. If the conceptual nmessage containing the DMI has a profile,
it is used to populate the profile for the domai n ECT.

i *copy*(DM. profile, domain.profile)
9.3. ACS Augmentation - Phases 2, 3, and 4

In the ACS augnentation phase, a CoRI M Apprai sal Context and an

Evi dence Appraisal Policy are used by the Verifier to find CoMD
triples which match the ACS. Triples that specify an ACS matching
condition will augnent the ACS with Endorsements if the condition is
met .

Each triple is processed i ndependently of other triples. However,
the ACS state may change as a result of processing a triple. If a
triple condition does not match, then the Verifier continues to
process other triples.

9.3.1. ACS Requirenents

At the end of the Evidence collection process, the Evidence has been
converted into an internal representation suitable for appraisal
See Section 9.1.

Verifiers are not required to use this as their interna

representation. For the purposes of this docunent, appraisal is

described in terns of the above cited internal representation
9.3.1.1. ACS Processing Requirenments

The ACS contains the actual state of Attester’s Target Environments

(TEs). The ACS contains Evidence ECTs (from Attesters) and
Endor senent ECTs (e.g. fromendorsed-triple-record).
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CoM D Reference Values will be matched agai nst the ACS follow ng the
comparison rules in Section 9.4. This docunent describes an exanple
evi dence structure which can be matched agai nst these Reference

Val ues.

Each Endor senent ECT contains the environment and interna
representati on of nmeasurenent-maps as extracted from an endorsed-
triple-record. Wen an endorsed-triple-record is transforned to
Endorsenents ECTs it indicates that the authority naned by

measur enent - map. aut hori zed-by asserts that the actual state of one or
more Clains within the Target Environnment, as identified by

envi ronment - map, have the neasurenment val ues in nmeasurenent-map. nval

ECT authority is represented by cryptographic keys. Authority is
asserted by digitally signing a daimusing the key. Hence, Cains
are added to the ACS under the authority of a cryptographic key.

Each Caimis encoded as an ECT. The environnent-nap, the nkey or

el ement-id, and a key wi thin neasurenent-val ues-map encode the nane
of the Caim The value matching that key wi thin neasurenent-val ues-
map is the actual state of the Caim

Thi s specification does not assign special neanings to any Caim
name, it only specifies rules for determ ning when two C ai m nanes
are the sane.

If two Cains have the sanme environment-map encodi ng then this does
not trigger special encoding in the Verifier. The Verifier follows
instructions in the CoRRMfile which tell it how clains are rel ated.

I f Evidence or Endorsenents fromdifferent sources has the same
envi ronment - map and aut hori zed-by then the neasurenent-val ues- maps
are nerged.

The ACS MUST nmintain the authority information for each ECT. There
can be multiple entries in state-triples which have the sane
environment-map and a different authority. See Section 9.3.2.2.

If the merged measurenent -val ues-map contai ns duplicate codepoints
and t he nmeasurenent val ues are equival ent, then duplicate clains
SHOULD be omitted. Equival ence typically neans val ues MJST be binary
i denti cal

If the merged measurenent -val ues-map contai ns duplicate codepoints

and t he nmeasurement val ues are not equivalent, then the Verifier
SHALL report an error and stop validation processing.
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9.3.1.1.1. Odering of triple processing

Triples interface with the ACS by either adding new ACS entries or by
mat chi ng exi sting ACS entries before updating the ACS. Mbst triples
use an environment-map field to select the ACS entries to match or
nmodi fy. This field may be contained in an explicit matching

condi tion, such as stateful-environment-record.

The order of triples processing is important. Processing a triple
may result in ACS nodifications that affect natching behavior of
ot her triples.

The Verifier MJST ensure that a triple including a matching condition
is processed after any other triple that nodifies or adds an ACS
entry with an environment-map that is in the matching condition

This can be acheived by sorting the triples before processing, by
repeating processing of some triples after ACS nodifications or by
ot her al gorithns.

9.3.1.2. ACS Augnentation Requirements
The ordering of ECTs in the ACSis not significant. Logically, the
ACS represents the conjunction of all clains, so adding an ECT entry
to the existing ACS at the end is equivalent to inserting it anywhere
el se. Inplenmentations may optim ze ECT order to achieve better
performance. Additions to the ACS MJST be atom c

9.3.2. Evidence Augnentation (Phase 2)

9.3.2.1. Appraisal Cains Set Initialization

The ACS is initialized by copying the internal representation of
Evi dence clainms to the ACS. See Section 9.3.

9.3.2.2. The authority field in the ACS

The authority field in an ACS ECT indicates the entity whose
aut hority backs the d ains.

The Verifier keeps track of authority so that it can satisfy
apprai sal policy that specifies authority.

When addi ng an Evidence entry to the ACS, the Verifier SHALL set the

authority field using a $crypto-keys-type-choice representati on of
the entity that signed the Evidence.
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If multiple authorities approve the same Claim for exanple if
multiple key chains are available, then the authority field SHALL be
set to include the $crypto-keys-type-choice representation for each
key chai n.

When addi ng Endorsenent or Reference Values Clainms to the ACS that
resulted from CoRI M processing, the Verifier SHALL set the authority
field using a $crypto-keys-type-choice representation of the entity
that signed the CoRIM

When searching the ACS for an entry which matches a triple condition
containing an authorized-by field, the Verifier SHALL i gnore ACS
entries if none of the entries present in the condition authorized-by
field are present in the ACS authority field. The Verifier SHALL

mat ch ACS entries if all of the entries present in the condition

aut hori zed-by field are present in the ACS authority field.

9.3.2.3. ACS augnentation using CoMD triples

In the ACS augment ati on phase, a CoRI M Apprai sal Context and an

Evi dence Appraisal Policy are used by the Verifier to find CoMD
triples which match the ACS. Triples that specify an ACS natching
condition will augnent the ACS with Endorsenents if the condition is
met .

Each triple is processed i ndependently of other triples. However,
the ACS state may change as a result of processing a triple. If a
triple condition does not match, then the Verifier continues to
process other triples.

9.3.3. Reference Values Corroboration and Augnentati on (Phase 3)

Ref erence Val ue Providers (RVP) publish Reference Val ues using the
Ref erence Values Triple (Section 5.1.4.2) which are transforned
(Section 9.2.3.3) into an internal representation (Section 9.1.4).
Each Reference Value Triple describes a single possible Attester
st ate.

Corroboration is the process of determ ning whether actual Attester
state (as contained in the ACS) can be satisfied by Reference Val ues.

Ref erence Val ues are nmatched with ACS entries by iterating through
the rv list. For each rv entry, the condition ECT is conpared with
an ACS ECT, where the ACS ECT cntype contains evidence.

If satisfied, for the rv entry, the following three steps are
per f or nmed:
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1. The addition ECT is nmoved to the ACS, with cnmtype set to
ref erence-val ues

2. The clains, i.e., the elenent-list fromthe ACS ECT with cntype
set to evidence is copied to the element-list of the addition ECT

3. The authority field of the addition ECT has been confirmed as
being set correctly to the RVP authority

9.3.4. Endorsed Val ues Augnentation (Phase 4)

Endorsers publish Endorsenents using endorsenent triples (see
Section 5.1.4.3), Section 5.1.4.4, and Section 5.1.4.5) which are
transfornmed (Section 9.2.3.4) into an internal representation
(Section 9.1.5). Endorsenents describe actual Attester state.
Endorsenents are added to the ACS if the Endorsenent condition is
satisifed by the ACS

9.3.4.1. Processing Endorsenents

Endorsed Val ues Triple and Conditional Endorsenent Triple share the
sanme internal representation.

After transformation into an ev entry, the processing steps of both
triples are the sane, as described below. Each ev entry is processed
i ndependent |y of other evs.

Endorsenents are matched with ACS entries by iterating through the ev
list. For each ev entry, the condition ECT is conpared with an ACS
ECT, where the ACS ECT cntype contains either evidence, reference-

val ues, or endorsements. |If the ECTs match (Section 9.4), the ev
addition ECT is added to the ACS

Sone condition values can match against multiple ACS-ECTs, or sets of
ACS-ECTs. |If there are nultiple matches, then each match is
processed i ndependently fromthe others.

9.3.4.2. Processing Conditional Endorsenents
Condi tional Endorsenent Triples are transforned into an interna

representation based on ev. Conditional endorsenents have the sane
processing steps as shown in (Section 9.3.4.1).
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9.3.4.3. Processing Conditional Endorsenent Series

Condi tional Endorsenment Series Triples are transforned into an
internal representation based on evs. Conditional series
endorsenments are natched with ACS entries first by iterating through
the evs list, where for each evs entry, the condition ECT is conpared
with an ACS ECT, where the ACS ECT cmtype contains either evidence,
ref erence-val ues, or endorsenents. |If the ECTs match (Section 9.4),
the evs series array is iterated, where for each series entry, if the
sel ection ECT matches an ACS ECT, the addition ECT is added to the
ACS. Series iteration termnates after the first matching series
entry is processed or when no series entries match.

9.3.4.4. Processing Key Verification Endorsements

For each ev entry, the condition ECT is conpared with an ACS ECT

where the ACS ECT cntype contains either evidence, reference-val ues,

or endorsenents. |If the ECTs match (Section 9.4), for each _key_ in
ev. condi tion. el ement - cl ai ms. measur enment - val ues-map. i ntrep- keys:

* Verify the certificate signatures for the certification path.

* Verify certificate revocation status for the certification path.

* Verify key usage restrictions appropriate for the type of key.

* |f key verification succeeds, *append*(_key , ev.addition.elenent-
|'ist.elenment-map. el enent -cl ai ns. measur enent - val ues-map. i ntrep-
keys).

If key verification succeeds for any _key :

* *copy*(ev.condition.environment, ev.addition.environnment).

* *copy*(ev.condition.elenent-list.elenent-nmap.el enent-id,
ev.addition.element-1ist.elenment-nmap. el enment-id).

* Set ev.addition.cmype to endorsenents.

* Add the Verifier authority $crypto-key-type-choice to the
ev.addition.authority field.

* Add the addition ECT to the ACS

O herwi se, do not add the addition ECT to the ACS
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9.3.4.5. Processing Domain Menber ship

Thi s section assunes that each Domain Menbership Triple has been
transfornmed into an internal representation follow ng the steps
described in Section 9.2.3.5, resulting in the representation
specified in Section 9.1.6.

Domai n Menbershi p ECTs (cmtype: domai n-nenber) in the staging area
are matched with ACS entries (of cntype: evidence) OR (of cntype:
domai n- menber) using the follow ng al gorithm

For every Domai n Menbership ECT entry (cntype: donai n-nenber) in
stagi ng area, which has not been processed:

For each i in menbers, check that there is a corresponding ACS entry
with a matching environment and (cntype: evidence OR cntype: donmi n-
menber)

* If all menmbers match a correspondi ng ACS entry, add the Domain
Menber ship ECT to ACS

* |f none of the nenbers match, proceed to next Donmain Menbership
ECT in the staging area

* |If there is a partial match, proceed to the next Domai n Menbership
ECT in the staging area If the previous execution of the |oop
added any Domai n Menbership ECTs to the ACS, then run the | oop
again El se STOP processi ng Domai n Menbershi p ECTs

The processing termi nates, when all the Domain Menbershi p ECTs which
are appropriate to the Evidence have been added to the ACS.

I f expected Domai n Menbership ECTs have not been added, then this may
affect the processing in a |ater phase.

9.3.5. Exanples for optional phases 5, 6, and 7

Phases 5, 6, and 7 are optional depending on inplenentation design.
Verifier inplementations that apply consistency, integrity, or
validity checks could be represented as C ains that augnent the ACS
or could be handl ed by application specific interfaces. Processing
apprai sal policies may result in augnmentation or nodification of the
ACS, but techniques for tracking the application of policies during
apprai sal need not result in ACS augmentation. Additionally, the
creation of Attestation Results is out-of-scope for this docunent,
neverthel ess internal staging may facilitate processing of
Attestation Results.
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Phase 5: Verifier Augmentation

Verifiers may add value to accepted O ains, such as ensuring
freshness, consistency, and integrity. The results of the added

val ue may be asserted as Clains with Verifier authority. For
example, if a Verifier is able to ensure collected Evidence is fresh,
it might create a freshness Claimthat is included with the Evidence
Clains in the ACS

Phase 6: Policy Augnmentation

Apprai sal policy inputs could result in Cainms that augnent the ACS
For exanple, an Appraisal Policy for Evidence may specify that if all
of a collection of subconponents satisfy a particular quality metric,
the top-1level conponent also satisfies the quality metric. The
Verifier mght generate an Endorsenent ECT for the top-Ieve

conponent that asserts a quality nmetric. Details about the applied
policy may augnent the ACS. An internal representation of policy
details, based on the policy ECT, as described in Section 9.1.7,
contains the environnents affected by the policy with policy
identifiers as C ains.

Phase 7: Attestation Results Production and Transformation

Attestation Results rely on input fromthe ACS, but may not bear any
simlarity toits content. For exanple, Attestation Results
processing may map the ACS state to a generalized trustworthiness
state such as [I-D.ietf-rats-ar4si]. Generated Attestation Results
Clains nmay be specific to a particular Relying Party. Hence, the
Verifier may need to maintain multiple Attestati on Results contexts.
An internal representation of Attestation Results as separate
contexts (Section 9.1.10) ensures Relying Partyspecific processing
does not nodify the ACS, which is commpn to all Relying Parties.
Attestation Results contexts are the inputs to Attestation Results
procedures that produce external representations.

9.4. Comparing a condition ECT against the ACS
The Verifier SHALL iterate over all ACS entries and SHALL attenpt to
mat ch the conditi on ECT agai nst each ACS entry. See Section 9.4.1
The Verifier SHALL create a "matched entries" set, and SHALL popul ate
it with all ACS entries which matched the condition ECT

If the matched entries array is not enpty, then the condition ECT
mat ches the ACS

If the matched entries array is enpty, then the condition ECT does
not match the ACS
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9.4.1. Conparing a condition ECT against a single ACS entry

If the condition ECT contains a profile and the profile defines an

al gorithm for a codepoint and environnent-map then the Verifier MJST
use the algorithmdefined by the profile, or it MJST use a standard
algorithmif the profile defines that. |If the condition ECT contains
a profile, but the profile does not define an algorithmfor a
particul ar codepoint and environment-map then the verifier MJST use
the standard al gorithm described in this docunent to conpare the data
at that codepoint.

The Verifier SHALL performall of the conparisons defined in
Section 9.4.2, Section 9.4.3, and Section 9.4.4.

Each of these conparisons conpares one field in the condition ECT
against the sane field in the ACS entry.

If all of the fields match, then the condition ECT natches the ACS
entry.

If any of the fields does not match, then the condition ECT does not
mat ch the ACS entry.

9.4.2. Environnent Conparison

The Verifier SHALL conpare each field which is present in the
condition ECT environnment-map agai nst the corresponding field in the
ACS entry environnment-map using binary conparison. Before performng
the binary conparison, the Verifier SHOULD convert both environnent-
map fields into a formwhich nmeets CBOR Core Deterministic Encoding
Requi rements [ STD94].

If all fields which are present in the condition ECT environnent-nmap
(e.g., instance-id or group-id) are also present in the ACS entry and
are binary identical, then the environnents natch.

If any field which is present in the condition ECT environment-map is
not present in the ACS entry, then the environnents do not match.

If any field which is present in the condition ECT environnment-map is
not binary identical to the corresponding ACS entry field, then the
envi ronnments do not natch.

If afieldis not present in the condition ECT environnment-map then

the presence of, and value of, the corresponding ACS entry field
SHALL NOT affect whether the environments match.
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9.4.3. Authority comparison

The Verifier MJIST compare byte-by-byte the condition ECT's authority
value to the candidate entry’'s authority val ue.

If every entry in the condition ECT authority matches byte-by-byte a
corresponding entry in the ACS entry authority field, then the
authorities match. The order of the fields in each authority field
do not affect the result of the conparison

If any entry in the condition ECT authority does not have a natching
entry in the ACS entry authority field then the authorities do not
mat ch.

When conparing two $crypto-key-type-choice fields for equality, the
Verifier SHALL treat themas equal if their determnistic CBOR
encodi ng i s binary equal

9.4.4. Elenment |list conparison

The Verifier SHALL iterate over all the entries in the condition ECT
el ement-1ist and conpare each one against the corresponding entry in
the ACS entry element-1Iist.

If every entry in the condition ECT elenent-list has a matching entry
in the ACS entry elenent-list field then the element lists match

The order of the fields in each elenent-list field do not affect the
result of the conparison

If any entry in the condition ECT el ement-1list does not have a
mat ching entry in the ACS entry elenent-list field then the el ement-
list do not match.

9.4.5. Elenent nap conparison

The Verifier SHALL conpare each element-map within the condition ECT
el ement-1ist against the ACS entry elenment-Iist.

First, the Verifier SHALL |ocate the entries in the ACS entry

el ement-1ist which have a matching el enent-id as the condition ECT
element-map. Two elenent-id fields are the sane if they are either
both omitted, or both present with binary identical determnistic
encodi ngs.

Bef ore perform ng the binary conparison, the Verifier SHOULD convert

both fields into a formwhich neets CBOR Core Determ nistic Encoding
Requi renments [ STD94].
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If any condition ECT entry elenment-id does not have a corresponding
element-id in the ACS entry then the el enent map does not match.

If any condition ECT entry has nmultiple correspondi ng el enent-ids
then the el enent map does not nmtch.

Second, the Verifier SHALL conpare the elenment-clains field within
the condition ECT elenent-list and the corresponding field fromthe
ACS entry. See Section 9.4.6.

9.4.6. Measurenent val ues map nap Conpari son

The Verifier SHALL iterate over the codepoints which are present in
the condition ECT el enent’s measuremnent-val ues-map. Each of the
codepoints present in the condition ECT neasurenent-val ues-map is
conpar ed agai nst the sanme codepoint in the candidate entry

neasur enent - val ues- map.

I f any codepoint present in the condition ECT nmeasuremnent-val ues-map
does not have a correspondi ng codepoint within the candidate entry
measur enent - val ues-map then Verifier SHALL renove that candi date
entry fromthe candidate entries array.

I f any codepoint present in the condition ECT nmeasurement-val ues- map
does not match the same codepoint within the candidate entry
measur enent - val ues-map then Verifier SHALL renove that candi date
entry fromthe candi date entries array.

9.4.6.1. Conparison of a single neasurenent-val ues-nmap codepoi nt

The Verifier SHALL conpare each condition ECT neasurenent-val ues-map
val ue agai nst the corresponding ACS entry val ue using the appropriate
al gorithm

Non- negati ve codepoints represent standard data representations. The
conparison algorithns for these are defined in this docunent (in the
sections below) or in other specifications. For sone non-negative
codepoints their behavior is nodified by the CBOR tag at the start of
the condition ECT measurenent-val ues-map val ue.

Negati ve codepoints represent profile defined data representations.
The Verifier SHALL use the codepoint nunber, the profile associated
with the condition ECT, and, if present, the tag value to select the
compari son al gorithm

If the Verifier is unable to determi ne the conparison al gorithm which

applies to a codepoint then it SHALL behave as though the candi date
entry does not match the condition ECT
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Profile witers SHOULD use CBOR tags for widely applicable comparison
met hods to ease Verifier inplenentation conpliance across profiles.

The foll owi ng subsections define the conparison algorithns for the
measur enent - val ues- map codepoi nts defined by this specification

9.4.6.1.1. Conparison for version entries

The val ue stored under measurenent-val ues-map codepoint 0 is an
version | abel, which MJUST have type version-map. Two versi on-map
val ues can only be conpared for equality, as they are colloquia
versions that cannot specify ordering.

9.4.6.1.2. Conparison for svn entries

The ACS entry val ue stored under neasurenent-val ues-nmap codepoint 1
is a security version nunber, which MJUST have type svn-type

If the entry svn-type is a uint or a uint tagged with #6.552, then
comparison with the uint naned as SYN is as follows.

* |f the condition ECT value for neasurenent-val ues-map codepoint 1
is an untagged uint or a uint tagged with #6.552 then an equality
conparison is performed on the uint conponents. The conparison
MUST return true if the value of SYNis equal to the uint value in
the condition ECT.

* |f the condition ECT value for neasurenent-val ues-map codepoint 1
is auint tagged with #6.553 then a m ni rum conpari son is
performed. The conparison MJST return true if the uint value in
the condition ECT is |less than or equal to the value of SVN

If the entry svn-type is a uint tagged with #6.553, then conparison
with the uint named as MNSVYN is as foll ows.

* |f the condition ECT value for neasurenent-val ues-map codepoint 1
is an untagged uint or a uint tagged with #6.552 then the
compari son MJST return fal se

* |f the condition ECT value for neasurenent-val ues-map codepoint 1
is auint tagged with #6.553 then an equality conparison is
performed. The conparison MJST return true if the value of M NSVN
is equal to the uint value in the condition ECT.

The neaning of a mininmum SVYN as an entry value is only meani ngful as
an endor sed val ue that has been added to the ACS. The condition
therefore treats the mni mum SVYN as an exact state and not one to
conpare with inequality.
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9.4.6.1.3. Conparison for digests entries

A digests entry contains one or nore digests, each measuring the same
object. Wen nultiple digests are provided, each represents a
different algorithmacceptable to the condition ECT author

In the sinmple case, a condition ECT digests entry containing one
di gest matches a candidate entry containing a single entry with the
same al gorithm and val ue.

If there are nultiple algorithns in commopn between the condition ECT
and candi date entry, then the bytes paired with comon al gorithns
MJUST be equal. This is to prevent downgrade attacks. The Verifier
SHALL treat two algorithmidentifiers as equal if they have the sane
determnistic binary encoding. |If both an integer and a string
representation are defined for an algorithmthen entities creating
ECTs SHOULD use the integer representation. |If condition ECT and ACS
entry use different nanes for the same algorithm and the Verifier
does not recogni ze that they are the sanme, then a downgrade attack is
possi bl e.

The conparison MJUST return false if the CBOR encodi ng of the digests
entry in the condition ECT or the ACS value with the sane codepoi nt
is incorrect. For exanple, if fields are nmissing or if they are the
wrong type.

The conparison MJST return false if the condition ECT digests entry
does not contain any digests.

The conpari son MJUST return false if either digests entry contains
mul tiple values for the sane hash al gorithm

The Verifier MIST iterate over the condition ECT digests array,

| ocating the conmon hash algorithmidentifiers which are present in
both the condition ECT and in the candidate entry. |f the val ue
associated with any conmon hash algorithmidentifier in the condition
ECT differs fromthe value for the same algorithmidentifier in the
candi date entry then the conparison MJST return fal se.

The conparison MJST return false if there are no hash algorithns from
the condition ECT in commopn with the hash algorithns fromthe
candi date entry ECT.

9.4.6.1.4. Conparison for rawvalue entries

A rawval ue entry contains binary data.
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The val ue stored under measurenent-val ues-map codepoint 4 in an ACS
entry MUST be a raw value entry, which MJST be tagged and have type
byt es.

The val ue stored under the condition ECT neasurenent-val ues- map
codepoint 4 may additionally be a tagged-masked-rawval ue entry,
whi ch specifies an expected val ue and a mask

If the condition ECT neasurenent-val ue-map codepoint 4 is of tagged-
bytes, and there is no value stored under codepoint 5, then the
Verifier treats it in the sane way as a tagged-masked-raw val ue with
the value field holding the same contents and a mask of the sane
length as the value with all bits set. The standard conpari son
function defined in this docunent renoves the tag before performng
the conpari son.

For backwards compatibility, if the condition ECT measurenent-val ue-
map codepoint 4 is of type tagged-bytes, and there is a nmask stored
under codepoint 5, then the Verifier treats it in the sanme way as a
t agged- masked-raw value with the value field holding the same
contents and a mask hol ding the contents of codepoint 5

The conparison MJST return false if the | engths of the candidate
entry value and the condition ECT value are different.

The conparison MJST return false if the | engths of the condition ECT
mask and value are different.

The conpari son MJST use the mask to determ ne which bits to conpare
If a bit inthe nmask is O then this indicates that the correspondi ng
bit in the ACS Entry value nmay have either value. |If, for every bit
position in the mask whose value is 1, the corresponding bits in both
val ues are equal then the conparison MJST return true.

9.4.6.1.5. Conparison for cryptokeys entries

The CBOR tag of the first entry of the condition ECT cryptokeys array
is compared with the CBOR tag of the first entry of the candidate
entry cryptokeys value. |If the CBOR tags match, then the bytes
following the CBOR tag fromthe condition ECT entry are conpared

byt e-by-byte with the bytes followi ng the CBOR tag fromthe candi date

entry. |If the byte strings match and there is another array entry,
then the next entry fromthe condition ECTs array is |ikew se
compared with the next entry of the ACS array. |If all entries of the

condition ECTs array match a corresponding entry in the ACS array,
then the cryptokeys condition ECT matches. O herw se, cryptokeys
does not match.
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9.4.6.1.6. Conparison for Integrity Registers

For each Integrity Register entry in the condition ECT, the Verifier
will use the associated identifier (i.e., integrity-register-id-type-
choice) to look up the matching Integrity Register entry in the
candidate entry. |If no entry is found, the conparison MJST return
false. Instead, if an entry is found, the digest conparison proceeds
as defined in Section 9.4.6.1.3 after equival ence has been found
according to Section 5.1.4.1.6. Note that it is not required for al
the entries in the candidate entry to be used during matching: the
condition ECT could consist of a subset of the device's register
space. |In TPM parlance, a TPM "quote" may report all PCRs in

Evi dence, while a condition ECT could describe a subset of PCRs.

9.4.6.1.7. Conparison for int-range entries

The ACS entry val ue stored under neasurenent-val ues-nmap codepoint 15
is an int range val ue, which MJST have type int-range-type-choice.

Consider an int ACS entry val ue named ENTRY in a neasurenent-val ues-
map codepoint (e.g., 15) that allows conparing int against a either
another int or an int-range named CONDI TI ON

* |f CONDITIONis an int then an equality conparison is perforned
wi th ENTRY.

* |f CONDITIONis an int-range (CBOR tag 564), then a range
i nclusion conparison is perforned. The conparison MJST return
true if and only if all the follow ng conditions are true:

- CONDITION.min is null or ENTRY is greater than or equal to
CONDI TI ON. i n.

- CONDITION.max is null or ENTRY is less than or equal to
CONDI TI ON. max.

Consider an int-range or int-range (CBOR tag 564) val ue named ENTRY
i n a nmeasurenent -val ues-map codepoint (e.g., 15) that allows
comparing an int-range against either another int-range or an int
named CONDI TI ON

* |f CONDITIONis an int, then the conparison MJST return true if
and only if ENTRY.m n and ENTRY.max are both equal to CONDI Tl ON

* |f CONDITIONis an int-range (CBOR tag 564), then a range
subsunption conparison is perforned (i.e., the condition range
includes all values of the entry range). The conparison MJST
return true if and only if all the follow ng conditions are true:
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- CONDITION.min is null or ENTRY.mn is an int that is greater
than or equal to CONDI TION. mn

- CONDITION.max is null or ENTRY.max is an int that is | ess than
or equal to CONDI Tl ON. max.

9.4.7. Profile-directed Conparison

10.

10.

A profile MIST specify conparison algorithns for its additions to
$-prefixed CoRIM CDDL codepoi nts when this specification does not
prescribe binary conparison. The profile MJST specify how to conpare
the CBOR tagged Reference Val ue agai nst the ACS

Note that the Verifier may conpare Reference Values in any order, so
the conpari son SHOULD NOT be st at ef ul

| mpl enent ati on Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catal ogue of avail able inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as Evi dence of val uabl e experinmentation
and feedback that have namde the inplenented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

1. Veraison

* (Organi zation responsible for the inplenmentation: Veraison Project,
Li nux Foundati on

* |Implenentation’s web page: https://github.com veraison/corim
READMVE. md (https://github. com verai son/ cori m bl ob/ mai n/ READVE. nd)
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11.

* Brief general description: The corimnfcorimand corimnfconid
packages provide a golang APl for |owlevel manipul ation of
Conci se Reference Integrity Manifest (CoRIM and Conci se Mdul e
Identifier (CoMD) tags respectively. The corinicocli package
uses the APl above (as well as the APl fromthe veraison/swd
package) to provide a user command line interface for working with
CoRIFM CoM D and CoSWD. Specifically, it allows creating,
si gning, verifying, displaying, uploading, and nore. See
https://github. com verai son/ cocl i / READVE. nd
(https://github. com verai son/cocli/READVE. nd) for further details.

* Inplenmentation’s |level of maturity: al pha.

* Coverage: the whole protocol is inplenented, including PSA-
specific extensions [I|-D.fdb-rats-psa-endorsenents].

* Version conpatibility: Version -02 of the draft

* Licensing: Apache 2.0 https://github. conlveraison/corim bl ob/main/
LI CENSE (https://github.coniveraison/corim bl ob/main/LlI CENSE)

* | nplenmentation experience: n/a

* Contact information: https://veraison. zulipchat.com
(https://veraison.zulipchat.conm

* Last updated: https://github.conlveraison/corimcommts/main
(https://github. conm verai son/corim conmts/min)

Security and Privacy Considerations

Evi dence appraisal is at the core of any RATS protocol flow,

medi ating all interactions between Attesters and their Relying
Parties. The Verifier is effectively part of the Attesters’ and
Relying Parties’ trusted conputing base (TCB). Any nistake in the
apprai sal procedure conducted by the Verifier could have security
inmplications. For instance, it could lead to the subversion of an
access control function, which creates a chance for privil ege
escal ati on.

Therefore, the Verifier’ s code and configuration, especially those of
the CoRI M processor, are prinmary security assets that nust be built
and mai ntai ned as securely as possible.

The protection of the Verifier system should be considered throughout
its entire lifecycle, fromdesign to operation. This includes the
fol |l owi ng aspects:
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* Mnimzing inplenentation conplexity (see also Section 6.1 of
[I-D.ietf-rats-endorsenments]);

* Using nenory-safe progranmm ng | anguages;
* Using secure defaults;

* Mnimzing the attack surface by avoi ding unnecessary features
that could be exploited by attackers;

* Applying the principle of least privilege to the system s users;

* Mnimzing the potential inpact of security breaches by
i mpl ementing separation of duties in both the software and
operational architecture;

* Conducting regular, automated audits and reviews of the system
such as ensuring that users’ privileges are correctly configured
and that any new code has been audited and approved by i ndependent
parties;

* Failing securely in the event of errors to avoid conprom sing the
security of the system

It is critical that appraisal procedures are auditable and
reproduci ble. The integrity of code and data during execution is an
explicit objective, for exanple, ensuring that the appraisa
functions are executed in an attestable trusted execution environnent
(TEE).

The integrity of public and private key material and the secrecy of
private key material must be ensured at all tines. This includes key
material carried in attestation key triples and key material used to
verify the authority of triples (such as public keys that identify
trusted supply chain actors). For nore detailed information on
protecting Trust Anchors, refer to Section 12.4 of [ RFC9334].
Utilizing the public part of an asymetric key pair that is used for
Evi dence generation to identify an Attesting Environnent raises
privacy considerations that nust be carefully considered.
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12.

12.

12.

The Verifier should use cryptographically protected, nutually

aut henti cated secure channels to all its trusted input sources
(Endorsers, RVPs, Verifier Omers). These |inks nust reach as deep
as possible - possibly termnating within the appraisal session
context - to avoid nman-in-the-niddle attacks. Mnimnzing the use of
intermediaries is also vital: each internedi ary beconmes another party
that mght need to be trusted and therefore factored in the Attesters
and Relying Parties’ TCBs. Refer to Section 12.2 of [RFC9334] for

i nformati on on Conceptual Messages protection.

I ANA Consi derati ons
1. New COSE Header Paraneters
2. New CBOR Tags
I ANA is requested to allocate the following tags in the "CBOR Tags"

registry [I ANA chor-tags], preferably with the specific CBOR tag
val ue request ed:

[ ety e ————————— s —p—_——_——————————————————— Ll p—p—p————r L
| Tag | Data Item | Semantics | Reference |
[ el el ety et o}
| 500 | tag | Reserved for backward | RFCthis |
| | | compatibility | |
B o m e e e oo - o e e e e e e e meme oo N +
| 501 | map | A tagged-unsigned-corim | RFCthis |
| | | map, see Section 4.1 | |
S Fom e o - o m e e e e e e e aaao o Fom e +
| 502-504 | any | Earnmarked for CoRI M | RFCthis |
S R o m e e e e e e aaa oo R +
| 505 | bytes | A tagged-conci se-swi d-tag, | RFCthis |
| | | see Section 4.1.2 | |
R S o mm e e e e e e a— oo oo S +
| 506 | bytes | A tagged-concise-nid-tag, | RFCthis |
| | | see Section 4.1.2 | |
S R o m e e e e e e aaa oo R +
| 507 | any | Earmarked for CoRI M | RFCthis |
S R S o e e e e e e e e e e aa o - R +
| 508 | bytes | A tagged-concise-tl-tag, | RFCthis |
| | | see Section 4.1.2 | |
S S o m e e e e e e aaao o Fom e oo +
| 509-549 | any | Earnmarked for CoRI M | RFCthis |
B o m e e e oo - o e e e e e e e meme oo N +
| 550 | bytes .size | tagged-ueid-type, see | RFCthis |
| | (7..33) | Section 7.5 | |
S Fom e o - o m e e e e e e e aaao o Fom e +
| 552 | uint | tagged-svn, see | RFCthis |
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| I | Section 5.1.4.1.4.4 | |

B o m e e e oo - o e e e e e e e meme oo N +
| 553 | uint | tagged-m n-svn, see | RFCthis |
| | | Section 5.1.4.1.4.4 | |
S Fom e o - o m e e e e e e e aaao o Fom e +
| 554 | text | tagged- pki x- base64- key- | RFCthis |
| | | type, see Section 5.1.4.1.5 | |
B o m e e e oo - o e e e e e e e meme oo N +
| 555 | text | tagged- pki x-base64-cert - | RFCthis |
| | | type, see Section 5.1.4.1.5 | |
S Fom e o - o m e e e e e e e aaao o Fom e +
| 556 | text | tagged- pki x-base64-cert - | RFCthis |

I I | path-type, see I I
I | | Section 5.1.4.1.5 | |

S R S o e e e e e e e e e e aa o - R +
| 557 | [int/text, | tagged-key-thunbprint-type, | RFCthis |
| | bytes] | see Section 7.7 | |
S S o m e e e e e e aaao o Fom e oo +
| 558 | COSE_Key | tagged-cose-key-type, see | RFCthis |
| | | Section 5.1.4.1.5 | |
S R S o e e e e e e e e e e aa o - R +
| 559 | digest | tagged-cert-thunbprint- | RFCthis |
| | | type, see Section 5.1.4.1.5 | |
S S o m e e e e e e aaao o Fom e oo +
| 560 | bytes | tagged-bytes, see | RFCthis |
| | | Section 7.8 | |
S R S o e e e e e e e e e e aa o - R +
| 561 | digest | tagged-cert- path- | RFCthis |

I | | thunbprint-type, see | |
I | | Section 5.1.4.1.5 | |

S R o m e e e e e e aaa oo R +
| 562 | bytes | tagged- pki x-asnlder-cert- | RFCthis |
| | | type, see Section 5.1.4.1.5 | |
R S o mm e e e e e e a— oo oo S +
| 563 | tagged- | tagged-nmasked-raw val ue, | RFCthis |
| | masked-raw | see Section 5.1.4.1.4.6 | |
| | val ue | | |
B o m e e e oo - o e e e e e e e meme oo N +
| 564 | array | tagged-int-range, see | RFCthis |
| | | Section 5.1.4.1.7 | |
S Fom e o - o m e e e e e e e aaao o Fom e +
| 565-599 | any | Earnmarked for CoRI M | RFCthis |
S R o m e e e e e e aaa oo R +
Tabl e 10
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Tags designated as "Earmarked for CoRIM can be reassigned by | ANA
based on advice fromthe designated expert for the CBOR Tags
registry.

12.3. CoRIM Map Registry
Thi s docunent defines a newregistry titled "CoRIM Map". The
registry uses integer values as index values for items in corimnmap
CBOR maps.

Future registrations for this registry are to be nade based on
[ RFC8126] as fol |l ows:

[ ool e
| Range | Registration Procedures |
[ sy e ey o}
| 0-127 | Standards Action |
S I e +
| 128-255 | Specification Required |
B S o e e e e e e e e aao- +

Table 11: CoRIM Map Itens
Regi stration Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoRIM Map" registry are provided

bel ow. Assignnments consist of an integer index value, the item naneg,
and a reference to the defining specification.
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B ool s oo s s
| I'ndex | Item Name | Specification |
[ ettty e —————————— Ll p—p—p——————
| O | id | RFCthis |
omm - B TR B TR +
| 1 | tags | RFCthis |
e R T R +
| 2 | dependent-rims | RFCthis |
e T —_ U +
| 3 | profile | RFCthis |
omm - om e B TR +
| 4 | rimvalidity | RFCthis |
e R T R +
| 5 | entities | RFCthis |
e T — U +
| 3-255 | Unassigned | |
omm - B TR B TR +

Table 12: CoRIM Map ltenms Initial
Regi strations

12.4. CoRIMEntity Map Registry
Thi s docunent defines a newregistry titled "CoRIMEntity Map". The
registry uses integer values as index values for itens in corim

entity-map CBOR maps.

Future registrations for this registry are to be nade based on
[ RFC8126] as fol |l ows:

b oo s s )
| Range | Registration Procedures |
[} ety Sl p—p—p—p—j—(—(—(———(—(—(—(——(—(——(—(———r
| 0-127 | Standards Action |
ommee - R +
| 128-255 | Specification Required |
e oo I T +

Table 13: CoRIMEntity Map Itens
Regi stration Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoRIM Entity Map" registry are

provi ded bel ow. Assignnments consist of an integer index value, the
itemnane, and a reference to the defining specification.
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Nanme of the entity |
responsi ble for the |
actions of the role. |

| 1 | reg-id | wuri | A URl associated with |
| | | | the organization that |
I I | | owns the entity name. |

| 2 | role | [ + role-type- | A type choice defining |

| | | choice ] | the roles that the |
| | | | entity is claining. |

Table 14: CoRIMEntity Map Itens Initial Registrations
12.5. CoRI M Signer Map Registry
Thi s docunent defines a newregistry titled "CoRIM Signer Map". The
registry uses integer values as index values for itens in corim

si gner-map CBOR maps.

Future registrations for this registry are to be made based on
[ RFC8126] as fol |l ows:

B e oo s s =)
| Range | Registration Procedures |
[ ool e
| 0-127 | Standards Action |
+---- - - - T i I S +
| 128-255 | Specification Required |
R I i T +

Tabl e 15: CoRIM Signer Map Itens
Regi stration Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoRI M Signer Map" registry are

provi ded bel ow. Assignnents consist of an integer index value, the
itemnane, and a reference to the defining specification.
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[ el oo s
| I'ndex | Item Name | Specification |
[ gl oo oo gy e
| O | signer-nane | RFCthis |
S - . +
| 1 | signer-uri | RFCthis |
I . . +
| 2-255 | Unassigned | |
R R o +

Tabl e 16: CoRIM Signer Map Itens
Initial Registrations

12.6. CoM D Map Registry
Thi s docunent defines a newregistry titled "CoMD Map". The
registry uses integer values as index values for itens in concise-
m d-tag CBOR naps.

Future registrations for this registry are to be made based on
[ RFC8126] as fol |l ows:

Table 17: CoM D Map Itens
Regi stration Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoM D Map" registry are provided

bel ow. Assignnments consist of an integer index value, the item nane,
and a reference to the defining specification.
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[ bl s ool oo o}
| I'ndex | Item Name | Specification |
[ ety e ————————— Ll —p—p—p——(—————r 1
| O | language | RFCthis |
omm - R E LT B TR +
| 1 | tag-identity | RFCthis |
e e R +
| 2 | entity | RFCthis |
e Fom e U +
| 3 | linked-tags | RFCthis |
omm - R T B TR +
| 4 | triples | RFCthis |
e e R +
| 5-255 | Unassigned | |
e Fom e U +

Table 18: CoMD Map Itens Initial
Regi strations

12.7. CoMD Entity Map Registry
Thi s docunent defines a newregistry titled "CoORIMEntity Map". The
registry uses integer values as index values for itens in corim
entity-map CBOR maps.

Future registrations for this registry are to be made based on
[ RFC8126] as fol |l ows:

[ ety el o
| Range | Registration Procedures |
b oo s s )
| 0-127 | Standards Action |
F---- - - - B T I I +
| 128-255 | Specification Required |
L I T T +

Table 19: CoMD Entity Map Itens
Regi stration Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoMD Entity Map" registry are

provi ded bel ow. Assignnents consist of an integer index value, the
itemnane, and a reference to the defining specification.
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12.

Nanme of the entity |
responsi ble for the |
actions of the role. |

| 1 | reg-id | wuri | A URl associated with |
| | | | the organization that |
I I | | owns the entity name. |

| 2 | role | [ + role-type- | A type choice defining |

| | | choice ] | the roles that the |
| | | | entity is claining. |

Table 20: CoMD Entity Map Itens Initial Registrations
8. CoMD Triples Map Registry
Thi s docunent defines a newregistry titled "CoMD Triples Map". The
registry uses integer values as index values for itens in the
triples-map CBOR maps in concise-mid-tag codepoi nt 4.

Future registrations for this registry are to be made based on
[ RFC8126] as fol |l ows:

| Range | Registration Procedures |
| 0-1023 | Standards Action |
oo e e e e e e i oo oo oo o e e e e e e e e oo oo +
| 1024- 65535 | Specification Required |
o e e e e e i eee oo n o m e e e e i oo +
| 65536-18446744073709551616 | First cone first served |
o e e e e e e e St +

Table 21: CoMD Triples Map Itens Registration
Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoMD Triples Map" registry are

provi ded bel ow. Assignnments consist of an integer index value, the
itemnane, and a reference to the defining specification.
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multiple triples

Table 22: CoMD Triples Map Itens Initial

CoRI M

r ef er ence-
triples

endor sed-
triples

identity-
triples

attest-key-
triples

dependency-
triples

menber shi p-
triples

condi tional -
endor senent -

series-triples |

condi tional -
endor senent -
triples

CoM D Measurenment Val ues Map Registry

et al.

Expires 23 Apri

2026

Cct ober 2025

Regi strations

Thi s docunent defines a newregistry titled "CoM D Measurenent Val ues
The registry uses integer values as index values for itens in
representations.

Future registrations for this registry are to be nade based on
[ RFC8126] as fol |l ows:

[ Page 102]



Internet-Draft CoRI M Cct ober 2025

| Range | Registration Procedures |
[} gt —(—————————————— Ll —p—————r
| 0-1023 | Standards Action |
e e +
| 1024- 65535 | Specification Required |
L -, o mmemeemeeeeaeiaeaaaas +
| 65536-18446744073709551616 | First cone first served |
o e e e e e e e e a oo - o e e e e e e oo +

Tabl e 23: CoM D Measurenent Val ues Map |tens
Regi stration Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoM D Measurenent Values Map" registry

are provided bel ow. Assignnents consist of an integer index val ue,
the item nanme, and a reference to the defining specification.
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| I ndex | I'tem Name | Speci fication

[} e ———————————— Ll ——_——_————_————————————— Ll p—p—_—_——————
|0 | version | RFCt hi s |
O S . +
| 1 | svn | RFCt hi s |
Fom e meeeeeemeecieaaaas Fom e meemeeeeeeeccieeaaaaaa I +
| 2 | digests | RFCt hi s |
o e e e e o e e e e e S +
| 3 | flags | RFCt hi s |
O e . +
| 4 | rawval ue | RFCt hi s |
Fom e meeeeeemeecieaaaas Fom e meemeeeeeeeccieeaaaaaa I +
| 5 | raw val ue- mask- DEPRECATED | RFCt hi s |
o e e e e o e e e e e S +
| 6 | mac-addr | RFCt hi s |
O S . +
| 7 | ip-addr | RFCt hi s |
Fom e meeeeeemeecieaaaas T I +
| 8 | serial - nunmber | RFCt hi s |
o e e e e o e e e e e S +
| 9 | ueid | RFCt hi s |
O S . +
| 10 | uuid | RFCt hi s |
Fom e meeeeeemeecieaaaas Fom e meemeeeeeeeccieeaaaaaa I +
| 11 | name | RFCt hi s |
o e e e e o e e e e e S +
| 12 | (reserved) | RFCt hi s |
O O . +
| 13 | cryptokeys | RFCt hi s |
Fom e meeeeeemeecieaaaas T I +
| 14 | integrity-registers | RFCt hi s |
o e e e e o e e e e e S +
| 15 | int-range | RFCt hi s |
O O . +
| 16- 18446744073709551616] Unassi gned | |
Fom e meeeeeemeecieaaaas T I +

Tabl e 24: Measurenent Values Map Itenms Initial Registrations
12.10. CoMD Flags Map Registry
Thi s docunent defines a newregistry titled "CoMD Flags Map". The
registry uses integer values as index values for itens in

measur enent - val ues- map codepoi nt 3.

Future registrations for this registry are to be nade based on
[ RFC8126] as fol |l ows:
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| Range | Registration Procedures |
[} gt —(—————————————— Ll —p—————r
| 0-1023 | Standards Action |
e e +
| 1024- 65535 | Specification Required |
L -, o mmemeemeeeeaeiaeaaaas +
| 65536-18446744073709551616 | First cone first served |
o e e e e e e e e a oo - o e e e e e e oo +

Table 25: CoM D Flags Map Itens Registration Procedures
Al'l negative values are reserved for Private Use.
Initial registrations for the "CoM D Measurenent Values Map" registry

are provided bel ow. Assignnents consist of an integer index val ue,
the itemnane, and a reference to the defining specification.

| I ndex | I'tem Nane | Speci ficati on|
[} g ———————————— e ——_————————————————— Ll —p—(—(————(——r
|0 | i s-configured | RFCt hi s |
O e . +
| 1 | i s-secure | RFCt hi s |
Fom e meeeeeemeecieaaaas L -, I +
| 2 | i s-recovery | RFCt hi s |
o e e e e o e e e e e e e e a oo - S +
| 3 | i s-debug | RFCt hi s |
O e . +
| 4 | i s-repl ay-protected | RFCt hi s |
Fom e meeeeeemeecieaaaas T I +
| 5 |is-integrity-protected | RFCt hi s |
o e e e e o e e e e e e e e a oo - S +
| 6 | i s-runtime-neas | RFCt hi s |
O e . +
| 7 | i s-inmutabl e | RFCt hi s |
Fom e meeeeeemeecieaaaas L -, I +
| 8 |is-tch | RFCt hi s |
o e e e e o e e e e e e e e a oo - S +
| 9 |is-confidentiality-protected| RFCthis |
O e . +
| 10- 18446744073709551616| Unassi gned | |
Fom e meeeeeemeecieaaaas T -, I +

Table 26: Flags Map Itenms Initial Registrations
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12.11. CoTL Map Registry

Thi s docunent defines a newregistry titled "CoTL Map". The registry
uses integer values as index values for itens in 'concise-tl-tag’
CBOR naps.

Future registrations for this registry are to be made based on
[ RFC8126] as foll ows:

[ sy e ey o}
| Range | Registration Procedures |
B e oo s s =)
| 0-127 | Standards Action |
B S o e e e e e e e e aao- +
| 128-255 | Specification Required |
R S —— o e e e e e oo +

Tabl e 27: CoTL Map Itens
Regi strati on Procedures

Al'l negative values are reserved for Private Use.
Initial registrations for the "CoTL Map" registry are provided bel ow.

Assi gnnents consist of an integer index value, the itemnane, and a
reference to the defining specification.

F oot sty ety
| I'ndex | Item Name | Specification |
F =4 ——————————————+t———————————————+
| O | tag-identity | RFCthis |
+----- - i I I I T +
| 1 | tags-list | RFCthis |
+------- I i T S I +
| 2 | tl-validity | RFCthis |
+------- I I i +
| 3-255 | Unassigned | |
+----- - i I I I T +

Table 28: CoTL Map Itens Initial
Regi strations

12.12. New Medi a Types

I ANA is requested to add the following nedia types to the "Media
Types"” registry [IANA nedi a-types].
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| Nare | Tenpl ate | Reference |
[ ey p———————————————————— Ll p—p—_ o
| rimtcbor | application/rimtcbor | RFCthis, (Section 12.12.1) |
Focmmnaaann R - +
| rimtcose | application/rimrcose | RFCthis, (Section 12.12.2) |
T e L . +

Tabl e 29: New Medi a Types
12.12.1. rimtchbor

Type name: application

Subt ype nanme: ri mtcbor

Required paraneters: n/a

Optional parameters: "profile" (CoRIMprofile in string format.
O Ds MJST use the dotted-decimal notation.)

Encodi ng consi derations: binary

Security considerations: Section 11 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nedia type: Attestation Verifiers,
Endorsers and Reference-Val ue providers that need to transfer
unpr ot ected CoRI M payl oads over HTTP(S), CoAP(S), and other
transports.

Fragment identifier considerations: n/a

Magi ¢ nunber(s): D9 01 F5

File extension(s): .corim

Maci ntosh file type code(s): n/a

Person and enmnil address to contact for further information: RATS W5
mailing list (rats@etf.orqQ)

I ntended usage: COMMON

Restrictions on usage: none

Aut hor/ Change controller: |1ETF

Provi si onal registration? Maybe

12.12.2. rimtcose

Type name: application

Subt ype nanme: rimtcose

Required paraneters: n/a (cose-type is explicitly not supported, as
it is understood to be "cose-signl")

Optional parameters: "profile" (CoRIMprofile in string format.
O Ds MJST use the dotted-decimal notation.)

Encodi ng consi derations: binary

Security considerations: Section 11 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis
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Applications that use this nedia type: Attestation Verifiers,
Endorsers and Reference-Val ue providers that need to transfer
CoRI M payl oads protected using COSE Signl over HITP(S), CoAP(S),
and ot her transports.

Fragnment identifier considerations: n/a

Magi ¢ nunber(s): D2 84

File extension(s): .corim

Maci ntosh file type code(s): n/a

Person and enmail|l address to contact for further information: RATS W5
mailing list (rats@etf.org)

I nt ended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |ETF

Provi si onal registration? Mybe

12.13. CoAP Content-Formats Registration

I ANA is requested to register the two foll ow ng Content-Fornmat
numbers in the "CoAP Content-Formats" sub-registry, within the
"Constrai ned RESTful Environments (CoRE) Paraneters" Registry
[ 1 ANA. cor e- paraneters]:

==+t —-————————————————+d——————t———————————+
| Content-Type | Content Coding | ID | Reference |
[ ool e s el ey oo s o}
| application/rim-cbor | - | TBDL | RFCthis |
R i i T +------ F--- - - - +
| application/rimcose | - | TBD2 | RFCthis |
I I I I I I T +------ I +

Tabl e 30: New Cont ent - Format s
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