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Abst ract

Thi s document defines reusable Attestation Result information

el ements. \When these elenents are offered to Relying Parties as

Evi dence, different aspects of Attester trustworthiness can be

eval uated. Additionally, where the Relying Party is interfacing with
a heterogeneous mx of Attesting Environnent and Verifier types,

consi stent policies can be applied to subsequent information exchange
bet ween each Attester and the Relying Party.

Thi s docunent al so defines two serialisations of the proposed
i nformati on nodel, utilising CBOR and JSON.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.comietf-rats-wyg/draft-ietf-rats-ar4si.
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This Internet-Draft is submtted in full conformance with the
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Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
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Voit, et al. Expires 16 February 2026 [ Page 1]



I nternet-Draft Attestation Results August 2025

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 February 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 3
1.1. Requirements Not atl on . 5
1.2. Terminology . . . 5

2. Attestation Results for Secure Interactlons . 6
2.1. Information driving a Relying Party Action 6
2.2. Non-repudiable ldentity . 7

2.2.1. Attester and Attesting EnV|ronnent e 8
2.2.2. Verifier . . . e K 0]
2.2.3. Conmmuni cating Identlty . 0
2.3. Trustworthiness daimse . . . . . . . . . . . . . . ... 11
2.3.1. Design Principles . . . . . . . . . . . . ... ... 1
2.3.2. Enuneration Encoding . . e )
2.3.3. Assigning a Trustmorthlness G a|n1value e
2.3.4. Specific Cainms . . T Y
2.3.5. Trustworthiness Vector .o .. . 19
2.3.6. Trustworthiness Vector for a type of Attestlng
Environment . . . . . . . . . . . . . . . . . . . .. 19
2.4. Freshness . . . . . . . . . . . . . . . . ... .. ... 20

3. Data Mdel . . . e e e e e oo 20
3.1. Trustmorthlness Vector e e ... .. 20
3.2. Trustworthiness Tiers . . . . . . . . . . . . . . . ... 21
3.3. Verifier ID. . . . . . . . . . . . . L. ... 22
3.4. Consolitated CODL . . . . . . . . . . . . . . . . . . .. 22

4. Secure Interactions Mdels . . . . . . . . . . . . . . . .. 23
4.1. Background-Check . . . . . . . . . . . . . . . . . ... 24

Voit, et al. Expires 16 February 2026 [ Page 2]



I nternet-Draft Attestation Results August 2025

4.1.1. Verifier Retrieval . . . . . . . . . . . . . . . . . 24
4.1.2. Co-resident Verifier . . . . . . . . . . . . . . .. 24
4.2. Below Zero Trust . . . . . . . . . . . . . . . . .. .. 25
4.3 Mutual Attestation . . . . . . . . . . . . . . . . . . . 29
4. 4. Transport Protocol Integration . . . . . . . . . . . . . 29
5. Privacy Considerations . . . . . . . . . . . . . . . . . .. 30
6. Security Considerations . . . . . . . . . . . . . . . . . . . 30
7. |1ANA Considerations . . . . . . . . . . . . . . . . . . ... 30
8. References . . . 10
8.1. Nornmmtive References T 10
8.2. Informative References . . . . . . . . . . . . . . . . . 31
Appendi x A. I nplenmentation Gui dance . . S V4
A. 1. Supplenmenting Trustworthiness Clains . . . . . . . . . . 32
Appendi x B. Supportable Trustworthiness Clains . . . . . . . . . 32
B.1. Supportable Trustworthiness Clainms for HSMbased CC. . . 33
B.2. Supportable Trustworthiness Cainms for process-based
< 1)
B.3. Supportable Trustworthiness Claims for VMbased CC . . . 37
Appendi x C. Some issues being worked . . . . . . . . . . . . . . 38
Appendi x D. Contributors . . . . . . . . . . . . . . . . . . . . 38
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 39
1. Introduction

The first paragraph of the May 2021 US Presidential Executive O der
on Inproving the Nation's Cybersecurity [US-Executive-Oder] ends
with the statement "the trust we place in our digital infrastructure
shoul d be proportional to how trustworthy and transparent that
infrastructure is." Later this order explores aspects of
trustworthi ness such as an auditable trust relationship, which it
defines as an "agreed-upon rel ati onship between two or nore system
el ements that is governed by criteria for secure interaction

behavi or, and outcones."

The Renote ATtestation procedureS (RATS) architecture [ RFC9334]

provi des a useful context for progranmatically establishing and

mai ntai ni ng such auditable trust relationships. Specifically, the
architecture defines conceptual nessages conveyed between
architectural subsystens to support trustworthiness appraisal. The
RATS conceptual message used to convey evidence of trustworthiness is
the Attestation Results. The Attestation Results includes Verifier
gener ated apprai sals of an Attester including such information as the
identity of the Attester, the security mechani snms enpl oyed on this
Attester, and the Attester’s current state of trustworthiness.

Generated Attestation Results are ultimately conveyed to one or nore

Relying Parties. Reception of an Attestation Result enables a
Relying Party to deternine what action to take with regards to an
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Attester. Frequently, this action will be to choose whether to allow
the Attester to securely interact with the Relying Party over some
connecti on between the two.

When determ ning whether to all ow secure interactions with an
Attester, a Relying Party is challenged with a nunber of difficult
probl ems which it must be able to handl e successfully. These
probl ens i ncl ude:

* \What Attestation Results (AR) mght a Relying Party be willing to
trust froma specific Verifier?

* \What information does a Relying Party need before all ow ng
interactions or choosing policies to apply to a connection?

* \What are the operating/environnental realities of the Attesting
Envi ronnent where a Relying Party should only be able to associate
a certain confidence regarding Attestati on Results out of the
Verifier? (In other words, different types of Trusted Execution
Envi ronments (TEE) need not be treated as equival ent.)

* How to nmake direct conparisons where there is a heterogeneous m x
of Attesting Environments and Verifier types.

To address these problens, it is inportant that specific Attestation
Result information elenments are framed i ndependently of Attesting
Envi ronment specific constraints. |If they are not, a Relying Party
woul d be forced to adapt to the syntax and senantics of many vendor
specific environments. This is not a reasonable ask as there can be
many types of Attesters interacting with or connecting to a Relying
Party.

The busi ness need therefore is for comopn Attestation Result
information el enent definitions. Wth these definitions, consistent
interaction or connectivity decisions can be made by a Relying Party
where there is a heterogenous mx of Attesting Environnment types and
Verifier types.

Thi s docunment defines information elenents for Attestation Results in

a way which normalizes the trustworthi ness assertions that can be
made froma diverse set of Attesters.
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1.1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Term nol ogy

The following terns are inported from [ RFC9334]: Appraisal Policy for
Attestation Results, Attester, Attesting Environnent, d ains,
Evi dence, Relying Party, Target Environnent and Verifier.

[ RFC9334] al so describes topological patterns that illustrate the
need for interoperable conceptual nessages. The two patterns called
"background- check nodel " and "passport nodel" are inported fromthe
RATS architecture and used in this docunent as a reference to the
architectural concepts: Background- Check Mddel and Passport Model .

Newl y defined ternms for this docunent:

AR- augnent ed Evi dence: a bundle of Evidence which includes at |east
the foll ow ng:

1. Verifier signed Attestation Results. These Attestation
Results nust include Identity Evidence for the Attester, a
Trustwort hi ness Vector describing a Verifier's nost recent
apprai sal of an Attester, and sone Verifier Proof-of-Freshness
(PoF).

2. A Relying Party PoF which is bound to the Attestation Results
of (1) by the Attester’s Attesting Environment signature.

3. Sufficient information to deternmine the el apsed interval
between the Verifier PoF and Relying Party PoF.

ldentity Evidence: Evidence which unanbi guously identifies an
identity. ldentity Evidence could take different forms, such as a
certificate, or a signature which can be appraised to have only
been generated by a specific private/public key pair.

Trustworthiness Claim a specific quanta of trustworthiness which
can be assigned by a Verifier based on its appraisal policy.

Trustworthiness Tier: a categorization of the |levels of
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trustworthi ness which may be assigned by a Verifier to a specific
Trustwort hiness Claim These enunerated categories are:
Affirmng, Warning, Contraindicated, and None.

Trustwort hi ness Vector: a set of zero to many Trustworthi ness O ains
assigned during a single appraisal procedure by a Verifier using
Evi dence generated by an Attester. The vector is included within
Attestation Results.

2. Attestation Results for Secure Interactions

A Verifier generates the Attestation Results used by a Relying Party.
Wien a Relying Party needs to determni ne whether to pernit

commruni cations with an Attester, these Attestati on Results nust
contain a specific set of information elements. This section defines
those information elenents, and in sone cases encodi ngs for

i nformati on el enents.

2.1. Information driving a Relying Party Action
VWhen the action is a comunication establishment attenpt with an
Attester, there is only a limted set of actions which a Relying
Party mi ght take. These actions include:

* Alowor deny information exchange with the Attester. Wen there
is a deny, reasons should be returned to the Attester.

* [Establish a transport connection between an Attester and a
specific context within a Relying Party (e.g., a TEE, or Virtual
Routing Function (VRF).)

* Apply policies on this connection (e.g., rate limts).

There are three categories of information which nust be conveyed to

the Relying Party (which also is integrated with a Verifier) before

it determ nes which of these actions to take.

1. Non-repudiable ldentity Evidence Evidence which undoubtably
identifies one or nore entities involved with a comruni cati on.

2. Trustworthiness Clains Specifics a Verifier asserts with
regards to its trustworthiness findings about an Attester.

3. CaimFreshness Establishes the tinme of |ast update (or
refresh) of Trustworthiness C ains.

The foll owi ng sections detail requirenents for these three
cat egori es.

Voit, et al. Expires 16 February 2026 [ Page 6]



I nternet-Draft Attestation Results August 2025

2.2. Non-repudiable lIdentity

ldentity Evidence nust be conveyed during the establishnment of any
trust-based relationship. Specific use cases will define the m nimm
types of identities required by a particular Relying Party as it

eval uates Attestation Results, and perhaps additional associated
Evidence. At a bare minimum a Relying Party MJST start with the
ability to verify the identity of a Verifier it chooses to trust.
Attester identities may then be acquired through signed or encrypted
conmuni cations with the Verifier identity and/or the pre-provisioning
Attester public keys in the Attester

During the Renpte Attestation process, the Verifier's identity nust
be established with a Relying Party, often via a Verifier signature
across recent Attestation Results. This Verifier identity could only
have cone froma key pair naintained by a trusted devel oper or
operator of the Verifier

Additionally, each set of Attestation Results nust be provably and
non-reputably bound to the identity of the original Attesting

Envi ronment whi ch was evaluated by the Verifier. This is
acconpl i shed via satisfying two requirenents. First the Verifier
signed Attestation Results MJST include sufficient Identity Evidence
to ensure that this Attesting Environnent signature refers to the
same Attesting Environnent appraised by the Verifier. Second, where
the passport nodel is used as a subsystem an Attesting Environnent
si gnature which spans the Verifier signature MJIST al so be incl uded.
As the Verifier signature already spans the Attester ldentity as well
as the Attestation Results, this restricts the viability of spoofing
att acks.

In a subset of use cases, these two pieces of ldentity Evidence may
be sufficient for a Relying Party to successfully neet the criteria
for its Appraisal Policy for Attestation Results. |If the use case is
a connection request, a Relying Party may sinply then establish a
transport session with an Attester after a successful appraisal
However an Appraisal Policy for Attestation Results will often be
nmore nuanced, and the Relying Party may need additional information.
Sone ldentity Evidence related policy questions which the Relying
Party may consider include:

* Does the Relying Party only trust this Verifier to nmake
Trustworthiness Cainms on behalf a specific type of Attesting
Environment? Mght a mix of Verifiers be necessary to cover al
mandat ory Trustwort hiness Cl ai ns?

* Does the Relying Party only accept connections froma verified-
aut hentic software build froma specific software devel oper?
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* Does the Relying Party only accept connections from specific
preconfigured list of Attesters?

For any of these nore nuanced appraisals, additional ldentity

Evi dence or other policy related information nust be conveyed or pre-
provi sioned during the formati on of a trust context between the
Relying Party, the Attester, the Attester’s Attesting Environment,
and the Verifier.

2.2.1. Attester and Attesting Environnent

Per [RFC9334] Figure 2, an Attester and a correspondi ng Attesting
Envi ronment m ght not share conmmon code or even hardware boundari es.
Consequently, an Attester inplenentation needs to ensure that any

Evi dence which originates fromoutside the Attesting Environnent MJST
have been col |l ected and delivered securely before any Attesting

Envi ronnent signing may occur. After the Verifier perforns its
appraisal, it will include sufficient information in the Attestation
Results to enable a Relying Party to have confidence that the
Attester’s trustworthiness is represented via Trustworthiness C ains
signed by the appropriate Attesting Environnent.

Thi s docunent recogni zes three general categories of Attesters.

1. HSM based: A Hardware Security Mdul e (HSM based cryptoprocessor
whi ch hashes one or nore streams of security neasurenents from an
Attester within the Attesting Environnent. Maintenance of this
hash enabl es detection of an Attester which is not reporting the
exact set of security neasurenents (such as log entries) taken
within the Attesting Environment. An exanple of a HSMis a
TPMR2. O [ TPMR. O] .

2. Process-based: An individual process which has its runtime menory
encrypted by an Attesting Environnment in a way that no other
processes can read and decrypt that nenory (e.g., [SGX] or
[ RFC9783] .)

3. VMbased: An entire Guest VM (or a set of containers within a
host) have been encrypted as a wall ed-garden unit by an Attesting
Environnent. The result is that the host operating system cannot
read and decrypt what is executing within that VM (e.g.,

[ SEV-SNP], [TDX] or [ ARM CCA].)

Each of these categories of Attesters above will be capabl e of
generating Evidence which is protected using private keys /
certificates which are not accessible outside of the correspondi ng
Attesting Environment. The owner of these secrets is the owner of
the identity which is bound within the Attesting Environment.
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Effectively this means that for any Attester identity, there wll
exi st a chain of trust ultimately bound to a hardware-based root of
trust in the Attesting Environment. It is upon this root of trust
that uni que, non-repudi able Attester identities may be founded.

There are several types of Attester identities defined in this
docunent. This list is extensible:

*

chi p-vendor: the vendor of the hardware chip used for the
Attesting Environment (e.g., a primary Endorsenent Key froma TPM

chi p-hardware: specific hardware with specific firmvare from an
" chi p-vendor’

target-environnment: a unique instance of a software build running
in an Attester (e.g., MRENCLAVE [SGX], an ldentity Bl ock
[SEV-SNP], a RealmlInitial Measurenent (RIM [ARM CCA], or a hash
whi ch represents a set of software | oaded since boot (e.g., TPM
based integrity verification.))

target-devel oper: the organizational unit responsible for a
particular 'target-environment’ (e.g., MRSIG\ER [ SGX])

instance: a unique instantiated instance of an Attesting
Envi ronment running on ’'chip-hardware’ (e.g., an LDevlD
[ EEE802. 1AR], an Instance |ID [RFC9783] [ ARM CCA])

Based on the category of the Attesting Environment, different types

of identities m ght be exposed by an Attester.
B s oo s s s oo el ey oo o}
| Attester ldentity type | Process-based | VM based | HSM based |
[} e ————————————— L ——————————— L ———————— Ll p—p——(———r
| chip-vendor | Mandat ory | Mandatory | Mandatory |
e S I S S +
| chi p-hardware | Mandat ory | Mandatory | Mandatory |
T I IRy S IR S IR +
| target-environnent | Mandatory | Mandatory | Optional |
o e e e e e e e e oo o - T R R +
| target-devel oper | Mandat ory | Optional | Optional |
e S I S S +
| instance | Optional | Optional | Optional |
T I IRy S RIS S RIS +
Table 1
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It is expected that drafts subsequent to this specification wll
provide the definitions and val ue donmains for specific identities,
each of which falling within the Attester identity types listed

above. |In sone cases the actual unique identities m ght be encoded
as conplex structures. An exanple conplex structure mght be a
"target-environnent’ encoded as a Software Bill of Miterials (SBOV.

Wth the identity definitions and val ue donmains, a Relying Party will
have sufficient information to ensure that the Attester identities
and Trustworthiness Cl ains asserted are actually capabl e of being
supported by the underlying type of Attesting Environnent.
Consequently, the Relying Party SHOULD require ldentity Evidence

whi ch indicates of the type of Attesting Environnent when it
considers its Appraisal Policy for Attestation Results.

2.2.2. Verifier

For the Verifier identity, it is critical for a Relying Party to
review the certificate and chain of trust for that Verifier
Additionally, the Relying Party nust have confidence that the
Trustwort hi ness Cains being relied upon fromthe Verifier considered
the chain of trust for the Attesting Environnent.

There are two categorizations of Verifier identities defined in this
docunent :

* verifier build: a unique instance of a software build running as a
Verifier.

* wverifier developer: the organi zational unit responsible for a
particular 'verifier build

Wthin each category, conmunicating the identity can be acconplished
via a variety of objects and encodi ngs.

2.2.3. Conmunicating ldentity

Any of the above identities used by the Appraisal Policy for
Attestation Results needed to be pre-established by the Relying Party
before, or provided during, the exchange of Attestation Results.

When provided during this exchange, the identity nmay be comruni cated
either inplicitly or explicitly.

An exanpl e of explicit comunication would be to include the
followi ng Identity Evidence directly within the Attestation Results:
a unique identifier for an Attesting Environnent, the name of a key
whi ch can be provably associated with that unique identifier, and the
set of Attestation Results which are signed using that key. As these
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Attestation Results are signed by the Verifier, it is the Verifier
which is explicitly asserting the credentials it believes are
trustworthy.

An exanple of inplicit communication would be to include Identity
Evidence in the formof a signature which has been placed over the
Attestation Results asserted by a Verifier. 1t would be then up to
the Relying Party’s Appraisal Policy for Attestation Results to
extract this signature and confirmthat it only could have been
generated by an Attesting Environnent having access to a specific
private key. This inplicit identity comrunication is only viable if
the Attesting Environnent's public key is already known by the

Rel ying Party.

One final step in communicating identity is proving the freshness of
the Attestation Results to the degree needed by the Relying Party. A
typical way to acconplish this is to include an el enent of freshness
be enbedded within a signed portion of the Attestation Results. This
el ement of freshness reduces the identity spoofing risks froma
replay attack. For nore on this, see Section 2.4.

2.3. Trustworthiness dains
2.3.1. Design Principles

Trust is not absolute. Trust is a belief in some aspect about an
entity (in this case an Attester), and that this aspect is sonething
whi ch can be depended upon (in this case by a Relying Party.) Wthin
the context of Renpte Attestation, believability of this aspect is
facilitated by a Verifier. This facilitation depends on the
Verifier's ability to parse detailed Evidence froman Attester and
then to assert conclusions about this aspect in a way interpretable
by a Relying Party.

Specific aspects for which a Verifier will assert trustworthiness are
defined in this section. These are known as Trustworthiness d ains.
These cl ai ns have been designed to enabl e a conmon under st andi ng
between a broad array of Attesters, Verifiers, and Relying Parties.
The foll owi ng set of design principles have been applied in the
Trustworthiness C ai mdefinitions:

1. Expose a small nunber of Trustworthiness C ains.

Voit, et al. Expires 16 February 2026 [ Page 11]



I nternet-Draft Attestation Results August 2025

Reason: a plethora of simlar Trustworthiness Clainms will result
in divergent choices made on which to support between different
Verifiers. This would place a lot of complexity in the Relying
Party as it would be up to the Relying Party (and its policy

| anguage) to enable nornalization across rich but inconpatible
Verifier object definitions.

2. Each Trustworthiness C ai menunmerates only the specific states
that could viably result in a different outcone after the Policy
for Attestation Results has been applied.

Reason: by explicitly disallow ng the standardization of

enuner ated states which cannot easily be connected to a use case,
we avoid forcing inplementers from maki ng i nconpati bl e guesses on
what these states m ght nean.

3. Verifier and RP devel opers need explicit definitions of each
state in order to acconplish the goals of (1) and (2).

Reason: wi thout such guidance, the Verifier will append plenty of
raw supporting info. This relieves the Verifier of making the
hard decisions. O course, this rawinfo will be nostly non-
interpretable and therefore non-actionable by the Relying Party.

4. Support standards and non-standard extensibility for (1) and (2).

Reason: standard types of Verifier generated Trustworthiness
Clains should be vetted by the full RATS working group, rather
than being naintained in a repository which doesn't follow the
RFC process. This will keep a tight Iid on extensions which nust
be considered by the Relying Party's policy | anguage. Because
this process takes tine, non-standard extensions will be needed
for inplementation speed and flexibility.

These design principles are inmportant to keep the nunber of Verifier
generated clains low, and to retain the conplexity in the Verifier
rather than the Relying Party.

2.3.2. Enuneration Encoding

Per design principle (2), each Trustworthiness Claimw |l only expose
specific encoded values. To sinplify the processing of these
enunerations by the Relying Party, the enuneration will be encoded as
a single signed 8 bit integer. These value assignments for this
integer will be in four Trustworthiness Tiers which foll ow these

gui del i nes
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None: The Verifier makes no assertions regarding this aspect of
t rust wort hi ness.

* Value 0: The Evidence received is insufficient to make a
conclusion. Note: this should al ways be al ways treated
equi valently by the Relying Party as no claimbeing nade. 1.e.,
the RP's Appraisal Policy for Attestati on Results SHOULD NOT make
any distinction between a Trustworthiness Claimwth enuneration
0", and no Trustworthiness C ai mbeing provided.

* Value 1: The Evidence received contai ns unknown el enents which the
Verifier is unable to evaluate. An exanple might be that the
wrong type of Evidence has been delivered. Another case is that
of Evidence comng froma conposite Attester: a Verifier may
understand only part of it and | eave as "unknown" the
Trustworthiness clains related to features it can't apprai se.

* Value -1: A verifier malfunction occurred during the Verifier’'s
apprai sal processi ng.

Affirmng: The Verifier affirns the Attester support for this aspect
of trustworthiness.

* Values 2 to 31: A standards enunerated reason for affirmng.

* Values -2 to -32: A non-standard reason for affirm ng.

Warni ng: The Verifier warns about this aspect of trustworthiness.
* Values 32 to 95: A standards enunerated reason for the warning.
* Values -33 to -96: A non-standard reason for the warning.

Contraindicated: The Verifier asserts the Attester is explicitly
untrustworthy in regard to this aspect.

* Values 96 to 127: A standards enunerated reason for the
contrai ndi cati on.

*  Values -97 to -128: A non-standard reason for the
contraindi cation.

Thi s enunerated encoding listed above will sinplify the Appraisa
Policy for Attestation Results. Such a policies my be as sinmple as
saying that a specific Verifier has recently asserted Trustworthiness
Clains, all of which are Affirm ng.
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2.3.3.

Assigning a Trustworthiness O aimval ue

In order to sinmplify design, only a single encoded value is asserted
by a Verifier for any Trustworthiness CCaimwithin a using the
fol |l owi ng process.

1.

2.3. 4.

If applicable, a Verifier MIST assign a standardi zed value from
the Contraindicated tier.

Else if applicable, a Verifier MJST assign a non-standardi zed
val ue fromthe Contraindicated tier.

Else if applicable, a Verifier MJST assign a standardi zed val ue
fromthe Warning tier.

Else if applicable, a Verifier MJST assign a non-standardized
value fromthe Warning tier.

Else if applicable, a Verifier MJST assign a standardi zed val ue
fromthe Affirmng tier.

Else if applicable, a Verifier MJST assign a non-standardized
value fromthe Affirmng tier.

El se a Verifier MAY assign a 0 or -1.

Specific d ains

Foll owi ng are the Trustworthiness Clainms and their supported
enunerations which may be asserted by a Verifier:

configuration: A Verifier has appraised an Attester’s configuration,

Voi t,

and is able to make concl usions regardi ng the exposure of known
vul nerabilities

0: No assertion

1: Evi dence cont ai ns unknown el enents which inhibit Verifer
eval uati on.

-1: Verifier malfunction
2: The configuration is a known and approved config.

3:  The configuration includes or exposes no known
vul nerabilities.

32: The configuration includes or exposes known vul nerabilities.
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36: Elenments of the configuration relevant to security are
unavail able to the Verifier.

96: The configuration is unsupportable as it exposes unacceptabl e
security vulnerabilities.

99: Cryptographic validation of the Evidence has fail ed.

executables: A Verifier has appraised and eval uated rel evant runtimnme

fi

Voi t,

files, scripts, and/or other objects which have been | oaded into
the Target environnment’s nenory.

0: No assertion

1: Evi dence cont ai ns unknown el enents which inhibit Verifer
eval uati on.

-1: Verifier malfunction

2: Only a recogni zed genui ne set of approved executabl es,
scripts, files, and/or objects have been | oaded during and
after the boot process.

3: Only a recogni zed genui ne set of approved executabl es have
been | oaded during the boot process.

32: Only a recogni zed genui ne set of executables, scripts, files,
and/ or objects have been | oaded. However the Verifier cannot
vouch for a subset of these due to known bugs or other known
vul nerabilities.

33: Runtime nmenory includes executables, scripts, files, and/or
obj ects which are not recogni zed.

96: Runtinme nmenory includes executables, scripts, files, and/or
obj ect which are contraindi cat ed.

99: Cryptographic validation of the Evidence has fail ed.

e-system A Verifier has evaluated a specific set of directories
within the Attester’'s file system (Note: the Verifier may or nmay
not indicate what these directory and expected files are via an
unspeci fi ed nmanagenent interface.)

0: No assertion

1: Evidence contains unknown el enents which inhibit Verifer
eval uati on.
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-1: Verifier malfunction
2: Only a recognized set of approved files are found.

32: The file systemincludes unrecogni zed execut abl es, scripts,
or files.

96: The file systemincludes contraindicated executabl es,
scripts, or files.

99: Cryptographic validation of the Evidence has fail ed.

hardware: A Verifier has appraised any Attester hardware and

firmvare which are able to expose fingerprints of their identity
and runni ng code.

0: No assertion

1: Evi dence cont ai ns unknown el enents which inhibit Verifer
eval uati on.

-1: Verifier malfunction

2: An Attester has passed its hardware and/or firmware
verifications needed to denonstrate that these are genuine/
support ed.

32: An Attester contains only genuine/supported hardware and/ or
firmvare, but there are known security vulnerabilities.

96: Attester hardware and/or firmnare is recognized, but its
trustworthiness i s contraindi cat ed.

97: A Verifier does not recognize an Attester’s hardware or
firmvare, but it should be recognized.

99: Cryptographic validation of the Evidence has fail ed.

instance-identity: A Verifier has appraised an Attesting

Voi t,

Envi ronnent’ s unique identity based upon private key signed

Evi dence which can be correlated to a unique instantiated instance
of the Attester. (Note: this Trustworthiness C aimshould only be
generated if the Verifier actually expects to recogni ze the uni que
identity of the Attester.)

0: No assertion

1: Evi dence cont ai ns unknown el enents which inhibit Verifer
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eval uati on.
-1: Verifier mal function

2: The Attesting Environnent is recognized, and the associ ated
instance of the Attester is not known to be conproni sed.

96: The Attesting Environment is recognized, and but its unique
private key indicates a device which is not trustworthy.

97: The Attesting Environment is not recogni zed; however the
Verifier believes it should be.

99: Cryptographic validation of the Evidence has fail ed.

runti me-opaque: A Verifier has appraised the visibility of Attester
objects in nenory from perspectives outside the Attester

0: No assertion

1: Evi dence cont ai ns unknown el enents which inhibit Verifer
eval uati on.

-1: Verifier malfunction

2: the Attester’s executing Target Environnent and Attesting
Envi ronments are encrypted and within Trusted Execution
Envi ronnment (s) opaque to the operating system virtual nachine
manager, and peer applications. (Note: This val ue corresponds
to the protections asserted by O RUNTI ME_CONFI DENTI ALI TY from
[ GP- TEE- PP])

32: the Attester’s executing Target Environment and Attesting
Envi ronnents inaccessible fromany other parallel application
or Guest VMrunning on the Attester’s physical device. (Note
that unlike "1" these environnents are not encrypted in a way
which restricts the Attester’s root operator visibility. See
O TA | SOLATI ON from [ GP- TEE- PP] .)

96: The Verifier has concluded that in nmenory objects are
unacceptably visible within the physical host that supports the
Attester.

99: Cryptographic validation of the Evidence has fail ed.

sourced-data: A Verifier has evaluated of the integrity of data
obj ects fromexternal systens used by the Attester
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0:

1:

32:

96:

99:

No assertion

Evi dence cont ai ns unknown el enents which inhibit Verifer
eval uati on.

Verifier mal function

Al'l essential Attester source data objects have been provided
by other Attester(s) whose nost recent appraisal(s) had both no
Trustworthiness Cainms of "0" where the current Trustworthiness
Claimis "Affirmng", as well as no "Warning" or
"Contraindi cated" Trustworthi ness C ai ns.

Attester source data objects come fromunattested sources, or
attested sources with "Warning" type Trustworthiness C ains.

Attester source data objects conme from contraindicated
sour ces.

Crypt ographi c validation of the Evidence has fail ed.

st orage-opaque: A Verifier has appraised that an Attester is capable

It

of

encrypting persistent storage. (Note: Protections nust neet

the capabilities of [OMIP-ATE] Section 5, but need not be hardware
tanmper resistant.)

0:

1:

32:

96:

99:

is

No assertion

Evi dence cont ai ns unknown el ements which inhibit Verifer
eval uati on.

Verifier mal function

the Attester encrypts all secrets in persistent storage via
usi ng keys whi ch are never visible outside an HSM or the
Trust ed Execution Environnent hardware.

the Attester encrypts all persistently stored secrets, but
wi t hout using hardware backed keys

There are persistent secrets which are stored unencrypted in
an Attester

Crypt ographi c validation of the Evidence has fail ed.

possi bl e for additonal Trustworthiness Cains and enunerated

val ues to be defined in subsequent docunents. At the same tine, the
standardi zed Trustworthiness C aimvalues |isted above have been

Voi t,
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designed so there is no overlap within a Trustworthiness Tier. As a
result, it is possible to imgine a future where overl appi ng
Trustworthiness Clainms within a single Trustworthiness Tier may be
defined. Werever possible, the Verifier SHOULD assign the best
fitting standardi zed val ue.

Wiere a Relying Party doesn’t know how to handle a particul ar
Trustworthiness Claim it MAY choose an appropriate action based on
the Trustworthiness Tier under which the enunerated value fits.

It is upto the Verifier to publish the types of evaluations it
performs when determ ning how Trustworthiness Clains are derived for
a type of any particular type of Attester. It is out of the scope of
this docunment for the Verifier to provide proof or specific logic on
how a particular Trustworthiness Caimwhich it is asserting was

deri ved.

2.3.5. Trustworthiness Vector

Mul tiple Trustworthiness Cains may be asserted about an Attesting
Envi ronment at single point in time. The set of Trustworthiness
Clains inserted into an instance of Attestation Results by a Verifier
is known as a Trustworthiness Vector. The order of Clains in the

vector is NOT nmeaningful. A Trustworthiness Vector with no
Trustworthiness Clainms (i.e., a null Trustworthiness Vector) is a
valid construct. In this case, the Verifier is making no
Trustworthiness Clainms but is confirmng that an apprai sal has been
made.

2.3.6. Trustworthiness Vector for a type of Attesting Environnent

Sone Trustworthiness Clains are inplicit based on the underlying type
of Attesting Environment. For exanple, a validated MRSIGNER identity
can be present where the underlying [SGX] hardware is authentic.
Where such inplicit Trustworthiness Cains exist, they do not have to
be explicitly included in the Trustworthi ness Vector. However, these
inmplicit Trustworthiness O ainms SHOULD be consi dered as being present
by the Relying Party. Another way of saying this is if a
Trustworthiness Claimis automatically supported as a result of
comng froma specific type of TEE, that clai mneed not be
redundantly articulated. Such inplicit Trustworthiness O ains can be
seen in the tables within Appendi x B.2 and Appendi x B. 3.
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Additionally, there are some Trustworthiness C ains which cannot be
adequately supported by an Attesting Environment. For exanple, it
woul d be difficult for an Attester that includes only a TPM (and no
other TEE) fromever having a Verifier appraise support for 'runtine-
opaque’. As such, a Relying Party would be acting properly if it
rejects any non-supportable Trustworthiness C ainms asserted froma
Verifier.

As a result, the need for the ability to carry a specific
Trustworthiness Claimwi |l vary by the type of Attesting Environnent.
Exanpl e mappi ngs can be seen in Appendix B

2.4. Freshness

A Relying Party will care about the recentness of the Attestation
Results, and the specific Trustworthiness Cainms which are enbedded.
Al'l freshness nechani sns of [RFC9334], Section 10 are supportabl e by
this specification.

Additionally, a Relying Party may track when a Verifier expires its
confidence for the Trustworthiness C ainms or the Trustworthiness
Vector as a whole. Mechanisnms for such expiry are not defined within
thi s docunent.

There is a subset of secure interactions where the freshness of
Trustwort hi ness Cains may need to be revisited asynchronously. This
subset is when trustworthiness depends on the continuous availability
of a transport session between the Attester and Relying Party. Wth
such connectivity dependent Attestation Results, if there is a reboot
whi ch resets transport connectivity, all established Trustworthi ness
Clains should be cleared. Subsequent connection re-establishnent

will allow fresh new Trustworthiness Cains to be delivered.

3. Data Mbdel

The foll owing CDDL [ RFC8610] defines the necessary ARASI types for
use in CBOR and JSON seri alizations.

O her serializations are possible but nust be defined in subsequent
docunents.

3.1. Trustworthi ness Vector

The trustworthiness-vector is defined as foll ows:
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trustworthi ness-vector = non-enpty<{

? instance-identity-1label => trustworthiness-claim
? configuration-label => trustworthiness-claim
? execut abl es-l abel => trustworthiness-claim
? file-systemlabel => trustworthiness-claim
? hardware-1abel => trustworthiness-claim
? runtine-opaque-| abel => trustworthiness-claim
? storage-opaque-| abel => trustworthiness-claim
? sourced-dat a-1 abel => trustworthiness-claim
}>
i nstance-identity-label = JC<"instance-identity", 0>
configuration-label = JC<"configuration", 1>
execut abl es-| abel = JC<"execut abl es", 2>
file-systemlabel = JC<"fil e-systent, 3>
har dwar e-|1 abel = JC<"hardware", 4>
runti me- opaque- | abel = JC<"runti ne-opaque", 5>
st or age- opaque-| abel = JC<"storage-opaque", 6>
sour ced- dat a- | abel = JC<"sourced-data", 7>

trustworthiness-claim= -128..127

Figure 1: Trustworthiness Vector
This type contains an entry for each one of the eight AR4S
apprai sal s that have been conducted on the subnitted evi dence
(Section 2.3.4).

The val ue of each entry is chosen in the -128..127 range according to
the rules described in Section 2.3.3 and Section 2.3.4.

Al'l categories are optional

A mssing entry neans that the verifier nakes no claimabout this
specific appraisal facet because the category is not applicable to
the subnitted evidence.

As required by the non-enpty nacro, at |east one entry MIST be
present in the vector.

3.2. Trustworthiness Tiers

The trustworthiness-tier type represents one of the equival ency
classes in which the trustworthiness-claimspace is partitioned.

See Section 2.3.2 for the details.

The al |l owed val ues for the type are as foll ows:
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trustwort hi ness-tier-none-|label = JC<"none", 0>
trustworthiness-tier-affirmng-1label = JC<"affirm ng", 2>

trustworthi ness-tier-warning-|abel = JC<"warning", 32>

trustwort hi ness-tier-contraindi cat ed-1abel = JC<"contraindi cated", 96>

rust wort hi ness-ti er-none-| abe

trustworthi ness-tier t
trustworthi ness-tier-affirmning-Iabe
t
t

trustworthiness-tier
trustworthi ness-tier
trustworthi ness-tier

rustwort hi ness-tier-warning-| abe
rustwort hi ness-tier-contraindi cat ed-| abe

~ O~~~

Figure 2: Trustworthiness Tiers
Verifier 1D

The verifier-id type identifies the software that runs the verifier
according to the infornmation nodel defined in Section 2.2.2.

verifier-id = {

devel oper-1abel => text
bui | d-1abel => text

}

devel oper-1abel = JC<"devel oper"”, 0>
buil d-label = JC<"build", 1>

Figure 3: Verifier ID
The fields are:

build (mandatory) A text string that uniquely identifies the
software build running the verifier.

devel oper (mandatory) A text string that uniquely identifies the
organi zational unit responsible for this build.

Consol i t at ed CDDL

Figure 4 contains the CDDL of the entire ARASI type system
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====—===—=—===—==== NOTE: '\’ |i ne \Nrapp| ng per RFC 8792 ================

$.start.$ = trustworthiness-vector / trustworthiness-tier / verifier\
-id / trustworthiness-claim

trustworthi ness-vector = non-enpty<{

? instance-identity-label => trustworthiness-claim

configuration-label => trustworthiness-claim

execut abl es-| abel => trustworthiness-claim

file-systemlabel => trustworthiness-claim

har dwar e- 1 abel => trustworthiness-claim

runti me- opaque- | abel => trustworthi ness-cl aim

st or age- opaque-| abel => trustworthiness-claim

sour ced-dat a-1 abel => trustworthiness-claim

N ) ) N ) ) )

}>
instance-identity-label = JC<"instance-identity", 0>
configuration-label = JC<"configuration", 1>
execut abl es-1 abel = JC<"executabl es", 2>
file-systemlabel = JC<"file-systeni, 3>
har dwar e- | abel = JC<"hardware", 4>
runti me- opaque- | abel = JC<"runti me-opaque", 5>
st or age- opaque-| abel = JC<"storage-opaque”, 6>
sour ced- dat a- | abel = JC<"sourced-data", 7>
trustworthiness-claim= -128 .. 127
trustworthi ness-tier-none-|abel = JC<"none", 0>
trustworthiness-tier-affirmng-1abel = JC<"affirmng", 2>
trustworthi ness-tier-warning-label = JC<"warning", 32>
trustworthiness-tier-contraindi cated-|abel = JC<"contraindicated", \
96>
trustworthiness-tier /= trustworthiness-tier-none-Iabel / \
trustworthiness-tier-affirmng-1abel / trustworthiness-tier-warning-\
| abel / trustworthiness-tier-contraindicated-|abe
verifier-id = {
devel oper-1abel => text,
bui | d- | abel => text,
}
devel oper-1abel = JC<"devel oper", 0>
bui | d-1abel = JC<"build", 1>
non- enpt y<wvk M.within ({+ any => any})
JSON- ONLY<J> = J .feature "json”
CBOR- ONLY<C> C .feature "cbor"
JC<J, C = JSON-ONLY<J> / CBOR- ONLY<C>

Fi gure 4: AR4SI CDDL
4., Secure Interactions Mdels

There are nultiple ways of providing a Trustworthiness Vector to a
Relying Party. This section describes two alternatives.
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4.1. Background- Check
4.1.1. Verifier Retrieva

It is possible to for a Relying Party to foll ow the Background- Check
Model defined in Section 5.2 of [RFC9334]. In this case, a Relying
Party will receive Attestation Results containing the Trustworthiness
Vector directly froma Verifier. These Attestation Results can then
be used by the Relying Party in determning the appropriate treatnent
for interactions with the Attester

Whi l e applicable in some cases, the utilization of the Background-
Check Model without nodification has potential drawbacks in other
cases. These incl ude:

* Verifier scale: if the Attester has many Relying Parties, a
Verifier appraising that Attester could be frequently be queried
based on the sane Evidence.

* Information | eak: Evidence which the Attester might consider
private can be visible to the Relying Party. Hiding that Evidence
coul d deval ue any resulting appraisal

* Latency: a Relying Party will need to wait for the Verifier to
return Attestation Results before proceeding with secure
interactions with the Attester.

An i npl enenter shoul d exam ne these potential drawbacks before
selecting this alternative

4.1.2. Co-resident Verifier

A sinmplified Background-Check Mddel may exist in a very specific
case. This is where the Relying Party and Verifier functions are co-
resident. This nodel is appropriate when

* Some hardware-based private key is used by an Attester while
proving its identity as part of a mutually authenticated secure
channel establishnment with the Relying Party, and

* this Attester identity is accepted as sufficient proof of Attester
integrity.

Effectively this means that detailed forensic capabilities of a
robust Verifier are unnecessary because it is accepted that the code
and operational behavior of the Attester cannot be nani pul ated after
TEE initialization.
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An exanpl e of such a scenario may be when an SGX' s MRENCLAVE and
MRSI GNER val ues have been associated with a known QUOTE val ue. And
the code running within the TEE is not nodifiable after |aunch

4.2. Below Zero Trust

Zero Trust Architectures are referenced in [US-Executive-Oder]

el even tines. However despite this high profile, there is an
architectural gap with Zero Trust. The credentials used for

aut henti cation and adm ssion control can be mani pul ated on the
endpoint. Attestation can fill this gap through the generation of a
conmpound credential called AR augnmented Evi dence. This conpound
credential is rooted in the hardware based Attesting Environment of
an endpoint, plus the trustworthiness of a Verifier. The overal
solution is known as "Bel ow Zero Trust" as the compound credenti al
cannot be mani pul ated or spoofed by an adm nistrator of an endpoint
with root access. This solution is not adversely inpacted by the
potential drawbacks with pure background-check descri bed above.

To kick-off the "Bel ow Zero Trust" conpound credential creation
sequence, a Verifier evaluates an Attester and returns signed
Attestation Results back to this original Attester no |less frequently
than a well-known interval. This interval may al so be asynchronous,
based on the changing of certain Evidence as described in
[1-D.ietf-rats-network-device-subscription].

When a Relying Party is to receive informati on about the Attester’s
trustworthiness, the Attesting Environnent assenbles the mninml set
of Evidence which can be used to confirmor refute whether the
Attester remains in the state of trustworthiness represented by the
AR To this Evidence, the Attesting Environment appends the
signature fromthe nost recent AR as well as a Relying Party Proof-
of - Freshness. The Attesting Environment then signs the conbination

The Attester then assenbl es AR Augrented Evidence by taking the
si gned conbi nati on and appending the full AR  The assenbly now
consi sts of two independent but semantically bound sets of signed
Evi dence

The AR Augnented Evidence is then sent to the Relying Party. The
Relying Party then can apprai se these semantically bound sets of

si gned Evidence by applying an Appraisal Policy for Attestation
Results as described below. This policy will consider both the AR as
wel |l as additional information about the Attester within the AR
Augnent ed Evi dence when determ ni ng what action to take.
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This alternative conbines the [ RFC9334] Sections 5.1 Passport Model
and Section 5.2 Background-Check Model. Figure 5 describes this flow
of information. The flows within this conbined nodel are mapped to

[ RFC9334] in the following way. "Verifier A" below corresponds to
the "Verifier" Figure 5 within [RFC9334]. And "Relying Party/
Verifier B" bel ow corresponds to the union of the "Relying Party" and
"Verifier" boxes within Figure 6 of [RFC9334]. This union is

possi bl e because Verifier B can be inplenmented as a sinple, self-
cont ai ned process. The resulting combined process can appraise the
AR- augnent ed Evi dence to determ ne whether an Attester qualifies for
secure interactions with the Relying Party. The specific steps of
this process are defined later in this section.

| Attester |
| e |
| | Attesting || B .
| | Environment || | Verifier | | Relying Party |
I " | A | | / Verifier B |
ti me(VQ |
| <------ Verifier PoF------- ti me(NS) |
I I I
time(EQ (1)------ Evi dence------------ >| |
I time(RQ I
| <------ Attestation Results-(2) |
time(VG)? I |
| <------ Relying Party POF----------------- (3)tinme(NS)
I I I
time(EG)(4)------ AR- augnment ed Evidence----------------- >|
I | time(RG,RA")(5)
(6)
time(RX)

Figure 5: Bel ow Zero Trust

The interaction nodel depicted above includes specific tine related
events from Appendi x A of [RFC9334]. Wth the identification of
these tine related events, tine duration/interval tracking becones
possi ble. Such duration/interval tracking can becone inportant if
the Relying Party cares if too nmuch time has el apsed between the
Verifier PoF and Relying Party PoF. |If too nmuch time has el apsed,
perhaps the Attestation Results thenselves are no | onger trustworthy.
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Note that while tinme intervals will often be relevant, there is a
simplified case that does not require a Relying Party’s PoF in step

(3). Inthis sinplified case, the Relying Party trusts that the
Attester cannot be neaningfully changed fromthe outside during any
reportable interval. Based on that assunption, and when this is the

case then the step of the Relying Party PoF can be safely onitted.

In all cases, appraisal policies define the conditions and
prerequisites for when an Attester does qualify for secure
interactions. To qualify, an Attester has to be able to provide all
of the mandatory affirm ng Trustworthiness Clains and identities
needed by a Relying Party’'s Appraisal Policy for Attestation Results,
and none of the disqualifying detracting Trustworthiness O ains.

More details on each interaction step of Bel ow Zero Trust are as

follows. The nunbers used in this sequence match to the nunbered

steps in Figure 5:

1. An Attester sends Evidence which is provably fresh to Verifier A
at time(EG. Freshness fromthe perspective of Verifier A MAY be
established with Verifier PoF such as a nonce.

2. Verifier A appraises (1), then sends the following itenms back to
that Attester within Attestation Results:

1. the verified identity of the Attesting Environnment,

2. the Verifier A appraised Trustworthiness Vector of an
Attester,

3. a freshness proof associated with the Attestation Results,
4. a Verifier signature across (2.1) though (2.3).

3. At tine(EG) a Relying Party PoF (such as a nonce) known to the
Relying Party is sent to the Attester.

4. The Attester generates and sends AR-augnented Evi dence to the
Relying Party/Verifier B. This AR-augnented Evi dence incl udes:

1. The Attestation Results from (2)

2. Any (optionally) new increnmental Evidence fromthe Attesting
Envi r onnent
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3. Attestation Environment signature which spans a hash of the
Attestation Results (such as the signature of (2.4)), the
proof - of -freshness from (3), and (4.2). Note: this construct
allows the delta of tine between (2.3) and (3) to be
definitively calculated by the Relying Party.

5. On receipt of (4), the Relying Party applies its Appraisal Policy
for Attestation Results. At mninmum this appraisal policy
process must include the foll ow ng:

1. Verify that (4.3) includes the nonce from (3).

2. Use a local certificate to validate the signature (4.1).

3. Verify that the hash from (4.3) matches (4.1)

4. Use the identity of (2.1) to validate the signature of (4.3).

5. Failure of any steps (5.1) through (5.4) neans the |ink does
not neet mnimumvalidation criteria, therefore appraise the
link as having a null Verifier B Trustworthiness Vector
Junp to step (6.1)

6. Wien there is large or uncertain time gap between tinme(EQ
and tine(EG ), the link should be assigned a null Verifier B
Trustwort hi ness Vector. Junp to step (6.1).

7. Assenble the Verifier B Trustworthiness Vector

1. Copy Verifier A Trustworthiness Vector to Verifier B
Trustwort hi ness Vect or

2. Add inplicit Trustworthiness Cainms inherent to the type
of TEE.

3. Prune any Trustworthiness C aims unsupportable by the
Attesting Environment.

4. Prune any Trustworthiness Clainms the Relying Party
doesn’t accept fromthis Verifier

6. The Relying Party takes action based on Verifier B s appraised
Trustwort hi ness Vector, and applies the Appraisal Policy for
Attestation Results. Following is a reasonable process for such
eval uati on:
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1. Prune any Trustworthiness Cains fromthe Trustworthiness
Vector not used in the Appraisal Policy for Attestation
Resul t s.

2. Alowthe informati on exchange fromthe Attester into a
Relying Party context in the Appraisal Policy for Attestation
Results where the Verifier B appraised Trustworthiness Vector
includes all the mandatory Trustworthiness Clains are in the
"Affirm ng" value range, and none of the disqualifying
Trustworthiness Clains are in the "Contraindi cated" val ue
range.

3. Disallow any information exchange into a Relying Party
context for which that Verifier B apprai sed Trustworthiness
Vector is not qualified.

As link | ayer protocols re-authenticate, steps (1) to (2) and steps

(3) to (6) will independently refresh. This allows the
Trustwort hi ness of Attester to be continuously re-appraised. There
are only specific event triggers which will drive the refresh of

Evi dence generation (1), Attestation Result generation (2), or AR
augnent ed Evi dence generation (4):

* Jlife-cycle events, e.g. a change to an Authentication Secret of
the Attester or an update of a software conponent.

* uptime-cycle events, e.g. a hard reset or a re-initialization of
an Attester

* authentication-cycle events, e.g. a link-layer interface reset
could result in a new (4)

Mut ual Attestation

In the interaction nodel s descri bed above, each device on either side
of a secure interaction may require renote attestation of its peer
This process is known as nutual -attestation. To support rmutual -
attestation, the interaction nodels |isted above may be run

i ndependently on either side of the connection

4. 4. Transport Protocol Integration

\oi

Ei ther unidirectional attestation or mutual attestation may be
supported within the protocol interactions needed for the

est abli shnent of a single transport session. Wile this docunent
does not nandate specific transport protocols, nessages containing
the Attestation Results and AR Augnented Evi dence can be passed
within an authentication framework such the EAP protocol [RFC5247]
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over TLS [ RFC8446] .
5. Privacy Considerations
Privacy Considerations Text
6. Security Considerations
Security Considerations Text
7. | ANA Consi derations
See Body.
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Appendi x A. I nplenmentation Gui dance
A. 1. Suppl enenting Trustworthiness d ains

What has been encoded into each Trustworthiness aimis the domain
of integer values which is likely to drive a different progranmatic
decision in the Relying Party’s Appraisal Policy for Attestation
Results. This will not be the only thing a Relying Party’s
Qperations team might care to track for nmeasurenment or debuggi ng
pur poses.

There is also the opportunity for the Verifier to include

suppl enentary Evi dence beyond a set of asserted Trustworthiness
Clains. It is recommended that if supplenentary Evidence is provided
by the Verifier within the Attestation Results, that this

suppl enentary Evidence includes a reference to a specific
Trustworthiness Claim This will allow a deeper understandi ng of
sone of the reasoning behind the integer val ue assigned.

Appendi x B. Supportabl e Trustworthi ness C ains

The following is a table which shows what O ains are supportable by
different Attesting Environnent types. Note that clainms MAY BE
inplicit to an Attesting Environment type, and therefore do not have
to be included in the Trustworthiness Vector to be considered as set
by the Relying Party.
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B.1. Supportable Trustworthiness Cains for HSM based CC

Fol l owi ng are Trustworthiness C ains which MAY be set for a HSM based
Confidential Conputing Attester. (Such as a TPM[TPM1D].)
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+::::::::::::::::::: s ::::::::::::::::::::::::::::::::::+

| Trustworthiness Requi red? Appr ai sal Met hod |

| daim |
configuration Opt i onal Verifier evaluation of Attester

I
reveal s no configuration lines |
whi ch expose the Attester to |
known security vulnerabilities. |
This may be done with or without |
the invol vemrent of a TPM PCR |

| Checks the TPM PCRs for the |
| static operating system and for |
| any tracked files subsequently |
| | oaded |

| file-system | No | Can be supported, but TPM |
| | | tracking is unlikely |

| hardware | Yes | I'f TPM PCR check ok from BI OS |
| | | checks, through Master Boot |
| | | Record configuration |

| TPMs are not recomrended to |
| provide a sufficient technology |
| base for this Trustworthiness |
| daim |

| TPMs are not recomrended to |
| provide a sufficient technology |
| base for this Trustworthiness |
| Caim |

| Wth a TPM secure storage space |
| exists and is witeable by |
| external applications. But the |
| space is so linmted that it |
| often is used just be used to |
| store keys. |

Table 2

Setting the Trustworthiness Clainms may follow the follow ng | ogic at
the Verifier Awithin (2) of Figure 5:
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Start: Evidence received starts the generation of a new
Trustwort hi ness Vector. (e.g., TPM Quote Received, |og received,
or appraisal timer expired)

Step 0: set Trustworthiness Vector = Null
Step 1: Is there sufficient fresh signed evidence to appraise?
(yes) - No Action
(no) - GCoto Step 6
Step 2: Appraise Hardware Integrity PCRs
if (hardware NOT "0") - push onto vector
if (hardware NOT affirmng or warning), go to Step 6

Step 3: Appraise Attesting Environment identity
if (instance-identity <> "0") - push onto vector

Step 4: Appraise executable |oaded and filesystemintegrity
if (executables NOT "0") - push onto vector
if (executables NOT affirm ng or warning), go to Step 6

Step 5: Appraise all remaining Trustworthiness Cains
I ndependent|ly and set as appropriate.

Step 6: Assenble Attestation Results, and push to Attester
End
B.2. Supportable Trustworthiness Cains for process-based CC
Foll owi ng are Trustworthiness O ains which MAY be set for a process-

based Confidential Computing based Attester. (Such as a SGX Encl aves
and Trust Zone.)
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| Trustworthiness | Required? | Appraisal Method |
| Aaim | | |
[ s s st ey s s s U
| instance-identity | Optional | Internally available in TEE |
| | | But keys might not be known/ |
| | | exposed to the Relying Party by |
| | | the Attesting Environnent. |
o e e e o R T +
configuration Opt i onal If done, this is at the

I I
| Application Layer. Plus each |
| process needs it own protection

| mechanismas the protection is |
| limted to the process itself. |

| I'nternally available in TEE |
| But keys might not be known/ |
| exposed to the Relying Party by

| the Attesting Environnent. |

| Can be supported by application,

| but process-based CCis not a |
| sufficient technol ogy base for |
| this Trustworthiness Caim |

| hardware | Implicit | At least the TEE is protected

| | in | here. Oher elenents of the

| | signature | system outside of the TEE m ght

| | | need additional protections is

| | | used by the application process.

I IR S IR e e +

| runtime-opaque | Implicit | Fromthe TEE |

| | in | |

| | signature | |

S TRy S e +

| storage-opaque | Implicit | Although the application nust

| | in | assert that this function is |

| | signature | used by the code itself. |

o e e e o R T +

| sourced-data | Optional | WII need to be supported by |

| | | application code |

RIS - T +
Table 3
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Fol l owi ng are Trustworthi ness C ai ns which MAY be set for a VM based

Confi denti al (Such as SEV, TDX, ACCA, SEV-
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Supportabl e Trustworthiness Cains for VM based CC

SNP. )

Voi t,

Claim
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Requi red? | Appraisal Method |
:::::::::::!I-:::::::::::::::::::::::::::::::::::L
Optional | Internally available in TEE |

| But keys might not be known/ |

| exposed to the Relying Party by |

| the Attesting Environnent. |
----------- S
Optional | Requires application |

| integration. Easier than with |

| process-based solution, as the |

| whol e protected nmachi ne can be |

| eval uat ed. |
----------- S
Optional | Internally available in TEE. |

| But keys might not be known/ |

| exposed to the Relying Party by |

| the Attesting Environnent. |
----------- S
Optional | Can be supported by application |
----------- T
Chip | At least the TEE is protected |
dependent | here. Oher elenments of the |
| system outside of the TEE m ght |

| need additional protections is |

| used by the application process. |
----------- T
Implicit | Fromthe TEE |
in I I
signature | |
----------- S
Chi p | Al though the application nust |
dependent | assert that this function is |

| used by the code itself. |
----------- o m e e e e e e e e ieee— oot
Optional | WII need to be supported by |
| application code |
----------- S

Tabl e 4
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Appendi x C. Some issues bei ng worked

It is possible for a cluster/hierarchy of Verifiers to have aggregate
AR whi ch are perhaps signed/endorsed by a | ead Verifier. Wat should
be the Proof-of-Freshness or Verifier associated with any of the
aggregate set of Trustworthiness Cains?

There will need to be a subsequent docunment whi ch documents how t hese
objects which will be translated into a protocol on a wire (e.g. EAP
on TLS). Sonme breakpoint between what is in this draft, and what is
in specific drafts for wire encoding will need to be deternined.
Questions like architecting the cluster/hierarchy of Verifiers fall
into this breakdown.

For some Trustworthiness Clains, there could be value in identifying
a specific Appraisal Policy for Attestation Results applied within
the Attester. One way this could be done would be a URI which
identifies the policy used at Verifier A and this URl woul d
reference a specific Trustworthiness Claim As the URl also could
encode the version of the software, it might also act as a nmechani sm
to signal the Relying Party to refresh/re-evaluate its view of
Verifier A Do we need this type of structure to be included here?
Should it be in subsequent docunents?

Expand the variant of Figure 5 which requires no Relying Party PoF
into its own picture.

In what docurent (if any) do we attenpt nornmalization of the identity
clains between different types of TEE. E.g., does MRSI GNER pl us
extra | oaded software = the sum of TrustZone Signer |IDs for |oaded
conponent s?
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