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Abst r act

Thi s docunment describes extension to the Renmote Authentication Dial-
In User Service (RADIUS) protocol to allow participants in a multi-
hop RADI US proxy fabric to check the status of a renote RADI US
authentication realm gain visibility into the path that a RAD US
request will take across the RADIUS proxy fabric, and mtigate or
prevent RADI US proxy | oops.
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The | atest revision of this draft can be found at
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ietf-radext-status-realmhtm . Status information for this docunent
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Status of This Meno
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1. Introduction

Thi s docunment describes an extension to the Renote Authentication
Dial-In User Service (RADIUS) protocol [RFC2865], to allow
participants in a multi-hop RAD US proxy fabric to check the status
of a rempte RADIUS authentication realm gain visibility into the
path that a RADI US request will take across the RADI US proxy fabric,
and nitigate or prevent RADI US proxy forwarding | oops.
Thi s docunent defines two new RADI US Packet Type Codes
* St atus- Real m Request ( TBD)
* St atus- Real m Response (TBD)
Thi s docunent al so defines the followi ng RADIUS Attributes
* St atus- Real m Response- Code (TBD)
*  Max- Hop- Count ( TBD)
* Server-ldentifier (TBD)

2. Requirements Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Cullen, et al. Expi res 4 Septenber 2025 [ Page 3]



I nternet-Draft RADI US St at us- Real m and Loop Detection March 2025

3.

Ter mi nol ogy

The following terns are used throughout this document. Their
definitions are included here for consistency and clarity.

RADI US Request A RADI US Request is the first nmessage in a RADI US
message exchange. RADIUS request message types include: Access-
Request, Accounting-Request, and Status-Server. This docunent
defines a new RADI US Request nessage type: Status-Real m Request.

RADI US Response A RADI US Response is any RADI US nessage sent in
reply to a RADIUS Request. RADI US reponse nessage types incl ude:
Access- Accept, Access-Chall enge, Access-Reject, Accounting-
Response. This docunment defines a new RADI US Response nessage
type: Status-Real m Response.

RADI US I nstance A single device or software nodul e that inplenents
the RADI US protocol .

RADIUS Client A RADIUS Client is a RADIUS I nstance that sends RAD US
Request nessages and recevi es RADI US Reponse nessages in reply.

RADI US Server A RADIUS Server is a RADIUS |Instance that receives
RADI US Requests and sends RADI US Response nmessages in reply.

Aut henti cati on Request An Authenticati on Request is sent to
authenticate a particular user within a particular realm The
user and realminformation are typically included in a User-Nane
Attribute [ RFC2865] within the Authentication Request.

Aut hentication Server An Authentication Server is a RADIUS Server
that receives Access-Requests for a given RADI US Real m and sends
Access- Access, Access-Chall enge or Access-Reject nmessages in
response. A single Authentication Server nmay serve nore than one
Aut henti cation Real m

Aut hentication Realm An Authentication Real mconsists of a group of
users within a single organization that can be authenticated using
RADI US. A single Authentication Real m MAY be served by nore than
one Aut hentication Server.

Target Real m The Target Real mof a RADI US Request is the RAD US
Real mt oward which the Request is directed. The Target Realmis
typically contained within the "User-Nanme" attribute of a Request.

RADI US Proxy A RADIUS Proxy receives RADIUS Requests and forwards
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then towards the Target Real mincluded in the RAD US Request
message. It also receives the correspondi ng RADI US Respone
message and fowards them back towards the RADIUS Client that
originated the request. 1In this context forwarding a RAD US
Requst consists of generating a new RADI US Request contai ning
informati on fromthe original Request, and sending it to the
configured next-hop RAD US server for the Target Realm

Forwar di ng a RADI US Response consists of sending it to the RADI US
Server from which the correspondi ng Request was received.

RADI US Proxy Fabric A nulti-hop group of inter-connected RAD US
Servers that Proxy requests anong thensel ves towards a set of
Tar get Real ns.

RADI US Proxy Path The RADI US Server Path is a the set of RAD US
Servers that a RADI US Request traverses fromthe first RADI US
Server that is contacted by the RADIUS Client to the final RAD US
Server that responds to the Request.

Proxy Loop A Proxy Loop may occur when two or nore RADI US Proxies
are configured such that a RADI US Request follow a circular path
through the Proxy Fabric, never reaching the Target Realm This
is a pathological and potentially damagi ng m sconfiguration.

First-Hop Server The First-Hop Server is the first RADI US Server
within a Proxy Fabric to recieve a RADIUS Request. In some cases,
the First-Hop RADI US Server may receive the request froma
separate RADIUS Client. 1In other case, the First-Hop RAD US
Server and the RADIUS Cient nmay be running in a single RAD US
I nst ance.

Last-Hop Proxy The Last-Hop Proxy is the last RADI US Proxy to
forward a RADI US Request before it reaches the Authentication
Server. Depending on its configuraiton, the Last-Hop Proxy may or
may not know that is the Last-Hop Proxy for a given RADI US
Request .

Note: It is possible for a single RADIUS Instance to serve in
multiple roles. For exanple, it is comon for a RADIUS Server to act
as an Authentication Server for sonme Realns, while acting as a Proxy
for other Realns. A RADIUS Proxy will, by its nature, act as a

RADI US Server for sonme RADI US nessages while acting as a RADI US
Client for others. The requirenents in this docunent apply to all
RADI US | nst ances whenever they are acting in the role to which the
requi renent applies.
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4.

4.

Overvi ew

Thi s docunent defines two functional extensions to RAD US: Querying
the status of a renpte RADIUS Real m (Status-Realn), and mtigating,
detecting and preventing loops in a RAD US Proxy forwarding | oops
(Proxy Loop Prevention). This section contains a short overvi ew of
each function. Detailed definitions and requirenments are covered in
| ater sections of this docunent.

1. Status-Real m Overview

St at us- Real m Request nessages are sent by RADIUS Clients to to query
the reachability and status of a particular Target Realm |n some
cases, the RADIUS Cient may be able to reach an Authentication
Server for the Target Realmdirectly. 1In other cases, the RAD US
Client will send the initial Status-Real mrequest to a RADI US Proxy,
which will forward the Status-Real mRequest toward the indicated
real m

St at us- Real m Requests may be sent to the RADI US aut hentication port

or the RADI US accounting port of the first-hop RADIUS server. RADIUS
proxi es should forward Status-Real m Requests received on the

aut hentication port to the authentication port of the next-hop RADI US
server. Status-Real m Requests received on the accounting port

should, simlarly, be forwarded to the accounting port of the next-
hop server.

When a St at us- Real m Request packet is received by an RADI US Server
for the Target Realm the RADIUS Server MJST respond with a Status-
Real m Response packet .

If a RADIUS Proxy is unable to forward a Status-Real m Request packet
towards the Target Realm either because it has no information about
how to reach the Target Realm or because there are no reachable
RADI US Servers for the Target Realm the RADIUS Proxy MJUST return a
St at us- Real m Response packet containing a Status-Real m Response- Code
attribute.

St at us- Real m packets all ow the sender to determi ne the reachability
and status of a Realm w thout requiring a direct RADI US connection
to a RADIUS Server for the Target Realm and wi thout requiring
credentials for an authorized user within that Realm This can be
useful for debuggi ng RADI US aut hentication issues, identifying
routing i ssues within a RADIUS proxy fabric, or nonitoring realm
availability.
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4.2. Proxy Chains and Loops

RADI US Proxies are configured to know whi ch next-hop RADI US Server to
use for a given Target Realm There is no dynam c routing protoco

or tree-spanning protocol in use, so Proxy Loops are a comon
occurence due to nmisconfiguration. These |oops can be controlled or
prevented using inplementation-specific or operator-specific

mechani sms, but it would be useful to have well-defined, conmon
mechani sm

The Max- Hop-Count attribute described in this docunent can be used to
mtigate the danage caused by Proxy Loops. The Max- Hop- Count
attribute is set to a small integer by the RADIUS Cient or First-Hop
RADI US Server. The value is decrenented each tinme a RADI US nessage
is proxied. Wen the Mx-Hop-Count reaches zero, the request is

di scarded, ending the | oop

RADIUS Cients can al so use the Mx-Hop-Count attribute to inplenent
"traceroute-like" functionality. By setting the Max-Hop-Count val ue
to a series of increasing values, it is possible to discover the
proxi es which route packets to a target realm As there is no

rel ati onshi p between i ndependent Status-Real m packets, the path (or
partial path) discovered by one Status-Real mpacket is likely to be
differerent fromthe path discovered by a different Sgtatus-Realm
packet .

Thi s docunent al so defines a nore effective nmethod of detecting and
preventing Proxy Forwardi ng Loops: RADI US Loop Prevention. This
docunent defines a RADIUS Server-ldentifier attribute that is used to
uniquely identify a RADIUS Server. Wen a RADIUS Proxy receives a
RADI US Request packet, it checks to see if the Request contains a
Server-ldentifier attribute indicating that it has al ready processed
this packet. |If so, it discards the packet. |If not, it adds its own
Server ldentifier to the packet before forwarding it.

5. Packet Formats
Thi s section describes the RADI US packet formats for Status-Realm
Request and St atus- Real m Response packets. Status-Real m Requests are
sent in the sane format, whether they are sent to the authentication
port or the accounting port.

5.1. Status-Real m Request Packet
St at us- Real m Request packets reuse the RAD US packet format, with the

fields and val ues for those fields as defined in [ RFC2865],
Section 3.
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A St at us- Real m Request packet MJST include a Message- Aut henti cat or

([ RFC2869], section 5.14) as the first attribute in the packet. The
Message- Aut henti cat or provi des per-packet authenticati on and
integrity protection. The Authenticator field of a Status-Realm
Request packet MUST be generated using the same nethod as that used
for the Request Authenticator field of Access-Request packets. As a
result, all of the security issues for Access-Request also apply to
St at us- Real m Request .

A St at us- Real m Request packets MJUST include a User-Name attribute
whi ch the Target Real mfor the Request. The ’'user’ portion of the
User - Name SHOULD be ignored, if present.

A St at us- Real m Request nmessage MJUST al so i ncl ude a Max- Hop- Count
attribute, as defined bel ow

St at us- Real m Requests MAY include NAS-Identifier, and one of (NAS-IP-
Address or NAS-| Pv6- Address). These attributes are not necessary for
the operation of Status-Realm but may be useful information to a
server that receives those packets.

St at us- Real m Request packets MJUST NOT contain authentication
credentials (such as User-Password, CHAP-Password, EAP-Message) or
User or NAS accounting attributes (such as Acct-Session-ld, Acct-
St at us- Type, Acct-lnput-Cctets). Wen a RAD US Server receives a

St at us- Real m Request with authentication credentials, it MJST respond
with a Status-Real m Response, and that Status-Real mResponse MJST
contain a Status-Real m Response-Code Attribute with Response- Code
503, Invalid Contents, user credential included.

5.2. Status-Real m Response Packet

St at us- Real m Response packets reuse the RADI US packet format, with
the fields and values for those fields as defined in [ RFC2865],
Section 3.

The Response Authenticator field of a Status-Real m Response packet
MJST be generated using the sanme method used for calculating the
Response Authenticator of an Access-Accept sent in response to an
Access- Request, with the Status-Real m Request Request Authenti cator
taking the place of the Access-Request Request Authenticator.

The St at us- Real m Response packet MJST contain a Status-Real m
Response- Code attribute, as defined below, indicating the results of
the Status-Real mrequest.

The St at us- Real m Response packet MAY contain the foll ow ng
attributes: Reply-Mssage, Message-Authenticator, Server-Information.
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When a server responds to a Status-Real m Request packet, it MJST NOT
send nore than one Status-Real m Response packet.

6. Max-Hop-Count Attribute

This section defines a new RADI US attribute, Mx-Hop-Count (TBD).

The val ue of the Max-Hop-Count attribute is an integer, as defined in
[ RFC8044], Section 3.1. Valid values are small positive integers, O
to 255.

This attribute is used to limt the nunber of RADH US Proxy hops that
a packet will pass through before either it times out, or it reaches
its final destination. Before a RADI US Proxy forwards a Status-
Real m Request packet, it MJST check the Max-Hop-Count attribute. |If
the Max- Hop-Count attribute is present and the value is zero, the
Request MJST NOT be forwarded and an error response SHOULD be
returned, as appropriate to the request type. |f the Max-Hop- Count
is greater than zero, the proxy server MJST decrenent the hop count
by 1 before forwarding the request.

A RADI US server which will not proxy the Status-Real m Request packet
MUST i gnore the value of the Max-Hop-Count attribute.

In the context of Status-Real mRequests, this attribute can be used
to inplement "traceroute-like" functionality. By sending a series of
St at us- Real m Requests with incremented val ues of Max- Hop- Count,
starting with a Max- Hop- Count value of 0, the RADIUS Cient wll
receive a series of Status-Real m Responses fromthe RAD US Proxies on
the Proxy Path to a given Target Realm

The Max- Hop-Count attribute can used with other types of RADI US
Request nessages, in order to mitigate the damage caused by RADI US
proxy loops. It is therefore possible that a RADIUS Cient or a
RADI US Proxy will support the Max-Hop-Count attribute, even if they
do not support Status-Realm \Wen used to |imt RAD US Proxy | oops,
it is RECOWENDED that the value of the Max-Hop-Count attribute be
set to 32, by default.

For any type of RADI US request nessage, setting the Max-Hop- Count
attribute to 0 effectively requests that the request nessage not be
proxied. Setting the attribute to a value greater than 0 requests
that the request nmessage be proxied across at npbst that nmany

i nternmedi ate proxi es between the visited and hone server.

If this attribute is not present on a RADIUS Request received froma
RADIUS Cient, the First-Hop RAD US Server MAY add this option,
setting it to the default value of 32, or to any valid, configured
val ue.
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7.

St at us- Real m Response- Code Attribute

This section defines a new RADIUS attribute, Status-Real mResponse-
Code (TBD). This has data type tlv, as defined in [ RFC8044], section
3.13. It contains 3 sub-attributes:

* Response-Code (Type = 1)

*  Hop- Count (Type = 2)

* Respondi ng- Server (Type = 3)

Response- Code has data type 'integer’, as defined in [ RFC8044],
Section 3.1. Exactly one Response-Code sub-attribute MJIST be

included in in every Status-Real m Response-Code attribute. Response-
Code val ues are grouped into one of several ranges:

B s b e s
| Range | Meaning |
[ ool oo °)
| 200-299 | Successful response |
S e +
| 300-399 | Status unknown |
Fom e L R PP +
| 400-499 | Real m unreachabl e |
S e +
| 500-599 | Server error |
S e +

Table 1

The Response-Code value will be one of:
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| Code | Meaning |
[ oo fomel oo s oo s oo o sosespsesespsasespses eeses esesesesesespssespsfespesfespeesfespeefspep
| 200 | The target realmis avail able |
Foommo- e +
| 300 | Administratively prohibited, target real mstatus unknown |
ommmo - o +
| 400 | No proxy route to the target realm |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ma oo +
| 401 | No available servers for the target realm |
Foommo- e +
| 402 | The target realmis missing or invalid |
ommmo - o m o o e e ee e +
| 403 | Max-Hop- Count exceeded |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ma oo +
| 500 | Internal error, target real mstatus unknown |
Foommo- e +
| 501 | Bad Status-Real m Request, missing or invalid Target Realm |
| | in the request nmessage, target real mstatus unknown |
Fom e e - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmememao - +

| 502 | Bad Status-Real m Request, missing or invalid Max- Hop- |
| | Count, target real mstatus unknown |

| 503 | Invalid Contents, user credential included |

Table 2

Code 200 MUST be returned when the target of the Status-Real m Request
is avail abl e.

Code 300 SHOULD be returned when the RADIUS Proxy is configured not
to forward a Status-Real m Request packet to the Target Real m and the
RADI US Proxy does not have other nethods to detect the status of the
Target Realm

Code 400 MUST be returned when the RADI US Proxy server does not have
a route to the Target Realm

Code 401 SHOULD be returned when the RADI SU Server has a direct
connection to the Target Real m RADIUS Server, is configured not to
forward Status-Real m Request packets to the Target Real m RADI US
Server, and the RADI US Server believes that the Target Real m RAD US
Server is currently unreachable. An exanple of a reason to believe
that the Target Real m RADIUS Server is unreachable is that the Target
Real m RADI US Server has not responded to recent valid RAD US
requests.
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Code 402 MUST be returned when a Status-Real m Request specifies a
realmwith a valid format and the RAD US Server knows that real m does
not exist. For exanple, consider a RAD US server is configured to be
authoritative for all realnms ending in ".invalid" that receives a
request for "exanple.invalid" but does not have an entry for
"exanple.invalid." This server MJST return code 402.

Code 403 MUST be returned if the Max-Hop-Count is equal to zero (0).

Code 500 SHOULD be returned if the RADI US Server encounters an error
not detailed in this docunent.

Code 501 SHOULD be returned if the Status-Real m Request contains a

Target Realmthat is invalid. An exanple of an invalid Target Realm
woul d be "
host nanes.

_invalid_ ", which does not follow the rules for DNS

Code 502 SHOULD be returned when the Status-Real m Request does not
contain the Max-Hop-Count attribute.

Code 503 MAY be returned when the Status-Real m Request contains a
User-Nanme attribute that includes a usernane. |f the RADI US Server
instead forwards the Status-Real m Request to anot her RADI US Server,
then it MJUST strip the usernane part of the credential fromthe User-
Name attribute, |eaving the Target Realm

Hop- Count has data type 'integer’. Valid values are 0-255. The

val ue of this sub-attribute MJST be set to the value of the Max-Hop-
Count attribute in the received Status-Real m Request. |f no Max- Hop-
Count is included in the Status-Real m Request nessage, this sub-
attribute MUST be onitted.

Respondi ng- Server has data type 'tlv’, as defined in [RFC8044],
Section 3.13. This sub-attribute MJST be returned in every Status-
Real m Response attribute. The value field of this sub-attribute
contains a Server-Information Attribute for the respondi ng server, as
descri bed bel ow.

8. Server-Information Attribute

The Server-Information attribute is used to identify a specific

RADI US Server. A RADIUS Proxy MAY append its own Server-Informatin
to any RADI US Request nessage it proxies, to indicate that it has
processed the Request. A RADI US Server MAY include its own Server-
Information in any RADI US Response nessage that it sends, to indicate
that it has processed the requyest. A RADIUS Proxy which receives a
RADI US Response nessage SHOULD include its own Server-Information in
any RADI US Response nessage that it sends. A RADI US Proxy which
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recei ves a Response nessage containing Server-Information attributes
SHOULD t hen append those to any Response nessage that it sends (i.e.
after its own Server-Information). A RADUS Proxiy MJST NOT nodify
any existing Server-Information attributes in Response nessages which
they receive.

This attribute has data type "tlv’', as defined in [ RFC8044],
Section 3.13. The value of this attribute consists of a set of sub-

attributes, all of type "tlv’'. Each sub-attribute contains an
identifier for a RADIUS proxy. The Server-ldentifier MJST have at
| east one sub-attribute and MAY have nore than one sub-attribute. |If

mul tiple sub-attributes are present, a RADI US proxy MJST nmatch all of
the sub-attributes in order to match the identifier

The foll owing sub-attributes are defined for the Server-Information

attribute.
[ oo e e
| Name | Type |
[ sl e el ]
| Server-Qperator | 1 |
I I I +------ +
| Server-ldentifier | 2 |
I I I +------ +
| Hop- Count | 3 |
I I R R +------ +
| Time-Delta | 4 |
I I I +------ +
| Server-1P-Address | 5 |
I I I +------ +
| Server-1Pv6-Address | 6 |
I I R R +------ +
Table 3

The Server-Information attribute may include any of Server-Qperator,
Hop- Count, and Tinme-Delta. The Server-Information attribute may al so
i nclude any one of Server-ldentifier OR Server-|P-Address OR Server-

| Pv6- Address. The attribute SHOULD NOT include nore than one of
Server-ldentifier, Server-I|P-Address, and Server-| Pv6- Address.

The Server-Qperator has data type 'string’. It is the anal ogue of
the Operator-Nane, as defined in [ RFC5580].
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The Server-ldentifier in an anal ogue of the NAS-Identifier defined in
[ RFC2865]. It indicates the nane of this particular proxy server.
This field is used to identify which server processed the Request,
anong those operated by the organi zation indicated in the Server-
Qperator sub-attribute.

The Tine-Delta attribute has data type "integer’. It represents the
nunber of milliseconds the request took to return through this proxy
server. For the target server, this value SHOULD be O.

The Server-|P-Address has data type 'ipvdaddr’ and represents the

| Pv4 address of this particular proxy server. Simlarly, the Server-
| Pv6- Address has data type 'ipv6addr’ and represents the | Pv6 address
of this particular proxy server. Gven the preval ance of network
translation, it will be common for a server to be unaware of its
commonl y used address; therefore, a RADIUS Server SHOULD allow its
adm nistrator to configure the values used for these attributes.

8.1. Status-Real m Respondi ng- Server

This attribute is also included as the sub-attribute Respondi ng-
Server within the Status-Real m Response-Code attribute, defined
above, to indicate which RADIUS Server has sent the Status-Real m
Response nessage. Thus, a Status-Real mresponse may contain many
Server-Information attributes, as well as a Status-Real m Response-
Code attribute with the Respondi ng-Server sub-attribute, which has
the sanme structure.
If a Status-Real mrequest targeting "target-realn is routed over
proxy servers Pl and P2 before reaching the "target-realni hone
server, then the response nessage will contain these attributes:
* Server-Information:

- Server-Qperator: P1

- Server-ldentifier: P1

- Hop-Count: 32

- Time-Delta: 90
* Server-Information:

- Server-Qperator: P2

- Server-ldentifier: P2-Al pha
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- Hop-Count: 31
- Time-Delta: 60
* St at us- Real m Response- Code:

- Response- Code: 200 (Avail abl e)

- Hop-Count: 30

- Respondi ng- Ser ver:
0 Server-Qperator: target-realm
0 Server-ldentifier: radiusl.target-realm
0 Hop-Count: 30
o Time-Delta: O

9. Status-Real mInplenentation Requiremnments

This section describes inplenmentation details and requirenents for
RADIUS Cients and Servers that support Status-Realm

9.1. RADIUS dient Requirenments

When St at us- Real m Request packets are sent froma RADIUS dient, they
MUST NOT be retransmitted. Instead, the lIdentifier field MJUST be
changed every tinme a packet is transnitted. The old packet should be
di scarded, and a new St at us- Real m Request packet shoul d be generated
and sent, with new ldentifier and Authenticator fields.

RADI US Cients MJST include the Message-Aut henticator attribute in
al | Status-Real m Request packets. Failure to do so would nean that
the packets could be trivially spoofed, |eading to potential denial-
of -service (DoS) attacks.

The RADIUS dient MJST include a User-Nane attribute in the request.
The User-Nane attribute MIUST be fornmatted as a Network Access
Identifier (NAlI), as described in RFC 7542. The NAI SHOULD fol | ow
the second alternative form '"@ utf8-realnmi. The "utf8-realnt
portion of the NAl is the target real mfor the Status-Real mrequest,
and MJUST follow the rules for NAl realns set out in section 2.

RADI US Cients that support Status-Real mRequests SHOULD al |l ow a user

or administrator to set or configure the Count val ue of the Max-Hop-
Count Attribute described above. |If a different value is not
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i ndi cated, the RADIUS dient SHOULD include a Max-Hop-Count attribute
with a Count value of 32 in the Status-Real m Request packet to
prevent the possibility that Status-Real m Requests will |oop
indefinitely.

The RADIUS dient MAY increnent packet counters as a result of

sendi ng a Status-Real m Resquest or receiving a Status-Real m Response.
The RADIUS dient MJUST NOT perform any other action that is normally
performed when it receives a Response packet, such as pernmtting a
user to have login access to a port.

RADI US Cients MAY send Status-Real m Request packets to the RADI US
destination ports fromthe same source port(s) used to send other
Request packets. RADIUS dients MAY choose to send Status-Real m
Request packets from a uni que source port that is not used to send
ot her Request packets.

In the case where a RADIUS Client sends a Status-Real m Request
packets froma source port also used to send ot her Request packets,
the ldentifier field MIUST be uni que across all outstandi ng Request
packets for that source port, independent of the value of the RAD US
Code field for those outstanding requests. Once the RADIUS i ent
has either received a correspondi ng Status-Real m Response packet or
determined that the Status-Real mRequest has tinmed out, it nay reuse
the lIdentifier in another Request packet.

The RADIUS dient MJIST validate the Response Authenticator in the

St at us- Real m Response. |If the Response Authenticator is not valid,
the packet MUST be silently discarded. If the Response Authenticator
is valid, then the packet MJST be deened to be a valid response.

9.2. Server Requirenents

Servers SHOULD permit administrators to globally enable or disable
the acceptance of Status-Real m Request packets. The default SHOULD
be that acceptance is enabled. Servers SHOULD al so permit

adm nistrators to enabl e or disable acceptance of Status-Realm
Request packets on a per-RADIUS Client basis. The default SHOULD be
that acceptance is enabl ed.

If a server does not support Status-Realm or if it is configured not
to respond to Status-Real mRequests, then it MJST silently discard
any Status-Real m Requests nessages that it receives. |If a server
receives a Status-Real m Request packet froma RADIUS Cient from
which it is configured not to accept Status-Real mRequests, then it
MUST silently discard the nessage.
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If a server supports Status-Realm is configured to respond to

St at us- Real m Requet s, and receives a Status-Real m Request packet from
a permtted RADIUS Cient, it MIST first validate the Message-

Aut henticator attribute as defined in [RFC3579], Section 3.2.

Packets failing this validation MJST be silently discarded.

If the Status-Real m Request passes Message- Aut henticator validation,
then the server should check if the Target Real m matches a | ocal

real mserved by this Server. |If it does match, the server should
send a Status-Real m Response packet indicating that status of the
Target Real m reachabl e or unreachabl e (Status-Server-Response-Code =
0 or 2).

If the Target Real m does not match a local realm then the server
shoul d determ ne whether it is configured to proxy packets towards
the Target Realm If so, the server should inplenment the Proxy
Server Requirenents, below Servers SHOULD i gnore the value of the
"user" portion of the User-Nanme attribute, if any.

Servers SHOULD NOT di scard Status-Real m packets nerely because they
have recently sent the RADIUS Client a response packet. The query
may have originated froman adm nistrator who does not have access to
the response packet streamor one who is interested in obtaining
addi tional information about the server.

The server MAY decide to send an error response to a Status-Real m
Request packet based on local-site policy. For exanple, a server
that is running but is unable to performits normal duties SHOULD
send a Status-Real m Response packet indicating an internal error

(St at us- Server - Response- Code = 500). This situation can happen, for
exanpl e, when a server requires access to a database for nornal
operation, but the connection to that database is down. O, it may
happen when the accepted |oad on the server is |ower than the current
| oad.

The server MAY increment packet counters or create log entries as a
result of receiving a Status-Real m Request packet or sending a

St at us- Real m Response packet. The server SHOULD NOT perform any
other action that is normally performed when it receives a Request
packet, other than sending a Response packet.

If the Status-Real mRequest packet includes a Max- Hop- Count
attribute, that attribute (with its current value) MJST be returned
in any correspondi ng Status-Real m Response packet .

Not e that [ RFC2865], Section 3, defines a nunber of RADI US Codes, but

does not nake statenents about which Codes are valid for port 1812.
In contrast, [RFC2866], Section 3, specifies that only RAD US
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Accounting packets are to be sent to port 1813. This specification
is compatible with the standards-track specification [ RFC2865], as it
defines a new Message Type Code for packets to port 1812. This
specification is not conpatible with the informational docunent

[ RFC2866], as it adds a new Code (Status-Real mRequest) that is valid
for port 1813.

9.3. Proxy Server Requirements

Many RADI US servers act as RADI US proxies, forwarding requests to
other RADI US servers. Such servers SHOULD proxy Status-Real m Request
packets to enable RADIUS Clients to deternine the status of

Aut hentication Realns that are not directly connected to the RAD US
Cient.

RADI US proxi es that support Status-Real m Requests MJST support the
Max- Hop- Count attribute defi ned above. Before forwarding a Status-
Real m Request packet, a proxy MJST check the Max-Hop-Count Attribute.
If the Max-Hop-Count attribute is present and the Count is zero (0),
the proxy MJST send a Status-Real m Response indicating that the hop
count has been exceeded (Status-Server-Response-Code = 403), and MJST
NOT forward the packet. [|f the Max-Hop-Count attribute is present,
and the Count value is not zero, the proxy MJST decrenent the Max-
Hop- Count val ue before forwardi ng the packet.

The RADI US proxy MJST check the "realm portion of the User-Name
attribute in the Status-Real mRequest to determ ne the Target Realm
for the request. |If the target realmis mssing or nal forned, the
RADI US proxy MUST send a Status-Real m Response indicating an invalid
real m ( St at us- Server - Response- Code = 402). |If the realmis properly
fornmed, the Status-Real m Request packet should be proxied toward the
Target Real m using the same next-hop RADI US server that the proxy
server would use for other request packets received on the sane port.

In sone cases, a RADIUS proxy may not have an avail abl e next-hop

RADI US server for the Target Realm In that case, the RAD US proxy
server MJST send a Status-Real m Response packet indicating that there
is no proxy route to the Target Real m (Status- Server-Response- Code =
400) .

In cases where a RADIUS proxy is configured to have a direct
connection to the RADIUS server(s) of the Target Realm but is
configured not to forward Status-Real m Request packets to the target
server(s), the proxy MAY use other nethods to deternine the status of
the Target Real m (such as Status-Server packets or recent Access-
Request state information), and send a Status-Real m Response

i ndicating the determ ned state of the Target Real m (Status-Server-
Response- Code = 200 or 401). |If the proxy is configured not to
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10.

10.

11.

11.

11.

forward Status-Real m Request packet to the Target Real m and does not
have other methods to detect the status of the Target Realm it
SHOULD return a Status-Real m Response packet indicating that the
request is admnistratively prohibited (Status-Server-Response-Code =
300).

If the Status-Real m Request packet includes a Max- Hop- Count
attribute, that attribute (with its current value) MJST be returned
in any correspondi ng Status-Real m Response packet .

St at us- Real m | npl enent ati on St at us
There is an initial inplenmentation of Status-Realmavail able here:
https://github. com al andekok/ freer adi us-server/tree/ St at us- Real m
1. Status-Real m Message Exchange Exanpl es
Message exchange exanpl es are TBD.

Proxy Loop Detection |Inplenentati on Requirements
This section describes inplenmentation details and requirenents for
RADIUS Cients, Servers and Proxies that support Proxy Loop
Det ecti on.
1. Server Requirenents
A RADI US Server that inplenents Proxy Loop Prevention add its own
Server-Information Attribute to any RADI US nessage that it generates,
i ncl udi ng RADI US Response nessages. |t MJST al so copy all Server-
Information atributes froma recei ved RADI US Request into any RADI US
Response that it generates in reply to that Request.
2. Proxy Requirenents
A RADI US Proxy that inplenents the Loop Prevention nmechani sm defi ned
in this docunent MUST be configured with information to popul ate a
Server-Information attribute, and matching criteria to determne if a

Server-Information attribute in an incom ng request indicates the
exi stence of a Proxy Loop.
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Bef ore forwardi ng a RADI US Request towards the Target Realm a RAD US
Proxy that inplenments Proxy Loop Preventi on MJUST exam ne each of the
Server-Information attributes included in the Request nessage to
determ ne whether the nessage is caught in a Proxy Loop. |If so, the
Proxy shoul d discard the nmessage. |If a Proxy Loop is not detected,
the RADI US Proxy MUST add its own Server-Information attribute to any
RADI US Request that they forward toward the Target Realm

12. Proxy Loop Detection |Inplenentation Status

The Proxy Loop Detection nmechanismis simlar to RADI US Vendor -
Specific attribute used today to detect RADI US Proxy Loops. Unlike
the Vendor-Specific attributes in use today, this mechani smincl udes
server information within a single, globally-defrined attribute,
rather than requiring that a uni que vendor identifiers be allocated
for each RADI US Server operator.

12.1. Loop Detection Message Exchange Exanpl es
Message exchange exanpl es are TBD.
13. Managenent Infornmation Base (M B) Considerations

St at us- Real m Request packets are sent to the defined RADIUS ports, so
they can affect the [RFC4669] and [ RFC4671] RADIUS server M B

modul es. [ RFC4669] defines a counter named

radi usAut hSer vTot al UnknownTypes that counts the nunber of RADIUS
packets of unknown type that were received. [RFC4671] defines a

sim lar counter naned radi usAccServTot al UnknownTypes.

| mpl enent ati ons not supporting Status-Real m Requests or

i npl ementations that are configured not to respond to Status-Realm
Request packets MJST use these counters to track received Status-
Real m packets.

I f, however, Status-Real mRequests are supported and the server is
configured to respond as described above, then the counters defined
in [ RFC4669] and [ RFC4671] MUST NOT be used to track Status-Real m
Request or Status-Real m Response packets. That is, when a server
fully inplenents Status-Realm the counters defined in [ RFC4669] and
[ RFC4671] MUST be unaffected by the transm ssion or reception of
packets relating to Status-Real m Requests.

If a server supports Status-Real mRequest and the [ RFC4669] or

[ RFC4671] M B nodul es, then it SHOULD al so support vendor-specific
M B ext ensi ons dedi cated solely to tracking Status-Real mRequest and
St at us- Real m Response packets. Any definition of the server MB
nmodul es for Status-Real mRequests is outside of the scope of this
docunent .
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14.

15.

Interaction with RADIUS Client M B Mdul es

RADI US dients inplenmenting Status-Real m Request MJST NOT i ncrenent

[ RFC4668] or [ RFC4670] counters upon reception of Status-Realm
Response packets. That is, when a RADIUS Client fully inplenents

St at us- Real m Request, the counters defined in [ RFC4668] and [ RFC4670]
MJUST be unaffected by the transm ssion or reception of packets
relating to Status-Realm

If an inplenmentation supports Status-Real mRequest and t he [ RFC4668]
or [RFC4670] M B nodul es, then it SHOULD al so support vendor-specific
M B ext ensi ons dedicated solely to tracking Status-Real mrequests and
responses. Any definition of the RADIUS Client MB nodul es for

St at us- Real m Requests is outside of the scope of this docunent.

St atus- Real m Attri butes

The following table provides a guide to which attributes may be found
in Status-Real m Request and St at us- Real m Response packets, and in
what quantity. Attributes other than the ones |isted bel ow SHOULD
NOT be found in a Status-Real m Request packet.

St at us- St at us-

Real m Real m

Request Response

1 1 1 User - Nanme

0 0 2 User - Passwor d

0 0 3 CHAP- Passwor d

0-1 0 4 NAS- | P- Address (Note 1)

0 0+ 18 Repl y- Message

0+ 0+ 26 Vendor - Speci fic

0-1 0 32 NAS- I dentifier (Note 1)
0 0 79 EAP- Message

1 0-1 80 Message- Aut hent i cat or

0-1 0 95 NAS- | Pv6- Address (Note 1)
0 1 (TBD) St at us- Real m Response- Code
1 0 (TBD) Max- Hop- Count

0+ 0+ (TBD) Server- I nformtion

0 0 103- 121 Digest-*

Note 1: Status-Real m Request packet SHOULD contain one of (NAS-IP-
Address or NAS-| Pv6- Address), or NAS-Identifier, or both NAS
Identifier and one of (NAS-1P-Address or NAS-1Pv6- Address).

The foll owi ng table defines the neaning of the table entries included
above:
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16.

17.

0 This attribute MJUST NOT be present in packet.

0+ Zero or nore instances of this attribute MAY be present in
t he packet.

0-1 Zero or one instance of this attribute MAY be present in
t he packet.

1 Exactly one instance of this attribute MIJST be present in
t he packet.

| ANA Consi der ations

Thi s docunent defines the Status-Real mRequest (TBD) and the Status-
Real m Response (TBD) RADI US Packet Type Codes, both of which should
be assigned by I ANA fromthe Unassigned bl ock of RAD US Packet Type
Codes.

Thi s docunent defines three new RADI US attributes, Max-Hop- Count
(TBD) and St atus- Real m Response-Code (TBD) and Server-ldentifier
(TBD), which should be assigned by | ANA from an Unassi gned bl ock of
RADI US Attribute Types, such as the Unassigned bl ock for Extended-
Attribute-1.

Thi s docunent al so defines two new Protocol Registries that need to
be created: "Values for RADIUS Attribute (TBD), Status-Realm
Response- Code" and "Valies for RADIUS Attribute (TBD), Server-
Identifier". Initial values for these registries are defined above.

Security Considerations

St at us- Real m Request packets are simlar to Access- Request packets,
and are therefore subject to the sane security considerations as
described in [ RFC2865], Section 8. Status-Real mpackets al so use the
Message- Aut henticator attribute, and are therefore subject to the
same security considerations as [ RFC3579], Section 4.

We reiterate that all Status-Real m Request packets MJST contain a
Message- Aut henticator. Servers not checking the Message-

Aut henticator attribute could respond to Status-Real mpackets from an
attacker, potentially enabling a reflected DoS attack onto a real

RADI US dient.

Where this docunent differs from[RFC2865] is that it defines a new
request/response nethod in RADIUS: the Status-Real m Request and
St at us- Real m Response. The Status-Real m Request is simlar to the
previously described and wi dely inplenmented Status-Server nessage

[ RFC5997], and no additional security considerations are known to
relate to the inplenmentation or use of Status-Server. This option
differs from Status-Server because it is forwarded through proxies,
so it can be sent to a RADI US Server that does not have a direct
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18.

18.

18.

connection to the Status-Real m RADIUS Client. However, Access-
Request packets are also forwarded, and there shoul d be no additional
attacks other than those incurred by forwardi ng Status-Real m Request
packets.

Attacks on cryptographi c hashes are well known [RFC4270] and getting
better with time. RADIUS uses the MD5 hash [ RFC1321] for packet

aut hentication and attribute obfuscation. There are ongoing efforts
in the | ETF to anal yze and address these issues for the RAD US

pr ot ocol .

The Server-Information Attribute section describes a pair of sub-
attributes to represent the IPv4 and | Pv6 addresses of a particul ar
RADI US server. Vendors and operators should be aware that including
this sub-attribute has the potential to divulge informtion about
private networks, if the RADI US server is accessible fromoutside the
private network. |In the case where a RADI US server |lies behind a
network translation and the operator desires to include the server-

| P- Address or Server-1Pv6- Address sub-attribute, the operator SHOULD
configure the RADI US Server to use the publicly routed | P address of
the transl ation as the value of the sub-attribute.

Security Considerations for Loop Prevention are TBD.
Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC2865] Rigney, C., Wllens, S., Rubens, A, and W Sinpson,
"Renpte Authentication Dial In User Service (RADI US)",
RFC 2865, DO 10. 17487/ RFC2865, June 2000,
<https://www. rfc-editor.org/rfc/rfc2865>.

[ RFC8044] DeKok, A., "Data Types in RADI US', RFC 8044,
DO 10. 17487/ RFC8044, January 2017,
<https://www. rfc-editor.org/rfc/rfc8044>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

2. Informative References

Cullen, et al. Expi res 4 Septenber 2025 [ Page 23]



I nternet-Draft RADI US St at us- Real m and Loop Detection March 2025

[ RFC1321] Rivest, R, "The MD5 Message-Digest Algorithni, RFC 1321,
DA 10.17487/ RFC1321, April 1992,
<https://www. rfc-editor.org/rfc/rfcl321>.

[ RFC2866] Rigney, C., "RAD US Accounting", RFC 2866,
DO 10. 17487/ RFC2866, June 2000,
<https://www. rfc-editor.org/rfc/rfc2866>.

[ RFC2869] Rigney, C., Wllats, W, and P. Cal houn, "RAD US
Ext ensi ons", RFC 2869, DO 10.17487/ RFC2869, June 2000,
<https://www. rfc-editor.org/rfc/rfc2869>.

[ RFC3579] Aboba, B. and P. Cal houn, "RADI US (Renote Authentication
Dial In User Service) Support For Extensible
Aut henti cation Protocol (EAP)", RFC 3579,
DO 10. 17487/ RFC3579, Septenber 2003,
<https://www. rfc-editor.org/rfc/rfc3579>.

[ RFC3671] Zeilenga, K, "Collective Attributes in the Lightweight
Directory Access Protocol (LDAP)", RFC 3671,
DO 10.17487/ RFC3671, Decenber 2003,
<https://www. rfc-editor.org/rfc/rfc3671>.

[ RFC4270] Hoffrman, P. and B. Schneier, "Attacks on Cryptographic
Hashes in Internet Protocols", RFC 4270,
DO 10.17487/ RFCA270, Novenber 2005,
<https://www. rfc-editor.org/rfc/rfcd4270>.

[ RFC4668] Nelson, D., "RADI US Authentication Client MB for |Pve",
RFC 4668, DO 10. 17487/ RFC4668, August 2006,
<https://www. rfc-editor.org/rfc/rfcd668>.

[ RFC4669] Nelson, D., "RAD US Aut hentication Server MB for |Pv6",
RFC 4669, DO 10. 17487/ RFC4669, August 2006,
<https://www. rfc-editor.org/rfc/rfcd669>.

[ RFC4670] Nelson, D., "RADI US Accounting Client MB for |Pv6",
RFC 4670, DO 10.17487/ RFC4670, August 2006,
<https://www. rfc-editor.org/rfc/rfc4670>.

[ RFC5580] Tschofenig, H, Ed., Adrangi, F., Jones, M, Lior, A, and
B. Aboba, "Carrying Location Objects in RAD US and
D ameter"”, RFC 5580, DO 10.17487/RFC5580, August 2009,
<https://www. rfc-editor.org/rfc/rfc5580>.

Cullen, et al. Expi res 4 Septenber 2025 [ Page 24]



I nternet-Draft RADI US St at us- Real m and Loop Detection

March 2025

[ RFC5997] DeKok, A., "Use of Status-Server Packets in the Renpte
Aut hentication Dial In User Service (RAD US) Protocol",

RFC 5997, DO 10. 17487/ RFC5997, August 2010,

<https://www. rfc-editor.org/rfc/rfc5997>.

[ RFC7991] Hoffman, P., "The "xm 2rfc" Version 3 Vocabul ary",

RFC 7991, DO 10. 17487/ RFC7991, Decenber
<https://www. rfc-editor.org/rfc/rfc7991>.

Acknowl edgnent s

Some of the sections in this docunent were adapted fromthe
description of the Status-Server RADI US Packet Type Code in

[ RFC5997] .
Aut hors’ Addr esses

Margaret Cul |l en

Pai nl ess Security

Phone: +1 (781)405-7464

Emai | : mar gar et @ai nl ess-security.com

Al an DeKok
I nkBri dge Networ ks
Emai | : al an. dekok@ nkbri dge.io

Mar k Donnel |'y

Pai nl ess Security

Phone: +1 (857)928-5967

Emai | : mark@ai nl ess-security.com

Josh Howl ett

Feder at ed Sol uti ons

Phone: +44 (0)7510 666 950

Emai | : j osh@ eder at ed-sol uti ons. com

Cullen, et al. Expi res 4 Septenber 2025

[ Page 25]



