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Abstract

Thi s docunent defines transport profiles for running RADI US over
Transport Layer Security (TLS) and Datagram Transport Layer Security
(DTLS), allowing the secure and reliable transport of RAD US
messages. RADIUS/ TLS and RADI US/ DTLS are collectively referred to as
RadSec.
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experinental versions of RADI US over TLS and DTLS.
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1. Introduction

Thi s docunent defines transport profiles for running RADI US over
Transport Layer Security (TLS) [RFC8446] [RFC5246] over TCP, and
Dat agram Transport Layer Security (DTLS) [RFC9147] [ RFC6347] over
UDP, allow ng secure and reliable transport of RADI US nessages.
RADI US/ TLS and RADI US/ DTLS are collectively referred to as RadSec.
Thi s docunent obsol etes [ RFC6614] and [ RFC7360], which specified
experinental versions of RAD US over TLS and DTLS.

RADIUS is a widely deployed Authentication, Authorization and
Accounting (AAA) protocol defined in [ RFC2865], [RFC2866], and

[ RFC5176], anong others. Depl oynent experience has shown several
short com ngs, such as dependency on the unreliable transport
protocol, UDP, and a |l ack of confidentiality for |arge parts of
RADI US nessages. Additionally, the confidentiality and integrity
mechani snms in RADIUS rely on the MD5 al gorithm [RFC1321], which does
not neet nodern security expectations. Al though RadSec does not
remove the MD5-based nechanisns, it adds confidentiality and
integrity protection through the TLS |layer. For an experimental
versi on of RadSec without the need for MD5 see [ RFCI9765].

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.
The following ternminology is used in this docunent:
RadSec: A collective termfor RAD US/ TLS and RADI US/ DTLS.
RADI US/ TLS: A RADI US exchange transmtted using TLS over TCP.
RADI US/ DTLS: A RADI US exchange transmitted using DTLS over UDP.
RADI US/ UDP: RADI US transported over UDP as defined in [ RFC2865].
RADI US packet: As defined in [ RFC2865], Section 3.
RADI US packet type: As defined in [RFC2865], Section 4.

(D) TLS handshake nessage: As defined in TLS [ RFC8446] and DTLS
[ RFC9147] .

TLS record: As defined in TLS [ RFC8446].
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DTLS record: As defined in DILS [RFC9147]. A DILS record is al ways
contained in one UDP dat agram

(D) TLS connection: A single (D) TLS comuni cation channel (with DILS
this is a synonymfor association).

UDP datagram A UDP packet, including the header and data.
UDP (datagram data: The data payl oad of a UDP dat agram
RadSec client: A RadSec instance that initiates a new connection.

RadSec server: A RadSec instance that |istens on a RADI US-
over- (D) TLS port and accepts new connecti ons.

RadSec endpoint: A RadSec client or server

RadSec peer: A RadSec endpoint connected to the RadSec endpoi nt that
is the primary subject of discussion.

VWhenever " (D) TLS', "RADIUS/ (D) TLS' or "RadSec" is nentioned, the
specification applies for both RADIUS/ TLS and RADI US/ DTLS. Where
"TLS" or "RADI US/ TLS" is nentioned, the specification applies only
for RADI US/ TLS. Were "DTLS" or "RADI US/DTLS" is nentioned, it only
appl i es to RADI US/ DTLS.

3. RadSec Packet and Connection Handl i ng

Thi s section defines the behavior of RadSec endpoints for the
handl i ng of establishnment of a (D) TLS connection and sendi ng and
recei ving RADI US packets.

Server inplenentati ons MJUST support both RADI US/ TLS and RADI US/ DTLS.
Client inplenentations SHOULD i npl enent both, but MJST inplenent at
| east one of RADI US/ TLS or RADI US/ DTLS.

3.1. RadSec Packet Format, Default ports and shared secrets

The format of RADI US packets in RadSec is unchanged fromthe format
specified in [ RFC2865], [RFC2866] and [ RFC5176].

| ANA has reserved server ports for RADIUS/ TLS and RADI US/ DTLS. Since
aut henti cation of peers, confidentiality, and integrity protection
are provided by the (D) TLS | ayer, the shared secret for the RADI US
packets is set to a static string, which is different for each of TLS
and DTLS. The calcul ation of security-related fields such as
Response- Aut henti cat or, Message-Aut henticator or encrypted attributes
MUST be performed using the static shared secret.
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[ ool e s e
| Protocol | Server Port | Shared Secret |
[ e sl e sl el
| RADIUS/TLS | 2083/tcp | “"radsec" |
L i L i I i +
| RADI US/ DTLS | 2083/ udp | "radius/dtls" |
I i I i I I T +
Table 1

RadSec does not use separate ports for authentication, accounting and
dynani ¢ aut hori zation changes. The client source port used for
RadSec connections is not fixed -- it is typically an epheneral port
pi cked by the client Operating System For considerations regarding
the multi-purpose use of one port for authentication and accounting
see Section 3.6.

RadSec clients MAY open multiple connections to the sane RadSec
server and RadSec servers MJST be able to accept multiple connections
froma single client.

RadSec endpoints MJST NOT use the ol d RADI US/ UDP or RADI US/ TCP ports
for RADI US/ DTLS or RADI US/ TLS.

3.2. (D)TLS requirenents

RadSec clients MJST establish a (D) TLS session i medi ately upon
connecting to a new server. All data received over a TCP or UDP port
assigned for RadSec is opaque for the RADIUS client or server
application and rmust be handl ed by the TLS or DTLS i npl enentati on.

Cl osing TLS connections and di scarding invalid UDP datagrans are done
by the (D) TLS i npl emrent ati on.

RadSec does not provide for negotiation of (D)TLS in ongoi ng RADI US
conmuni cation. Instead, a server port is configured to always
require (D)TLS. Connection attenpts to a (D) TLS port which do not
use (D) TLS are not accepted by the server. As RAD US has no

provi sions for capability signaling, there is also no way for a
server to indicate to a client that it should transition to using TLS
or DTLS. Servers and clients therefore need to be preconfigured to
use RADI US/ (D) TLS for a given endpoint. This action has to be taken
by the admi nistrators of the two systens.

| mpl enent ati ons MJUST foll ow the recomrendati ons given in [ RFC9325],
especially in regards to TLS versions, reconmended ci pher suites, and
TLS session resunption. Additionally, the follow ng requirenents
have to be nmet for the (D) TLS connecti on:
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* Negotiation of a cipher suite providing for confidentiality as
well as integrity protection is REQU RED.

* The endpoints MJUST NOT negotiate conpression
* The connection MJST be nmutually authenticated (see Section 3.3).
RadSec endpoi nts MJUST NOT use the O-RTT feature of (D)TLS

3.3. Mitual authentication

RadSec servers MJST authenticate clients, and RadSec clients MJST

aut henticate servers. RADIUS is designed to be used by nutually
trusted systens. Allow ng anonynous clients would ensure privacy for
RadSec traffic, but would negate all other security aspects of the
protocol, including security aspects of RADIUS itself, due to the
fixed shared secret.

RADI US/ (D) TLS al l ows for the foll owi ng nodes of nutual
aut hentication, which will be further specified in this section:

*  TLS- X 509- PKI X
*  TLS-PSK

I ndependent of the chosen node of authentication, the mutua

aut henti cati on MJST be performed during the initial handshake.

Al ternative nethods, such as post-handshake certificate-based client
aut hentication (see [ RFC8446], Section 4.6.2) with TLS 1.3 or
renegotiation with TLS 1.2, MJST NOT be used to achieve mnutual

aut henti cati on.

3.3.1. Authentication using X. 509 certificates with PKIX trust node
(TLS- X. 509- PKI X)

Al'l RadSec server inplenmentations MJUST inplenent this nodel. RadSec
client inplenmentations SHOULD i mpl ement this nodel, but MJST
i mpl ement either this nodel or TLS-PSK.

If inmplenented, the follow ng rules apply:

* Inplenmentations MJUST allow the configuration of a trust base
(i.e., aset of trusted Certification Authorities (CAs)[RFC5280])
for new TLS connections. This list SHOULD be application-specific
and not use a gl obal systemtrust store.

* Certificate validation MJST include the verification rules as per
[ RFC5280] .
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*

I mpl enent ati ons MAY indicate their trust anchors when opening or
accepting TLS connections. See [RFC5246], Section 7.4.4 and

[ RFC6066], Section 6 for TLS 1.2 and [ RFC8446], Section 4.2.4 for
TLS 1. 3.

When the configured trust base changes (e.g., renmpoval of a CA from
the set of trust anchors; issuance of a new CRL for a CAin the
set of trust anchors), inplementations SHOULD reassess the
continued validity of the certificate path of all connected peers.
This can either be done by caching the peer’s certificate for the
duration of the connection and re-evaluating the cached
certificate or by renegotiating the (D) TLS connection, either
directly or by opening a new (D) TLS connection and closing the old
one.

I mpl enent ati ons SHOULD NOT keep a connection open beyond the
validity period of the peer certificate. At the time the peer
certificate expires, the connection SHOULD be cl osed and then
possi bly re-opened with updated credenti al s.

RadSec endpoi nts SHOULD NOT be pre-configured with a set of trusted

CAs by the vendor or manufacturer that are enabl ed by default.

I nstead, the endpoints SHOULD start off with an enpty CA set as the

trust base. The addition of a CA SHOULD be done only when manual |y

configured by the adninistrator. This does not preclude vendors or

manuf acturers including their set of trusted CAs in their products,

but the enabling of those lists should require an explicit act by an
admi ni strator.

RadSec clients MJUST foll ow [ RFC9525] when validati ng RadSec server
identities. RadSec servers also foll ow [ RFC9525] when validating
RadSec client identities with some additional rules.

Specific details are provided bel ow

*

Certificates MAY include a single wildcard in the identifiers of
DNS names and real m nanmes, but only as the conplete, |eft-nopst
| abel .

RadSec clients validate the server’'s identity to match their |oca
configuration, accepting the identity on the first natch:

- If the expected RadSec server is associated with a specific NA
realm e.g., by dynam c discovery [RFC7585] or static
configuration, that realmis matched agai nst the presented
identifiers of any subjectAl tName entry of type ot her Nane whose
nane formis NAl Real mas defined in [ RFC7585], Section 2.2.
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If the expected RadSec server was configured as a hostnane, or
the hostname was yi el ded by a dynam c di scovery procedure, that
nane i s matched against the presented identifiers of any
subj ect Al t Nanme entry of type dNSNane [ RFC5280]. Since a
dynani ¢ discovery mght by itself not be secured,

i mpl ementations MAY require the use of DNSSEC [ RFC4033] to
ensure the authenticity of the DNS result before considering
this identity as valid.

If the expected RadSec server was configured as an | P address,
the configured | P address is nmatched agai nst the presented
identifier in any subjectAltNanme entry of type i PAddress

[ RFC5280] .

The Conmmon Nanme RDN MUST NOT be used to identify a server

Clients MAY use other attributes of the certificate to validate
the server’s identity, but they MJUST NOT accept any certificate
wi t hout validation.

Clients which also act as servers (i.e., proxies) may be
susceptible to security issues when a ClientHello is mrrored
back to thenselves. Mrre details on this issue are discussed
in Section 7.

* RadSec servers validate the certificate of the RadSec client
agai nst a | ocal database of acceptable clients. The database may
enunerate acceptable clients either by | P address or by a nane
conponent in the certificate.

Ri eckers,

For clients configured by DNS name, the configured name is
mat ched agai nst the presented identifiers of any subjectAlt Name
entry of type dNSNane [ RFC5280].

For clients configured by their source |IP address, the
configured | P address is matched agai nst the presented
identifiers of any subjectAltNane entry of type iPAddress
[ RFC5280] .

Sone servers MAY be configured to accept a client coning froma
range or set of |IP addresses. 1In this case, the server MJST
verify that the client I P address of the current connection is
a menber of the range or set of |IP addresses, and the server
MUST match the client | P address of the current connection

agai nst the presented identifiers of any subject Al tNane entry
of type i PAddress [RFC5280].
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3. 3.

3. 4.

- Inplenmentations MAY consi der additional subjectAl tName
extensions to identify a client.

- |If configured by the admnistrator, the identity check MAY be
omtted after a successful [RFC5280] certification path
validation, e.g., if the client used dynamic | ookup there is no
configured client identity to verify. The client’s
aut hori zati on MUST then be validated using a certificate policy
ext ensi on [ RFC5280], Section 4.2.1.4 unless both endpoints are
part of a trusted network.

* Inplenmentations MAY allow configuration of a set of additiona
properties of the certificate to check for a peer’s authorization
to comunicate (e.g., a set of allowed values presented in
subj ect Al t Nane entries of type unifornResourceldentifier [RFC5280]
or a set of allowed X 509v3 Certificate Policies).

2. Authentication using TLS-PSK (TLS- PSK)

RadSec server inplementations MJST support the use of TLS-PSK
RadSec client inplementations SHOULD support the use of TLS-PSK, but
MUST i npl enent either this nodel or TLS-X 509-PKI X

Furt her guidance on the usage of TLS-PSK in RadSec is given in
[ RFC9813] .

Connecting Client ldentity

In RADIUS/ UDP, clients are uniquely identified by their |IP addresses,
as the shared secret is associated with the origin IP address. Wth
RadSec, the shared secret has a fixed value and nultiple distinct
RadSec clients can connect fromthe same |P address. This requires
changi ng the nmethod of identifying individual clients from RADI US/
UDP.

Dependi ng on the trust nodel used, the RadSec client identity is
determ ned as foll ows.

Wth TLS-PSK, a client is uniquely identified by its TLS-PSK
identifier ([RFC9813], Section 6.2).

Wth TLS- X 509-PKI X, a client is uniquely identified by the tuple of
the serial nunber of the presented client certificate and the issuer
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In practice, identification of unique clients is not always necessary
and coul d be based on the subject of the presented certificate or a
subject Alt Name entry. Wiile this identification technique could
match multiple distinct certificates and therefore distinct clients,
it is often sufficient, e.g., for the purpose of applying policies.

Note well: having identified a connecting entity does not mnean the
server necessarily wants to conmunicate with that client. For
exanple, if the Issuer is not in a trusted set of |Issuers, the server
may decline to perform RADI US transactions with this client.

Additionally, a server MAY restrict individual or groups of clients
to certain | P addresses or ranges. One exanple of this can be to
restrict clients configured by DNS nanme to only the I P address(es)
that this DNS nane resol ves to.

A client connecting fromoutside the allowed range woul d be rejected,
even if the nutual authentication otherwi se woul d have been
successful. To reduce server |load and to prevent probing the
validity of stolen credentials, the server SHOULD abort the (D) TLS
handshake i mrediately with a TLS al ert access_deni ed(49) after the
client transmtted identifying information, i.e., the client
certificate or the PSK identifier, and the server recogni zes that the
client connects fromoutside the allowed |P range.

See [ RFC9813], Section 6.2.1 for further discussion on this topic.
3.5. TLS Session Resunption

Session resunption lowers the tinme and effort required to start a
(D) TLS connection and increases network responsiveness. This is
especi ally hel pful when using short idle tineouts.

RadSec clients and servers SHOULD i npl enent session resunption

| mpl enent ati ons supporting session resunption MJST cache data during
the initial full handshake, sufficient to allow authorization

deci sions to be made during resunption. For RadSec servers, this
shoul d preferably be done using statel ess session resunption as
specified in [RFC5077] for TLS 1.2 or [RFC8446] for TLS 1.3, to
reduce the resource usage for cached data.

When establishing a (D) TLS connection with session resunption, both
client and server MJST re-authorize the connection by using the
original, cached data. |In particular, this includes the X 509
certificate (when using a PKIX trust nodel) as well as any policies
associated with that identity such as restrictions on source |IP
address. The re-authorization MJST give the sane result as if a ful
handshake was perforned at the time of resunption.
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I f cached data cannot be retrieved securely, resunption MJST NOT be
done, by either inmediately closing the connection or reverting to a
full handshake. |If a connection that used session resunption is

cl osed by the server before the resuned DILS session can be
established, the RadSec client MJST NOT re-attenpt session resunption
but performa full TLS handshake i nstead.

3.6. RADI US packets

The use of (D) TLS transport does not change the cal cul ation of
security-related fields (such as the Response-Authenticator) in

RADI US [ RFC2865] or RADI US Dynam ¢ Aut horization [ RFC5176].

Cal cul ati on of attributes such as User-Password [ RFC2865] or Message-
Aut henti cator [ RFC3579] al so does not change.

The changes to RADI US i npl enentations required to inplenent this
specification are largely limted to the portions that send and
recei ve packets on the network and the establishment of the (D) TLS
connecti on.

The RadSec specification does not change the client/server
architecture of RADIUS. RadSec clients transmt the sane packet
types on the connection they initiated as a RADI US/ UDP client woul d,
and RadSec servers transmt the sanme packet types on the connections
the server has accepted as a RADI US/ UDP server would. As noted in
Section 3.1, RadSec uses the same port for Authentication and
Accounting packets. As non-exhaustive exanple, a RadSec client can
transmt packets of type Access-Request, Accounting-Request, Status-
Server, Disconnect-ACK over the sane connection, and a RadSec server
can transmt packets of type Access-Accept, Access-Reject, Access-
Chal | enge, Accounti ng- Response, Di sconnect- Request.

However, special considerations apply for mxing Authentication and
Accounting packets over the same connection. Traditional RADI US/ UDP
uses different ports for Authentication and Accounting, where RadSec
uses the same connection for all RADI US packets. Due to the use of
one single port for all packet types, clients night send packets to
the server which it cannot process. Wthout a response fromthe
server, the client has to wait for the requests to tine out before
reusing the request id, leading to resource exhaustion of the limted
i d space
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A server MAY therefore respond with a Protocol -Error packet as
defined in [ RFC7930], Section 4, to alleviate this situation and
signal that it was unable to process a packet. The Error-Cause
attribute of this packet SHOULD be set to the value 406 ("Unsupported
Extension"), if the server does not support the packet type, or the
val ue 502 (" Request Not Routable (Proxy)"), if the request cannot be
routed. Future specifications may recomrend ot her Error-Cause
attribute values for specific scenarios.

RadSec clients MJST accept Protocol-Error as a valid response and
thus stop any retransm ssion of the original packet over the current
connection. Further details of handling the Protocol-Error reply on
the client side are outside of the scope of this docunent, see

[1-D. dekok-protocol -error] for a nore detail ed description of

Pr ot ocol - Error.

Not e that sending Protocol-Error in response to unwanted packets
repl aces the use of CoA-NAK, Disconnect-NAK and Accounting- Response
in these situations as specified in [ RFC6614]. See further details
in Section 6.1.1 bel ow.

RadSec clients, for both reliability and conpatibility reasons,
SHOULD NOT mi x authentication and accounting requests within the sane
connection. RadSec clients SHOULD use a separate pool of connections
on which to send accounting packets in the event the RadSec server
does not support sendi ng Protocol -Error.

3.7. Detecting Live Servers

RadSec i npl enmentations MJUST utilize the existence of a TCP, TLS or
DTLS connection where applicable in addition to the application-|ayer
wat chdog defined in [RFC3539], Section 3.4 when determ ning the

i veness of each connection

As RADIUS is a "hop-by-hop" protocol, proxies hide information about
the topol ogy downstreamto the client. Wile the client nay be able
to deduce the operational state of the next-hop (i.e., proxy), it is
unabl e to determ ne the operational state of any hops beyond it.
This is particularly problematic for topol ogies that aggregate
multiple routes for differing real ns behind a proxy where the absence
of areply could lead to a client to incorrectly deduce that the
proxy is unavail abl e when the cause was an unresponsive downstream
hop for a single realm A sinilar effect may al so be seen on hone
servers that uses different credential backends for each real mthey
servi ce.
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To avoid these issues, RadSec clients MJUST only mark a connection
"DOMN  (as | abeled by [ RFC3539], Section 3.4) if one or nore of the
followi ng conditions are net:

*  The network stack indicates that the connection is no |onger
vi abl e; such as the destination being no | onger routable or the
under|ying TCP connection being cl osed by the peer

* The transport layer, D(TLS), provides no usable connection
* The application-layer watchdog al gorithmhas nmarked it ' DOMAN .

When a client opens multiple connections to a server, it is also
possi ble that only one of the connections is unresponsive, e.g.,
because the server deleted the DILS connection shared state or the
connection was | oad bal anced on the server side to a backend server
that is now unresponsive. Therefore, the |liveness check MJST be done
on a per-connection basis, and a failure on one connecti on MJUST NOT
lead to all connections to this server being marked down.

RadSec clients MJUST inplenent the Status-Server extension as
described in [RFC5997] as the application | evel watchdog to detect
the liveness of the peer in the absence of responses. RadSec servers
MJUST be able to answer to Status-Server requests. Since RADI US has a
limtation of 256 sinultaneous "in flight" packets due to the length
of the IDfield ([ RFC3539], Section 2.4), it is RECOMVENDED t hat
RadSec clients reserve ID zero (0) on each connection for Status-
Server packets. This value was picked arbitrarily, as there is no
reason to choose any ot her value over another for this use.

For RADI US/TLS, the endpoints MAY send TCP keepalives as described in
[ RFC9293], Section 3.8.4. For RADI US/ DTLS connections, the endpoints
MAY send periodi c keepalives as defined in [RFC6520]. This is a way
of proactively and rapidly triggering a ' Connecti on DOMN
notification fromthe network stack. These |iveness checks are
essentially redundant in the presence of an application-|ayer

wat chdog, but may provide nore rapid notifications of connectivity

i ssues.

3.8. dient Timers
RadSec clients may need to reconnect to a server that rejected their

connection attenpt and retry RADIUS packets which did not get an
answer. The follow ng sections define the client behavior.
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3.8.1. Reconnection attenpts

RadSec endpoints establish a (D) TLS connection before transmitting
any RADI US packets. Therefore, in addition to retransm ssion of
RADI US packets, RadSec clients also have to perform connection
retries.

Except in cases where a connection attenpt with session resunption
was cl osed by the RadSec server, RadSec clients MJUST NOT inmredi ately
reconnect to a server after a failed connection attenpt. A
connection attenpt is treated as failed if it fails at any point
until a (D) TLS connection is established successfully. Typica
reconnecti ons MJST have a | ower bound for the time in between
retries. The |l ower bound SHOULD be configurable, but MJUST NOT be

|l ess than 0.5 seconds. |In cases where the server closes the
connection on an attenpted TLS session resunption, the client MJST
NOT use TLS session resunption for the foll owi ng connection attenpt.

RadSec clients MJST inplement an algorithmfor handling the tining of
such reconnection attenpts that includes an exponential back-off.
Using an algorithmsimlar to the retransm ssion algorithmdefined in
[ RFC5080], Section 2.2.1 is RECOWENDED. |If a different algorithmis
used, it SHOULD include a configurable | ower and upper bound for the
time between retries, a configurable tinmeout after which the client

gi ves up reconnecting, and a jitter

When a reconnection attenpt is queued on a reconnection tiner, adding
subsequent RADI US packets to be sent SHOULD NOT trigger an i medi ate
reconnection attenpt or reset the reconnection tinmer. |Instead, the
al gorithm SHOULD continue as it woul d have wi thout the new RADI US
packet. However, a client MAY reset the tineout for giving up
reconnecti ng when a new RADI US packet is queued

Where the connection to a RadSec server is configured to be static
and al ways kept open, the reconnect al gorithm SHOULD have an upper
limt for the tinme between retries (e.g., 60 seconds) and not give up
trying to reconnect.

3.8.2. RADIUS packet retransm ssion

RadSec clients MJUST inplenent timers for managi ng packet

retransm ssions and tineouts, such as the ones defined in [ RFC5080],
Section 2.2.1. Oher algorithms than the one defined in [ RFC5080]
are possible, but any tinmer inplenentation MUST have siml ar
properties of including jitter, exponential backoff and a maxi num
retransm ssion count (MRC) and/or maxi mumretransm ssion duration
(MRD) .
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For the foll owi ng description, we use "retransm ssion" to nmean the
sendi ng of the exact same packet over the same connection and "retry"
to nean the sending of a new RADI US packet with the sane | ogi cal
contents, but over a different connection or with other details
changed. Wen a packet is retransmtted, the previously encoded
packet contents are sent wi thout change. Wen a packet is retried,
it goes through the usual RADH US processing (e.g., allocation of a
new RADI US | D, new Authenticator) and is re-encoded and re-signed.

When a connection fails or is closed, a RadSec client SHOULD retry
packets over a different connection, either a different connection to
the sane server or a different configured server in the sane | oad-
bal anci ng/fail over pool. |In order to keep the tinmers consistent, the
timers associated with a packet SHOULD NOT be changed when a packet
is noved fromone connection to another. At |least the MRD tinmer
SHOULD be preserved to prevent packets staying in the queue
indefinitely due to regular connection closure. A RadSec client MJST
associ ate a packet with exactly one connection until either the
connection is closed, in which case the association noves to a new
connection, or the timers reach MRC or MRD, in which case the packet
i s discarded.

The requirenents for actions fromtimers differ for RAD US/ TLS and
RADI US/ DTLS.

As UDP is not a reliable transport, RADIUS/ DTLS clients MJST
retransmt packets when indicated by the tinmers to deal with packets
dropped by the network. When the tiners reach MRC or MRD, the packet
i s discarded.

Since TCP is a reliable transport, RADIUS/ TLS clients MJUST NOT
retransmt packets when indicated by the tinmers. They SHOULD still
run the full tinmer algorithmto determne if the nmaximum

retransm ssion count (MRC) has been reached. RADIUS/TLS clients will
then use MRC or MRD to deternmine that a packet has not received a
response and the ID of this packet can be re-used for new packets.

See Section 4.2 for nore di scussion on retransm ssion behavi or.
3.9. (D)TLS connection limts and tineout

Whi | e RADI US/ UDP coul d be inplenented nostly statel ess (except for
the requests in flight and possibly [ RFC5080], Section 2.2.2
deduplication), both TCP/TLS as well as DILS require additional state
tracking of the underlying (D)TLS connection and are thus subject to
potential resource exhaustion. This is aggravated by the fact that
RADI US client/servers are often statically configured and thus form

| ong-runni ng peer relationships with |ong-running connections.
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| mpl enent ati ons SHOULD have configurable linmits on the nunber of open
connections. Wen this maxi mumis reached and a new (D) TLS
connection is needed, the server MJST either drop an ol d connection
in order to open the new one or else not create a new connection

The close notification of (D) TLS or underlying connections are not
fully reliable, or connections mght be unnecessarily kept alive by
heartbeat or watchdog traffic, occupying resources. Therefore, both
RadSec clients and servers MAY cl ose connections after they have been
idle for sone tine (no traffic except application |ayer watchdog).
This idle timeout SHOULD be configurable within reasonable Iimts and
it SHOULD be possible to disable idle timeouts conpletely.

On the server side, this nostly hel ps avoid resource exhaustion. For
clients, proactively closing connections can also help mtigate
situations where watchdog nmechani snms are unavailable or fail to
detect non-functional connections. Sone scenarios or RADI US protoco
extensions could also require that a connection be kept open at all
times, so clients MAY i medi ately re-open the connection. These
scenarios could be related to nobnitoring the infrastructure or to
all ow the server to proactively send packets to the clients w thout a
precedi ng request.

The value of the idle tineout to use depends on the exact depl oynent
and is a trade-off between resource usage on clients/servers and the
over head of opening new connections. Very short tineouts that are at
or below the timeouts used for application |ayer watchdogs, typically
in the range of 30-60s can be considered unreasonable. In contrast,
the upper limt is nmuch nore difficult to define but may be in the
range of 10 to 15mi n, depending on the avail abl e resources, or never
(disabling idle timeout) in scenarios where a permanently open
connection is required.

3.10. Behavior on (D) TLS connection closure of incom ng connections

If an inconing (D) TLS connection or the underlying transport channe
is closed or broken, then there is no way to send a RADI US response
packet to the client. The RadSec server behavior then depends on the
types of packets being processed, and on the role of the server

A RadSec server MJST discard or stop all requests that are associ ated
with the closed connection. This requirenent also applies to proxied
requests which are associated with the incom ng request. As no
response can be sent over the nowclosed (D) TLS connecti on, any
further processing of those requests is pointless. A discarded
request may have a cached RADI US response packet ([RFC5080],

Section 2.2.2), in which case the cached response al so MJST be
discarded. |If there is no cached response packet, then the request
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m ght still be processed by the home server. The RADI US proxy MJST
di scard any response to these requests and SHOULD stop processing the
requests.

A home server which receives Access-Request packets MJST behave as
defined above for a proxy and discard those requests and stop
processing them Were a RAD US packet is part of a multi-packet
aut henti cation session (e.g., EAP), the underlying authentication
session could be continued, or the underlying authentication session
data could be discarded. The server may be able to receive and
process another packet for that authentication session via a
different incom ng connection. It is difficult to nmake nore
recomrendati ons for nanaging partially processed authentication
sessions, as such reconmendati ons depend strongly on the

aut henti cati on met hod being used. As a result, further behavior is
i npl ement ati on defined and outside the scope of this specification

A hone server which receives other kinds of packets (for exanple
Account i ng- Request, CoA- Request, Di sconnect-Request) MAY finish
processi ng out standi ng requests, and then di scard any response. This
behavi or ensures that the desired action is still taken, even if the
home server cannot informthe client of the result of that action

3.11. Mal formed Packets and Unknown clients

The RADI US specifications say that an inplenentation should "silently
di scard" a packet in a nunber of circunstances. This action has no
further consequences for UDP based transports, as the "next" packet
is conpl etely independent of the previous one.

When TLS is used as transport, decoding the "next" packet on a
connecti on depends on the proper decoding of the previous packet. As
a result the behavior with respect to discarded packets has to
change, since a mal forned RADI US packet could inmpact the decodi ng of
succeedi ng packets.

Wth DILS, the "next" packet does not depend on proper decodi ng of
the previous packet, since the RADI US packets are sent in independent
DTLS records (see Section 5.1). However, since both TLS and DTLS
provide integrity protection and ensure that the packet was sent by
the peer, a protocol violation at this stage inplies that the peer is
nm sbehavi ng.
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Subj ect to the discussion below, inplenentations of this
specification SHOULD treat the text on "silently discard" packets in
the RADI US specifications as "silently discard the packet and cl ose
the connection". That is, the inplenentation SHOULD send a TLS cl ose
notification and, in the case of RADI US/TLS, the underlying TCP
connection MJST be closed if any of the follow ng circunstances are
seen:

* Connection froman unknown cli ent

* Packet where the RADIUS Length field is | ess than the mini num
RADI US packet |ength

* Packet where the RADIUS Length field is nmore than the maxi mum
RADI US packet |ength

* Packet where an Attribute Length field has the value of zero or
one (0 or 1)

* Packet where the attributes do not exactly fill the packet

* Packet where the Request Authenticator fails validation (where
validation is required)

* Packet where the Response Authenticator fails validation (where
validation is required)

* Packet where the Message-Authenticator attribute fails validation
(when it occurs in a packet)

After applying the above rules, there are still situations where the
previ ous specifications allow a packet to be "silently di scarded”
upon receipt, but in which it is reasonable that a connection MAY
remai n open:

* Packet with an invalid code field (see Section 3.6 for details)

* Response packets that do not natch any outstandi ng request

* A server lacking the resources to process a request

These requirenments reduce the possibility for a m sbehaving client or
server to weak havoc on the network
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3.12. Cross Protocol Considerations

A client may be configured to use nultiple servers, and therefore
needs to be able to distinguish servers fromone another. Those
servers may use different transport protocols, in any conbination

For exanple, a client may be configured with a RADI US/ UDP server, and
RADI US/ DTLS server, and a RADI US/ TLS server all at the same tine.
These servers nmay share | P addresses, but not the same UDP or TCP
ports. These considerations also affect RADI US servers.

RADI US i npl ement ati ons MUST be able to distinguish servers by at
| east the 3-tuple of:

* protocol (one of RADI US/UDP, RADI US/DTLS, or RADI US/ TLS)
* server |P,
* server port.

I mpl enent ati ons MUST NOT exchange both insecure and secure traffic on
the sanme UDP or TCP port. It is RECOVMENDED that inplenentations
make it inpossible for such a configuration to be created.

Where a server accepts packets on nultiple different 3-tuples
(protocol, server IP, server port), it MJST track clients

i ndependently for each 3-tuple conbination. A RADIUS client has no
way of knowing if different 3-tuple combinations are all managed by
the same RADIUS server. Therefore, the server behavior has to be
conpatible with the clients expectations.

When a server receives a packet froma source | P address on a
3-tuple, it MJST process that packet according to the profile for
that 3-tuple. This requirenment neans that (for exanple), a server
can be configured to accept RADIUS/UDP traffic on nultiple UDP ports,
and then have a conpletely different (and non-overl appi ng) set of
clients configured for each port.

VWil e this behavior is not required by previous specifications, it
codi fies |ong-standing practices. As such, existing server
i npl ementations likely do not need to do anything in order to support
the requirenents of this section

4. RADI US/ TLS-specific specifications

This section discusses all specifications that are only relevant for
RADI US/ TLS.
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4.1. Sending and receiving RADIUS traffic

The TLS | ayer of RADI US/ TLS provi des a stream based conmuni cati on
bet ween the two peers instead of the traditional packet-based
conmmuni cation as with RADIUS/UDP. As a result, the way RADI US
packets are sent and received has to change.

Instead of relying on the underlying transport protocol to indicate
the start of a new packet, the RADI US/ TLS endpoi nts have to keep
track of the packet borders by exam ning the header of the received
RADI US packet s.

After the TLS connection is established, a RAD US/ TLS endpoi nt MJST
NOT send any data except for RADH US packets over the connection.

Si nce the RADI US packet header contains a Length field, the end of
the current RADI US packet can be deduced. The next RADI US packet
MUST be sent directly after the current RADI US packet, that is, the
endpoi nts MJST NOT add paddi ng before, between, or after RADI US
packets.

VWhen recei ving RADI US packets, a RADI US/ TLS endpoi nt MJST determ ne
the borders of RADIUS packet based on the Length field in the RAD US
header. Note that, due to the streamarchitecture of TLS, it is
possi bl e that a RADI US packet is first received only partially, and
the remai nder of the packet is contained in follow ng fragments.
Theref ore, RADI US/ TLS endpoi nts MJUST NOT assune that the packet
length is invalid solely based on the currently avail able data in the
stream Mre data may cone at a later tine.

It is RECOVWENDED t hat RADI US/ TLS i npl enent ati ons pass a RADI US
packet to the TLS library as one unit, instead of in multiple
fragments. This behavi or avoi ds unnecessary over head when sending or
receiving (especially if every new wite generates a new TLS record)
and wait tines on the other endpoint.

4.2. Duplicates and Retransni ssions

As TCP is a reliable transport, RADI US/ TLS endpoi nts MJST NOT
retransmt RADIUS packets over a given TCP connection. However, if
the TLS connection or TCP connection is closed or broken, retries
over new connections are perm ssible. RAD US request packets that
have not yet received a response MAY be transnmitted by a RADI US/ TLS
client over a new connection. As this procedure involves using a new
connection, the ID of the packet MAY change. |If the ID changes, any
security attributes such as Message- Aut henti cator MJST be

recal cul at ed.
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Despite the above di scussion, RADI US/ TLS servers SHOULD still perform
duplicate detection on received packets, as described in [RFC5080],
Section 2.2.2. This detection can prevent duplicate processing of
packets from non-conform ng clients.

RADI US clients MJUST NOT performretries by sending a packet on a
different protocol or connection (i.e., switching fromTLS to DTLS or
vice versa). However, when a connection fails, a RADI US client MAY
send packets associated with that connection over a different
configured connection or server. This requirenent does not,
therefore, forbid the practice of putting servers with the same IP
address and port but different protocols into a failover or |oad-

bal anci ng pool. In that situation, RADI US requests MAY be sent to
anot her server that is known to be part of the same pool

5. RADI US/ DTLS-specific specifications

This section discusses all specifications that are only relevant for
RADI US/ DTLS

5.1. RADIUS packet handling

The DTLS encryption adds an additional overhead to each packet sent.
RADI US/ DTLS i npl erent ati ons MUST support sendi ng and receivi ng RAD US
packets of 4096 bytes in length, with a corresponding increase in the
maxi mum si ze of the encapsul ated DILS packets. This |arger packet
size may cause the UDP packet to be larger than the Path MU ( PMrU)
whi ch causes the packet to be fragnented. |nplenmenters and operators
shoul d be aware of the possibility of fragmented UDP packets. For
details about issues with fragnentati on see [ RFC8900].

RADI US/ DTLS endpoi nts MJST send exactly one RADI US packet per DILS
record. This ensures that the RAD US packets do not get fragnented
at a point where a re-ordering of UDP packets would result in
decoding failures. The DITLS specification nandates that a DTLS
record nust not span nultiple UDP datagrans. W note that a single
UDP dat agram may, however, contain nultiple DILS records. RAD US/
DTLS endpoi nts MAY use this behavior to send nultiple RADIUS packets
in one UDP packet.

For the receiving RADI US/ DTLS endpoint, the | ength checks defined in
[ RFC2865], Section 3 still apply. That is, a receiving RADI US/ DTLS
endpoi nt MJUST performall the I ength checks, but MJST use the length
of the decrypted payl oad of the DITLS record instead of the UDP packet
Il ength. Exactly one RADI US packet is encapsulated in a DILS record,
and any data outside the range of the RADIUS length field within the
decrypted payl oad of a single DTLS record MJST be treated as paddi ng,
as it would be with a RADI US/ UDP packet, and be ignored. RADIUS
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i mpl ement ati ons MJUST NOT di scard packets sinply due to the existence
of padding. For UDP datagrams containing rmultiple DILS records, each
DTLS record MJST be parsed individually.

If a RADI US packet needs to be re-transnitted, either as

retransm ssion due to a missing response by the client or as
retransm ssion of a cached response by the server, the RAD US/ DTLS
endpoi nts MJST re-process the RADI US packet through DTLS. That is,
for the purpose of retransm ssions, RADIUS/ DTLS endpoi nts cache the
RADI US packet, as a RADI US/ UDP endpoi nt woul d, and do not cache the
DTLS record that contains the RADI US packet.

5.2. Server behavi or

VWhen a RADI US/ DTLS server receives packets on the configured RAD US/
DTLS port, all received packets MJST be treated as bei ng RADI US/ DTLS
RADI US/ UDP packets MJST NOT be accepted on this port.

Some servers maintain a list of allowed clients per destination port.
O hers maintain a global list of clients that are permitted to send
packets to any port. As such, a RADI US/DTLS server MJST maintain a
"DTLS Required" flag per client.

This flag indicates whether or not that client is required to use
DTLS. When set, the flag indicates that the only traffic accepted
fromthe client is over the RADI US/ DTLS port. Al non-DTLS traffic
MJST be silently discarded.

This flag is normally set by an administrator. However, if the
server receives DTLS traffic froma client, it SHOULD notify the
adm nistrator that DILS is available for that client. A server MNAY
automatically mark the client as "DTLS Required"

5.3. dient behavior

When a RADI US/ DTLS client sends packet to a RADI US/ DTLS port, al
packets MJST be DTLS. RADI US/ UDP packets MJST NOT be sent to this
port.

RADI US/ DTLS clients SHOULD NOT probe servers to see if they support
DTLS transport. |Instead, clients SHOULD use DTLS as a transport
| ayer only when administratively configured.
6. I nplenentation Considerations
This section discusses topics related to the internal behavior of

RadSec i npl ementations that shoul d be considered by RadSec
i npl ement er s.
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6.1. RAD US | npl erent ati on Changes

The RADI US packet format is unchanged from [ RFC2865], [RFC2866] and
[ RFC5176]. Specifically, all of the follow ng portions of RADI US
remai n unchanged when usi ng RadSec:

*  Packet format

* Permtted codes

* Request Authenticator calculation

* Response Aut henticator cal cul ation

* M ni mum packet |ength

*  ©Maxi mum packet |ength

* Attribute fornmat

* Vendor-Specific Attribute (VSA) format
* Permtted data types

* Calculation of dynamic attributes such as CHAP-Chal | enge, or
Message- Aut hent i cat or

* Calculation of "encrypted" attributes such as Tunnel - Passwor d.

The use of (D) TLS transport does not change the cal cul ation of
security-related fields (such as the Response-Authenticator) in

RADI US [ RFC2865] or RADI US Dynam c Aut horization [ RFC5176] .

Cal cul ati on of attributes such as User-Password [ RFC2865] or Message-
Aut henti cator [RFC3579] al so does not change.

The changes to RADI US i npl enentations required to inplenment this
specification are largely limted to the portions that send and
recei ve packets on the network, and to the establishment of the

(D) TLS connection. The fact that RADI US renmains | argely unchanged
ensures the sinplest possible inplenentation and w dest
interoperability of the specification. This reuse includes the usage
of the outdated security nmechanisns in RADIUS that are based on
shared secrets and MD5. The use of MD5 here is not considered a
security issue, since integrity and confidentiality are provided by
the (D) TLS layer. See Section 7 of this docunent or [RFC9765] for
nmore details. See also [RFCO765], Section 1 for a discussion of

i ssues related to the continued use of MD5, even in situations where
its use is known to be safe.

Ri eckers, et al. Expi res 27 August 2026 [ Page 24]



I nternet-Draft RadSec: RADI US over TLS and DTLS February 2026

We note that for RADIUS/ DTLS the DTLS encapsul ati on of RADI US nmeans
that UDP dat agrans include an additional overhead due to DILS. This
i s discussed further in Section 5.

6.1.1. D fferences fromRFC 6614 unwant ed RADI US packet handling

The previous specification of RADIUS/ TLS in [ RFC6614] reconmends to
send a reply to unwanted RADI US packets that depends on the request

type:

* For unwant ed CoA- Requests or Disconnect-Requests, the servers
shoul d respond with a CoA-NAK or Di sconnect-NAK, respectively.

* For unwanted Accounting-Requests, the servers should respond wth
an Accounti ng- Response containing an Error-Cause attribute with
the val ue 406 ("Unsupported Extension").

[ RFC6614] al so recomends that a RADI US/ TLS client observing this
Account i ng- Response shoul d stop sendi ng Accounti ng- Request packets to
this server. This behavior, however, could |lead to problens,
especially in proxy fabrics, since the RADIUS client cannot determ ne
whet her the reply cane fromthe correct server or a RADI US proxy

al ong the way.

Conpared to the [RFC6614] recomrended replies (CoA-NAK, Di sconnect-
NAK and Accounti ng- Response), the Protocol -Error packet is explicitly
only applicable to one RADIUS hop and nust not be forwarded, which
gives the RADIUS client the opportunity to re-route the unwanted
packet to a different RADIUS server. This also is backwards
conpatible with existing inplenentations, since RADIUS clients nust

i gnore any incom ng RADI US packets with an unknown packet type.
Therefore these [ RFC6614] reconmended reply nessage types are now
replaced with the Protocol -Error packet type.

6.2. Forwardi ng RADI US packets between UDP and TCP based transports

When a RADI US proxy forwards packets, it is possible that the

i ncom ng and outgoing links have substantially different properties.
This issue is nost notable in UDP to TCP proxying, but there are
still possible issues even when the sane transport is used on both

i ncom ng and outgoing links. |[RFC2866], Section 1.2 noted this issue
many years ago:
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A forwarding server may either performits forwarding function in a
pass through manner, where it sends retransm ssions on as soon as it
gets them or it may take responsibility for retransm ssions, for
exanpl e in cases where the network |ink between forwardi ng and renote
server has very different characteristics than the |ink between NAS
and forwardi ng server.

These differences are nost notable in throughput, and in differing
retransm ssi on requirenents.

6.2.1. Throughput Differences |l ead to Network Coll apse

An inconing link to the proxy may have substantially different

t hroughput than the outgoing link. Perhaps the network
characteristics on the two links are different, or perhaps the home
server is slow. In both situations, the proxy may be left with a
difficult choice about what to do with the inconming packets, if the
rate of incom ng packets exceeds throughput on the outgoing |ink.

As RADI US does not provide for connection-based congestion control,
there is no way for the proxy to signal on the incomng link that the
client should slowits rate of sending packets. As a result, the
proxy generally will accept the packets, buffer them and hope that
they can be be sent outbound before the client gives up on the
request. O her courses of action are possible, but are

i mpl ementation specific. See [|-D.dekok-protocol-error] for nore

di scussion on this topic.

6.2.2. Differing Retransm ssion Requirenents

Due to the | ossy nature of UDP, RADI US/UDP and RADI US/ DTLS transports
are required to performretransm ssions as per [RFC5080],

Section 2.2.1. In contrast, RADIUS/ TCP and RADI US/ TLS transports are
reliable, and do not performretransm ssions. These requirenents

|l ead to an issue for proxies when they send packets across protoco
boundaries with differing retransm ssi on behavi ors.

When a proxy receives packets on an unreliable transport, and
forwards them across a reliable transport, it receives

retransm ssions fromthe client, but MJUST NOT forward those

retransm ssions across the reliable transport. The proxy MAY | og

i nformati on about these retransm ssions, but it does not perform any
ot her acti on.

VWhen a proxy receives RAD US packets on a reliable transport, and
forwards them across an unreliable transport, the proxy MJST perform
retransm ssions across the unreliable transport as per [RFC5080],
Section 2.2.1. That is, the proxy takes responsibility for the
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retransm ssions. |nplenentations MIST take care to not conpletely
decouple the two transports in this situation. See Section 5.1 for
details on retransmtting RADI US packets over DTLS

That is, if an incom ng connection on a reliable transport is closed,
there may be pending retransmi ssions on an outgoing unreliable
transport. Those retransmni ssions MJST be stopped, as there is
nowhere to send the reply. Simlarly, if the proxy sees that the
client has given up on a request (such as by re-using an ldentifier
before the proxy has sent a response), the proxy MJST stop all
retransm ssions of the old request and discard it.

The above requirenents are a | ogical extension of the conmon practice
where a client stops retransm ssion of a packet once it decides to
"give up" on the packet and discard it. Wether this discard process
is due to internal client decisions, or interaction with incom ng
connections is irrelevant. Wen the client cannot do anything with
responses to a request, it MJST stop retransnitting that request.

6.2.3. Acct-Delay-Time and Event-Ti nest anp

In order to avoid congestive collapse, it is RECOWENDED t hat RadSec
clients which originate Accounting- Request packets (i.e., not

proxi es) do not include Acct-Delay-Tinme ([ RFC2866], Section 5.2) in
those packets. |Instead, those clients SHOULD i nclude Event-Ti mestanp
([ RFC2869], Section 5.3), which is the tine at which the origina
event occurred. The Event-Ti mestanp MJST NOT be updated on any
retransm ssions, as that would both negate the nmeani ng of Event-

Ti mestanp, and create the same problemas with Acct-Del ay-Ti ne.

Not using Acct-Delay-Tine allows for RAD US Accounti ng- Request
packets to be retransmitted wi thout change. |In contrast, updating
Acct-Del ay-Tine would require that the client create and send a new
Account i ng- Request packet without signaling the server that the

previ ous packet is no |longer considered active. This process can
occur repeatedly, which leads to multiple different packets
containing effectively the same information (except for Acct-Del ay-
Time). This duplication contributes to congestive collapse of the
network, if one or nore RADIUS proxies perfornms retransm ssion to the
next hop for each of those packets independently.

Additionally, the different properties of the RADIUS/ TLS transport as
wel | as cross-protocol proxying change the assunption of a negligible
transm ssion time of the RADI US packet, on which the value of Acct-
Del ay-Tinme is based. Wiile a single UDP packet may have a negligible
transmission tinme, application data sent via TLS could arrive at the
server with a significant delay due to the underlying TCP

retransm ssion nechanism |f the packet is proxied from RAD US/ TLS
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to RADI US/ DTLS or RADI US/ UDP, the proxy has to retransmit on its own
wi t hout changi ng the val ue of Acct-Del ay-Ti me, which again introduces
non- negl i gi bl e transm ssi on del ays.

Usi ng Event-Tinestanp instead of Acct-Delay-Tine al so renoves an
anmbi guity around retransnitted packets for RADI US/TLS. Since there
is no change to the packet contents when a retransmission timer
expires, no new packet IDis allocated, and therefore no new packet
i s created.

Where RadSec clients do include Acct-Delay-Tine in RAD US packets,
the client SHOULD use tiners to detect packet |oss, as described in
Section 3.8.2. Were RadSec clients do include Acct-Delay-Tinme in
RADI US packets, the client can rely on the Event-Tinmestanp to signha
del ays, and therefore SHOULD NOT update the Acct-Delay-Time. If the
timer has determned that the original packet has been conpletely

| ost, the client SHOULD then create a new RADI US packet with the sane
i nformati on, and MAY update Acct-Delay-Tinme. This behavior ensures
that there is no congestive collapse, since a new packet is only
created if follow ng hops have al so given up on retransm ssion. The
Event-Tinestanp is then interpreted as the time at which the event
occurred. Where Acct-Delay-Tine exists, it is then interpreted as
the del ay between the event and when the packet was sent. Systens
MUST NOT subtract the Acct-Delay-Tinme from Event-Ti nestanp to derive
a time at which the event occurred; that time is exactly Event-

Ti mestanp. The exi stence of Acct-Del ay-Tinme instead serves as an
additional indication of delays in sending the packet. Leaving the
Acct-Delay-Tinme static reduces the granularity of Acct-Delay-Tine to
the retransnmission tineout, conpared to the different approach of
updating the Acct-Del ay-Time on each retransni ssion

6.3. Additional Verification of Peers

There are nunmerous trust nodels in PKIX environments, and it is
beyond the scope of this docunent to define how a particul ar

depl oynent determ nes whether a client is trustworthy.

I mpl enentati ons that want to support a wi de variety of trust nodels
shoul d expose as many details of the presented certificate to the
adm ni strator as possible so that the trust nodel can be inplenmented
by the administrator. As a suggestion, at |east the follow ng
information fromthe TLS connection and the X 509 client certificate
shoul d be exposed:

* (Oiginating | P address
* Certificate Fingerprint

* | ssuer
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*  Subj ect
* all X. 509v3 Extended Key Usage
* all X 509v3 Subject Alternative Nane
* all X.509v3 Certificate Policy
Simlar to the PKIX trust nodel, clients using TLS-PSK may have
additional policies to determ ne whether a client should be allowed
to connect. Therefore, in TLS-PSK operation, at |least the follow ng
informati on fromthe TLS connection should be exposed:
* (Originating | P address
* TLS-PSK ldentifier

6.4. TCP Applications Are Not UDP Applications
I mpl enenters shoul d be aware that programm ng a robust TCP-based
application can be very different from progranmm ng a robust UDP-based
appl i cation.
Additionally, differences in the transport |ike head-of-1ine blocking
and the possibility of increased transm ssion tinmes should be
consi der ed.
When usi ng RADI US/ UDP or RADI US/ DTLS, there is no ordering of

packets. |If a packet sent by a endpoint is lost, that | oss has no
ef fect on subsequent packets sent by that endpoint.
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Unli ke UDP, TCP is subject to issues related to head-of-1line

bl ocking. This occurs when a TCP segnment is |ost and a subsequent
TCP segment arrives out of order. VWhile the RADI US endpoints can
process RADI US packets out of order, the semantics of TCP nekes this
impossible. This Iimtation can | ower the nmaxi num packet processing
rate of RADIUS/ TLS. |In severe cases, this my have a noticeabl e
effect on all authentications that run over the congested connection,
especially authentications with nultiple round trips such as EAP-
based authentications. |In contrast, when a RAD US/ UDP or RADI US/ DTLS
packet is lost, only this authentication session is affected.
Additionally, due to the architecture of TCP as reliable stream
transport, TCP retransm ssions can occur significantly |ater, even

mul tiple seconds, after the original data was passed to the network
stack by the application. In contrast, RAD US/ UDP packets are
usual Iy received either quickly, or not at all, in which case the

RADI US/ UDP stack triggers a retransm ssion of the packet on the
application layer. This can inpact or distort the accuracy of RADI US
attributes for timng which assume a negligible network del ay, nanely
Acct - Del ay- Ti ne.

6.5. DILS Session Managenent

Where RADI US/ TLS can rely on the TCP state nmachine to perform session
tracking, RADI US/DTLS cannot. As a result, inplenentations of

RADI US/ DTLS may need to perform sessi on managenent of the DTLS
session in the application |ayer. This subsection describes
logically how this tracking is done. |Inplenentations MAY choose to
use the nethod described here, or another, equivalent nethod. Wen

i npl ementations do not use the 5-tuple described below, note that IP
address based policies MJUST still be applied for all incomng
packets, simlar to the mandated behavior for TLS Session Resunption
in Section 3.5.

We note that [RFC5080], Section 2.2.2, already mandates a duplicate
detection cache. The session tracking described bel ow can be seen as
an extension of that cache, where entries contain DILS sessions
i nstead of RADI US/ UDP packets.

6.5.1. Server Session Managenent

A RADI US/ DTLS server using the 5-tuple nethod MJST track ongoi ng DTLS
sessions for each client, based on the follow ng 5-tuple:

* source | P address
* source port

* destination |P address
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* destination port
* protocol (fixed to UDP)

Note that this 5-tuple is independent of |IP address version (IPv4d or
| Pv6) .

Each 5-tuple points to a unique session entry, which usually contains
the follow ng information:

DTLS Session: Any information required to mai ntain and rmanage the
DTLS session

DTLS Data: An inplenentation-specific variable that may contain
i nformati on about the active DILS session. This variable may be
enpty or nonexi stent.

This data will typically contain information such as idle
timeouts, session lifetimes, and other inplenmentation-specific
dat a.

6.5.1.1. Session Opening and d osing

Session tracking is subject to Denial-of-Service (DoS) attacks due to
the ability of an attacker to forge UDP traffic. RADI US/ DILS servers
SHOULD use the statel ess cookie tracking technique described in

[ RFC6347], Section 4.2.1 for DILS 1.2 and [ RFC9147], Section 5.1 for
DTLS 1.3. DITLS sessions SHOULD NOT be tracked until a CientHello
packet has been received with an appropriate Cookie value. Server

i mpl ementati on SHOULD have a way of tracking DILS sessions that are
partially set up. Servers MJST linmt both the nunber and inpact on
resources of partial sessions.

Sessions (both 5-tuple and entry) MJST be del eted when the DILS
session is closed for any reason. Wen a session is deleted due to
it failing security requirenents, the DTLS session MJST be cl osed,
any TLS session resunption paraneters for that session MJST be

di scarded, and all tracking information MIUST be del et ed.

Since UDP is stateless, the potential exists for the client to
initiate a new DILS session using a particular 5-tuple, before the
server has closed the old session. For security reasons, the server
MUST keep the old session active until either it has received secure
notification fromthe client that the session is closed or the server
decides to close the session based on idle tineouts. Taking any
other action would permt unauthenticated clients to performa DoS
attack, by reusing a 5-tuple and thus causing the server to close an
active (and authenticated) DTLS session.
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As a result, servers MJST ignore any attenpts to reuse an existing
5-tuple froman active session. This requirenment can generally be
reached by sinmply processing the packet through the existing DILS
session, as with any other packet received via that 5-tuple. Non-
conpliant, or unexpected packets will be ignored by the DILS | ayer

6.5.2. dient Session Managenent

RADI US/ DTLS clients SHOULD NOT send both RADI US/ UDP and RADI US/ DTLS
packets to different servers fromthe sane source socket. This
practice causes increased conplexity in the client application and
increases the potential for security breaches due to inplenentation
i ssues.

RADI US/ DTLS clients MAY use PMIU di scovery [RFC6520] to determ ne the
PMIU between the client and server. Wile a RADIUS client has
limted to no possibilities to reduce the size of an outgoi ng RAD US
packet wi thout unwanted side effects, it gives the RADIUS client the
possibility to determ ne whether or not the RAD US packet can even be
sent over the connection. Sending RADI US packets that exceed the
PMIU between the client and the server will result in IP
fragnmentation. |P fragnentation may not be functioning, so by
determning the PMIU, the RADIUS client can preenptively select a
different RADIUS server to send the RADI US packet to. Note that PMIU
di scovery can only di scover the PMIU of the current RADI US hop and a
RADI US client has no reliable way to di scover the PMIU across the
whol e RADI US proxy chain. Further discussion of this topic is
outside of the scope of this docunent.

7. Security Considerations

As this specification relies on the existing TLS and DTLS
specifications, all security considerations for these protocols also
apply to the (D) TLS portions of RadSec.

For RADI US however, many security considerations raised in the RAD US
docunents are related to RADI US encryption and authorization. Those
issues are largely mtigated when (D) TLS is used as a transport

met hod, since encryption and authorization is achieved on the (D) TLS
| ayer. The issues that are not mitigated by this specification are
related to the RADI US packet format and handling, which is unchanged
in this specification

A few remai ning security considerations and notes to admi nistrators
depl oyi ng RadSec are |isted bel ow
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7.1. Mxing Secure and Insecure Traffic

It is RECOWENDED that servers do not accept both secure and insecure
traffic fromthe sane source | P address. Allow ng RADI US/ UDP and
RADI US/ DTLS fromthe sane client exposes the traffic to downbi ddi ng
attacks and is NOT RECOMVENDED.

Admi ni strators of a client can place servers into a | oad-bal ance or
fail-over pools, no matter what the conbination of values in the
3-tuple which identifies a server. However, administrators should
limt these pools to servers with a simlar security profile, e.g.,
all UDP, or all (D TLS. Mxing insecure traffic with secure traffic
will likely create security risks.

7.2. RADI US Pr oxi es

RadSec provides authentication, integrity and confidentiality
protection for RADIUS traffic for a single hop between two RADI US
endpoints. |In the presence of proxies, internediate proxies can
still inspect the individual RADI US packets, i.e., "end-to-end"
encryption on the RADIUS [ ayer is not provided. Were internediate
proxies are untrusted, it is desirable to use other RADI US nechani sns
to prevent critical RADIUS attributes frominspection by such
proxies. One common nethod is to protect user credentials by using
the Extensible Authentication Protocol (EAP) and EAP nethods that
utilize TLS. However, in typical use cases there still remain
attributes potentially containing confidential data (such as
personal ly identifiable informati on or cryptographi c keys) which
cannot be protected frominspection by proxies.

Addi tionally, when RADI US proxies are used, the RADIUS client has no
way of ensuring that the conplete path of the RADI US packet is
protected, since RADIUS routing is done hop-by-hop and any

i ntermedi ate proxy may be configured, after receiving a RADI US packet
via RadSec from one endpoint, to forward this packet to a different
endpoi nt using the RADI US/UDP transport profile. Since with RADI US/
UDP, the packet is sent in cleartext, an eavesdropper can observe the
packet over the RADI US/UDP hops. There is no technical solution with
the current specification that enforces that a RADI US packet is
transported only via secure RADIUS transports over the whol e path.

If the confidentiality of the full contents of the RADI US packet
across the whole path is required, organizational solutions need to
be in place that ensure that every internmediate RADIUS proxy is
configured to forward the RADIUS packets using RadSec as transport.

One possible way to reduce the attack surface is to reduce the nunber

of proxies in the overall proxy chain. For this, dynam c discovery
as defined in [ RFC7585] can be used.
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7.2.1. Loopback-Attack on endpoints acting as Server and Cient

RadSec endpoints that are configured to act both as client and
server, typically in a proxy configuration, nmay be vulnerable to
attacks where an attacker mrrors back all traffic to the endpoint.
Therefore, endpoints that are capable of acting as both client and
server SHOULD i nplenent mitigations to avoid accepting connections
fromitself. One exanple of a potentially vul nerable configuration
is a setup where the RadSec server is accepting inconm ng connections
fromany address (or a wide address range). Since the server may not
be able to verify the certificate subject or subject alternate nanes,
the trust is based on the certificate issuer and/or on the contents
of the certificate policies extension [RFC5280], Section 4.2.1.4.
However, in this case, the client certificate which the RadSec
endpoi nt uses for outgoing connections on the client side mght also
satisfy the trust check of the server side. Qher scenarios where
the identification of an outgoing connection satisfies the trust
check of an incom ng one are possible, but are not enunerated here.

Ei t her through m sconfiguration, erroneous or spoofed dynanic

di scovery, or an attacker rerouting TLS packets, a proxy mght thus
open a connection to itself, creating a |oop. Such attacks have been
described for TLS-PSK [ RFC9257], dubbed a selfie-attack, but are nuch
broader in the RadSec case. |n particular, as described above, they
also apply to certificate based authentication

Server inplenentati ons SHOULD t herefore detect connections from
itself, and reject them There is currently no detection nethod that
wor ks universally for all use-cases and TLS i npl enentati ons. Sone
possi bl e detection nmethods are |listed bel ow

* Conparing client or server randomused in the TLS handshake.
VWhile this is a very effective nmethod, it requires access to
val ues which are nornally private to the TLS inpl enentation

* Sending a customrandom nunber in an extension in the TLS client
hello. Again, this is very effective, but requires extension of
the TLS i npl enent ati on.

* Conparing the incomng server certificate to all server
certificates configured on the proxy. Wile in sone scenarios
this can be a valid detection nethod, using the sane server
certificate on multiple servers woul d keep these servers from
connecting with each other, even when this connection is
legitimate.
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The application |ayer RADIUS protocol also offers some |oop
detection, e.g., using a Proxy-State attribute. However, these

met hods are not capable of reliably detecting and suppressing these
attacks in every case and are outside the scope of this docunent.

7.3. Usage of NULL encryption cipher suites for debugging

Sone TLS i npl ementations offer cipher suites with NULL encryption, to
al l ow i nspection of the plaintext with packet sniffing tools. Since
with RadSec the RADI US shared secret is set to a static string
("radsec" for RADIUS/TLS, "radius/dtls" for RADH US/ DTLS), using a
NULL encryption cipher suite will also result in conplete disclosure
of the whol e RADI US packet, including the encrypted RADI US
attributes, to any party eavesdropping on the conversati on.

Fol I owi ng the reconmmendations in [ RFC9325], Section 4.1, this
specification forbids the usage of NULL encryption cipher suites for
RadSec.

For cases where adm nistrators need access to the decrypted RadSec
traffic, we suggest using different approaches, |ike exporting the
key material from TLS libraries according to
[I-D.ietf-tls-keylogfile].

7.4. Possibility of Denial-of-Service attacks

Bot h RADI US/ TLS and RADI US/ DTLS have a consi derabl e hi gher anount of
data that the server needs to store in comparison to RADI US/ UDP
Therefore, an attacker could try to exhaust server resources.

Wth RADIUS/ UDP, any invalid RADIUS packet would fail the

crypt ographi ¢ checks and the server would silently discard that
packet. For RadSec, the server needs to performat |east a partial
TLS handshake to determ ne whether or not the client is authorized.
Perform ng a (D) TLS handshake is nore conpl ex than the cryptographic
check of a RADIUS packet. An attacker could try to trigger a high
number of (D) TLS handshakes at the same tine, resulting in a high
server | oad and potentially a Denial-of-Service. To prevent this
attack, a RadSec server SHOULD have configurable linmts on new
connection attenpts, and where configured, MJST enforce those linits.

Both TLS and DTLS need to store connection information for each open
(D) TLS connection. Especially with DILS, a bogus or mi sbehaving
client could open an excessive nunber of DTLS connections. This
connection tracking could lead to a resource exhaustion on the server
side, triggering a Denial-of-Service. Therefore, RadSec servers
SHOULD have a configurable limt of the nunber of connections they
can track, and where configured, MJST enforce those limts. Wen the
total nunber of connections tracked is going to exceed the configured
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limt, servers MAY free up resources by closing the connection that
has been idle for the longest time. Doing so may free up idle
resources that then allow the server to accept a new connection

RadSec servers MJUST linmt the nunber of partially open (D) TLS
connections and SHOULD expose this |limt as configurable option to
the adni ni strator.

To prevent resource exhaustion by partially opening a | arge numnber of
(D) TLS connections, RadSec servers SHOULD have a tineout on partially
open (D) TLS connections. W recommend a lint of a few seconds,

i mpl ement ati ons SHOULD expose this timeout as configurable option to
the adnministrator. |f a (D)TLS connection is not established wthin
this timeframe, it is likely that this connection is either not from
avalidclient, or it is froma valid client with unreliable
connectivity. In contrast, an established connection m ght not send
packets for |onger periods of tinme, but since the endpoints are
mutual |y authenticated, |eaving a connection avail abl e does not pose
a probl em ot her than the problenms nmentioned before.

A different means of prevention is IP filtering. |If the IP range
that the server expects clients to connect fromis restricted, then
the server can sinply reject or drop all connection attenpts from
outside those ranges. |f every RadSec client is configured with an

I P range, then the server does not even have to performa partial TLS
handshake if the connection attenpt comes from outside every all owed
range, but can instead i mediately drop the connection. To perform
this lookup efficiently, RadSec servers SHOULD keep a list of the
accunul ated permtted | P address ranges, individually for each
transport.

7.5. TLS Connection Lifetime and Key Rotation

The RadSec TLS connections may have a long lifetinme. Especially when
dealing with high volune of RADIUS traffic, the encryption keys have
to be rotated regularly, depending on both the anpunt of data which
was transferred, and on the encryption nmethod. See [RFC8446],
Section 5.5 and [I-D.irtf-cfrg-aead-limts] for nore information

I mpl enenters SHOULD be aware of this issue and determ ne whet her the
underlying TLS library automatically rotates encryption keys or not.
If the underlying TLS library does not performthe rotation
automatically, RadSec inplenentations SHOULD performthis rotation
manual |y, either by a key update of the existing TLS connection or by
closing the TLS connecti on and opening a new one.
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7.6. Connection Cosing On Mal formed Packets

If mal formed RADI US packets are received or the packets fail the

aut henti cator checks, this specification requires that the (D) TLS
connection be closed. The reason is that the connection is expected
to be used for transport of RADI US packets only.

Any non-RADI US traffic on that connection neans the other party is

m sbehaving and is potentially a security risk. Simlarly, any

RADI US traffic failing authentication vector or Message-Aut henti cator
val idation neans that two parties do not have a conmon shared secret.
Since the shared secret is static, this again neans the other party

i s m sbehavi ng.

On the other hand, we want to avoid situations in which a third party
can trigger such a connection closure, e.g., by sending a RAD US
packet with attributes the RadSec server does not understand. |If a
RadSec endpoint woul d cl ose the connection when receiving such
packets, an attacker could repeatedly send such packets to disrupt
the RadSec connection. Leaving the connection open and ignoring
unknown attributes al so ensures forward conpatibility.

7.7. Mgrating from RAD US/ UDP to RadSec

Since RADI US/ UDP security relies on the MD5 algorithm which is
consi dered insecure, using RADI US/ UDP over insecure networks is
risky. We therefore recomrend to migrate from RAD US/UDP to RadSec.
Wthin this mgration process, however, there are a few itens that
need to be considered by adm nistrators.

Firstly, admnistrators may be tenpted to sinply migrate from RADI US/
UDP to RadSec with (D) TLS-PSK and reuse the RADI US shared secret as
(D) TLS-PSK. Wiile this may seem|ike an easy way to upgrade RADI US/
UDP to RadSec, the cryptographic problens with the RADI US/ UDP shared
secret render the shared secret potentially conprom sed. Using a
potentially conprom sed shared secret as TLS-PSK conproni ses the

whol e TLS connection. Therefore, as defined in [ RFC9813],

Section 4.1.3, any shared secret used with RADI US/ UDP before MJST NOT
be used with RadSec and (D) TLS-PSK. W al so strongly recomend

i npl ementers to not reuse the configuration option for the RADI US/ UDP
shared secret in the existing user interfaces for the (D) TLS-PSK too.
I nstead, these should be separate input fields in order to prevent
acci dental reuse of an existing shared secret when switching to

(D) TLS- PSK.

When upgradi ng from RADIUS/ UDP to RadSec, there may be a period of

time, where the connection between client and server is configured
for both transport profiles. |If the old RADI US/ UDP configuration is
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| eft configured, but not used in normal operation, e.g., due to a
fail-over configuration that prefers RadSec, an attacker could

di srupt the RadSec comunication and force a downgrade to RADI US/ UDP
To prevent this it is RECOWENDED that, when the migration to RadSec
is conpl eted, the RADI US/UDP configuration is renoved. RadSec
clients MUST NOT fall back to RADIUS/ UDP if the RadSec communi cation
fails, unless explicitly configured this way.

Speci al considerations apply for clients behind a NAT, where some
clients use RADI US/ UDP and others use RadSec. A RADI US server m ght
not be able to detect if a RadSec client falls back to RADI US/ UDP;
they will appear with the sanme source | P address to the server and
use the sanme shared secret. It is therefore NOT RECOMMVENDED to use
bot h RADI US/ UDP and RadSec clients behind a NAT at the sane tine.

7.8. dient Subsystens

Many traditional clients treat RADI US as subsystemspecific. That

i s, each subsystemon the client has its own RADI US i npl ement ati on
and configuration. These independent inplenentations work for sinple
systens, but break down for RAD US when nultiple servers, fail-over
and | oad-bal ancing are required. Wth (D) TLS enabl ed, these problens
are expected to get worse.

We therefore reconmend in these situations the client use a | oca
proxy that arbitrates all RAD US traffic between the client and all
servers. This proxy will encapsul ate all know edge about servers,
including security policies, fail-over and | oad-bal ancing. Al
client subsystens should communicate with this |ocal proxy, perhaps
via an internal APlI, or over a |oopback address.

The benefit of this configuration is that there is one place in the
client that arbitrates all RADIUS traffic. So |long as the proxy

i npl ements RadSec, other subsystens that do not inplenent RadSec do
not need to be updated to support it. They can instead |everage the
functionality of the local proxy to | everage the benefits of (D)TLS
(D) TLS connections opened by the proxy can remain open for a |ong
period of tine, even when client subsystens are restarted. The proxy
can be configured to do RADI US/UDP to sone servers and RadSec to

ot hers.

Del egation of responsibilities and separation of tasks are inportant
security principles. By noving all RadSec know edge to a (D) TLS-
aware proxy, security analysis becones sinpler, and enforcenent of
correct security becones easier.
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8.

8.

8.

Desi gn Deci si ons

Many of the design decisions of RAD US/ TLS and RADI US/ DTLS can be
found in [RFC6614] and [RFC7360]. This section will discuss the
rational e behind significant changes fromthe experinental

speci fication.

1. Mandatory-to-inplement transports

Wth the nmerging of RADIUS/ TLS and RADI US/ DTLS the questi on of

mandat ory-to-i npl ement transports arose. |n order to avoid
incompatibilities, there were two possibilities: Either mandate one
of the transports for all inplenmentations or nandate the

i npl ementation of both transports for either the server or the
client. As of the time witing, RADIUS/TLS is wi dely adapted for
sone use cases. However, TLS has sone serious drawbacks when used
for RADIUS transport. Especially the sequential nature of the
connection and the connected issues |ike head-of-line blocking could
create probl ens.

Therefore, the decision was made that RADI US servers nust inplenent
both transports. For RADIUS clients, that may run on nore
constrai ned hardware, inplenenters can choose to inplenent only the
transport that is better suited for their needs.

2. Mandatory-to-inplement trust profiles

[ RFC6614] mandates the inplenentation of the trust profile
"certificate with PKIX trust nodel" for both clients and servers

The experience of the deploynment of RADI US/ TLS as specified in

[ RFC6614] has shown that mpbst actors still rely on RADI US/ UDP. Since
dealing with certificates can create a | ot of issues, both for

i npl ementers and admini strators, for the re-specification we wanted
to create an alternative to insecure RADIUS transports |ike RADI US/
UDP that can be depl oyed easily w thout much additiona

adm ni strative overhead.

As with the supported transports, the assunption is that RADI US
servers are |l ess constrained than RADIUS clients. Since sonme client

i npl ement ati ons al ready support using certificates for nutua

aut hentication and there are several use cases, where pre-shared keys
are not usable (e.g., a dynamc federation with changi ng nmenbers),
the decision was made that, analog to the supported transports,
RadSec servers nust inplement both certificates with PKIX trust nodel
and TLS-PSK as means of nutual authentication. RadSec clients again
can choose which nmethod is better suited for them but nust, for
conpatibility reasons, inplenment at | east one of the two.
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8. 3.

10.

10.

Changes in application of TLS

The original specification of RAD US/ TLS does not forbid the usage of
conpression in the TLS |layer. As per [RFC9325], Section 3.3,
conpressi on should not be used due to the possibility of conpression-
rel ated attacks, unless the application protocol is proven to be not
open to such attacks. Since sonme attributes of the RADI US packets
within the TLS tunnel contain values that an attacker could at |east
partially choose (i.e., usernane, MAC address or EAP nessage), there
is a possibility for conpression-related attacks, that could
potentially reveal data in other RADIUS attributes through | ength of
the TLS record. To circunvent this attack, this specification
forbids the usage of TLS conpression.

Si nce usage of O-RTT may have inplications on forward secrecy and
replay protection, this specification prohibits its use. Protection
agai nst replay attacks is necessary, since a replayed RAD US packet
in the early data woul d be processed as new packet. The additiona
effort that is needed to protect O-RTT data agai nst replays outwei ghs
the benefit of the reduced processing tine.

| ANA Consi der ati ons

Upon approval, | ANA shoul d update the Reference and the Assignnent
Notes to radsec in the Service Name and Transport Protocol Port
Nunmber Regi stry:

For TCP: * Service Nane: radsec * Port Number: 2083 * Transport
Protocol: tcp * Description: Secure RADIUS Service * Assignnent
notes: The TCP port 2083 was al ready previously assigned by | ANA for
"RadSec", an early inplenentation of RADI US/ TLS, prior to issuance of
the experinmental RFC 6614. [RFCXXXX] updates RFC 6614 ( RADI US/ TLS)

* Reference: [RFCXXXX] (this docunent)

For UDP: * Service Nane: radsec * Port Number: 2083 * Transport
Protocol : udp * Description: Secure RADI US Service * Assignnent
notes: The UDP port 2083 was al ready previously assigned by | ANA for
"RadSec", an early inplenmentation of RADIUS/ DTLS, prior to issuance
of the experinmental RFC 7360. [RFCXXXX] updates RFC 7360 (RADI US/
DTLS). * Reference: [RFCXXXX] (this docunent)
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Appendi x A, Changes from RFC6614 (RADI US/ TLS) and RFC7360 (RADI US/ DTLS)

The following list contains the nost inportant changes fromthe
previ ous specifications in [RFC6613] (RADI US/ TCP), [RFC6614] (RADI US/
TLS) and [ RFC7360] (RADI US/ DTLS).

* The protocols RADI US/ TLS and RADI US/ DTLS are now col |l ectively
referred to as RadSec.

* [ RFC6614] referenced [ RFC6613] for TCP-rel ated specification,
RFC6613 on the ot her hand had some specification for RADI US/ TLS.
These specifications have been nerged into this docunent, and
therefore renoves [ RFC6613] as nornative reference.
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* RFC6614 nmarked TLSv1l.1 or later as mandatory, this specification
now references [ RFC9325] for reconmended TLS versions, which
mandates TLS 1.2 and recomends TLS 1.3

* RFC6614 allowed use of TLS conpression, this docunent forbids it.

*  RFC6614 only requires support for the trust nodel "certificates
with PKI X" ([RFC6614], Section 2.3). This docunent changes this.
For servers, TLS-X. 509-PKIX (Section 3.3.1, equivalent to
"certificates with PKIX' in RFC6614) and TLS-PSK (Section 3.3.2)
is now nandated and clients nust inplenent at |east one of the
t wo.

* The reconmendation for TLS-X509- FI NGERPRI NT ([ RFC6614],
Section 2.3) is renoved since the nodel has not been inpl enmented
by any known inpl enentati on of the experinental RADI US/ (D) TLS
speci fications.

* The mandatory-to-inpl ement cipher suites are not referenced
directly, this is replaced by a pointer to [ RFC9325].

* The specification regarding steps for certificate verification has
been updat ed.

* [RFC6613] nandated the use of Status-Server as watchdog al gorithm
[ RFC7360] only recomrended it. This specification mandates the
use of Status-Server for both RAD US/ TLS and RADI US/ DTLS

* [RFC6613] only included |limted text around retransm ssions, this
docunent now gi ves nore gui dance on how to handl e retransm ssions
and retries, especially across different transports.

* The rules for verifying the peer certificate have been updated to
fol | ow gui dance provided in [ RFC9525]. Using the Commobn Nane RDN
for validation of server certificates is now forbidden

* The response to unwanted packets has changed. Endpoints shoul d
now reply with a Protocol -Error packet, which is connection-
speci fic and should not be proxied.

The rational es behind sone of these changes are outlined in
Section 8.
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