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Abst ract

RADI US crypto-agility was first mandated as future work by RFC 6421
The outcone of that work was the publication of RAD US over TLS (RFC
6614) and RADI US over DTLS (RFC 7360) as experinmental documents.
Those transport protocols have been in w de-spread use for many years
in a wide range of networks, and have recently been standardi zed in
[I-Dietf-radext-radiusdtls-bis]. TLS has proven to be a usefu
replacrent for UDP (RFC 2865) and TCP (RFC 6613) transports. Wth
that know edge, the continued use of insecure transports for RAD US
has serious and negative inplications for privacy and security.

The publication of the "Bl ast RADIUS" exploit has al so shown that

RADI US security needs to be updated. It is no |onger acceptable for
RADIUS to rely on MD5 for security. It is no |longer acceptable to
send device or location information in clear text across the w der
Internet. This docunent therefore deprecates many insecure practices
in RADIUS, and nandates support for secure TLS-based transport

| ayers. Related security issues with RADI US are di scussed, and
recomrendati ons are nade for practices which increase both security
and privacy.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-radext-deprecating-
radi us/.
Di scussion of this docunent takes place on the RADEXT Wirki ng G oup
mailing list (mailto:radext@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/radext/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/radext/.

Source for this draft and an issue tracker can be found at
https://github. com freeradius/deprecating-radius.git.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 14 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Wth the publication of [I-D.ietf-radext-radiusdtls-bis], the

[ RFC6421] work on crypto-agility is nearing conpletion. The RADI US
protocol now has a secure transport which is standards-track. This
specification therefore conpletes the work of [RFC6421] by
deprecating insecure uses of RADIUS, including RADI US/ UDP and RADI US/
TCP.

Thi s specification mandates new behavior for RADIUS to address those
i ssues, nost notably the BlastRADI US vul nerability [BLAST]. |In the
i nterest of keeping this docunment sinple, these mandates are given
with m nimal explanation.

1.1. Overview of RADIUS Security and Privacy

The reader is directed to [I-D. dekok-radext-reviewradius] for a
detailed review of of the security and privacy issues in RAD US

That docunent expl ai ns the background behind the mandates in this
docunent, which provides design notivation that is nmissing fromthis
specification. In the interest of providing sonme justification in
this docunment, we provide a brief overview here.

The RADI US protocol [RFC2865] was first standardized in 1997, though
its roots go back much earlier to 1993. The protocol uses M5

[ RFC1321] to authenticate sone packets types, and to obfuscate
certain attributes such as User-Password. As originally designed,
Access- Request packets were entirely unauthenticated, and coul d be
trivially spoofed ([ RFC2869], Section 7.1 and [ RFC3579],

Section 4.3.2).

The insecurity of MD5 was first noted in relation to RADIUS in 1996
on the I ETF RADI US working group mailing list [MD5-1996], which also
di scussed using an HVAC construct to increase security. Wile it was
common know edge at the tinme, the earliest docunented concern being
rai sed about Access-Request packets spoofing was on the RADI US
working group mailing list in 1998 [DATTACK]. There was substantia
further discussions about the lack of integrity checks on that |ist
over the next few years. The outcone of that discussion was the
definition of Message-Authenticator as an optional HVAC based
attribute in [ RFC2869], Section 5.14.

The packet forgery issue was further discussed in 2004 in [ RFC3579],
Section 4, and again in 2007 in [RFC5080], Section 2.2.2. The state
of MD5 security was again discussed in [RFC6151], which states in
Section 2:
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MD5 is no | onger acceptable where collision resistance is required
such as digital signatures.

That statenent |led to RADIUS security being reviewed in [ RFC6421],
Section 3, but no protocol changes were nmade at that tinme. The
outcome of that review was the text in the remmi nder of [RFC6421],
which created crypto-agility requirenments for RADIUS. The work of
[ RFC6421] was conpleted in [I-D.ietf-radext-radiusdtls-bis].

Anot her issue with RADIUS is that nost information (but not

passwords) is sent "in the clear". This practice has obvious privacy
inmplications. The data which is publicly available in RAD US

i ncludes information such as names, MAC addresses, |ocations, etc.,
which allows individuals to be tracked with mnimal effort. The
reader is refered to [RFC6973], and specifically to [ RFC6973],
Section 5 for detailed discussion, and to [ RFC6973], Section 6 for
recomendati ons on threat nitigations.

It is no longer acceptable for RADIUS to rely on MD5 for security.
It is no |longer acceptable to send device or location information in
clear text across the wider Internet. This docunent therefore
deprecates all insecure uses of RADIUS, and nandates the use of
secure TLS-based transport | ayers.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.
* RADI US

The Renote Authentication Dial-ln User Service protocol, as
defined in [ RFC2865], [ RFC2866], and [ RFC5176] anobng ot hers.

*  RADI US/ UDP

RADI US over the User Datagram Protocol as define above.
*  RADI US/ TCP

RADI US over the Transport Control Protocol [RFC6613]
*  RADI US/ TLS

RADI US over the Transport Layer Security protocol [RFC6614]
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* RADI US/ DTLS

RADI US over the Datagram Transport Layer Security protoco
[ RFC7360]

*  RadSec
Ei t her RADI US/ TLS or RADI US/ DTLS
* TLS
the Transport Layer Security protocol
* NAS
Net wor k Access Server, which is a RADIUS client.
*  M5- CHAP

M crosoft Chal | enge- Handshake aut hentication, as defined for Ms-
CHAPv1 in [RFC2433], MS-CHAPv2 in [RFC2759], and EAP- MSCHAPv2
[ KAMATH]

In order to be consistent with the term nol ogy of [RFC2865], this
docunent describes the Request Authenticator, Response Authenticator,
and Message- Aut henticator as "signing" the packets. This term nol ogy
is not consistent with nodern cryptographic termnms, but using other
term nol ogy could be msleading to | ong-term RADI US i npl ement ers.

The reader is assured that no nodern cryptographic nmethods are used
wi t h RADI US/ UDP

3. Deprecating Insecure Practices

The solution to an insecure protocol which uses thirty year-old
cryptography is to deprecate the use insecure cryptography, and to
mandat e nodern cryptographi c transport. This section deprecates

i nsecure transports, mandates the use of secure transports,
officially deprecates Ms-CHAP nearly two decades after it was broken,
and finally closes out the [ RFC6421] crypto-agility requirenents for
RADI US.

3.1. RADI US/ UDP and RADI US/ TCP are Deprecated

RADI US/ UDP and RADI US/ TCP MUST NOT be used outside of secure
networks. A secure network is one which is believed to be safe from
eavesdroppers, attackers, etc. For exanple, if IPsec is used between
two systens, then those systens nay use RADI US/ UDP or RADI US/ TCP over
the | Psec connecti on.

DeKok Expi res 14 Septenber 2026 [ Page 6]



I nternet-Draft Deprecating | nsecure RADI US March 2026

However, admi nistrators should not assune that such uses are al ways
secure. An attacker who breaks into a critical systemcould use that
access to view RADIUS traffic, and thus be able to attack it
Simlarly, a network m sconfiguration could result in the RAD US
traffic being sent over an insecure network.

Neither the RADIUS client nor the RADI US server woul d be aware of any
networ k m sconfiguration (e.g. such as could happen with |Psec).
Neither the RADIUS client nor the RADI US server woul d be aware of any
attacker snooping on RADI US/ UDP or RADI US/ TCP traffic.

In contrast, when RadSec is used, the RADI US endpoints are aware of
all security issues, and can enforce any necessary security policies.

Any use of RADI US/UDP and RADI US/ TCP is therefore NOI RECOVMMENDED
even when the underlying network is believed to be secure.

3.2. Secure Transports are Mandated

Al'l systems which send RADI US packets outside of secure networks MJIST
use either RadSec, or transport-layer security such as |IPSec. For
operational and security reasons, it is RECOMVENDED to use RadSec

i nstead of | Psec.

Unl i ke RadSec, use of |Psec neans that the RADI US server is unaware
of transport-layer security. Any problemwth |IPsec such as
configuration issues, negotiation or re-keying problens are typically
presented to the RADI US servers as 100% packet | oss. These issues
may occur at any tine, independent of any changes to a RADI US
application using that transport. Further, network misconfigurations
whi ch renove all security are conpletely transparent to the RAD US
application. A transport |ayer m sconfiguration can cause packets
can be sent over an insecure link, and the RADI US server will be
unaware of the failure of security at the transport |ayer

In contrast, RadSec gives the RADIUS application conpletely know edge
and control over transport-layer security. The failure cases around
RadSec are therefore often clearer, easier to diagnose and faster to
resolve than failures in I Psec. For exanple, a failed TLS connection
may return a "connection refused" error to the application, or any
one of many TLS errors indicating which exact part of the TLS
conversion failed during negotiation
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3.3. Ms5-CHAP is Deprecated

M5- CHAP (as defined for vl in [RFC2433], v2 in [RFC2759], and EAP-
MBCHAPv2 [ KAMATH]) have mmjor design flaws, as discussed in

[1-D. dekok-radext-reviewradius], Part TBD. Ms-CHAP MJST NOT be used
in any situation where it is not protected by RadSec. Ms-CHAP MJST
NOT be sent over RADI US/UDP or RADI US/ TCP, unless that data is
protected by a a secure transport |ayer such as |PSec.

As packets can be proxied outside of a secure transport, M- CHAP MUST
NOT be sent over RADIUS/ UDP or RADI US/ TCP. For authentication
protocol s such as EAP, Ms-CHAP net hods MJST NOT be used outside of a
secure tunnel such as PEAP or TTLS. This reconmendation includes
EAP- MSCHAPv2 [ KAVATH] .

Due to the [ASLEAP] attack, inplenenters and adm nistrators MJST
treat MS-CHAP as bei ng equival ent to sending passwords in the clear,
wi t hout any encryption or obfuscation. That is, the User-Password
attribute with the [ RFC2865], Section 5.2 obfuscation is
substantially nore secure than Ms-CHAP

Exi sting RADIUS client inplenentations which originate Access-Request
packets SHOULD t herefore deprecate all uses of M5-CHAP. Cients
SHOULD f orbi d new configurations from enabling Ms- CHAP

aut hentication. New RADIUS clients MJST NOT inpl enent Ms-CHAPv1, Ms-
CHAPv2, or EAP- MSCHAPv2.

These prohibitions do not apply to EAP net hods which transport Ms-
CHAP inside of a TLS tunnel

3.4. Crypto-Agility

The crypto-agility requirenments of [RFC6421] are defined in [ RFC6614]
Appendi x C, and in Section 10.1 of [RFC7360]. For clarity, we repeat
the text of [RFC7360] here, with some minor nodifications to update
references, w thout changing the content.

Section 4.2 of [RFC6421] nmakes a nunber of recomrendati ons about
security properties of new RADI US proposals. Al of those
recomendations are satisfied by using RadSec. as the transport
| ayer.

Section 4.3 of [RFC6421] nakes a nunber of recomrendati ons about

backwards conpatibility with RADIUS. [RFC7360] Section 3 addresses
these concerns in detail
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Section 4.4 of [RFC6421] recommends that change control be ceded to
the 1ETF, and that interoperability is possible. Both requirenments
are sati sfied.

Section 4.5 of [RFC6421] requires that the new security nethods apply
to all packet types. This requirenent is satisfied by allow ng
RadSec to be used for all RADIUS traffic. |In addition, [RFC7360]
Section 3, addresses concerns about docunmenting the transition from

| egacy RADI US to crypto-agile RADIUS.

Section 4.6 of [RFC6421] requires autonmated key managenent. This
requirenent is satisfied by using TLS or DTLS key managenent.

This specification finalizes the work began in [ RFC6421].
3.4.1. Al new Cryptographic work in RADIUS is forbidden

Thi s docunent nandates that new RADI US specificati ons MJST NOT

i ntroduce new cryptographic primtives to authenticate packets (e.g.
[ RFC6218]). Specifications MJST NOT introduct new cryptographic
primtives to obfuscate attributes (e.g. User-Password in [ RFC2865],
Section 5.2, and Tunnel -Password in [ RFC2868], Section 3.5).

RADI US- speci fic cryptographi c methods which exist at the tinme of the
publication of this document MAY continue to be used for historica
compatibility. However, all new cryptographic work which is specific
to the RADIUS protocol is forbidden

As the Bl ast RADI US attack shows ([BLAST] and

[1-D. dekok-radext-reviewradius], Part TBD), RADH US/UDP security is
i nadequate for nodern networks. The solution is not to fix RADI US/
UDP. The solution is to deprecate it entirely, and to instead use
nmoder n crypt ographi ¢ met hods which provide security and privacy.

Al'l new security and privacy requirenents in RADI US therefore MJST be
provi ded by a secure transport |ayer such as TLS or |IPsec. As noted
above, sinply using |IPsec is not always enough, as the use (or not)
of IPsec is unknown to the RADI US application

The restriction which forbids new cryptographic work in RADI US does
not apply to the data being transported in RADIUS attributes. For
exanpl e, a new authentication nethod coul d use new cryptographic
met hods, and would be permitted to be transported in RADIUS. This
aut henti cati on met hod could be a new EAP met hod, or any other data
which is opaque to the RADIUS transport. In those cases, RAD US
serves as a transport layer for the authentication nmethod. The
authentication data is treated as opaque data for the purposes of
Access- Request, Access-Chal l enge, etc. packets.
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For those situations, there is no need for the RADI US protocol to
define any new cryptographic methods in order to transport the data.
As a result, those new cryptographic nethods do not require chantes
to the RADIUS protocol, and are not affected by this prohibition

4. Securing Access- Request Packets

Despite the above nandates to use secure transports for RADIUS, the
reality is that RADIUS/UDP is likely to remain in w de-spread use for
many years. It is therefore inportant to update RADI US/ UDP and
RADI US/ TCP in order to secure themfromthe Bl ast RADI US att ack

([ BLAST]) .

These updates require a nunber of changes to both clients and servers

in order for all possible attack vectors to be closed. |[Inplenenting
only sonme of these mtigations neans that an attacker could bypass
those partial nmitigations, and still performthe attack

This section outlines the nmitigations which protect RAD US/ UDP and
RADI US/ TCP systens fromthe BlastRADIUS attack. These nitigations
MJST be applied to RAD US/ UDP and RADI US/ TCP, and MJST NOT be applied
to RADI US/ TLS or RADI US/ DTLS.

Unl ess ot herwi se noted, the nmtigations here apply only to Access-
Request packets, and to responses to Access-Request (i.e. Access-
Accept, Access-Reject, Access-Challenge, and Protocol -Error packets).
Al'l behavior involving other types of request and response packets
MUST remai n unchanged from | egacy RADI US.

The nitigation nmethods outlined here all ow updated systens to protect
thenselves fromthe attack, while ensuring that they are

interoperable with | egacy systens. That is, there is no global “flag
day” required for these changes to take effect. Systenms which

i mpl ement these recomendations are fully conpatible with | egacy

RADI US i npl ement ati ons, and can help to protect those | egacy

i npl erent ati ons. However, when these mitigations are not fully

i mpl erented, systems may still be vulnerable to the attack

Note that when the RADI US system does not do proxying, the attack can
be mtigated sinply by upgrading the RADIUS server, so that it sends
Message- Aut henticator as the first attribute in all responses to
Access- Request packets. However, the goal of this specificationis
to fix all architectures supported by RADI US systens, rather than
only a limted subset. W therefore mandate new behavior for al

RADI US clients and servers, while acknow edgi ng that sone

organi zati ons may choose to not configure all of the new
functionality.
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For overall network security and good practice, is RECOWENDED t hat
all RADIUS clients and servers be upgraded to use the new software
whi ch contains the nmitigations, and al so be configured with the

hi ghest | evel of security. Doing so will ensure that configuration
m st akes on one systemw ||l not reintroduce the vulnerability.

4.1. New Configuration Fl ags

The goal of these flags is to secure the RAD US protocol w thout
preventing conmmuni cati on between clients and servers, even when only
one party has been upgraded. These flags are designed to allow a
gradual migration fromboth parties using |legacy RADIUS, to fully
upgraded and secured systenms with all of the mitigations in place.

Clients and servers MJST inpl enment the new configuration flags

defi ned bel ow when RADI US/ UDP or RADI US/ TCP is used. These flags
MUST NOT be exposed in any adninistrative interface or be exam ned by
code when RADI US/ DTLS or RADI US/ TLS is used.

The behavi or and neaning of these flags will be discussed in the
followi ng sections. Introducing these flags before discussing their
meani ng makes the subsequent discussion sinpler and easier to
under st and.

Clients MJUST have a per-server bool ean configuration flag, which
we call “require Message- Aut henticator”

Servers MJST have a per-client bool ean configuration flag, which
we call “require Message-Aut henticator”

Servers MJST have a per-client bool ean configuration flag, which
we call “limt Proxy-State” .

The default value of all three configuration flags SHOULD be "fal se",
in order to maintain conpatibility with legacy clients. |Inplenenters
and Vendors MAY choose to set the default value for these values to
"true" instead, when they have determ ned that the added security
benefit outwei ghs the configuration effort to disable the security
measures for |egacy clients.

It is RECOVMENDED t hat inplenentations support both a global setting,
and per-client or per-server setting for the above flags. For
exanpl e, an inplenentation could support a global setting which is
over-ridden by a nore specific per-client or per-server setting. The
gl obal setting could also be used if there was no client-specific or
server-specific setting defined
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4.

2

The conbi nati on of global and any nore narrow configuration flags

all ows administrators to upgrade systens gradual ly, w thout requiring
a "flag day" when all systens are required to change at the same
time.

The foll owi ng sections explain how these flags are used, by follow ng
the flow of an Access- Request packet being sent fromthe client, to
bei ng received by the server, to the server sending a response, and
finally to that response being received by the client. To be clear
the requirenents in this section apply only to RADI US/ UDP and RADI US/
TCP, and do not apply to RadSec.

Clients and Access- Request

The foll owi ng new behavi or is nandated for RADI US/UDP and RADI US/ TCP
clients:

Clients MJST add Message- Authenticator to all Access-Request
packets.

Thi s behavi or MUST NOT be configurable. Disabling it would open the
systemup to attack, and woul d prevent the other nitigation nmethods
fromworking. The root cause of the attack is that Access-Request
packets lack integrity checks. Therefore, the nost inportant fix is
to add integrity checks to those packets.

The Message- Aut henti cator SHOULD be the first attribute in al
Access- Request packets. That is, it should be placed i mediately
after the packet header. |nplenentations MAY place the Message-
Aut henti cator el sewhere in an Access- Request packet.

From a cryptographic point of view, the |location of Message-

Aut henti cator does not matter for Access-Request packets, it just
needs to exi st sonewhere in the packet. However, the location of
Message- Aut henti cator does matter for responses to Access- Request
(Access-Accept, etc.). It is better to have consistent and clear
messagi ng for addressing this attack, instead of having different
recomrendations for different kinds of packets.

However, many existing RADIUS clients do not currently send Message-

Aut henticator. It also nay be difficult to upgrade sone client
equi pnent, as the rel evant vendor may have gone out of business, or
may have marked equi pment as “end of life” and thus unsupported. It

is therefore necessary for servers to work with such systenms so as to
not break existing RADIUS depl oynents, while at the sane tine
protecting themas much as practically possible.
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4.3. Servers and Access- Request

The foll owi ng new behavi or is nmandated for for RADI US/ UDP and RADI US/
TCP servers:

When recei ving an Access- Request packet, servers MJST consult the
val ue of the "require Message-Authenticator" flag prior to
accepting the packet for processing. This flag MJUST NOT be
consulted for other types of request packets.

If the "require Message-Authenticator" flag is set to “false” |,
servers MJST foll ow | egacy behavior for validating and enforcing
the existence of Message-Aut henticator in Access-Request packets.
For exanple, enforcing the requirenent that all packets containing
EAP- Message al so contain a Message-Aut henticator attributes, but
ot herwi se accepting and validating the Message- Aut henti cat or
attribute if it is present, while taking no action if the
attribute is mssing.

If the "require Message-Authenticator" flag is set to "fal se",
servers MJST al so check the value of the "limt Proxy-State" flag
and either accept or discard the packet, based on the checks

di scussed in Section 4.4, bel ow

If the "require Message-Authenticator" flag is set to “true” , the
server MJST exam ne all Access-Request packets for the existence

of the Message-Authenticator attribute. Access-Request packets

whi ch do not contain Message- Aut henticator MJST be silently

di scarded. This discard process MJST occur before the Message-

Aut henti cator or Request Authenticator have been vali dated.

For packets which are not discarded by the precedi ng check, the
server MJST then validate the contents of any Message-

Aut henti cator and then discard packets which fail this validation
as per [RFC2869], Section 5.14.

Servers MJST NOT di scard a packet based on the | ocation of the
Message- Aut henticator attribute. W extend [ RFC2865], Section 5
to state that RADIUS clients and servers MJST NOT di scard packets
based on the order or location of any attribute. |f Message-

Aut henti cat or passes validation, then the packet is authentic and
it has not been nodified. The |ocation of Message-Aut henti cator
within the packet does not matter if the packet can be

aut henti cat ed.
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The default value for the "require Message-Authenticator” flag is
“false” because many clients do not send the Message- Aut henti cator
attribute in all Access-Request packets. Defaulting to a value of
"true" would nean that the server would be unable to accept packets
frommany | egacy clients, and existing networks coul d break.

W note that if this flag is “false” , the server can be vulnerable to
the attack, even if the client has been updated to al ways send
Message- Aut henticator in all Access-Requests. An attacker could

sinmply strip the Message- Aut henticator fromthe Access-Request, and
proceed with the attack as if client had not been updated. The

server then does not see any Message- Authenticator in the Access-
Request, and woul d accept the nodified packet for processing.

VWhen the "require Message-Authenticator” flag is set to "true", the
server is protected fromthe Blast RADIUS attack on this client to
server link. Any packet which has been nodified by the attacker to
remove Message- Authenticator will be discarded by the server. Any
packet containi ng Message-Aut henticator will be validated using the
HVAC- MD5 construct, which is not vulnerable to this attack

The server may still, however, be vulnerable to the attack if it
proxi es packets to another server. That is, the RADH US
infrastructure as a whole is secure only when all possible client to
server |links are secured.

Unfortunately, there is no way in RADIUS for clients and servers to
negoti ate protocol -l ayer features. A server cannot know if invalid
packets are being discarded due to an ongoing attack, or if they are
bei ng di scarded due to a m snatched configuration between client and
server. Servers SHOULD therefore log the fact that an Access- Request
packet was discarded (with rate limts) in order to informthe

adm nistrator that either an attack is underway, or that there is a
configuration msnatch between client and server

4.3.1. Detecting Configuration M smatches

As a special case for debuggi ng purposes, instead of discarding the
packet, servers MAY instead send a Protocol -Error ([ RFC7930],

Section 4) or Access-Reject response packet. This packet MJST
contain a Message-Authenticator attribute as the first attribute in

t he packet, otherw se an attacker could rewite this response into an
Access- Accept. The response MUST al so contain an Error-Cause
attribute with value 510 (M ssing Message-Authenticator). The server
MJST not send this response by default, as this behavior could cause
the server to respond to forged Access- Request packets.
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The purpose of this Protocol -Error response is to allow

adm nistrators to signal nisconfigurations between client and server.
It is intended to only be used tenporarily when new client to server
connections are being configured, and MJUST be di sabl ed permanently
once a client-server connection is verified to work.

Thi s behavi or SHOULD only be enabl ed when specifically configured by
an admnistrator. It MJST also be rate-limted, as there is no need
to signal this error on every packet received by the server. It
SHOULD be automatically di sabl ed when the server receives an Access-
Request froma client which contains Message- Aut henti cat or.

I mpl enent ati ons MAY instead automate this process, by sending a few
such responses when packets froma client are first seen, and then
not sendi ng responses thereafter.

As RADI US clients are upgraded over tinme, RADI US server
i npl ement ati ons SHOULD enabl e the “require Message-Aut henticator”
flag by default.

The next step is to protect servers when | egacy clients do not send
Message- Aut hent i cat or.

4.4. Updated Servers and Legacy Clients

The foll owi ng new behavior is nandated for RADI US/ UDP and RADI US/ TCP
servers:

When recei ving an Access- Request and where the "require Message-
Aut henticator" flag is set to "false", servers MJST then consult
the value of the "limt Proxy-State" flag for the client.

If the "limt Proxy-State" flag is set to "false", servers MJST
foll ow | egacy behavior for validating and enforcing the existence
of Message- Authenticator in Access-Request packets. For exanple,
enforcing the requirenent that all packets containi ng EAP- Message
al so contain a Message-Aut henticator attributes, but otherw se
accepting and validating the Message-Authenticator attribute if it
is present, while taking no action if the attribute is m ssing.
Thi s behavior is the same as mandated by the previous section.

If the "Ilimt Proxy-State" flag is set to "true", servers MJST
require that all Access-Request packets which contain a Proxy-
State attribute also contain a Message- Aut henticator attribute.
Access- Request packets which contain Proxy-State but no Message-
Aut henti cator MJST be silently discarded.
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If the packet does contain a Message-Authenticator. servers MJST
validate its contents, and discard packets which fail this
val idation ([RFC2869], Section 5.14).

This flag is notivated by the realization that NASes (i.e. not
proxies) will never send Proxy-State in an Access- Request packet. |If
a server sees Proxy-State in a packet froma NAS, it is a strong
signal that an attacker is attenpting the BlastRADIUS attack. The

Bl ast RADI US attack depends on the construction and behavi or of Proxy-
State, so the attack is difficult or inpossible when there is no
Proxy-State in an Access- Request.

It is therefore useful to add a configuration flag which checks for
Proxy- St ate, because wel | -behaving NASes will never send it. The
only time the server will see a Proxy-State froma NAS is when the
attack is taking place.

The behavior of this flag is not to sinply discard Access- Request
packets which contain an "unexpected" Proxy-State. Instead, the
behavior is to require such packets to be authenticated. |f a packet
is authenticated via the existence of Message-Authenticator with
val i dated contents, then the existence (or not) of Proxy-State does
not matter; the packets are authentic, and can therefore be accepted
and processed by the server.

On the other hand, if the packet cannot be authenticated by
validating its Message-Authenticator, then the existence of an
unexpected Proxy-State is suspicious, and the packet should be
di scar ded

As with the previous section, servers SHOULD | og a nmessage when
packets are discarded due to this flag. Servers MAY al so send an
error response as di scussed above, subject to the caveats and

consi derations described in the previous section for those responses.

After a server receives an Access- Request and processes it, it needs
to send a response. The next step is to ensure that an upgraded
server can protect |egacy clients.

4.5. Server Responses to Access-Request

The foll owi ng behavior is nmandated for RADI US/ UDP and RADI US/ TCP
servers, when they send responses to Access-Request packets:
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Servers MJST add Message- Authenticator as the first attribute in
all responses to Access-Request packets. That is, all Access-
Accept, Access-Reject, Access-Challenge, and Protocol -Error
packets. The attribute MJST be the first one in the packet,

i medi ately after the 20 octet packet header.

Addi ng Message- Aut henticator as the first attribute neans that for
the purposes of MD5 known prefix attacks, the unknown suffix begins
with the Message-Aut henticator, and continues for the remai nder of
the packet. The attacker is therefore unable to |everage the attack
using a known prefix, and the vulnerability is mtigated.

As it is difficult to upgrade both clients and servers

simul t aneously, we also need a nmethod to protect clients when the
server has not been updated. That is, clients cannot depend on the
Message- Aut henti cator existing in response packets. Cients need to
take additional steps to protect thensel ves, independent of any
server updates.

4.6. dients Receiving Responses

The foll owi ng new behavi or is nandated for RADI US/ UDP and RADI US/ TCP
clients:

When recei ving any response to an Access- Request packet (Access-
Accept, Access-Chall enge, Access-Reject, or Protocol -Error),
clients MIST consult the "require Message authenticator” flag
prior to accepting the packet for processing. This flag MJST NOT
be consulted for responses to other types of request packets.

If the "require Message-Authenticator" flag is set to “false” |,
clients MIST foll ow | egacy behavior for validating and enforcing
the existence of Message-Authenticator in response packets. For
exanpl e, enforcing the requirenent that all packets containing
EAP- Message al so contain a Message-Authenticator attributes, but
ot herwi se accepting and validating the Message- Aut henti cat or
attribute if it is present, while taking no action if the
attribute is mssing.

If the "require Message-Authenticator" flag is set to “true” , the
client MJUST exam ne the response packets for the existence of the
Message- Aut henticator attribute. Response packets which do not
contai n Message- Aut henti cator MJUST be silently discarded. This
check MUST be done before the Response Authenticator or Message-
Aut henti cator has been verified. No further processing of

di scarded packets shoul d take place.
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The client MJUST validate the contents of the Message- Aut henti cator
and di scard packets which fail this validation ([ RFC2869],
Section 5.14).

Clients MJST NOT discard a packet based on the | ocation of the
Message- Aut henticator attribute. |f Message-Authenticator passes
val idation, then the packet is authentic and it has not been
modi fi ed. The location of Message-Authenticator within the packet
does not matter for authenticated packets.

When the response is discarded, the client MJST behave as if no
response was received. That is, any retransmi ssion tiners MJST NOT
be nodified as a result of receiving a packet which is silently

di scar ded

Unfortunately, the client cannot determne if invalid packets are
bei ng di scarded due to an ongoing attack, or if they are being

di scarded due to a m snmatched configuration between client and server
(e.g. a mismatched shared secret). The client SHOULD | og the fact
that the packet was discarded (with rate limts) in order to inform
the administrator either that an attack is underway, or that there is
a configuration msmtch between client and server.

The above di scussions have now fol |l owed the conplete path fromclient
to server and back again. |If each client to server hop is secured
via the above mitigations, then by extension, all systens using

RADI US/ UDP or RADIUS/ TCP will be protected fromthe Bl ast RADI US
attack.

4.7. Status-Server

Wil e the Bl ast RADIUS attack works only for Access-Request packets,
Access- Accept or Access-Reject can also be sent in response to

St at us- Server packets ([RFC5997]). In order to sinplify client

i npl ementations, we nandate the foll ow ng new behavior with respect
to Status-Server:

Servers MJST foll ow the above recomrendati ons relating to Message-
Aut hent i cat or when sendi ng Access- Accept, Access-Challenge, or
Access- Rej ect packets, even if the original request was Status-
Server.

This requirenment ensures that clients can exami ne responses

i ndependent of any requests. That is, a client can performa sinple
verification pass of response packets prior to doing any nore conpl ex
correlation of responses to request.

We note that [RFC5997], Section 3 states:
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all Status-Server packets MJST include a Message- Aut henti cat or
attribute. Failure to do so would nean that the packets could be
trivially spoofed.

As a result, conpliant inplenentations of [ RFC5997] do not need to
change their behavior with respect to sending or receiving Status-
Server packets: they are already protected against the Bl ast RAD US
at t ack.

4.8. Docunentation and Loggi ng

It is RECOVWENDED that all RADI US inpl enentations docunent the
behavi or of these flags in detail, including how they help protect
against this attack. An inforned admnistrator is nore likely to
engage in secure practices.

Simlarly, when any of the above flags cause a packet to be

di scarded, the system SHOULD | og a descriptive nessage (subject to
rate limting) about the problematic packet. This log is extrenely
val uable to adnministrators who wish to determ ne exactly what is
goi ng wong, and what actions can be taken to correct the issue.

5. New Requirenments on Cients and Servers

This section defines a nunber of updates to the RADI US protocol which
address interoperability issues. While these updates do not directly
increase the security of the protocol, they correct inplenmentation
errors which have caused RADI US ssytens to be fragile.

5.1. Attribute Location and Ordering

Wi | e [ RFC2865], Section 5 states that attribute ordering does not
matter, sonme inplenentations would discard packets attributes were
not received in a particular order chosen by the inplenenter. |n one
such case, sone inplenentations m sunderstood the Bl ast RADI US
mtigations which required that Message- Authenticator be sent as the
first attribute in responses to Access-Request packets. Despite the
communi cated requirenment that clients do not check the |ocation of
Message- Aut henti cator, non-conpliant inplenentations would discard
valid and authentic Access- Request packets where Message-

Aut henticator was not the first attribute. This behavior is not
appropri at e.

The [ RFC2865], Section 5 text which discusses attribute order (quoted

bel ow) does not cover all possible cases. The previous requirenent
is:
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If multiple Attributes with the sane Type are present, the order of
Attributes with the same Type MJST be preserved by any proxies. The
order of Attributes of different Types is not required to be
preserved. A RADIUS server or client MJUST NOT have any dependenci es
on the order of attributes of different types. A RADIUS server or
client MJUST NOT require attributes of the sanme type to be conti guous.

Thi s specification adds the follow ng requirenent to cover a
situation which was not covered in that text.

A RADIUS client or server MJUST NOT have dependencies on the order or
| ocation of a particular attribute. A RADUS client or server MJST
NOT di scard ot herwi se valid packets which have attributes in an order
whi ch is unexpected to the inplenentation, but which is valid by the
above rul es.

For exanple, if Message-Authenticator passes validation, then the
packet is authentic and it has not been nodified. The |ocation of
Message- Aut henticator within the packet does not matter for

aut henti cated packets. |If can be the first, second, or |ast
attribute, without any difference in nmeaning or security.

5.2. Unknown Attributes

Anot her outcone of the Bl astRADIUS nitigations was the discovery that
some inpl ementations woul d di scard packets which contai ned an
attribute that they did not recognize. While this behavior is not
explicitly permtted by previous specifications, it is not explicitly
forbidden, either. This docunent corrects that failure.

Unknown attributes are defined as attributes which are well-fornmed,
but which are not recognized by the inplenentation. Processing of
unknown attributes is discussed in [ RFC2866], Section 5

A RADI US server MAY ignore Attributes with an unknown Type.
A RADIUS client MAY ignore Attributes with an unknown Type.

Thi s specification adds the follow ng requirenent to cover a
situation which was not covered in that text.

RADI US client and server inplenentations MJST ignore Attributes with
an unknown Type. Those attributes MJST be treated in the same manner
as an "lnvalid Attribute"” which is defined in [RFC6929], Section 2.8.
The only exception to the above requirenment is CoA-Request and

Di sconnect - Request packets, as discussed in [ RFC8559], Section 4.3.2.
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For all situations other than the ones discussed in [ RFC8559],
Section 4.3.2, inplenentations MJUST NOT discard a packet if it
contains an attribute with an unknown Type.

Thi s behavior is secure, so long as inplenentations foll ow sone
addi ti onal guidance for Access-Accept packets. This guidance follows
logically fromexisting text in [ RFC2865], Section 4.4 for sinilar
situations with Access-Chal |l enge:

If the NAS does not support chall enge/response, it MJST treat an
Access-Chal | enge as though it had received an Access- Rej ect
i nst ead.

Addi tional requirenments are given for Service-Type in [ RFC2865],
Section 5.6:

A NAS is not required to inplenment all of these service types, and
MUST treat unknown or unsupported Service-Types as though an
Access- Rej ect had been received instead.

It is not practical to require that a RADIUS client inplenent al
possi bl e authori zations which can be sent in an Access-Accept. This
specification adds the follow ng requirenent to cover a situation
whi ch was not covered by the above text.

A RADIUS client MIUST treat Access-Accepts with no known or supported
aut hori zati ons as though an Access-Rej ect had been received instead.

This requirenment is already nmet by nbst RADI US inpl enentations. That
is, experience has shown that discarding packets for arbitrary
reasons causes problens. Inplenentations have | argely chosen to

foll ow reasonabl e practices, and the recommendati on here codifies

exi sting practices.

5.3. (Obfuscated Attributes

The content obfuscation nethods such as User-Password have not been
proven to be insecure. However, they have al so not been proven to be
secure. As such, outside of limted situations, all existing
obfuscation nethods are deprecated or forbidden. The reader is
directed to [I-D. dekok-radext-reviewradius] for descriptions of the
known security issues for those obfuscation methods.

5.3.1. User-Password obfuscation nethod
The User - Password obfuscation nethod was defined in [ RFC2865],

Section 5.2, and has been used for other attributes such as Ms- CHAP-
MPPE- Keys ([ RFC2548], Section 2.4.1).
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Speci ficati ons MAY define new attributes which use this obfuscation
met hod. Specifications MAY allow these attribute in Access-Request,
but MUST NOT allow themin any other packet type.

I mpl enent ati ons MAY al l ow these attributes in Access-Request.
I mpl ement ati ons MUST NOT al |l ow these attributes in other packet

types.

5.3.2. Tunnel - Password obfuscati on net hod

The Tunnel - Password obfuscati on nethod was defined in [ RFC2868],
Section 3.5, and has been used for other attributes such as Ms- MPPE-
Send- Key ([ RFC2548], Section 2.3.2).

Speci fications MAY define new attributes which use this obfuscation
met hod. Specifications MAY allow these attributes in Access-Accept,
but MUST NOT allow themin any other packet type.

I mpl ement ati ons MAY MAY all ow these attributes in Access-Accept.
I mpl enent ati ons MJUST NOT all ow these attributes in packets types
ot her than Access-Accept or CoA- Request.

5.3.3. Oher obfuscation nethods

O her attribute obfuscation nethods have been defined by

i mpl ementors. One comon one is used for Ascend- Send- Secret and
Ascend- Recv- Secret vendor-specific attributes. These nmethods have
not had any cryptographic analysis, and are therefore inappropriate
for use.

As noted above in Section 3.4.1, specifications MJST NOT define any
new attribute obfuscation methods. This prohibition includes
defining attributes which use the above Ascend- Send- Secr et
obfuscation nmethod, as there is no specification which describes how
that method works.

5.4. Rate Linmiting

The design of network access nmeans that anyone can cause a NAS to
send Access- Request packets at will, sinply by attenpting to gain
network access. |If this process is not rate-limted, it can be
abused by an attacker to performdictionary or denial of service
(DoS) attacks.
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Real -worl d corner cases can also turn into effective DoS attacks on
the RADIUS infrastructure. For exanple, if a large area of a city
| oses power and then regains it, the RADIUS server may see hundreds
of thousands of authentication attenpts within a short period of
time.

A naive RADIUS client inplementation will sinply send an Access-
Request packet for every authentication attenpt, without limt. The
cost to the RADI US server to process these packets is likely
significantly higher than the cost to the RADIUS client to generate
t hem

Poor client inplenmentations can conpound this probl emwhen they are
configured to send Accounting- Request packets. Sone clients do not
inmplement jitter in retransm ssions, as suggested by [ RFC5080],
Section 2.2.1. The result is that when many Access- Request packets
are grouped together in tinme, the resulting Accounting-Request
packets are al so grouped together. This grouping |leads to the RADI US
server seeing periods of low activity, followed by sudden spi kes of
traffic.

O her client inplementations inplenment a single fixed retransm ssion
timer for all accounting traffic. That is, they have one tiner which
fires at a fixed interval (e.g. 10 mnutes). Wen that tiner fires,
the client sends Accounting-Request packets for all active sessions.
This practice may result in enornous spikes of traffic, where up to
hundreds of thousands of packets are sent in only a few seconds.

Such practices create network instability, and need to be avoi ded.
5.4.1. Mandating Retransmni ssion Tiners

RADI US clients MJUST inplenment either the retransm ssion algorithm

defined in [ RFC5080], Section 2.2.1, or an equival ent one which

offers simlar functionality including jitter and exponenti al

backof f .

Thi s behavi or was only recomrended in [ RFC5080], Section 2.2.1. Many

i npl ement ati ons chose to ignore that reconmendati on, which created

network instabilities as noted in the previous section

The cost of these issues are not trivial, and there is therefore no
reason to permt such behavior to continue.
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5.4.2. Attacks by Unauthenticated Devices

As unaut henti cated devi ces can cause a RADIUS client to send Access-
Request packets, the RADI US ecosystemis subject to a DoS attack

unl ess those packets are rate limted. A msconfigured or poorly

i mpl ement ed device can sinply restart the authentication process if
it does not receive a response within a tiny tine window A
mal i ci ous device can al so send authentication attenpts as quickly as
possi bl e.

Anecdot al evi dence from network operators indicates that this is a
real -world problem Due to either poor device inplenrentation or
active attacks, operators sonetinmes see traffic spikes from

i ndi vi dual devi ces whi ch send thousands of packets a second.

Simlarly, many devices are known to immedi ately reauthenticate after
receiving an authentication failure. That issue is addressed in
Section 5.4.4, below. 1In the interest of preventing unauthenticated
devi ces from causi ng DoS attacks on the RADIUS infrastructure, it is
necessary to mandat e new behavi or for RADI US clients.

5.4.3. Rate Limting Access-Request

Client inplementations which control network access for

unaut henti cated devices MJST rate linit the nunber of Access-Request
packets that they originate. This requirement does not apply to
proxies, as they do not directly control network access for

unaut henti cat ed devi ces.

| mpl enent ati ons SHOULD i npl enent rate linmts separately for each of

i ndi vi dual device, network port, and globally across the client.

Net work security and stability is inproved when a client limts
networ k access to malicious or msconfigured devices. The
alternative is for the client to contribute to the problemby sinply
forwarding the problematic traffic. Since the cost to servers can be
large, this forwarding effectively anplifies the attack

For individual devices or wired network ports, authentication
requests can be limted to once per second. Longer rate limt

wi ndows are likely to be humanly noticable, while shorter tines are
likely to still have negative inpact on the RAD US ecosystem

These rate limits will not affect well-behaved devices. Rate
limting malicious devices will only have a positive effects.

For global rate limts, inplenmentations SHOULD provide a

configuration option which can be set by an adm nistrator. Enforcing
this limt in overload situations nmay cause sone devices to fai
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aut hentication for a short period of time, until they retry.

However, if authentications are not globally rate linmted, the RAD US
server will likely be overloaded, and the devices will be unable to
aut henticate even when there are no global rate limts.

It is difficult to offer specific advice for setting global rate
limts on sending Access- Request packets. Networks can vary widely
in performance and capability. A local RADIUS server nay have | ow

| at ency, and coul d be capabl e of processing tens or hundreds of

t housands of requests per second. A renpte RADIUS server at the end
of a long proxy chain nay have high |latency, and could therefore
process a nmuch smaller nunber of requests per second.

One possible rate limting method is to use a nethod simlar to the
TCP wi ndow size. Aclient could Iimt the nunber of sent Access-
Requests whi ch have not yet seen an Access-Accept or an Access-
Reject. |If there are too nany outstandi ng Access- Requests, then the
server is deened to be overloaded. The client then waits for

exi sting sessions to finish (or time out) before sending Access-
Requests for new sessions.

O her rate limting nethods are possible, but are not discussed here.
This topic is the subject of ongoing research

5.4.4. Delaying Access-Rejects

Many devices are known to i medi ately reauthenticate after receiving
an authentication failure. Wile these devices are behaving poorly
and not maliciously, the effect on the RADIUS systens is sinilar.

In order to prevent rejected devices fromreauthenticating

i medi ately, servers MJST be able to del ay Access-Reject packets.
Servers SHOULD enforce a m ni mum del ay between reception of the
Access- Request and transm ssion of any correspondi ng Access- Rej ect.
Thi s del ay SHOULD be configurable. Experience shows that val ues of
about one (1) second work well in practice.

This del ay can be enforced by any RADIUS server, including a proxy.
Howerver, for proxies, this delay MJUST NOT be additive. That is,
proxi es MJUST NOT add a fixed delay to Access-Reject packets. |If
multiple servers in a chain of proxies were to each add a del ay, the
del ays woud be cumultative, and therefore problematic.

I nstead, proxies need only to enforce a m ninum del ay between Access-
Request and Access- Rej ect.

Servers SHOULD al so add a small randomjitter to any preconfigured
delay, in order to better protect thenselves fromtining attacks.
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A NAS does not need add del ays when rejecting a device. Instead, it
should send the reject to the device imedi ately. As discussed
above, a NAS should rate Iimt authentication requests froma device
or port. This rate limtingis likely to be easier for the NAS to

i mpl ement than del aying rejects, and will have much the sane effect.

6. Magrating Away from |l nsecure Transports

It can be difficult to upgrade | egacy devices with new cryptographic
protocols and user interfaces. The problemis nade worse due to the
vol ume of RADI US devices which are in use. The exact nunber is
unknown, and can only be approxi mated. Qur best guess is that at the
time of this witing there are mllions of devices supporting RADI US/
UDP in daily use. It will take significant time and effort to
correct the deficiencies of all of them

This section therefore docunents a mgration path from RADI US/UDP to
secure transports. 1In the follow ng sections, we give a nunber of
mgration steps which could each be done independently. W recomrend
i ncreased entropy for shared secrets. Finally, where [ RFC6614]
Section 2.3 nmakes support for TLS-PSK optional, we suggest that

RADI US/ TLS and RADI US/ DTLS i npl enent ati ons SHOULD support TLS- PSK.

6.1. Network Operators

It is RECOWENDED that all RADIUS traffic be sent over a logically or
physi cal |y separate nanagenment network. This recomendati on shoul d
be followed even if TLS transport is used. There is no reason to mXx
user traffic and nmanagenent traffic on the sanme network

Usi ng a managenment network for RADIUS traffic will generally prevent
anyone other than trusted adm nistrators from attacki ng RADIUS. W
say “generally” , because security is limted by the | east secure part
of the network. If a network device has a vulnerability, then an
attacker could exploit that vulnerability in order to gain access to

t he managenment network. The attacker would then be free to exploit

the RADI US infrastructure.

As noted above, it is RECOWENDED that all RADIUS traffic use TLS
transport between client and server, even when the |local network is
believed to be secure. Wile IPSec is useful to connect disparate
sites across untrusted networks, it is still useful to use TLS
transport to secure RADIUS traffic. A defense in depth strategy
hel ps to protect the network fromboth active attacks, and from
acci dental changes whi ch decrease network security.
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Al'l networking equi pment should be physically secure. There is no
reason to have critical portions of networking infrastructure
physically accessibly to the public. Where networking equi pment nust
be in public areas (e.g. access points), that equi prment SHOULD NOT
have any security role in the network. Instead, any network security
val idation or enforcenent SHOULD be done by separate equi pnent which
is in a physically secure | ocation

Simlarly, the use of RADIUS/ TCP in any circunmstances is NOT
RECOMVENDED. Any system whi ch supports RADIUS/ TCP is also likely to
support TLS, and that SHOULD be used i nstead.

6.2. Recommending TLS- PSK

G ven the insecurity of RADI US/ UDP, the absol ute m ni mum accept abl e
security is to use strong shared secrets. However, adm nistrator
overhead for TLS-PSK is not substantially higher than for shared
secrets, and TLS-PSK offers significantly increased security and
privacy.

It is therefore RECOWENDED that inplenmentations support TLS-PSK. In
sonme cases TLS-PSK is preferable to certificates. It may be
difficult for RADIUS clients to upgrade all of their interfaces to
support the use of certificates, and TLS-PSK nore closely mrrors the
hi storical use of shared secrets, with simlar operationa
consi der ati ons.

Addi tional inplenentation and operational considerations for TLS-PSK
are given in [I-D.ietf-radext-tls-psk].

7. Practices to Increase RADI US Security and Privacy

VWhile we still permt the use of UDP and TCP transports in secure
environnments, there are opportunities for increasing the security of
RADI US when those transport protocols are used. The anmount of
personal identifiable information (PIl1) sent in packets should be
mnimzed. Information about the size, structure, and nature of the
visited network should be omtted or anonym zed. The choice of

aut henti cati on method al so has security and privacy inpacts.

The recomendati ons here for increasing the security of RADI US
transports also applies when TLS is used. TLS transports protect the
RADI US packets from observation by fromthird-parties. However, TLS
does not hide the content of RADIUS packets frominternedi ate

proxi es, such as ones uses in a roamng environment. As such, the
best approach to minimzing the information sent to proxies is to

m nimze the nunber of proxies which see the RADIUS traffic, and to
m nimze the amount of PIl which is sent.
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I mpl ementers and administrators need to be aware of all of these

i ssues, and then nake the best choice for their |ocal network which
bal ances their requirenments on privacy, security, and cost. Any
security approach based on a sinple "checklist" of "good / bad"
practices is likely to result in decreased security as conpared to an
end-to-end approach which is based on understanding the issues

i nvol ved.

7.1. Use Long and Compl ex Shared Secrets
[ RFC2865] Section 3 says:
It is preferred that the secret be at least 16 octets. This is to
ensure a sufficiently large range for the secret to provide
protection agai nst exhaustive search attacks. The secret MJST NOT

be enpty (length 0) since this would all ow packets to be trivially
f orged.

Thi s reconmendation is no | onger adequate, so we strengthen it here.
RADI US i npl enent ati ons MUST support shared secrets of at |east 32
octets, and SHOULD support shared secrets of 64 octets.

I mpl enent ati ons MJUST warn admi nistrators that the shared secret is
insecure if it is 12 octets or less in |ength.

Admi ni strators SHOULD use shared secrets of at |east 24 octets,
generated using a source of secure random nunmbers. Any ot her
practice is likely to lead to conpronise of the shared secret, user
i nformati on, and possibly of the entire network.

Creating secure shared secrets is not difficult. The follow ng
figure outlines four separate ways to create shared secrets

openssl rand -base64 16
dd if=/dev/urandom bs=1 count=16 | base64
dd if=/dev/urandom bs=1 count =16 | base32

dd if=/dev/urandom bs=1 count =16 |
(hexdump -ve '/ 1 "9%92x"’' && echo)

Only one of the above commands should be run, as they are

functionally equivalent. Each command reads 128 bits (16 octets) of
random data froma secure source, and encodes it as printable /
readable ASCII. This formof PSK will be accepted by any

i npl ement ati on which supports at |east 32 octets for PSKs. Larger
PSKs can be generated by changing the "16" nunber in the comuand to a
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| arger value. The above derivation assunmes that the random source
returns one bit of entropy for every bit of randommess which is
returned. Sources failing that assunption are NOT RECOMVENDED.

Gven the sinplicity of creating strong secrets, there is no excuse
for using weak shared secrets with RADIUS. The nanagenment overhead
of dealing with conplex secrets is |l ess than the nanagenment overhead
of dealing with conprom sed networ ks

Over all, the security analysis of shared secrets is simlar to that
for TLS-PSK. It is therefore RECOVWENDED that inplenenters nanage
shared secrets with sane the practices which are recomended for TLS
PSK, as defined in [ RFC8446] Section E. 7 and [ RFC9257] Section 4.

On a practical note, inplementers SHOULD provide tools for

adm nistrators to help themcreate and manage secure shared secrets.
The cost to do so is mininmal for an inplementer. Providing such
tools can further enable and notivate adnministrators to use secure
practi ces.

7.2. Use Constant Time Conparisons

Both clients and servers SHOULD use constant-tine operations to
conpare received versus cal cul ated val ues whi ch depend on secret
information. |f conparison operations are stopped as soon as a
difference is seen, an attacker could using tinmng attacks to
determ ne the correct underlying values, even w thout seeing them A
constant-tine operation instead conpares the entire val ue,

accunul ating the result along the way. Only when the entire val ue
has been exam ned does the conparison return a "match" or "no-nmatch"
result.

Constant-time operations SHOULD be used for the Request Authenticator
and Response Authenticator fields. Constant time conparisons SHOULD
be used for attributes which directly contain secret values (e.gqg.
User - Password), or are derived fromsecret values (e.g. CHAP-
Password, and Message- Aut henticator).

7.3. Limt the use of User-Password

The desi gn of RADI US neans that when proxies recei ve Access- Request
packets, the clear-text contents of the User-Password attribute are
visible to the proxy. Despite various clains to the contrary, the
User - Password attribute is never sent "in the clear" over the
network. Instead, the password is protected by TLS (RADI US/ TLS) or
via the obfuscation nethods defined in [ RFC2865], Section 5. 2.
However, the nature of RADI US neans that each proxy nust first undo
the password obfuscation of [RFC2865], and then re-do it when sending
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t he out bound packet. As such, the proxy has the clear-text password
visible to it, and stored in its application nenory.

It is therefore possible for every internedi ate proxy to snoop and
record all User-Name and User-Password val ues which they see. This
exposure is nost problematic when the proxies are admini stered by an
organi zati on other than the one which operates the hone server. Even
when all of the proxies are operated by the same organization, the
tenporary exi stence of clear-text passwords on nultiple machines is a
security risk.

It is therefore NOT RECOMVENDED for organizations to send the User-
Password attribute in packets which are sent outside of the

organi zation. |If RADIUS proxying is necessary, another

aut henti cati on met hod whi ch provides for end-to-end security of user
i nformati on SHOULD be used, such as EAP-TLS, TTLS, or PEAP

Organi zations MAY still use User-Password attributes within their own
syst ens.

Client and server inplenentations MJST use secure progranmn ng
techni ques to w pe passwords and other sensitive data from nenory
when they are no | onger needed.

7.4. Use PAP in preference to CHAP and Ms- CHAP

VWhen the systemas a whole is taken into account, the risk of
password conpronise is substantially less with PAP than with CHAP or
Ms- CHAP. The full reasons are outlined in

[1-D. dekok-radext-revi ewradius] an Section 3.3.

It is therefore RECOWENDED that administrators use PAP in preference
to CHAP or M5-CHAP. It is also RECOMVENDED that adm nistrators store
passwords "at rest" in a secure form (salted, hashed), as with the

"crypt" format discussed el sewhere: TBD - add ref to review docunent.

That bei ng said, other authentication nethods such as EAP-TLS

[ RFC9190] do not expose clear-text passwords to the RADI US server or
any internediate proxy. Thor nethods therefore |ower the risk of
password exposure even nore than using PAP. |t is RECOMVENDED t hat
adm ni strators avoi d password- based aut hentication nmet hods where at
al | possible.
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7.5. Use EAP Were Possible

If nmore conpl ex authenticati on nethods are needed, there are a nunber
of EAP met hods which can be used. These methods variously allow for

the use of certificates (EAP-TLS), or passwords (EAP-TTLS [ RFC5281],

PEAP [|-D.josefsson-pppext-eap-tls-eap])) and EAP-pwd [ RFC5931].

We al so note that the TLS-based EAP met hods which transport passwords
al so hide the passwords frominternmedi ate RADI US proxi es, which al so
i ncreases security.

Final |l y, password-based EAP nethods still send PAP / CHAP / NMS-CHAP
inside of the TLS tunnel. As such, the security of a honme server
whi ch checks those passwords is subject to the anal ysis above about
PAP versus CHAP, along with the issues of storing passwords in a
dat abase

7.6. dients need to |Inplenment Exponential Backoff

RADI US client retransnission behavior is defined in [ RFC5080],
Section 2.2.2. That specification notes:

Sone existing RADIUS clients inplenent excessively aggressive
retransm ssion behavior, utilizing default retransni ssion tinmeouts
of one second or less wi thout support for congestive backoff.

When depl oyed at a large scale, these inplementations are
susceptible to congestive coll apse.

Despite that specification being al nost two decades old, nany clients
still follow the inappropriate behavi or quoted above. Perhaps
unsurprisingly, those inplenmentations failures continue to result in
many i ssues, including contributing to congestive coll apse.

As a result, where [ RFC5080], Section 2.2.2 suggests that clients

i mpl ement t hese behaviors, this specification now requires that
clients MUST inplenent the jitter and congestive backoff al gorithm
defined in [ RFC5080], Section 2.2.2.

7.7. M nimze the use of Proxies

The design of RADI US neans that even when RADI US/ TLS is used, every

i nternmedi ate proxy has access to all of the information in each
packet. The only way to secure the network from such observers is to
m nimze the use of proxies.

Where it is still necessary to use internediate proxies such as with

eduroam ([ EDUROCAM, [RFC7593]) and OpenRoaming ([ OPENROAM NG ), it is
RECOMMVENDED t o use EAP net hods i nstead of bare PAP, CHAP, or NMS-CHAP.
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I f passwords are used, they can be can be protected from bei ng seen
by proxies via TLS-based EAP net hods such as EAP-TTLS or PEAP
Passwords can al so be onmtted entirely from being sent over the
network, as with EAP-TLS [ RFC9190] or EAP-pwd [ RFC5931].

In many cases, however, the existence of proxies is to either due
contractual obligations, or to a need to solve "N by M connection
problenms. A centralized proxy systemcan often sinmplify overal

net wor kK managenent and mai nt enance

7.7.1. Elimnate Proxies Were Possible

The best way to avoid nalicious proxies is to elimnate proxies
entirely. The use of dynam c peer discovery ([RFC7585]) neans that
the nunber of internediate proxies is mnimzed.

However, the server on the visited network still acts as a proxy

bet ween the NAS and the hone network. As a result, all of the above
anal ysis still applies when [ RFC7585] peer discovery is used. There
is an intermedi ate system which may have access to passwords or Pl
The only solution is using end-to-end security for AAA, which woul d
i nvol ve a conpl etely new protocol

7.7.2. There is no RADI US Routing Protoco

Wil e [RFC7585] allows for a client to connect directly to a server,
that configuration is not always used. Historically, RADIUS systens
i mpl ement ed real m [ RFC7542] roam ng, where nultiple visited networks
were connected to rmultiple hone via chains of internmediate proxies

[ RFC2194]. As there is no RADIUS routing protocol to control realm
forwardi ng through these proxies, there is therefore no way to
automatically determ ne which realnms are routable, or how best to
route packets for known real ns.

The outcone of this limtation is that all such realmrouting rules
are largely configured statically, manually, and individually on
multiple systems. This process can be automated within one

adm nistrative system but it is open to m stakes or abuse in multi-
syst em net wor ks.
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In RADI US, each proxy which sees traffic is conpletely trusted. It
can nodify, filter, or record any packets which transit the proxy.
This ability means that a proxy can engage in a | arge nunber of
negative behaviors. For exanple, a proxy could forge Access-Request
packets for realns which it knows about, and potentially perform
dictionary attacks on hone networks. A proxy could also alter or

i nvent data in Accounting-Request packets, in order to defraud a hone
server of revenue. A proxy could al so observe Accounti ng- Request
traffic, and use the obtained information to forge Di sconnect-Request
packets.

Proxies can also inject traffic for realns which do not normally
transit the proxy. Wthout a routing protocol, there is no way for a
hone server to automatically control which set of realnms is all owed
to be sent froma particular client. There is also no general way
for a proxy to signal that a particular Access-Request or Accounting-
Request is non-routable: it nust be either rejected or discarded.

Visited sites al so have no control over proxies past the ones that
they have relationships with. Subsequent proxies are completely
unknown, and unknowable to the visited network. Despite these
systens bei ng conpl etely unknown, they are conpletely trusted due to
limtations in the RADI US protocol

That is, there is no fine-grained way for a visited or home network
tolimt which internmediary systens see traffic for their real nms, or
what traffic can be seen by those systens. VWhile these filtering
rul es can be manual |y docunented as seen in [FILTER], this process is
error-prone, and fragile.

Admi ni strators should be aware of the above issues: fraud, forgery,
and filtering are all possible in a "trusted" RAD US ecosystem

Hi storically, these issues do not appear to have been widely

expl oited. The nobst common def ense against these attacks is to limt
RADI US rel ationships to entities which share a contractua
relationship. This relationship can be direct between clients,
servers, and proxies. This relationship can also be indirect, as
when mul tiple organi zations are nenbers of a shared consortium such
as edur oam

I mpl ement ati ons therefore SHOULD provi de met hods by which routing
information can be tied to particular clients and to particul ar hone
servers. |Inplementations SHOULD al | ow packets to be filtered by some
combi nation of realmand client or honme server. Administrators
SHOULD t ake advantage of these filters to doubl e-check that received
traffic is comng fromthe expected sources, and contains the
expect ed real ns.
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7.7.3. Dynamic Discovery and Filtering

When [ RFC7585] dynamic discovery is used, internediate proxy hops are
avoi ded. There are a nunber of possible attacks here, though

[ RFC7585], Section 5 largely Iimts its discussion to rate linmiting
of connecti ons.

A client which supports dynam c di scovery of hone servers still has
to performfiltering on NAl real ns before doing any | ookups. Wen no
filtering takes place, an attacker can cause a RADIUS client to do
DNS | ookups for arbitrary domains, and then cause it to connect to
arbitrary servers. As there is no RADIUS routing protocol, there is
no general way for a client to deternmine which realns are part of a
particul ar organi zation, and are thus pernitted for dynam c DNS

| ookups.

Organi zations relying on dynam c di scovery SHOULD have sonme way of
automatically sharing which realns are valid, and which are not.
There are a nunber of possibilities here, and choosing the best one
is up to each individual organization

Clients supporting dynam c discovery SHOULD require that servers use
certificates froma private Certification Authority (CA). dCients
MUST NOT autonatically accept server certificates rooted frompublic
CAs (e.g. as is done for web servers). Instead, clients MJST be
configurable to use only a limted set of CAs. The default list of
accepted CAs SHOULD be enpty.

Simlarly, servers SHOULD require that clients use certificates from
a private Certification Authority (CA). Servers MJST NOT accept
client certificates rooted froma public CA

Servers which accept connections fromdynam c di scover are
necessarily open to the Internet.

TBD - care should be taken. \Where possible, IP filtering is used.
Do NAI filtering, etc.

Adm ni strators SHOULD Iimt the source IP of allowed connections.
Server SHOULD filter packets received by NAI, and cl ose connections
when the NAI's in incom ng packets do not match the NAI(s) that the
server expects. This mismatch indicates either a msconfigured or
mal i ci ous client.

Both clients and servers can send any data inside of a TLS tunnel

I mpl enent ati ons SHOULD take care to treat the data inside of a TLS
tunnel as a potential source of attacks.
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Where multiple realnms resolve to the sanme destination |P address,

i mpl ement ati ons MAY send packets for nmultiple real ms across a
connection to that I P address. dients SHOULD use SNI to indicate
which real mthey are connecting to. Servers SHOULD present a
certificate for the requested realm instead of using a shared or
"hosting" certificate which is owned by the hosting provider, and is
used by multiple realms. Such certificate sharing decreases
security, and increases operational costs.

TBD: Let’s say that the RADIUS or EAP server certificate for the
"exanpl e.com' is instead fromthe hosting conpany "exanple.org".
When your conpany changes hosting providers, you will need to re-

provi sion every systemwith a new server certificate. |f instead the
server certificate is for your domain, no re-provisioning is
necessary.

Where systens do not have a pre-defined |ist of allowed real s,

i npl ement ati ons MJUST support negative caching. That is, if the

| ookup for a particular realmfails, or a connection to that realm
fails, then the inplenentation needs to cache that negative result
for a period of time. This cache needs to be exam ned prior to any
new | ookup or connection being made. |If there is an entry in the
negative cache, then the server MJST skip the | ookup or connection
attenpt, and instead return an inmediate error. This negative cache
ti me SHOULD be confi gurabl e.

O her attacks are possible. |If there are inplementation bugs in a
clients TLS library, an attacker could use dynam c di scovery to cause
the client to connect to a malicious server, and then use the server
to attack the client. A nmalicious server could also slow down its
TCP connection to engage client resources for extended periods of
time. This process could even be done even before any TLS
credential s are exchanged.

In general, [RFC7585] dynanic discovery is substantially different
from normal application protocols which use TLS. There is
substantial attack surface added by an unknown, and unaut henti cated
user who can cause a RADIUS client to connect to arbitrary systens
under an attacker control. Dynam c discovery should be used with
care, and only with substantial amounts of filtering on the NA
realns which are allowed, and only with stringent limts on the
nunber of | ookups, connection attenpts, open connections, etc.

7.8. Use Rate Limting

TBD:
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7. 9. M nimze Personal ldentifiable Information

One approach to increasing RADIUS privacy is to mnimze the anount
of PIl which is sent in packets. [Inplenenters of RADI US products and
adm nistrators of RADIUS systens SHOULD ensure that only the m nimum
necessary Pl is sent in RADI US.

Where possible, identities should be anonym zed (e.g. [RFC7542]
Section 2.4). The use of anonynized identities nmeans that the the
Char geabl e- User-l dentifier [RFC4372] should al so be used. Further
di scussion on this topic is bel ow

Devi ce informati on SHOULD be either omitted, or random zed. e.g. MAC
address random zation could be used on end-user devices. The details
behind this recommendati on are the subject of ongoing research and
devel opment. As such, we do not offer nore specific recommendations
her e.

I nformation about the visited network SHOULD be replaced or

anonym zed before packets are proxi ed outside of the |oca

organi zation. The attribute Operator-NAS-Identifier [RFC8559] can be
used to anonym ze informati on about NASes in the |ocal network

Location information ([RFC5580] SHOULD either be onmitted, or else it
SHOULD be Iimted to the broadest possible information, such as
country code. For exanple, [I|-D.tonas-openroani ng] says:

Al'l OpenRoam ng ANPs MUST support signaling of location
i nformation

This location information is required to include at the m ni mumthe
country code. W suggest the country code SHOULD al so be the maxi num
anount of |ocation information which is sent over third-party

net wor ks.

7.9.1. Creating Chargeabl e-User-ldentity

Where the Chargeabl e-User-ldentity (CU) [RFC4A372] is used, it SHOULD
be uni que per session. This practice will help to nmaxim ze user
privacy, as it will be nore difficult to track users across nultiple
sessions. Due to additional constraints which we will discuss bel ow,
we cannot require that the CUl change for every session
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What we can do is to require that the hone server MJST provide a
uni que CUl for each conbination of user and visited network. That
is, if the same user visits nultiple networks, the home server MJST
provide different CUs to each visited network for that user. The
CU MAY be the sane across multiple sessions for that user on one
particul ar network. The CU MAY be the sanme for nultiple devices
used by that user on one particul ar network.

We note that the MAC address is likely the sane across nultiple user
sessions on one network. Therefore changing the CU offers little
additional benefit, as the user can still be tracked by the
unchangi ng MAC address. Never the less, we believe that having a
uni que CU per session can be useful, because there is ongoing work
on increasing user privacy by allow ng nore MAC address

random zation. |If we were to recommend that the CU remmin constant
across multiple sessions, that would in turn negate much of the
effort being put into MAC address random zation

One reason to have a constant CU value for a user (or user devices)
on one network is that network access providers may need to enforce
limts on sinultaneous logins. Network providers may al so need to
correl ate user behavior across nultiple sessions in order to track
and prevent abuse. Both of these requirenents are inpossible if the
CU changes for every user session

The result is that there is a trade-off between user privacy and the
needs of the | ocal network. While perfect user privacy is an

adm rabl e goal, perfect user privacy may al so al | ow anonynous users
to abuse the visited network. The network would then likely sinply
refuse to provide network access. Users nay therefore have to accept
some limtations on privacy, in order to obtain network access.

Al though the CU contents are not directly related to security, we
still give recomendations for creating and managi ng of the CU. W
believe that these recommendations will help inplenenters satisfy the
precedi ng requirenents, while not inposing undue burden on the

i mpl ement ati ons.

In general, the sinplest way to track CUs long termis to associate
the CU to user identity in some kind of cache or database. This
associ ation could be created at the tail end of the authentication
process, and before any accounting packets were received. This
associ ation should generally be discarded after a period of time if
no accounting packets are received. |f accounting packets are
received, the CU to user association should then be tracked al ong
with the normal accounting data.
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The above method for tracking CU works no natter how the CU is
generated. |If the CU can be unique per session, or it could be tied
to a particular user identity across a long period of time. The same
CU could al so be associated with nmultiple devices.

Where the CUl is not unique for each session, the only mnor issue is
the cost of the above method is that the association is stored on a
per-sessi on basis when there is no need for that to be done. Storing
the CU per session neans that is it possible to arbitrarily change
how the CU is calculated, with no inpact on anything else in the
system Designs such as this which decouple unrel ated architectura
el ements are generally worth the mnor extra cost.

For creating the CU, that process should be done in a way which is
scal able and efficient. For a unique CU per user, inplementers
SHOULD create a val ue which is unique both to the user, and to the
visited network. There is no reason to use the sane CUl for nultiple
visited networks, as that would enable the tracking of a user across
mul ti pl e networKks.

Bef ore suggesting a nmethod for creating the CU, we note that

[ RFC4372] Section 2.1 defines the CU as being of data type ’string
([ RFC8044] Section 3.5). [RFC4372] Section 2.1 further suggests that
the value of the CU is interpreted as an opaque token, sinilar to
the Class attribute ([ RFC2865] Section 5.25). Some organi zations
create CU val ues which use the Network Access ldentifier (NAI)
format as defined in [RFC7542]. This format can all ow the hone
network to be identified to the visited network, where the User-Nane
does not contain a realm Such formats SHOULD NOT be used unl ess al
parties involved have agreed to this behavior

The CU SHOULD be created via a construct simlar to what is given
bel ow, where "+" indicates concatenation:

CU = HASH(Visited Network Data + User ldentifier + Key)
This construct has the follow ng functional paraneters.
HASH

A cryptographic hash function. It is RECOVWENDED to use an
HVAC i nstead of a hash function

Visited Network Data

Data which identifies the visited network
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This data could be the Operator-Nanme attribute ([ RFC5580]
Section 4.1).

User ldentifier

The site-local user identifier. For tunneled EAP nethods such
as PEAP or TTLS, this could be the user identity which is sent
inside of the TLS tunnel

Key

A secret known only to the |l ocal network. The key is generally
a large randomstring. It is used to help prevent dictionary
attacks on the CUl.

Where the CU needs to be constant across nultiple user sessions or
devices, the key can be a static value. It is generated once by the
hone network, and then stored for use in further CU derivations.

VWhere the CU needs to be unique per session, the above derivation
SHOULD still be used, except that the "key" value will instead be a
random nunber which is different for each session. Using such a
desi gn agai n decouples the CU creation fromany requirenent that it
i s uni que per session, or constant per user. That decision can be
changed at any tine, and the only piece which needs to be updated is
the derivation of the "key" field. |In contrast, if the CU is
generated conpl etely randomy per session, then it may be difficult
for a systemto |ater change that behavior to allow the CU to be
constant for a particular user.

If an NAI format is desired, the hash output can be converted to
printable text, truncated if necessary to meet length limtations,
and then an "@ character and a real mappended to it. The resulting
text string is then in NAl form

W note that the above recommendation is not invertible. That is,
given a particular CU, it is not possible to deternine which visited
network or user identifier was used to create it. |If it is necessary
to use the CU to look up a user, the hone network needs to store the
full set of CU values which a user has been assigned.

If this tracking is too conplex for a network, it is possible to
create the CUl via an invertible encryption process as foll ows:

CU = ENCRYPT(Key + Visited Network Data + User Identifier)

This construct has the follow ng functional paraneters.
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ENCRYPT
A cryptographically secure encryption function
Key

The encryption key. Note that the sane key nust not be used
for more both hashing and encryption.

Vi sited Network Data
Data which identifies the visited network.

This data could be the Operator-Nanme attribute ([ RFC5580]
Section 4.1).

User ldentifier

The site-local user identifier. For tunneled EAP nethods such
as PEAP or TTLS, this could be the user identity which is sent
inside of the TLS tunnel

However, it is RECOVMMENDED t hat HMAC based net hods are used i nstead
of met hods based on reversible encryption

The intent is for CU to leak as little information as possible, and
ideally be different for every session. However, business
agreenents, legal requirenents, etc. may nmandate different behavior
The intention of this section is not to nandate conplete CU privacy,
but instead to clarify the trade-offs between CU privacy and
business realities.

8. Privacy Considerations

The primary focus of this docunent is addressing privacy and security
consi derations for RAD US

Deprecating insecure transport for RADIUS, and requiring secure
transport means that personally identifying information is no | onger

sent "in the clear". As noted earlier in this docunent, such
informati on can include MAC addresses, user identifiers, and user
| ocati ons.

In addition, this document suggests ways to increase privacy by
m nim zing the use and exchange of PII
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9

9

Security Considerations

The primary focus of this docunent is addressing privacy and security
consi derati ons for RADI US

Deprecating insecure transports for RADIUS, and requiring secure
transports, means that many historical security issues with the
RADI US protocol are mtigated.

We reiterate the discussion above that any security anal ysis nust be
done on the systemas a whole. It is not reasonable to put an
expensive lock on the front door of a house while |eaving the w ndow
next to it open, and then sonehow decl are the house to be "secure"
Any approach to security based on a sinple checklist is at best
naive, and nore truthfully is deeply m sleading. At worst, such
practices will decrease security by causing people to follow fal se
security practices, and to ignore real security practices

I mpl enenters and administrators need to be aware of the issues raised
in this docunent. They can then nake the best choice for their |oca
net wor k whi ch bal ances their requirenents on privacy, security, and
cost. Only infornmed choices will lead to the best security.

1. Historical Considerations

The Bl ast RADI US vul nerability is the result of RADIUS security being
a lowpriority for decades. Even the recomendati on of [RFC5080],
Section 2.2.2 that all clients add Message- Aut henticator to al
Access- Request packets was ignored by nearly all inplenenters. |If
that recomendati on had been followed, then the Bl ast RADI US

vul nerability notification woul d have been little nore than "pl ease
remenber to set the require Message-Authenticator flag on all RAD US
servers."

For Ms5-CHAP, it has not previously been deprecated for simlar
reasons, even though it has been proven to be insecure for decades.
This continued use of M5-CHAP has likely resulted in the |eaking of
many users cl ear-text passwords.

2. Practical Inplications

Thi s docunent either deprecates or forbids nethods and behaviors
whi ch have been comon practice for decades. Wile insecure
practi ces have been viewed as tolerable, they are no | onger
accept abl e.
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10.

11.

12.

I ANA Consi derations
IANA is instructed to update the RADIUS Types registry, and the
"Val ues for RADIUS Attribute 101, Error-Cause Attribute" sub-registry
with the follow ng addition:

Val ue, Descri pti on, Ref erence
510, M ssi ng Message- Aut henti cat or, [ TH S- DOCUMENT]
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* 04 - add text on security of Ms-CHAP. Rearrange and reword nany
sections for clarity.
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13.

13. 1.

03 - add del ay Access-Reject, constant-tinme conparison, no routing
protocol. Updated the text significantly and nade it nore
consistent with the Bl ast RADI US recommendati ons. Add "updat es”

ot her RFCs.

04 - updates with review from Fabi an Mauchl e

05 - nmerge in spelling fixes from Andrew Wod. Update and rewite
Bl ast RADI US mitigations to make themclearer. Add section

descri bing processes adm nistrators can use to upgrade their

net wor ks.

06 - updates and clarifications based on reviews.
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Appendi x A.  Best Practice Checkli st

In the interest of sinplifying the above expl anations, this section
provi des a short-form checklist of recomrendations. Follow ng this
checkl i st does not guarantee that RADIUS systens are secure from all
possi bl e attacks. However, systens which do not follow this
checklist are likely to be vul nerable to known attacks, and are
therefore | ess secure than they could be.

- Do not use RADI US/ UDP or RADI US/ TCP across the wider Internet

Exposing user identifiers, device identifiers, and locations is a
privacy and security issue.

- Avoid RADI US/ UDP or RADI US/ TCP in ot her networks, too.

It can take time to upgrade equi pnment, but the long-termgoal is
to entirely deprecate RADI US/ UDP.

- Inplenment the BlastRADIUS nitigations
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DeKok

Both I nplenmenters and adm ni strators should inplement the
mtigations in order to secure Access-Request packets

- Use strong shared secrets

Shared secrets should be generated froma cryptographically strong
pseudo-random nunmber generator. They should contain at |east 128
bits of entropy. Each RADI US client should have a uni que shared
secret.

- Mnimze the use of RADI US proxies.

More proxi es neans nore systens which could be conpromn sed, and
nmore systens which can see private or secret data.

- Do not proxy fromsecure to insecure transports

If user information (credentials or identities) is received over a
secure transport (IPsec, RADH US/ TLS, TLS-based EAP nethod), then
proxyi ng the protected data over RADI US/UDP or RADI US/ TCP degr ades
security and privacy.

- Prefer EAP authentication nethods to non-EAP net hods.

EAP aut henti cation nmethods are better at hiding user credentials
from observers

- For EAP, use anonynous outer identifiers

There are few reasons to use individual identities for EAP
Identifying the realmis usually enough

[ RFC7542] Section 2.4 reconmends that "@ealnt' is preferable to
"anonynmous@eal ', which is in turn preferable to "user @eal ni'.

- Prefer using PAP over CHAP or Ms-CHAP

PAP allows for credentials to be stored securely "at rest" in a
user database. CHAP and Ms-CHAP do not.

- Do not use MS-CHAP outside of TLS-based EAP net hods such as
PEAP or TTLS

MS- CHAP can be cracked with mnimal effort. The attack has been
avai l abl e for two decades.

- Store passwords in "crypt"ed form
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Where is is necessary to store passwords, use systens such as
PBKDF2 ([ RFC8018].

- Regularly update to the | atest cryptographic nethods.

TLS 1.0 with RC4 was acceptable at one point intine. It is no
| onger acceptable. Similarly, the current cryptographic nethods
will at some point will be deprecated, and replaced by updated
met hods. Upgrading to recent cryptographic nethods should be a
nornmal part of operating a RADI US server

- Regularly deprecate ol der cryptographic nethods.

Admi ni strators should actively deprecate the use of ol der
cryptographic nethods. |[If no systemis using older methods, then
those nethods shoul d be di sabled or renoved entirely. Leaving old
met hods enabl ed makes the server nore vul nerable to attacks.

- Send the m ni num anpbunt of information which is needed,.

VWhere proxying is used, it is a comon practice is to sinply
forward all of the information froma NAS to other RADI US servers.
I nstead, the proxy closest to the NAS should filter out any
attributes or data which are not needed by the "next hop" proxies,
or by the hone server

Appendi x B. BlastRADIUS Mtigations
B.1. Inplenmentor Checkli st

The following list outlines the requirenments on client

i npl ement ati ons, and references the prior sections which contain the
normative text. The intent is to give readers a short checkli st
which lets themquickly validate that their inplenentations are
correct. Wile the following |ist does not contain nornmative text
(in order to avoid potential conflict or confusion), the reader
shoul d follow the references below to verify that the behavior
described belowis truly normative.

* clients include Message-Authenticator in all Access-Request
packets, Section 4.2

- clients can place Message- Authenticator as the first attribute
in all Access-Request packets, but this placenment is not
required for security.

* clients validate the contents of Message-Authenticator in al
packets that they receive, [RFC2869], Section 5.14
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*

clients do not check the |ocation of Message-Authenticator in any
response packet that they receive, Section 4.6

clients do not discard packets which contain unknown attributes,
Section 5.2

clients inplenment a bool ean configuration flag "require Message-
Aut henticator", Section 4.1

- If set to "false", clients do not take any additional steps.

- if set to "true", clients discard all responses to Access-
Request packets which do not contain Message-Aut henti cator.
Thi s di scard happens before the Response Authenticator or
Message- Aut henti cator are vali dat ed.

The following list outlines requirenents on server inplenentations,
with the same expl anations and caveats given above for the list of
requirenents on client inplenentations.

*

DeKok

servers validate the contents of Message-Authenticator in all
packets that they receive, Section 4.3

server do take check the |ocation of Message-Authenticator in any
request packet that they receive, Section 4.5

servers do not discard packets which contain unknown attributes,
Section 5.2

servers inplenment a bool ean configuration flag "require Message-
Aut henticator", Section 4.1

- If set to "false", servers inplenent checks for the "limt
Proxy-State" fl ag.

- if set to "true", servers discard all Access-Request packets
whi ch do not contain a Message-Authenticator attribute. This
di scard happens before the Request Authenticator or Message-
Aut henti cator are validated. Servers then do not inplenent the
checks for the "limt Proxy-State" flag.

servers inplenment a bool ean configuration flag "lint Proxy-
State", Section 4.1 and Section 4.4.

- servers check this flag only when the "require Message-
Aut henticator"” flag is set to "fal se".

- |If set to "false", servers take no further action.
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- If set to "true", servers discard all Access-Request packets
whi ch do not contain Message- Aut henticator, and which al so
contain one or more Proxy-State attributes. This discard
happens before the Request Authenticator or Message-

Aut henti cator are validated

* servers include Message- Authenticator in all responses to Access-
Request packets, Section 4.5

* servers include Message-Authenticator in all Access-Accept,
Access- Rej ect, Access-Chall enge, and Protocol -Error packets,
Section 4.5 and Section 4.7

* servers place Message-Authenticator as the first attribute in al
responses to Access- Request packets, and in all Access-Accept,
Access- Rej ect, and Access-Chal | enge packets, Section 4.5.

Appendi x C. Admi ni strator Upgrade Process

The precedi ng sections define requirenents for client and server

i npl ement ati ons whi ch address the Bl ast RADI US attack. It is usefu

to al so provide guidelines for admnistrators as to how, and when, to
set the new configuration flags. The guidelines provided in this
section are a suggestion only. Adnministrators are free to take other
actions as they see fit.

The gui del i nes provided here are known to provide mni mal outages
whi | e upgradi ng conpl ex systens. As such, it is RECOVMENDED t hat
adm nistrators follow the steps outlined here, in order, so that

RADI US systems can be upgraded with m ninmal inpact to operationa
net wor ks.

1. Administrators SHOULD upgrade servers before upgrading clients.
There are many fewer clients than servers, and upgradi ng servers
can often protect clients which are not upgraded.

2.  Administrators SHOULD configure servers to set "limt Proxy-
State" to "true" for all clients which are NASes. i.e. clients
whi ch are not proxies.

3. Admnistrators of servers which proxy packets SHOULD verify that
all "next hop" proxies have been upgraded, and that they return
Message- Aut henticator in all responses to Access-Request packets.

4. Once step (3) has been validated, adm nistrators SHOULD confi gure

their proxy so that the outgoing client configuration sets the
"require Message-Authenticator" flag to "true"
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5. Administrators of servers which receive proxied packets (i.e.
packets not froma NAS) SHOULD configure the server to set the
the "require Message-Authenticator” flag to "true" for each
client which is an upgraded proxy.

Once the above five steps are foll owed, the network should be secure,
and any client upgrade and configuration can be done over timne.

For client upgrades, adm nistrators can proceed with the follow ng

st eps:

1. Administrators SHOULD upgrade clients individually, i.e. one at a
time. Upgrading multiple clients at the same tinme is NOT
RECOMVENDED.

2. Once a client has been upgraded, adm nistrators SHOULD verify
that it sends Message-Authenticator in all Access-Request
packets.

3. Once step (2) has been validated, adm nistrators SHOULD confi gure
each server that receives packets fromthat client to set the
"require Message-Authenticator"” flag to "true" for that client.

4. 1f a server has been updated, administrators SHOULD verify that
it sends Message-Authenticator as the first attribute in all
responses to Access- Request packets.

5. Once step (4) has been validated, adm nistrators SHOULD confi gure
each client receiving packets fromthat server to set the
"require Message-Authenticator" flag to "true" for that server.

Once all of the above steps are followed for all clients and servers,
the network is secure fromthe Bl ast RADI US att ack.

Aut hor’ s Addr ess

Al an DeKok
I nkBri dge Net works
Emai | : al and@ nkbri dgenet wor ks. com
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