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Abst ract

Thi s docunent defines an extension to the QU C transport protocol
whi ch supports reporting multiple packet receive tinmestanps for post-
handshake packets.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The QUI C Transport Protocol

QUI C Recei ve Ti nest anps

[ RFC9000] provi des a secure,

Novenber 202

B

mul ti pl exed

connection for transnitting reliable streans of application data.

Thi s docunent defines an extension to the QU C transport protocol

whi ch supports reporting nmultiple packet

2. Motivation

QUI C congestion control

recei ve timestanps.

(RTT) by neasuring the tine fromwhen a packet was sent to when it i
acknow edged. However, nore precise delay signals neasured via

packet receive tinestanps have the potenti al
of network bandw dth neasurenments and the effectiveness of congestion
control, especially for latency-critical applications such as real -
time video conferencing or gane streani ng.

Nunmer ous existing al gorithns and techni ques | everage receive receive

timestanps to inprove transport perfornmance.

*

Swet t

The WebRTC congestion control al gorithm described in

to inprove the accuracy

Exanpl es i ncl ude:

[I-Dietf-rncat-gcc] uses the difference between packet inter-
departure and packet inter-arrival tines as the input to its

del ay- based controller.
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([ RFC9002] ) supports sanpling round-trip time
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*  The pathChirp ([RRBNC]) technique estinates avail abl e bandwi dth by
measuring inter-arrival time of multiple packets.

Not abl y, these techniques require receive tinestanps for nore than
one packet per round-trip in order to best neasure the network.

Additionally, receive tinestanps can provi de val uabl e network
telemetry, even if they are not used by the congestion controller.

3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

4., ACK Frane Wre Fornat

Endpoi nts send ACK frames in 1-RTT packets as they otherw se woul d,
with O or nore receive tinmestanps followi ng the Ack Ranges and
optional ECN Counts. Receive tinestanps MJST NOT be sent in Initial
or Handshake packets, because the peer would not know to use the
extended wire format. ACK franes are never sent in O0-RTT packets, so
there is no change to O-RTT.

Once negotiated, the ACK format is identical to RFCO000, but with an
addi tional section for receive tinestanps at the end:

ACK Frane {
Type (i) = 0x02..0x03,
Largest Acknow edged (i),
ACK Del ay (i),
ACK Range Count (i),
First ACK Range (i),
ACK Range (..) ...,
[ ECN Counts (..)],
/1 Timestanp Extension, see {{ts-ranges}}
Recei ve Tinestanps (..)

Fi gure 1: ACK Frame For nat
The fields Largest Acknow edged, ACK Del ay, ACK Range Count, First
ACK Range, ACK Range and ECN Counts are the same as for ACK
(type=0x02..0x03) frames specified in Section 19.3 of [RFC9000].

The format of the Receive Tinestanps field is shown in Figure 2.
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Recei ve Ti nestanps {
Ti mest anp Range Count (i),
Ti mestanmp Range (..)

}

Fi gure 2: Receive Tinestanps Fields

Ti mestanp Range Count: A variable-length integer specifying the
nunber of Tinestanp Range fields in the frane.

Ti mest anp Ranges: Ranges of receive tinmestanps for contiguous
packets in descendi ng packet nunber order; see Section 4. 1.

4.1. Timestanp Ranges

Each Ti nestanp Range describes a series of contiguous packet receive
ti mestanps in descendi ng sequential packet nunber (and descendi ng

ti mestanp) order. Tinestanp Ranges consist of a Delta Largest

Acknow edged indicating the |argest packet nunber in the range,
followed by a list of Tinestanp Deltas describing the relative
receive timestanps for each contiguous packet in the Tinmestanp Range
(descending). Packets within a range are in descendi ng packet nunber
and tinestanp order. Ranges are in descending tinmestanp order but do
not have to be in descendi ng packet nunber order

Ti mest anp Ranges are structured as shown in Figure 3.

Ti mest anp Range {
Delta Largest Acknow edged (i),
Ti mestanp Delta Count (i),
Timestanmp Delta (i) ...,

}

Figure 3: Tinmestanp Range For mat
The fields that formeach Ti mestanp Range are:

Delta Largest Acknow edged: A variable-length integer indicating the
| ar gest packet nunber in the Tinmestanp Range as a delta to
subtract fromthe Largest Acknow edged in the ACK frane. For
exanple, 0 indicates the range starts with the Largest
Acknow edged.

Ti mestanp Delta Count: A variable-length integer indicating the
nunber of Tinestanp Deltas in the current Tinestanp Range.
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The sum of Tinmestanp Delta Counts for all Tinmestanp Ranges in the
frame MUST NOT exceed max_receive_timestanps_per_ack as specified
in Section 5.

Timestanp Deltas: Variable-length integers encoding the receive
timestanp for contiguous packets in the Tinestanp Range in
descendi ng packet nunber order as foll ows:

For the first Timestanp Delta of the first Tinmestanp Range in the
frane: the value is the difference between (a) the receive
timestanp of the | argest packet in the Tinestanp Range (i ndicated
by Gap) and (b) the session receive tinestanp basis (see

Section 5.2), decoded as described bel ow.

For all other Timestanp Deltas: the value is the difference
between (a) the receive tinmestanp specified by the previous
Timestanp Delta and (b) the receive tinmestanp of the current
packet in the Tinmestanp Range, decoded as descri bed bel ow.

Al Tinmestanp Delta values are decoded by nulitplying the value in
the field by 2 to the power of the receive_tinestanps_exponent
transport parameter received by the sender of the ACK frane (see
Section 5):

When the receiver receives packets out-of-order, it SHOULD report
themwi th other packets in a single ACK frame, starting with the nost
recently received packet regardl ess of the packet number order. See
Section 7 for exanples of reporting tinestanps of out-of-order
packets.

5. Extension Negotiation

max_recei ve_ti mestanps_per _ack (0xff0a002 tenporary val ue for

draft use): A variable-length integer indicating that the naxi mum
nunber of receive tinestanps the sending endpoint would like to
receive in an ACK frame.

Each ACK frame sent MJST NOT contain nmore than the peer’s maxi num
nunber of receive tinestanps.

recei ve_tinestanps_exponent (O0xff0a003 tenporary value for draft

use): A variable-length integer indicating the exponent to be used
when encodi ng and decoding tinestanp delta fields in ACK franes
sent by the peer (see Section 4.1). |If this value is absent, a
default value of 0 is assunmed (indicating mcrosecond precision).
Val ues above 20 are invalid.
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5

5.

6

6

1. Miltiple Extensions to the ACK Frane

Multipl e extensions can alter the ACK Frame or define new codepoints
for variations on the ACK frane, such as [ MIULTI PATH . Each extension
defines how it co-exists with past extensions. |If nultiple
extensions add nore information to the ACK Frame, as this receive

ti mestanp extension does, the additional extensions are appended at
the end of the ACK Franme in the order of their RFC nunber, unless

ot herw se specified.

2. Receive Tinestanp Basis

Endpoi nts which negotiate the extension need to determ ne a val ue,
receive_tinmestanp_basis, relative to which all receive tinmestanps for
the session will be reported (see Section 4.1).

The val ue of receive_tinmestanp_basis MJST be | ess than the small est
receive tinmestanp reported, and MJST renmai n constant for the entire
duration of the session. The receive_ tinestanp_basis is a loca

val ue that is not comunicated to the peer.

Receive tinestanps are reported relative to the basis, rather than in
absolute tine to avoid requiring clock synchronization between

endpoi nts and to nake the frane nore conpact.

Di scussi on
1. Best-Effort Behavior

Receive tinestanps are sent on a best-effort basis. Endpoints MJST
graceful ly handl e scenari os where the receiver does not comunicate

receive tinmestanps for acknow edged packets. Exanples of such
scenari os are:

* A packet containing an ACK frame is |ost.
* The sender truncates the nunmber of tinmestanps sent in order to (a)

avoi d sendi ng nore than max_receive_tinmestanps_per_ack
(Section 5); or (b) fit the ACK frane into a packet.

Exanpl es

To illustrate the usage of the Receive Tinmestanps fields, consider a
peer that sent 14 packets with nunbers 87 to 100.

Assune the receiver receives packets 87 to 91 and 96 to 100 at the
followi ng tinestanps relative to the basis:
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f oo e s e s
| Packet Number | Relative Tinmestanp |
[ Sl s el
| 87 | 300 |
I i T T R I +
| 88 | 305 |
I I T R I I R +
| 89 | 310 |
S I I I R +
| 90 | 320 |
I i T T R I +
| 91 | 330 |
I I T R I I R +
| 96 | 350 |
S I I I R +
| 97 | 355 |
I i T T R I +
| 98 | 360 |
I I T R I I R +
| 99 | 370 |
S I I I R +
| 100 | 380 |
I i T T R I +
Table 1

When it’s time to acknow edge these packets, the receiver will send
an ACK frame with two ranges, as follows:

Largest Acknow edged: 100
T| ﬁest anp Ranges Count: 2

Ti mest anp Range 1:
Delta Largest Acknow edged: 0 // Starting at packet 100
Ti mestanp Delta Count: 5
Ti mestanps Deltas: 380, 10, 10, 5, 5

Ti mest anp Range 2:
Delta Largest Acknow edged: 9 // Starting at packet 91
Ti mestanp Delta Count: 5
Ti mestanmp Deltas: 20, 10, 10, 5, 5

After that assume that the receiver receives packets 92 to 95 out-of -
order at the followng tinmestanps relative to the basis:
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f oo e s e s
| Packet Number | Relative Tinmestanp |
[ Sl s el
| 92 | 390 |
I i T T R I +
| 93 | 392 |
I I T R I I R +
| 94 | 394 |
S I I I R +
| 95 | 395 |
I i T T R I +
Table 2

The receiver can send a new ACK frane with all of the tinestanps, as
foll ows:

Largest Acknow edged: 100
T| ﬁest anp Ranges Count: 3
Ti mest anp Range 1:
Delta Largest Acknow edged: 5 // Starting at packet 95
Ti mestanp Delta Count: 4
Ti mestanmps Deltas: 395, 1, 2, 2
Ti mest anp Range 2:
Delta Largest Acknow edged: 0 // Starting at packet 100
Ti mestanp Delta Count: 5
Ti mestanmps Deltas: 10, 10, 10, 5, 5
Ti mest anp Range 3:
Delta Largest Acknow edged: 9 // Starting at packet 91
Ti mestanp Delta Count: 5
Ti mestanmp Deltas: 20, 10, 10, 5, 5
In this particular scenario, the receiver can al so choose to report
the first timestanmp range only since the tinmestanps for the other two
ranges have al ready been reported.
8. Security Considerations
TODO Security
9. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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