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Abstract

Thi s docunent describes a gl og event schema containing concrete gl og
event definitions and their nmetadata for the core QU C protocol and
sel ect ed extensions.

Note to Readers
Note to RFC editor: Please renove this section before publication.

Feedback and di scussion are wel come at https://github. conf qui cwg/ gl og
(https://github.com quicwg/ ql og). Readers are advised to refer to
the "editor’s draft" at that URL for an up-to-date version of this
docunent .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
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1. Introduction

Thi s docunent defines a qlog event schema (Section 8 of [QOG MAIN])

containing concrete events for the core QUI C protoco
[ QUI G- TRANSPORT] ,

[ QU C- RECOVERY] ,

and [QUIC-TLS]) and sone of

(see
its

extensions (see [ QU C DATAGRAM and [ GREASEBIT]).

The event nanmespace with identifier quic is defined;

see Section 2.

In this nanespace nmultiple events derive fromthe gl og abstract Event

class (Section 7 of [QLOG MAIN]),

defining their

fields use conplex data types.
usabl e definitions,

"nane"

docunent for clarity.

Mar X,

et al.
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1.

1.

1.

1.

2

3.

Use of group IDs

VWhen the glog group_id field is used, it is recommended to use QU C s
Original Destination Connection ID (ODCID, the CID chosen by the
client when first contacting the server), as this is the only val ue
that does not change over the course of the connection and can be
used to link nmore advanced QU C packets (e.g., Retry, Version
Negotiation) to a given connection. Sinmilarly, the ODClI D should be
used as the gqlog filenane or file identifier, potentially suffixed by
t he vant agepoi nt type (For exanple, abcdl1234 server.ql og woul d
contain the server-side trace of the connection with ODClI D abcd1234).

Raw packet and frane information

QUI C packets al ways include an AEAD aut hentication tag at the end.

In general, the length of the AEAD tag depends on the TLS ci pher
suite, although all cipher suites used in QU C vl use a 16 byte tag.
For the purposes of calculating the lengths in fields of type Raw nfo
(as defined in [QLOG MAIN]) related to QU C packets, the AEAD tag is
regarded as a trailer with a fixed size of 16 bytes.

Events not belonging to a single connection

A single glog event trace is typically associated with a single QU C
connection. However, for several types of events (for exanple, a
Section 5.7 event with trigger value of connection_unknown), it can
be inpossible to tie themto a specific QU C connection, especially
on the server.

There are various ways to handl e these events, each naking certain
tradeoffs between file size overhead, flexibility, ease of use, or
ease of inplenmentation. Sone options include:

* Log themin a separate endpoint-wi de trace (or use a specia
group_id value) not associated with a single connection

* Log themin the nost recently used trace.

* Use additional heuristics for connection identification (for
exanpl e use the four-tuple in addition to the Connection ID).

* Buffer events until they can be assigned to a connection (for
exanmpl e for version negotiation and retry events).

Marx, et al. Expires 23 April 2026 [ Page 5]
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1.4. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The event and data structure definitions in ths docunent are
expressed in the Concise Data Definition Language [CDDL] and its
ext ensions described in [ QOG MAIN] .

The following fields from[QOG MAIN] are inported and used: nane,
nanespace, type, data, tuple, group_id, Rawinfo, and time-rel ated
fields.

Events are defined with an inportance |evel as described in
Section 8.3 of [QOG MAIN .

As is the case for [QLOG MAIN], the glog schema definitions in this
docunent are intentionally agnostic to serialization formats. The
choice of format is an inplenentation decision.

2. Event Schema Definition

Thi s docunent describes how the core QU C protocol and sel ected
ext ensi ons can be expressed in glog using a newmy defined event
schema. Per the requirenents in Section 8 of [QLOG MAIN], this
docunent registers the quic nanespace. The event schema URl is
urn:ietf:parans: gl og: events: quic.

2.1. Draft Event Schema Identification
This section is to be renoved before publishing as an RFC
Only inplementations of the final, published RFC can use the events
bel onging to the event schema with the UR
urn:ietf:params: gl og:events:quic. Until such an RFC exists,
i mpl ement ati ons MJUST NOT identify thenselves using this URI.
I mpl enent ati ons of draft versions of the event schema MJUST append the
string "-" and the corresponding draft nunber to the URI. For
exampl e, draft 07 of this docunent is identified using the UR
urn:ietf:params: gl og: events: qui c- 07

The nanespace identifier itself is not affected by this requirenent.

Marx, et al. Expires 23 April 2026 [ Page 6]
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3. QUIC Event Overview

Table 1 summari zes the name val ue of each event type that is defined
in this specification

| Nane val ue | I'mportance | Definition

| quic:server_listening | Extra | Section 4.1 |
o e e e e e e e e e e m e ao- - R R +
| quic:connection_started | Base | Section 4.2 |
o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:connection_closed | Base | Section 4.3

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:connection_id_updated | Base | Section 4.4

o e e e e e e e e e e m e ao- - R R +
| quic:spin_bit_ updated | Base | Section 4.5 |
o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:connection_state_updated | Base | Section 4.6 |
o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:tuple_assigned | Base | Section 4.7 |
o e e e e e e e e e e m e ao- - R R +
| quic:ntu_updated | Extra | Section 4.8

o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:version_information | Core | Section 5.1 |
o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:al pn_information | Core | Section 5.2 |
o e e e e e e e e e e m e ao- - R R +
| quic:parameters_set | Core | Section 5.3 |
o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:parameters_restored | Base | Section 5.4

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic: packet _sent | Core | Section 5.5 |
o e e e e e e e e e e m e ao- - R R +
| quic: packet received | Core | Section 5.6

o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic: packet _dropped | Base | Section 5.7

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic: packet _buffered | Base | Section 5.8

o e e e e e e e e e e m e ao- - R R +
| quic: packets_acked | Extra | Section 5.9

o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:udp_datagrans_sent | Extra | Section 5.10

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:udp_datagrans_received | Extra | Section 5.11

o e e e e e e e e e e m e ao- - R R +
| quic:udp_datagram dropped | Extra | Section 5.12

o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +

Marx, et al. Expires 23 April 2026 [ Page 7]
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| quic:stream state_updated | Base | Section 5.13 |
o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:franes_processed | Extra | Section 5.14

o e e e e e e e e e e m e ao- - R R +
| quic:streamdata_noved | Base | Section 5.15 |
o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:datagram data_ noved | Base | Section 5.16

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:connection_data_ bl ocked_updated | Extra | Section 5.17

o e e e e e e e e e e m e ao- - R R +
| quic:stream data_bl ocked_updat ed | Extra | Section 5.18 |
o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:datagram data_bl ocked_updat ed | Extra | Section 5.19

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:mgration_state_updated | Extra | Section 5.20

o e e e e e e e e e e m e ao- - R R +
| quic:tinmer_updated | Extra | Section 5.21

o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:key_updated | Base | Section 6.1 |
o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:key_discarded | Base | Section 6.2 |
o e e e e e e e e e e m e ao- - R R +
| quic:recovery paraneters_set | Base | Section 7.1 |
o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:recovery_metrics_updated | Core | Section 7.2 |
o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:congestion_state_updated | Base | Section 7.3

o e e e e e e e e e e m e ao- - R R +
| quic: packet | ost | Core | Section 7.4

o m m e e e e e e e e e e e e eaao o Fom e e o - oo s +
| quic:marked_for_retransnit | Extra | Section 7.5

o m e e e e e e e e e e e e e e e e e e o Fomm e oo - S +
| quic:ecn_state_updated | Extra | Section 7.6 |
o e e e e e e e e e e m e ao- - R R +

Table 1. QU C Events

QUI C events extend the $Protocol Event Data extension point defined in
[QLOG MAIN]. Additionally, they allow for direct extensibility by
their use of per-event extension points via the $$ CDDL "group
socket" syntax, as also described in [ Q.OG MAIN].

Marx, et al. Expires 23 April 2026 [ Page 8]
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Qui cEvent Data = QUI CServerlListening /
QUI CConnectionStarted /
QUI CConnecti onC osed /
QUI CConnect i onl DUpdat ed /
QUI CSpi nBi t Updat ed /
QUI CConnect i onSt at eUpdat ed /
QUI CTupl eAssi gned /
QUI CMIrUUpdat ed /
QUI CVer si onl nformation /
QUI CALPNI nformati on /
QUI CPar anet er sSet /
QUI CPar anet ersRest ored /
QUI CPacket Sent [/
QUI CPacket Recei ved /
QUI CPacket Dr opped /
QUI CPacket Buf fered /
QUI CPacket sAcked /
QUI CUDPDat agr anmsSent  /
QUI CUDPDat agr anmsRecei ved /
QUI CUDPDat agr anDr opped /
QUI CSt r eantst at eUpdat ed /
QUI CFr anesProcessed /
QUI Cst r eanDat aMbved /
QUI CDat agr anDat aMoved /
QUI CConnect i onDat aBl ockedUpdat ed /
QUI CSt r eanDat aBl ockedUpdat ed /
QUI CDat agr anDat aBl ockedUpdat ed /
QUI CM gr ati onSt at eUpdat ed /
QUI CTi mer Updat ed /
QUI CKeyUpdat ed /
QUI CKeyDi scarded /
QUI CRecover yPar anet ersSet /
QUI CRecoveryMetri csUpdat ed /
QUI CCongest i onSt at eUpdat ed /
QUI CPacket Lost /
QUI Cvar kedFor Retransm t /
QUI CECNSt at eUpdat ed

$Pr ot ocol Event Data /= Qui cEvent Dat a

Figure 1: QuicEventData definition and Protocol Event Data extensi on
The concrete QUI C event types are further defined below, their type
identifier is the heading nane. The subdivisions in sections on

Connectivity, Security, Transport and Recovery are purely for
readability.

Marx, et al. Expires 23 April 2026 [ Page 9]
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4. Connectivity events
4.1. server_listening

Enmitted when the server starts accepting connections. It has Extra
i mportance | evel

QUI CServerlListening = {
? ip_v4: | PAddress
? port_v4: uintl6
? ip_v6: |PAddress
? port_v6: uintlé6

the server will always answer client initials with a retry
(no 1-RTT connection setups by choice)
retry _required: boo

REREE

*

$$qui c- serverl i st eni ng- ext ensi on

Figure 2: QUI CServerlListening definition

Sone QUI C stacks do not handl e sockets directly and are thus unabl e
to log I P and/or port information.

4.2. connection_started

The connection_started event is used for both attenpting (client-
perspective) and accepting (server-perspective) new connections.
Note that while there is overlap with the connection_state updated
event, this event is separate event in order to capture additiona
data that can be useful to log. It has Base inportance |evel
QUI CConnectionStarted = {

| ocal : Tupl eEndpoi ntInfo

renmote: Tupl eEndpoi ntlnfo

* $$qui c- connecti onst art ed- ext ensi on
Figure 3: QUI CConnectionStarted definition

Sone QUI C stacks do not handl e sockets directly and are thus unabl e
to log I P and/or port information.

Marx, et al. Expires 23 April 2026 [ Page 10]
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4.3. connection_cl osed

The connection_cl osed event is used for |oggi ng when a connecti on was
closed, typically when an error or tinmeout occurred. It has Base
i mportance |evel.

Note that this event has overlap with the connection_state_updated
event, as well as the CONNECTI ON CLOSE frame. However, in practice,
when anal yzing | arge deploynents, it can be useful to have a single
event representing a connection_closed event, which also includes an
additional reason field to provide nore information. Furthernore, it
is useful to log closures due to tineouts or explicit application
actions (such as racing multiple connections and aborting the

sl owest), which are difficult to reflect using the other options.

The connection_closed event is intended to be | ogged either when the
| ocal endpoint silently discards the connection due to an idle

ti meout, when a CONNECTION CLCSE franme is sent (the connection enters
the "closing’ state on the sender side), when a CONNECTI ON_CLCSE
frane is received (the connection enters the 'draining’ state on the
recei ver side) or when a Statel ess Reset packet is received (the
connection is discarded at the receiver side). Connectivity-related
updates after this point (e.g., exiting a 'closing’ or 'draining
state), should be I ogged using the connection_state updated event

i nst ead.

In QUC there are two mai n connection-closing error categories:
connection and application errors. They have well-defined error
codes and semantics. Next to these however, there can be interna
errors that occur that may or nay not get mapped to the officia

error codes in inplenentation-specific ways. As such, multiple error
codes can be set on the sane event to reflect this, and nore fine-
grained internal error codes can be reflected in the internal _code
field.

If the error code does not map to a known error string, the
connection_error or application_error value of "unknown" type can be
used and the raw value captured in the error_code field; a numerica
val ue without vari able-length integer encoding.

Marx, et al. Expires 23 April 2026 [ Page 11]
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QUI CConnecti onC osed = {

whi ch side cl osed the connection

? initiator: Initiator

? connection_error: $TransportError /
Crypt oError

? application_error: $ApplicationError

; if connection_error or application_error === "unknown"
? error_code: uint64

? internal _code: uint64

? reason: text

? trigger:
"idle_tinmeout" /
"application" /
"error" /
"version_m smatch" /
; when received from peer
"statel ess reset" /
"aborted" /
; when it is unclear what triggered the CONNECTI ON_CLCSE
"unspeci fied"

* $$qui c- connecti oncl osed- ext ensi on

Fi gure 4: QUI CConnectionCl osed definition

Loggers SHOULD use the nobst descriptive trigger for a
connection_cl osed event that they are able to deduce. This is often
clear at the peer closing the connection (and sending the

CONNECTI ON_CLCSE), but can sometines be nore opaque at the receiving
end.

4. 4. connection_id_updated

The connection_i d_updated event is emtted when either party updates
their current Connection ID. As this typically happens only
sparingly over the course of a connection, using this event is nore
efficient than | ogging the observed CID with each and every

packet sent or packet received events. |t has Base inportance |evel

The connection_i d_updated event is viewed fromthe perspective of the
endpoi nt applying the new ID. As such, when the endpoint receives a
new connection ID fromthe peer, the initiator field will be
"renmote”. \When the endpoint updates its own connection ID, the
initiator field will be "local"

Marx, et al. Expires 23 April 2026 [ Page 12]
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QUI CConnect i onl DUpdat ed = {
initiator: Initiator
? old: ConnectionlD
? new. ConnectionlD

* $$qui c- connect i oni dupdat ed- ext ensi on

Fi gure 5: QUI CConnecti onl DUpdat ed definition
4.5. spin_bit_updated

The spin_bit_updated event conveys information about the QU C | atency
spin bit; see Section 17.4 of [QU G TRANSPORT]. The event is emtted
when the spin bit changes value, it SHOULD NOT be emitted if the spin
bit is set without changing its value. |t has Base inportance |evel.

QUI CSpi nBi t Updat ed = {
state: bool

* $$qui c- spi nbi t updat ed- ext ensi on

Fi gure 6: QUI CSpinBitUpdated definition
4.6. connection_state_updated

The connection_state updated event is used to track progress through
QUI C s conpl ex handshake and connection cl ose procedures. It has
Base i nportance | evel.

[ QUI G TRANSPORT] does not contain an exhaustive flow diagramw th
possi bl e connection states nor their transitions (though sone are
explicitly nentioned, like the "closing’ and 'draining’ states). As
such, this docunment *non-exhaustivel y* defines those states that are
most likely to be useful for debuggi ng QUI C connecti ons.

QUI C i npl enent ati ons SHOULD mainly log the sinmplified

BaseConnecti onSt ates, adding the nore fine-grained

Granul ar Connecti onSt at es when nore i n-depth debugging is required.
Tool s SHOULD be able to deal with both types equally.

QUI CConnect i onSt at eUpdat ed = {
? ol d: $ConnectionState
new. $Connecti onState

* $$qui c- connect i onst at eupdat ed- ext ensi on
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BaseConnecti onStates =
; Initial packet sent/received
"attenpted" /

; Handshake packet sent/received
"handshake_started" /

; Both sent a TLS Fi ni shed nessage

; and verified the peer’s TLS Fini shed nessage
; 1-RTT packets can be sent

; RFC 9001 Section 4.1.1

"handshake_conpl ete" /

; CONNECTI ON_CLCSE sent/recei ved,
; statel ess reset received or idle tinmeout
"cl osed"

G anul ar ConnectionStates =
; RFC 9000 Section 8.1
; client sent Handshake packet OR
; client used connection ID chosen by the server OR
; client used valid address validation token
"peer _validated" /

; 1-RTT data can be sent by the server

; but handshake is not done yet

; (server has sent TLS Finished; sometines called 0.5 RTT data)
"early wite" /

;  HANDSHAKE DONE sent/recei ved

; RFC 9001 Section 4.1.2
"handshake_confirmed" /

;  CONNECTI ON_CLOSE sent
"cl osing" /

; CONNECTI ON_CLOSE r ecei ved
"draining" /

; draining or closing period done, connection state di scarded
"cl osed"

$Connecti onSt at e /= BaseConnecti onStates / G anul ar Connecti onSt at es

Figure 7: QUI CConnecti onSt at eUpdat ed definition
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The connection_state_changed event has sonme overlap with the
connection_cl osed and connection_started events, and the handling of
various franes (for exanple in a packet_received event). Still, it
can be useful to log these logical state transitions separately,
especially if they map to an internal inplenentation state nachine,
to explicitly track progress. As such, inplenentations are allowed
to use other ConnectionState values that adhere nore closely to their
internal logic. Tools SHOULD be able to deal with these custom
states in a simlar way to the pre-defined states in this docunent.

4.7. tuple_assigned
| nportance: Base

This event is used to associate a single TuplelD s value with other
paraneters that describe a uni que network tuple.

As described in [QOG MAIN], each gl og event can be linked to a
singl e network tuple by neans of the top-level "tuple" field, whose
value is a TuplelD. However, since it can be cunbersone to encode
additional tuple netadata (such as |IP addresses or Connection |Ds)
directly into the TuplelD, this event allows such an association to
happen separately. As such, TuplelDs can be short and uni que, and
can even be updated to be associated with new netadata as the
connection’s state evol ves.

Definition:

QUI CTupl eAssi gned = {
tuple_id: TuplelD

; the information for traffic going towards the renote receiver
? tuple_rempte: Tupl eEndpointlnfo

; the information for traffic comng in at the |ocal endpoint
? tuple_local: Tupl eEndpointlnfo

* $$qui c- t upl eassi gned- ext ensi on

Fi gure 8: QUI CTupl eAssigned definition

Choosing the different tuple_id values is left up to the

i npl ementation. Some options include using a uniquely incrementing
integer, using the (first) Destination Connection |ID associated with
a tuple (or its sequence nunber), or using (a hash of) the two
endpoi nt | P addresses.
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It is inportant to note that the enpty string ("") is a valid TuplelD
and that it is the default assigned to events that do not explicitly
set a "tuple" field. Put differently, the initial tuple of a QUC
connection on which the handshake occurs (see also Section 4.2) is
inmplicitly associated with the TuplelD with value "" Associ ati ng
metadata with this default tuple is possible by |ogging the

QUI CTupl eAssi gned event with a value of "" for the tuple_id field.

As the usage of TuplelDs and their metadata can evol ve over tine,
mul ti pl e QU CTupl eAssi gned events can be enmitted for each uni que
Tupl el D. The | atest event contains the nbst up-to-date infornation
for that TuplelD. As such, the first time a TuplelDis seen in a
QUI CTupl eAssi gned event, it is an indication that the TuplelDis
created. Subsequent occurrences indicate the TuplelD is updated,
while a final occurrence with both tuple_local and tuple_renpote
fields omtted inplicitly indicates the Tupl el D has been abandoned.

4.8. ntu_updated
The ntu_updated event indicates that the estimted Path MIU was
updated. This happens as part of the Path MIU di scovery process. It
has Extra inportance | evel
QUI CMITUUpdat ed = {
? old: uint32
new. uint32
; at sone point, MIU discovery stops, as a "good enough"
; packet size has been found
? done: bool .default false

* $$qui c- nt uupdat ed- ext ensi on

Figure 9: QU CMIUUpdat ed definition
5. Transport events
5.1. version_information

The version_infornmati on event supports QU C version negotiation; see
Section 6 of [QU G TRANSPORT]. It has Core inportance |evel

QUI C endpoi nts each have their own list of QU C versions they
support. The client uses the nost likely version in their first
initial. |If the server does not support that version, it replies
with a Version Negotiation packet, which contains its supported
versions. Fromthis, the client selects a version. The
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5

2

versi on_i nformati on event aggregates all this information in a single
event type. It also allows |ogging of supported versions at an
endpoi nt wi thout actual version negotiation needing to happen

QUI CVersionl nformation = {
? server _versions: [+ QuicVersion]
? client_versions: [+ QuicVersion]
? chosen_version: QuicVersion

* $3$qui c- ver si oni nf or mat i on- ext ensi on

Fi gure 10: QUI CVersionlnformation definition
I nt ended use:

* \When sending an initial, the client logs this event with
client_versions and chosen_version set

* Upon receiving a client initial with a supported version, the
server logs this event with server_versions and chosen_version set

* Upon receiving a client initial with an unsupported version, the
server logs this event with server_versions set and
client_versions to the single-elenment array containing the
client’s attenpted version. The absence of chosen_version inplies
no overlap was found

* Upon receiving a version negotiation packet fromthe server, the
client logs this event with client_versions set and
server_versions to the versions in the version negotiation packet
and chosen_version to the version it will use for the next initial
packet. If the client receives a set of server_versions with no
viabl e overlap with its own supported versions, this event should
be | ogged without the chosen_version set

al pn_i nformation

The al pn_i nformati on event supports Application-Layer Protoco
Negoti ati on (ALPN) over the QU C transport; see [RFC7301] and
Section 7.4 of [QU CTRANSPCORT]. It has Core inportance |evel

QUI C endpoints are configured with a list of supported ALPN
identifiers. Clients send the list in a TLS CientHello, and servers
mat ch against their list. On success, a single ALPN identifier is
chosen and sent back in a TLS ServerHello. If no match is found, the
connection is closed.
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5

3.

ALPN identifiers are byte sequences, that nay be possible to present
as UTF-8. The ALPNIdentifier' type supports either format.

I mpl enent ati ons SHOULD | og at | east one format, but MAY | og both or
none.

QUI CALPNI nf ormati on = {
? server_alpns: [* ALPNI dentifier]
? client_alpns: [* ALPNIdentifier]
? chosen_al pn: ALPNI dentifier

* $$qui c- al pni nf or mati on- ext ensi on

}

ALPNI dentifier = {
? byte_val ue: hexstring
? string_val ue: text

}
Figure 11: QUI CALPNI nformation definition

I nt ended use:

* \When sending an initial, the client logs this event with
client_al pns set

* \When receiving an initial with a supported al pn, the server |ogs
this event with server_al pns set, client_al pns equalling the
client-provided list, and chosen_alpn to the value it will send
back to the client.

*  When receiving an initial with an alpn, the client logs this event
with chosen_alpn to the received val ue.

* Alternatively, a client can choose to not log the first event, but
wait for the receipt of the server initial tolog this event with
both client_al pns and chosen_al pn set.

par anet ers_set

The paraneters_set event groups settings from several different
sources (transport paraneters, TLS ciphers, etc.) into a single
event. This is done to mnimnmze the amount of events and to decoupl e
conceptual setting inpacts fromtheir underlying mechani smfor easier
hi gh-1 evel reasoning. The event has Core inportance |evel
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Most of these settings are typically set once and never change.
However, they are usually set at different times during the
connection, so there will regularly be several instances of this
event with different fields set.

Note that sonme settings have two variations (one set locally, one
requested by the renote peer). This is reflected in the initiator
field. As such, this field MIST be correct for all settings included
a single event instance. |If the settings fromtwo sides are
required, they MJUST be | ogged as two separate event instances. |If
the | ocal peer decides to change its behavior based on renote peer’s
settings, a new event type can be used to reflect the outcone.

By default, each setting is assunmed to either be absent (has an
undefined value) or have its default value (if it exists) at the
start of the connection. Subsequently, each setting’s value in a
paraneters_set event supersedes the previous value of that paraneter
if present. |If a setting does not appear in a given paraneters_set
event, its value is unchanged.

I mpl enent ati ons are not required to recogni ze, process or support
every setting/paraneter received in all situations. For exanple,
QUI C i nmpl enent ati ons MJST di scard transport paraneters that they do
not understand Section 7.4.2 of [QU C TRANSPORT]. The
unknown_parameters field can be used to log the raw val ues of any
unknown paraneters (e.g., GREASE, private extensions, peer-side
experinentation).

In the case of connection resunption and 0-RTT, sone of the server’s
paraneters are stored up-front at the client and used for the initial
connection startup. They are later updated with the server’s reply.
In these cases, utilize the separate paranmeters_restored event to
indicate the initial values, and this event to indicate the updated
val ues, as normal .

QUI CPar anet ersSet = {
? initiator: Initiator

; true if valid session ticket was received
? resunption_all owed: bool

; true if early data extension was enabl ed on the TLS | ayer
? early_data_enabl ed: boo

; e.g., "AES 128 GCM SHA256"
? tls_cipher: text

; RFC9000
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ori gi nal _destination_connection_id: ConnectionlD
initial _source _connection_id: ConnectionlD
retry_source_connection_id: ConnectionlD
statel ess_reset _token: Statel essReset Token
di sabl e_active_migration: boo
max_i dl e_timeout: uint64

max_udp_payl oad_si ze: uint 64

ack_del ay_exponent: uint 64

max_ack_del ay: ui nt 64
active_connection_id limt: uint64

initial _max_data: uint64

nitial _nmax_streamdata bidi | ocal: uint64
nitial _nmax_streamdata bidi _renote: uint64
nitial _nmax_streamdata uni: uint64

nitial _nmax_streans_bidi: uint64

nitial _nmax_streans_uni: uint64
preferred_address: PreferredAddress
unknown_par ameters: [* UnknownPar anet er]

RFC9221
max_dat agram frame_si ze: uint64

RFC9287

Cct ober 2025

true if present, absent or false if extension not negotiated

grease_quic_bit: bool

$$qui c- par anet er sset - ext ensi on

Pref erredAddress = {

}

?
?
?
?

i p_v4: | PAddress
port_v4: uintl16
i p_v6: | PAddress
port _v6: uintl6

connection_id: ConnectionlD
statel ess_reset _token: Statel essReset Token

UnknownPar amet er = {
id: uint64

Mar X,

?

val ue: hexstring

Figure 12: QUI CParametersSet definition
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5.4. parameters_restored

VWhen using QUIC O-RTT, clients are expected to renmenber and restore
the server’s transport paraneters fromthe previous connection. The
paraneters_restored event is used to indicate which paraneters were
restored and to which values when utilizing O-RTT. It has Base

i mportance | evel

Note that not all transport parameters should be restored (many are
even prohibited frombeing re-utilized). The ones listed here are
the ones expected to be useful for correct 0-RTT usage.

QUI CPar anet er sRestored = {

; RFC9000

? disable_active nmigration: boo

? max_idle_timeout: uint64

? max_udp_payl oad_si ze: uint64

? active_connection_id_limt: uint64

? initial _nmax_data: uint64

? initial _max_streamdata bidi | ocal: uint64
? initial _max_streamdata_bidi _renote: uint64,
? initial_max_streamdata_uni: uint64

? initial _max_streans_bidi: uint64

? initial _max_streans_uni: uint64

;. RFC9221

? max_dat agram frane_si ze: uint64

; RFC9287

; can only be restored at the client.
servers MJST NOT restore this paraneter!
? grease_quic_bit: boo

* $$qui c- par anet er sr est or ed- ext ensi on

Figure 13: QU CPar amet er sRestored definition
5.5. packet_sent

The packet sent event indicates a QU Clevel packet was sent. It has
Core inmportance |evel.
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QUI CPacket Sent = {
header: Packet Header

?

N ) N N T Nt

)

frames: [* $Qui cFramne]

only if header.packet type === "statel ess_reset"
is always 128 bits in |ength.
statel ess_reset _token: Statel essReset Token

only if header.packet_type === "versi on_negoti ati on"
supported_versions: [+ QuicVersion]

raw. Rawl nfo

datagram.id: uint32

i s_ntu_probe_packet: bool .default false

trigger:

; RFC 9002 Section 6.1.1
"retransmit_reordered" /

; RFC 9002 Section 6.1.2
"retransmit_tineout" /

; RFC 9002 Section 6.2.4
"pto_probe" /

; RFC 9002 6.2.3
"retransmit_crypto" /

; heeded for sone CCs to figure out bandw dth allocations
; when there are no normal sends
"cc_bandw dt h_pr obe”

$3$qui c- packet sent - ext ensi on

Fi gure 14: QU CPacket Sent definition

The encryption_|l evel and packet nunber_space are not | ogged
explicitly: the header. packet type specifies this by inference
(assum ng correct inplenentation)

The datagram.id field is used to track packet coal escing, see
Section 5. 10.

5. 6.

packet received

2025

The packet received event indicates a QU C | evel packet was received.
It has Core inportance |evel

Mar X,

et al.
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QUI CPacket Recei ved = {
header: Packet Header

?

R

NN )T

)

frames: [* $Qui cFramne]

only if header.packet type === "statel ess_reset"
I's always 128 bits in |ength.
statel ess_reset _token: Statel essReset Token

only if header.packet_type === "versi on_negoti ati on"
supported_versions: [+ QuicVersion]

raw. Rawl nfo

datagram.id: uint32

trigger:
; if packet was buffered because it couldn’t be
; decrypted before
"keys_avai l abl e"

$$qui c- packetr ecei ved- ext ensi on

Fi gure 15: QUI CPacket Recei ved definition

The encryption_| evel and packet nunber space are not | ogged
explicitly: the header. packet_type specifies this by inference
(assum ng correct inplenentation).

The datagram.id field is used to track packet coal escing, see
Section 5.10.

5.7.

packet _dropped

2025

The packet _dropped event indicates a QU C|evel packet was dropped.
It has Base inportance |evel

The trigger field indicates a genera

the packet, while the details field can contain additiona
i mpl ement ati on-specific information

Mar X,

et al.

reason category for dropping
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QUI CPacket Dropped = {

Primarily packet _type should be filled here,
as other fields mght not be decrypteable or parseable
header: Packet Header
raw. Rawl nfo
datagram.id: uint32
details: {* text => any}
trigger:
"internal _error" /
"rejected" /
"unsupported" /
"invalid" [/
"duplicate" /
"connecti on_unknown" /
"decryption_failure" /
"key unavail abl e" /
"general "

NN NN )T T

* $$qui c- packet dr opped- ext ensi on

Fi gure 16: QUI CPacket Dropped definition

Sone exanple situations for each of the trigger categories include:

*

Mar X,

internal _error: not initialized, out of nenory

rejected: Iimts reached, DDoS protection, unwilling to track nore
pat hs, duplicate packet

unsupported: unknown or unsupported version. See also
Section 1.3.

i nval i d: packet parsing or validation error
duplicate: duplicate packet

connecti on_unknown: packet does not relate to a known connection
or Connection ID

decryption failure: decryption failed
key unavail abl e: decryption key was unavail abl e

general : situations not clearly covered in the other categories
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The datagram.id field is used to track packet coal escing, see
Section 5. 10.

5.8. packet buffered

The packet _buffered event is emtted when a packet is buffered
because it cannot be processed yet. Typically, this is because the
packet cannot be parsed yet, and thus only the full packet contents
can be | ogged when it was parsed in a packet_received event. The
event has Base inportance |evel.

QUI CPacket Buf fered = {

; primarily packet _type should be filled here as other elements
; mght not be avail abl e yet
? header: Packet Header
? raw. Rawl nfo
? datagram.id: uint32
? trigger:
; indicates the parser cannot keep up, tenporarily buffers
; packet for |ater processing
"backpressure" /
; if packet cannot be decrypted because the proper keys were
; nhot yet available
"keys_unavai | abl e"

* $$qui c- packet buf f er ed- ext ensi on

Fi gure 17: QU CPacket Buf fered definition

The datagram.id field is used to track packet coal escing, see
Section 5. 10.

5.9. packets_acked

The packets_acked event is emtted when a (group of) sent packet(s)
i s acknow edged by the renote peer _for the first tinme_. It has Extra
i mportance |evel.

This information could al so be deduced fromthe contents of received
ACK frames. However, ACK franes require additional processing |ogic
to determ ne when a given packet is acknow edged for the first tine,
as QUI C uses ACK ranges which can include repeated ACKs.
Additionally, this event can be used by inplenentations that do not
|l og frane contents.
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QUI CPacket sAcked = {
? packet _nunber _space: $Packet Nunber Space
? packet _nunbers: [+ uint64]

* $$qui c- packet sacked- ext ensi on

Fi gure 18: QUI CPacket sAcked definition

I f packet nunber space is onmitted, it assunes the default val ue of
application_data, as this is by far the nost preval ent packet nunber
space a typical QU C connection will use.

5.10. udp_dat agrams_sent

The datagrans_sent event indicates when one or nore UDP-I evel
datagrans are passed to the underlying network socket. This is
useful for deternining how QU C packet buffers are drained to the CS.
The event has Extra inportance |evel.

QUI CUDPDat agr anmsSent = {

; to support passing nultiple at once
? count: uintl6

; The Rawi nfo fields do not include the UDP headers,
only the UDP payl oad
? raw. [+ Rawl nfo]

ECN bits in the | P header
if not set, defaults to the value used on the | ast
QUI CDat agr ansSent event

ecn: [+ ECN|

? datagram.ids: [+ uint32]

IR

* $$qui c- udpdat agr anssent - ext ensi on

Fi gure 19: QUI CUDPDat agr ansSent definition

Since QU C inplenmentations rarely control UDP logic directly, the raw
dat a excludes UDP-|evel headers in all Rawinfo fields.

Mul tiple QU C packets can be coal esced in a single UDP datagram
especially during the handshake (see Section 12.2 of

[ QU G TRANSPORT] ). However, neither QU C nor UDP thensel ves provide
an explicit mechanismto track this behaviour. To make it possible
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for inplementations to track coal esci ng across packet-1evel and

dat agram | evel gl og events, this docunment defines a gl og-specific
mechani sm for tracking coal esci ng across packet-|evel and datagram

| evel qglog events: a "datagramidentifier" carried in datagram.id
fields. glog inplenentations that want to track coal escing can use
this mechanism where nmultiple events sharing the same datagram.i d

i ndicate they were coal esced in the sane UDP datagram The sel ection
of specific and locally-unique datagramid values is an

i mpl ement ati on choi ce.

5.11. udp_datagrans_received
When one or nore UDP-|evel datagrans are received fromthe socket.
This is useful for determ ning how datagrans are passed to the user
space stack fromthe OS. The event has Extra inportance |evel

QUI CUDPDat agr ansRecei ved = {

; to support passing nultiple at once
? count: uintl6

; The Rawinfo fields do not include the UDP headers,
only the UDP payl oad
? raw. [+ Rawl nf o]

; ECN bits in the | P header

; if not set, defaults to the value on the | ast
; QUI CDat agr ansRecei ved event

? ecn: [+ ECN

? datagram.ids: [+ uint32]

* $$qui c- udpdat agr ansr ecei ved- ext ensi on

Fi gure 20: QUI CUDPDat agr anmsRecei ved definition

The datagram.ids field is used to track packet coal escing, see
Section 5. 10.

5.12. udp_dat agram dr opped

When a UDP-1evel datagramis dropped. This is typically done if it
does not contain a valid QU C packet. |If it does, but the QU C
packet is dropped for other reasons, the packet_dropped event
(Section 5.7) should be used instead. The event has Extra inportance
| evel
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QUI CUDPDat agr anDr opped = {

;. The Rawi nfo fields do not include the UDP headers,
; only the UDP payl oad
? raw. Rawl nfo

* $$qui c- udpdat agr andr opped- ext ensi on

Fi gure 21: QUI CUDPDat agr anDr opped definition
5.13. stream state_updated

The stream state updated event is enitted whenever the internal state
of a QU C streamis updated; see Section 3 of [QU C TRANSPORT]. Mbst
of this can be inferred fromseveral types of frames going over the
wire, but it’'s often easier to have explicit signals for these state
changes. The event has Base inportance |evel

VWhile QU C stream | Ds encode the type of stream (see Section 2.1 of
[ QUI G TRANSPCRT] ), the optional streamtype field can be used to
provide a nore-accessible formof the information

Section 3 of [QU C TRANSPORT] describes streans in terns of their
send and receive conponents, with a state machi ne for each. The
streamside field is used to indicate which side’'s state is updated
in the logged event. In case both sides of the stream change state
at the sane tine (for exanple both becone closed), two separate
events with different streamside fields SHOULD be | ogged.

In cases where it is useful to know which side of the connection
initiated a state change (for exanple, closed due to either
RESET_STREAM or STOP_SENDI NG, this can be reflected using the
trigger field.
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Streanifype = "uni directional" /
"bidirectional"

QUI CSt r eantst at eUpdated = {
stream.id: uint64
? streamtype: Streanflype
? old: $Streanttate
new. $Streanttate
stream si de: "sending" /

"receiving"
? trigger:
; streamstate change was initiated by a | ocal action
"l ocal " /
; Sstream state change was initiated by a renote action
"renote"

* $3$qui c- st r eanst at eupdat ed- ext ensi on

}

BaseStreantStates = "idle" /
"open" /
"cl osed"

Granul ar Streantt ates =
; bidirectional stream states, RFC 9000 Section 3.4.
"hal f _cl osed | ocal" /
"hal f _cl osed_renote" /
; sendi ng-side stream states, RFC 9000 Section 3.1.
"ready" /
"send" /
"data_sent" /
"reset _sent" /
"reset _received" /
; receive-side streamstates, RFC 9000 Section 3. 2.
"receive" /
"size_known" /
"data_read" /
"reset _read" /
; both-side states
"data_received" /
; ql og-defined: menory actually freed
"dest royed"

$StreanState /= BaseStreantStates / G anul ar St reantt at es

Fi gure 22: QU CStreantst at eUpdat ed definition
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QUI C i npl enent ati ons SHOULD mainly log the sinplified
BaseStreanttates instead of the nore fine-grained
Granul ar StreantStates. These latter ones are mainly for nore in-depth
debuggi ng. Tools SHOULD be able to deal with both types equally.

5.14. frames_processed

The frame_processed event is intended to prevent a | arge
proliferation of specific purpose events (e.g., packets_acknow edged,
flow control updated, streamdata received). It has Extra inportance
| evel

| mpl enent ati ons have the opportunity to (selectively) log this type
of signal w thout having to | og packet-level details (e.g., in

packet _received). Since for alnost all cases, the effects of
applying a frane to the internal state of an inplenentation can be
inferred fromthat frane’s contents, these events are aggregated into
this single frames_processed event.

The frame_processed event can be used to signal internal state change
not resulting directly fromthe actual "parsing” of a frane (e.qg.,
the frame could have been parsed, data put into a buffer, then |ater
processed, then logged with this event).

The packet received event can convey all constituent franes. It is
not expected that the franes_processed event will also be used for a
redundant purpose. Rather, inplenentations can use this event to
avoid having to log full packets or to convey extra information about
when franes are processed (for exanple, if frame processing is
deferred for any reason).

Note that for some events, this approach will |ose some information
(e.g., for which encryption |evel are packets bei ng acknow edged?).
If this information is inportant, the packet received event can be
used i nst ead.

In some inplementations, it can be difficult to log frames directly,
even when using packet _sent and packet _received events. For these
cases, the franes_processed event al so contains the packet_nunbers
field, which can be used to nore explicitly link this event to the
packet sent/received events. The field is an array, which supports
using a single frames_processed event for multiple frames received
over multiple packets. To map between franes and packets, the
position and order of entries in the frames and packet _nunbers is
used. |If the optional packet_nunbers field is used, each frame MJST
have a correspondi ng packet nunber at the sane index.
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QUI CFr anesProcessed = {
frames: [* $Qui cFrane]
? packet _nunbers: [* uint64]

* $3$qui c- framespr ocessed- ext ensi on

Fi gure 23: QUI CFranesProcessed definition

For exanple, an instance of the franes_processed event that
represents four STREAM frames recei ved over two packets woul d have
the fields serialized as:

"frames": [

{"frame_type":"streanm, "streamid":0,"of fset":0,"raw':{"l ength":500}},
{"frame_type":"streant,"stream.id":0,"of fset":500,"raw': {"l engt h":200}},

"frane_type":"streant',"streamid":1,"offset":0,"raw':{"l ength": 300}},
‘frane_type":"stream',"streamid":1,"of fset":300,"raw':{"l ength":50}}

’

"packet _numbers": [

]

3

3

5.15. stream data_ noved

The stream data_noved event is used to indicate when QUI C stream data
nmoves between the different layers. This hel ps make clear the flow
of data, how long data remains in various buffers, and the overheads
i ntroduced by individual |ayers. The event has Base inportance

| evel

The raw. length field is used to reflect how many bytes were noved.
As this event relates to streamdata only, there are no packet or
franme headers and the raw length field MIST refl ect that.

For exanple, it can be useful to understand when data noves from an
application protocol (e.g., HITP) to QU C stream buffers and vice
ver sa.
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The stream data_noved event can provide insight into whether received
data on a QUIC streamis noved to the application protoco

i medi ately (for exanple per received packet) or in |arger batches
(for exanple, all QUI C packets are processed first and afterwards the
application layer reads fromthe streans with newy avail abl e data).
This can help identify bottl enecks, flow control issues, or
schedul i ng probl ens.

The additional _info field supports optional |ogging of information
related to the streamstate. For exanple, an application |ayer that
nmoves data into transport and simultaneously ends the stream can |og
fin_set. As another exanple, a transport |ayer that has received an
instruction to reset a streamcan indicate this to the application

| ayer using reset_stream |In both cases, the raw. length field can be
omtted or have a zero val ue.

This event is only for data in QU C streans. For data in QU C
Dat agram Franes, see the datagram data noved event defined in
Section 5. 16.
QI CStreaerat aMbved = {
? stream.id: uint64
? of fset: uint64

? from $Datalocation
? to: $Dat alLocation

? additional _info: $Dat aMovedAddi tional Il nfo
? raw. Rawi nfo

* $$qui c- st reandat anoved- ext ensi on

}

$Dat aLocation /= "application" /
"transport" /
"net wor k"

$Dat aMovedAddi tional Info /= "fin_set" /
"streamreset"”

Fi gure 24: QU CStreanDat aMoved definition
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5.16. datagram data_noved

The dat agram data_noved event is used to indicate when QU C Dat agram
Frame data (see [RFC9221]) noves between the different |ayers. This
hel ps make clear the flow of data, how |ong data renains in various
buffers, and the overheads introduced by individual |ayers. The
event has Base inportance |evel.

The raw. length field is used to reflect how many bytes were noved.
As this event relates to datagramdata only, there are no packet or
frane headers and the raw. length field MJIST refl ect that.

For exanple, passing fromthe application protocol (e.g.
WebTransport) to QU C Datagram Frane buffers and vice versa

The dat agram data_noved event can provide insight into whether
received data in a QU C Datagram Franme is noved to the application
protocol inmediately (for exanple per received packet) or in |arger
bat ches (for exanple, all QU C packets are processed first and
afterwards the application | ayer reads all Datagrams at once). This
can help identify bottl enecks, flow control issues, or scheduling
probl ens.

This event is only for data in QU C Datagram Frames. For data in
QUI C streans, see the stream data_npoved event defined in
Section 5.15.

QUI CDat agr anDat aMoved = {
? from $DatalLocation
? to: $Dat aLocation
? raw. Rawl nfo

* $$qui c- dat agr andat anoved- ext ensi on

Fi gure 25: QUI CDhat agr anDat aMoved definition
5.17. connection_data_bl ocked_updat ed

The connection_bl ocked updated event is used to indicate when the
QUI C connection becones bl ocked or unbl ocked for sending data. Wen
a connection is "blocked", data can’'t be sent in streans and/or
datagrams until the bl ocking reason has been resolved. The event has
Extra inportance |evel

Use the stream bl ocked updated or datagram bl ocked updated event to
provide nore fine-grained information for individual data types.
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QUI CConnect i onDat aBl ockedUpdat ed = {
? ol d: $Bl ockedSt at e
new. $Bl ockedSt ate

? reason: $Bl ockedReason

}

$Bl ockedState /= "bl ocked" /
"unbl ocked"

$Bl ockedReason /= "schedul i ng" /
"paci ng" /
"amplification_protection" /
"congestion_control" /
"connection_flow control™ /
"stream flow control " /
"stream.id" /
"application"

Fi gure 26: QUI CConnecti onDat aBl ockedUpdat ed definition
5.18. stream data_bl ocked updat ed

The stream data_bl ocked updated event is used to indicate when a QU C
st ream becones bl ocked or unbl ocked for sending. The event has Extra
i mportance | evel
QUI CSt r eanDat aBl ockedUpdat ed = {

? ol d: $Bl ockedState

new. $Bl ockedSt at e

stream.id: uint64

? reason: $Bl ockedReason

Figure 27: QUI CStreanDat aBl ockedUpdat ed definition
5.19. datagram data_bl ocked_updat ed
The dat agram data_bl ocked updated event is used to indicate when QU C

dat agr ames becomes bl ocked or unbl ocked for sending. The event has
Extra inportance |evel
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QUI CDat agr anDat aBl ockedUpdat ed = {
? ol d: $Bl ockedSt at e
new. $Bl ockedSt ate

? reason: $Bl ockedReason

Fi gure 28: QUI CDat agr anDat aBl ockedUpdat ed definition
5.20. mgration_state updated

Use to provide additional information when attenpting (client-side)
connection migration. Wile nost details of the QU C connection

m gration process can be inferred by observing the PATH CHALLENGE and
PATH RESPONSE frames, in combination with the QU CTupl eAssi gned
event, it can be useful to explicitly log the progression of the

m gration and potentially nmade decisions in a single |ocation/event.
The event has Extra inportance |evel

General | y speaking, connection nigration goes through two phases: a
probi ng phase (which is not always needed/present), and a mgration
phase (which can be abandoned upon error).

I mpl enentations that Iog per-path information in a

QUI CM grati onSt at eUpdat ed, SHOULD al so emit QUI CTupl eAssi gned events,
to serve as a ground-truth source of information.

Definition:
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QUI CM grationSt at eUpdated = {

? old: MgrationState
new. MgrationState

? tuple_id: TuplelD

; the information for traffic going towards the renote receiver
? tuple_rempte: Tupl eEndpointlnfo

; the information for traffic comng in at the |ocal endpoint
? tuple_local: Tupl eEndpointinfo

* $$qui c- m grati onst at eupdat ed- ext ensi on

}
; Note that MgrationState does not describe a full state machine
; These entries are not necessarily chronol ogical,
; nor will they always all appear during
; a connection migration attenpt.
M grationState =
; probing packets are sent, migration not initiated yet
"probing started" /
; did not get reply to probing packets,
; discarding path as an option
"pr obi ng_abandoned" /
; received reply to probing packets, path is mgration candi date
"probi ng_successful " /
; non-probing packets are sent, attenpting mgration
"mgration_started" /
; somet hing went wong during the mgration, abandoning attenpt
"m gration_abandoned" /
; new path is now fully used, old path is discarded
"m gration_conpl ete”
Figure 29: QUICM grationStateUpdated definition
5.21. tinmer_updated
The tiner_updated event is emtted when a timer changes state. It

has Extra inportance | evel

The three main event types are:

*

Mar X,

set: the timer is set with a delta tinmeout for when it wll
trigger next

expired: when the tinmer effectively expires after the delta
ti meout
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* cancelled: when a tiner is cancelled

In order to indicate an active tinmer’s tineout update, a new set
event is used.

QUI CTi nmer Updat ed events with the tinmer_type set to ackor pto indicate
changes to the individual timeouts defined by RFC 9002: the threshold
| oss detection tineout (see Section 6.1.2 of [QU C RECOVERY]) and the
probe timeout (see Section 6.2 of [QU G RECOVERY]). Those set to

| oss_tineout represent changes to the nulti-nodal |oss detection
timer (see Section 3 of [ QU C RECOVERY]).

The QUIC protocol conceptually enploys a variety of tiners, but their
usage can be inpl enmentation-dependent. |nplenmenters can add
additional fields to this event if needed via $$quic-tinerupdat ed-
extension or specify other/additional timer types via $Ti nerType.

; a non-exhaustive list of typically enployed tiners
$Ti nmer Type /= "ack" [/

"pto" /

"l oss_tineout” /

"path_validation" /

"handshake_ti nmeout" /

"idle_timeout"

QUI CTi mer Updat ed = {
? timer_type: $Ti merType

; to disanbiguate in case there are nultiple tiners
; of the sanme type
? timer_id: uint64

; if used for recovery tinmers, this can be useful information
? packet _number _space: $Packet Nunber Space
event type: "set" /

"expired" /
"cancel | ed"
if event _type === "set": delta tine is in nms from

; this event’s tinmestanp until when the timer should trigger
? delta: float32

* $$qui c-ti nmerupdat ed- ext ensi on

Fi gure 30: QUI CTi mer Updated definition
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6. Security Events
6.1. key_updated
The key updat ed event has Base inportance |evel

QUI CKeyUpdated = {
key_type: $KeyType
? old: hexstring
? new. hexstring

needed for 1RTT key updates
? key_phase: uint64
? trigger:
(e.g., initial, handshake and O-RTT keys
; are generated by TLS)
"tls" /
"renote_update" /
"l ocal _updat e"

* $$qui c- keyupdat ed- ext ensi on

Figure 31: QUI CKeyUpdated definition
Note that the key phase is the full value of the key phase (as
indicated by @1 and @GN in Figure 9 of [QU CTLS]). The key phase bit
used on the packet header is the least significant bit of the key
phase.
6.2. key_discarded

The key_di scarded event has Base inportance |evel
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7

7

QUI CKeyDi scarded = {
key_type: $KeyType
? key: hexstring

; heeded for 1RTT key updates
? key_phase: uint64
? trigger:
; (e.g., initial, handshake and 0-RTT keys
; are generated by TLS)
"tls" /
"renote_update" /
"l ocal _update"

* $$qui c- keydi scar ded- ext ensi on

Fi gure 32: QUI CKeyDi scarded definition
Recovery events

Most of the events in this category are kept generic to support
different recovery approaches and various congestion contro

al gorithms. Tool creators SHOULD nmake an effort to support and
vi sual i ze even unknown data in these events (e.g., plot unknown
congestion states by name on a tineline visualization).

recovery_paranet ers_set

The recovery_paraneters_set event groups initial paraneters from both
| oss detection and congestion control into a single event. It has
Base i mportance | evel.

Al'l these settings are typically set once and never change.

I npl enentati on that do, for sone reason, change these paraneters
during execution, MAY enmit the recovery paraneters_set event nore
t han once.
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QUI CRecover yParanet ersSet = {

; Loss detection, see RFC 9002 Appendix A. 2
; in amount of packets
? reordering_threshold: uintl6

; as RTT multiplier

? time_threshol d: float32

; in s

timer_granularity: uintl6

;in e

?initial _rtt:float32

; congestion control, see RFC 9002 Appendi x B.2

; in bytes. Note that this could be updated after pntud
? max_dat agram si ze: uint 32

; in bytes

? initial_congestion_w ndow. uint64

; Note that this could change when nmax_dat agram si ze changes
; in bytes

? mini num congesti on_w ndow. ui nt 64

? loss_reduction_factor: float32

; as PTOnultiplier
? persistent _congestion_threshol d: uintl6

* $$qui c-recover ypar anet er sset - ext ensi on

Fi gure 33: QUI CRecoveryParanetersSet definition

Additionally, this event can contain any nunber of unspecified fields
to support different recovery approaches.

7.2. recovery_netrics_updated
The recovery _netrics_updated event is emtted when one or nore of the

observabl e recovery nmetrics changes value. |t has Core inportance
| evel
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This event SHOULD group all possible metric updates that happen at or
around the sanme time in a single event (e.g., if mn_rtt and

snoot hed_rtt change at the sane tinme, they should be bundled in a
single recovery netrics updated entry, rather than split out into
two). Consequently, a recovery netrics_updated event is only
guaranteed to contain at |east one of the listed netrics.

QUI CRecoveryMetricsUpdated = {

Loss detection, see RFC 9002 Appendi x A 3
all following rtt fields are expressed in ns
mnrtt: float32

snoot hed_rtt: float32

latest rtt: float32

rtt_variance: float32

pto_count: uintl6

NN NN )T T

Congestion control, see RFC 9002 Appendi x B. 2.
in bytes

congesti on_wi ndow. ui nt 64

bytes_in_flight: uint64

SRR

in bytes
sst hresh: uint64

R

; qlog defined
sum of all packet nunber spaces
? packets_in flight: uint64

in bits per second
? pacing_rate: uint64

* $$qui c-recoverymetri csupdat ed- ext ensi on

Fi gure 34: QUI CRecoveryMetricsUpdated definition

In order to make | oggi ng easier, inplenmentations MAY | og val ues even
if they are the same as previously reported values (e.g., two
subsequent QUI CRecoveryMetricsUpdated entries can both report the
exact sane value for mn_rtt). However, applications SHOULD try to
| og only actual updates to val ues.

Additionally, the recovery_netrics_updated event can contain any

nunber of unspecified fields to support different recovery
appr oaches.
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7.3. congestion_state_ updated

The congestion_state_updated event indicates when the congestion
controller enters a significant new state and changes its behavi our
It has Base inportance |evel

The values of the event’'s fields are intentionally unspecified here
in order to support different Congestion Control algorithnms, as these
typically have different states and even different inplementations of
these states across stacks. For exanple, for the al gorithm defined
in the QU C Recovery RFC ("enhanced" New Reno), the follow ng states
are used: Slow Start, Congestion Avoi dance, Application Linmted and
Recovery. Sinmilarly, states can be triggered by a variety of events,
i ncludi ng detection of Persistent Congestion or receipt of ECN
mar ki ngs.

QUI CCongest i onSt at eUpdat ed = {
? old: text
new. text
? trigger: text

* $3$qui c- congest i onst at eupdat ed- ext ensi on

Fi gure 35: QUI CCongestionSt at eUpdat ed definition

The trigger field SHOULD be |l ogged if there are nultiple ways in
whi ch a state change can occur but MAY be omtted if a given state
can only be due to a single event occurring (for exanple Slow Start
is often exited only when ssthresh is exceeded).

7.4. packet | ost

The packet |ost event is emtted when a packet is deened | ost by |oss
detection. It has Core inportance |evel

It is RECOVWENDED to popul ate the optional trigger field in order to

hel p di sanbi guate among t he various possible causes of a | oss
decl arati on.
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QUI CPacket Lost = {

shoul d include at |east the packet_type and packet _nunber
? header: Packet Header

not all inplenmentations will keep track of ful
packets, so these are optiona
frames: [* $Qui cFrane]
i s_mtu_probe_packet: bool .default false
trigger:
"reordering_threshol d" /
"time_threshold" /
; RFC 9002 Section 6.2.4 paragraph 6, MAY
"pto_expired"

IS ESER

* $$qui c- packet | ost - ext ensi on

Fi gure 36: QU CPacket Lost definition
7.5. marked for_retransmt

The marked for _retransmt event indicates which data was marked for
retransm ssion upon detection of packet |oss (see packet lost). It
has Extra inportance | evel

Simlar to the reasoning for the frames_processed event, in order to
keep the anmount of different events low, this signal is grouped into
in a single event based on existing QUC frame definitions for al
types of retransmittabl e data.

I mpl enentations retransmtting full packets or frames directly can
just log the constituent franes of the |ost packet here (or do away
with this event and use the contents of the packet | ost event
instead). Conversely, inplenentations that have nore conplex |ogic
(e.g., marking ranges in a streanmis data buffer as in-flight), or
that do not track sent franes in full (e.g., only stream offset +

I ength), can translate their internal behaviour into the appropriate
frame instance here even if that frame was never or will never be put
on the wire.

Much of this data can be inferred if inplenentations | og packet sent

events (e.g., looking at overlapping streamdata offsets and | ength,
one can determ ne when data was retransmtted).
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QUI Cvar kedFor Retransmt = {
frames: [+ $Qui cFrane]

* $3$qui c- mar kedf orretransmi t - ext ensi on

Fi gure 37: QU Cvar kedForRetransnmit definition
7.6. ecn_state_updated

The ecn_state_updated event indicates a progression in the ECN state
machi ne as described in section A 4 of [QU G TRANSPORT]. It has
Extra inportance |evel
QUI CECNSt at eUpdat ed = {

? ol d: ECNState

new. ECNSt ate

* $$qui c- ecnst at eupdat ed- ext ensi on

}

ECNSt ate =
; ECN testing in progress
"testing" /

; ECN state unknown, waiting for acknow edgenents
; for testing packets

"unknown" /

; ECN testing failed
"failed" /

; testing was successful
"capabl e"

Fi gure 38: QUI CECNSt at eUpdat ed definition
8. QU C data type definitions
8.1. QuicVersion
Qui cVersi on = hexstring
Figure 39: QuicVersion definition
8.2. ConnectionlD
Connectionl D = hexstring

Fi gure 40: Connectionl D definition
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8. 3. Initiator

Initiator = "local" /

"renot e"

Figure 41: Initiator definition

8. 4. | PAddr ess

an |

PAddress can either be a "human readabl e" form

(e.g., "127.0.0.1" for v4 or
"2001: 0db8: 85a3: 0000: 0000: 8a2e: 0370: 7334" for v6) or

use

can

a raw byte-form (as the string forms can be anbi guous).

be used if needed for privacy or security reasons.

; Additionally, a hash-based or redacted representation
I

PAddress = text /

hexstring

Fi gure 42: | PAddress definition

8.5. Tupl eEndpoi ntinfo

2025

Tupl eEndpoi ntInfo indicates a single half/direction of a four-tuple.
tuple is conprised of two halves. Firstly: the server sends
to the remote client IP + port using a specific destination
Connection ID. Secondly: the client sends to the renmote server
port using a different destination Connection ID

A full

As such, structures logging tuple information SHOULD i ncl ude two
di fferent Tupl eEndpoi ntlnfo instances, one for each half of the

tupl e.

Tupl eEndpoi ntInfo = {

)

?

?
?

IR

Mar x, et

i p_v4: | PAddress
port_v4: uintl6
i p_v6: | PAddress
port_v6: uintl16

Even though usually only a single ConnectionlD

is associated with a given tuple/path at a tineg,
there are situations where there can be an overl ap
or a need to keep track of previous ConnectionlDs
connection_ids: [+ Connectionl D

$$qui c- t upl eendpoi nti nf o- ext ensi on

Fi gure 43: Tupl eEndpoi ntinfo definition
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8.6. Packet Type

$Packet Type /= "initial" /
"handshake" /
"ORTT" /
"1IRTT" /
"retry" /
"version_negotiation" /
"statel ess_reset” /
"unknown"

Fi gure 44: Packet Type definition
8. 7. Packet Nunber Space

$Packet Nunber Space /= "initial" /
"handshake" /
"application_data"

Fi gure 45: Packet Nunmber Space definition

8.8. Packet Header

If the packet type nunerical value does not nap to a known

$Packet Type string, the packet _type val ue of "unknown" can be used
and the raw val ue captured in the packet_type bytes field; a
nunerical value w thout variable-length integer encoding.

The fixed and reserved bits are onitted here because they nmust be O;
see [QUI G TRANSPORT]. If these bits have an invalid value, the raw
val ues can be captured in the raw data field of the event |ogging the
Packet Header .

QUI C extensions that do utilize these bits are expected to create new
events (anal ogous to spin_bit_updated) or use gl og extension
mechani sms to refl ect that usage

For | ong header packets of type initial, handshake, and ORTT, the
length field of the packet header is logged in the glog raw. |l ength
field, and the value signifies the I ength of the packet nunber plus
t he payl oad.
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Packet Header = {
packet _type: $Packet Type
; only if packet type === "unknown"
? packet type_ bytes: uint64
; only if packet_type === "1RTT"
? spin_bit: boo
; only if packet type === "1RTT", and if the key phase was
; determined fromthe key phase bit
? key_phase: uint64
; only if packet _type === "1RTT", and if key_phase is not set
? key_phase_bit: boo
; only if packet type === "initial" || "handshake" || "ORTT"
; "1RTT"
? packet _nunber_l ength: uint8
; only if packet _type === "initial" || "handshake" || "ORTT"
; "1RTT"

INENENESN SRR

*

packet number: uint64

only if packet_type === "initial" || "retry"
t oken: Token

only if packet_type === "initial" || "handshake" || "ORTT"
Signifies I ength of the packet nunber plus the payl oad
| ength: uintl6

only if present in the header.

if correctly using transport:connection_id updated events,
dcid can be skipped for 1RTT packets

version: QuicVersion

scil: uint8

dcil: uint8

sci d: Connectionl D

dci d: Connectionl D

$3qui c- packet header - ext ensi on

Fi gure 46: Packet Header definition

8.9. Token
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Token = {
? type: $TokenType

decoded fields included in the token
(typically: peer’s |IP address, creation tine)
details: {

* text => any

R

? raw. Rawl nfo

* $$qui c-t oken- ext ensi on

}

$TokenType /= "retry" |/
"resunption”

Figure 47: Token definition

The token carried in an Initial packet can either be a retry token
froma Retry packet, or one originally provided by the server in a
NEW TOKEN frane used when resumng a connection (e.g., for address
val idation purposes). Retry and resunption tokens typically contain
encoded netadata to check the token’'s validity when it is used, but
this netadata and its format is inplenentation specific. For that,
Token includes a general -purpose details field.

8.10. Statel ess Reset Token
St at el essReset Token = hexstring .size 16
Fi gure 48: Statel ess Reset Token definition

The stateless reset token is carried in statel ess reset packets, in
transport paranmeters and in NEW CONNECTI ON I D franes.

8.11. KeyType

$KeyType /= "server_initial _secret" /
"client _initial _secret" /
"server handshake _secret" /
"client _handshake _secret" /
"server Ortt _secret" /
"client_Ortt_secret" /
"server _1rtt secret" /
"client _1rtt_secret”

Fi gure 49: KeyType definition
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8.

8.

12. ECN
ECN = "Not-ECT" / "ECT(1)" / "ECT(0)" [/ "CE"
Fi gure 50: ECN definition
The ECN bits carried in the | P header.
13. QUIC Franes
The generic $Qui cFranme is defined here as a CDDL "type socket"
f;tpgg.si on point. It can be extended to support additional QU C frane

; The QuicFrane is any key-value map (e.g., JSON object)
$Qui cFrane /= {

* text => any
}

Figure 51: QuicFrane type socket definition

The QUIC frame types defined in this docunent are as foll ows:

Qui cBaseFranmes = Paddi ngFrane /
Pi ngFrane /
AckFranme /
Reset Str eanfr ane /
St opSendi ngFrane /
CryptoFrane /
NewTokenFr ame /
St reanframe /
MaxDat aFr ame /
Max St r eanDat aFr ame /
MaxSt reanmsFrane /
Dat aBl ockedFr anme /
St r eanDat aBl ockedFrane /
St r eansBl ockedFrane /
NewConnect i onl DFr ane /
Reti reConnecti onl DFrame /
Pat hChal | engeFranme /
Pat hResponseFrane /
Connecti ond oseFrame /
HandshakeDoneFrane /
UnknownFr ame /
Dat agr anfr anme

$Qui cFranme /= Qui cBaseFranes
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Fi gure 52: Qui cBaseFranes definition
8.13.1. Paddi ngFrane
In QU C, PADDING franes are sinply identified as a single byte of
value 0. As such, each padding byte could be theoretically
interpreted and | ogged as an individual Paddi ngFrarne.
However, as this |eads to heavy | oggi ng overhead, inplenentations
SHOULD instead enit just a single Paddi ngFrane and set the
raw. payl oad_| ength property to the anmount of PADDI NG bytes/franes
i ncluded in the packet.
Paddi ngFrane = {
frame_type: "paddi ng”
? raw. Rawl nfo
Fi gure 53: Paddi ngFrane definition
8.13.2. PingFrane
Pi ngFrane = {
frame_type: "ping"
? raw. Rawi nfo

Fi gure 54: PingFrane definition

8.13.3. AckFrane
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either a single nunber (e.g., [1]) or two nunmbers (e.g., [1,2]).
For two nunbers

the first nunmber is "fronf: |owest packet nunber in interva

the second nunber is "to": up to and including the highest
packet nunber in the interva

AckRange = [1*2 ui nt 64]

’
’
3
3
’

AckFrame = {
frame_type

ack
; in s
? ack_del ay: float32

e.g., looks like [[1,2],[4,5], [7], [10,22]] serialized
? acked_ranges: [+ AckRange]

ECN (explicit congestion notification) related fields
(not al ways present)

ectl: uint64

ect0: uint64

ce: uint64

raw. Rawl nfo

NN NN T

Fi gure 55: AckFrame definition

Note that the packet ranges in AckFrame.acked ranges do not
necessarily have to be ordered (e.g., [[5,9],[1,4]] is a valid
val ue) .

Note that the two nunbers in the packet range can be the sanme (e.g.,
[ 120, 120] neans that packet with nunmber 120 was ACKed). However, in
that case, inplenenters SHOULD | og [120] instead and tools MJST be
able to deal with both notations

8.13.4. Reset Streanframe
If the error nunerical value does not map to a known ApplicationError
string, the error value of "unknown" can be used and the raw val ue

captured in the error_code field; a numerical value w thout variabl e-
| ength integer encoding.
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Reset Streanfranme = {
frane_type: "reset_streant
stream.id: uint64
error: $ApplicationError

; if error_code === "unknown"
? error_code: uint64

; in bytes
final _size: uint64
? raw. Rawl nfo

Fi gure 56: Reset StreanfFrame definition
8.13.5. StopSendi ngFrane

If the error nunerical value does not map to a known ApplicationError
string, the error value of "unknown" can be used and the raw val ue
captured in the error_code field; a nunerical value w thout variabl e-
| ength integer encoding.

St opSendi ngFranme = {
frame_type: "stop_sending"
stream.id: uint64
error: $ApplicationError

; if error_code === "unknown"
? error_code: uint64

? raw. Rawl nfo

Fi gure 57: StopSendi ngFranme definition
8.13.6. CryptoFrane
The length field of the Crypto frame MJST be | ogged in the gl og
raw. |l ength field. The other sub-fields of the rawfield are
optional .
CryptoFrane = {
franme_type: "crypto"

of fset: uint64
raw. Rawli nfo

Figure 58: CryptoFrane definition
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8.13.7. NewTokenFr ane

NewTokenFrame = {
franme_type: "new_token"
t oken: Token
? raw. Rawi nfo

}

Fi gure 59: NewTokenFrame definition
8.13.8. Streanfrane

If the streamframe contains a length field, it MJST be logged in the
glog raw. length field. |If it does not, the inplenmentation MAY
calculate the actual frane byte length itself and log that in
raw. l ength if necessary.

StreanfFrane = {
franme_type: "streant
stream.id: uint64
? offset: uint64 .default O
? fin: bool .default false
? raw. Rawi nfo

Figure 60: StreanfFranme definition
8.13.9. MaxDat aFr ane

MaxDat aFrane = {
frane_type: "max_data"
maxi mum ui nt 64
? raw. Rawi nfo

}
Fi gure 61: MaxDat aFrame definition
8.13.10. WMaxStreanDat aFranme
Max St r eanDat aFrame = {
frane_type: "max_stream data"
stream.id: uint64

maxi mum ui nt 64
? raw. Rawi nfo

Fi gure 62: MaxStreanDataFrane definition
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8.13.11. Max St r eansFr ane

Max St reansFrane = {
frane_type: "max_streans"
stream type: StreaniType
maxi mum ui nt 64
? raw. Rawi nfo

Figure 63: MaxStreansFranme definition

8.13.12. Dat aBl ockedFr ane

Dat aBl ockedFranme = {
frame_type: "data_bl ocked"
limt: uint64
? raw. Rawl nfo

}

Fi gure 64: Dat aBl ockedFrame definition
8.13.13. StreanDat aBl ockedFr ane

St r eanDat aBl ockedFrane = {
frane_type: "stream data_bl ocked"
stream.id: uint64
limt: uint64
? raw. Rawinfo

Fi gure 65: StreanDat aBl ockedFranme definition

8.13.14. StreansBl ockedFr ane

St reansBl ockedFrane = {
frane_type: "streanms_bl ocked"
stream type: Streaniype
limt: uint64
? raw. Rawi nfo

Fi gure 66: StreansBl ockedFrane definition

8. 13. 15. NewConnect i onl DFr ane
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NewConnect i onl DFrane = {
franme_type: "new _connection_id"
sequence_nunber: uint 64
retire prior_to: uint64

; mainly used if e.g., for privacy reasons the ful
; connection_id cannot be | ogged

? connection_id_|length: uint8

connection_id: ConnectionlD

? statel ess_reset _token: Statel essReset Token

? raw. Rawl nfo

}
Fi gure 67: NewConnecti onl DFrane definition
8.13.16. RetireConnectionl DFrane
Reti reConnecti onl DFrame = {
frame_type: "retire_connection_id"

sequence_numnber: uint 64
? raw. Rawi nfo

}
Fi gure 68: RetireConnectionl DFrane definition
8.13.17. Pat hChal | engeFr ame

Pat hChal | engeFrame = {
frane_type: "path_chall enge"

; always 64 bits

? data: hexstring
? raw. Rawi nfo

}
Fi gure 69: Pat hChall engeFranme definition
8.13.18. Pat hResponseFr ane

Pat hResponseFrane = {
frane_type: "path_response”

; always 64 bits

? data: hexstring
? raw. Rawi nfo

}

Fi gure 70: Pat hResponseFranme definition
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8.13.19. Connectiond oseFr ane

An endpoi nt that receives unknown error codes can record it in the
error_code field using the nunerical value w thout variable-length
i nt eger encodi ng.

When the connection is closed due a connection-level error, the
trigger _franme_type field can be used to log the frame that triggered
the error. For known frame types, the appropriate string value is
used in the error field. For unknown frane types, the error field
has the val ue "unknown" and the nunerical value wi thout variabl e-

| ength integer encoding can be | ogged in error_code.

The CONNECTI ON_CLOSE reason phrase is a byte sequences. It is likely
that this sequence is presentable as UTF-8, in which case it can be

|l ogged in the reason field. The reason _bytes field supports |ogging
the raw bytes, which can be useful when the value is not UTF-8 or
when an endpoi nt does not want to decode it. |Inplenmentations SHOULD
|l og at | east one format, but MAY | og both or none.

Error Space = "transport” /
"application"

Connecti onCl oseFrame = {
frame_type: "connection_cl ose"
? error_space: ErrorSpace
? error: $TransportError / CryptoError /
$ApplicationError

only if error_code === "unknown"
? error_code: uint64

? reason: text
? reason_bytes: hexstring

; when error_space === "transport"
? trigger_frame_type: uint64 /
t ext

? raw. Rawl nfo

Fi gure 71: ConnectionC oseFrame definition

8. 13. 20. HandshakeDoneFr ane
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HandshakeDoneFrame = {
frame_type: "handshake_done"
? raw. Rawinfo

}

Fi gure 72: HandshakeDoneFrame definition
8.13.21. UnknownFr ane

The frame_type bytes field is the numerical val ue w thout variabl e-
| ength integer encoding.

UnknownFr ane = {
frame_type: "unknown"
frame_type_bytes: uint64
? raw. Rawl nfo

Fi gure 73: UnknownFrame definition
8.13.22. Dat agranframne
The QUI C DATACRAM franme is defined in Section 4 of [RFC9221].
If the datagram frame contains a length field, it MJST be | ogged in
the glog raw. length field. |If it does not, the inplenentation MAY
cal cul ate the actual datagrambyte length itself and log that in
raw. l ength if necessary.
Dat agr anframe = {
frane_type: "datagrant
? raw. Rawi nfo
Fi gure 74: Datagranfranme definition
8.13.23. TransportError
The generic $TransportError is defined here as a CDDL "type socket"

extension point. It can be extended to support additional Transport
errors.
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$TransportError /= "no_error" /
"internal error" /
"connection_refused”
"flow control _error”
"streamlimt_error”
"stream state_error"”
"final _size_error" /
"frame_encoding_error" /
"transport _parameter_error" /
"connection_id limt_error" /
"protocol _violation" /
"invalid_token" /
"application_error" /
"crypto_buffer_exceeded" /
"key_update_error™ /
"aead |imt_reached" /
"no_vi abl e_path" /
"unknown"
; there is no value to reflect CRYPTO ERROR
; use the CryptoError type instead

~ Y~~~

Figure 75: TransportError definition
8.13.24. ApplicationError

By definition, an application error is defined by the application-
| evel protocol running on top of QU C (e.g., HITP/3).

As such, it cannot be defined here conpletely. It is instead defined
as a CDDL "type socket" extension point, with a single "unknown"
val ue.

$Appl i cationError /= "unknown"

Figure 76: ApplicationError definition
Application-level glog definitions that wish to define new
ApplicationError strings MJST do so by extending the
$Appl i cati onError socket as such

$ApplicationError /= "new error_name" /
"anot her _new error_nane"
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8.13.25. CryptoError

These errors are defined in the TLS docunent as "A TLS alert is
turned into a QU C connection error by converting the one-byte alert
description into a QUC error code. The alert description is added
to 0x100 to produce a QU C error code fromthe range reserved for
CRYPTO_ERRCR. "

Thi s approach maps badly to a pre-defined enum As such, the
crypto_error string is defined as having a dynam c conponent here,

whi ch shoul d include the hex-encoded and zero-padded val ue of the TLS
al ert description.

; all strings from"crypto_error_0x100" to "crypto_error_Ox1ff"
CryptoError = text .regexp "crypto_error_Ox1[0-9a-f][0-9a-f]"

Figure 77: CryptoError definition
9. Security and Privacy Considerations

The security and privacy considerations discussed in [ QOG MAI N]
apply to this docunent as well.

10. | ANA Consi derations

Thi s docunent registers a newentry in the "gl og event schema URI s"
registry (created in Section 15 of [Q.OG MAIN]):

Event schema URI: wurn:ietf:parans: gl og: events: quic
Nanespace quic

Event Types server_listening, connection_started, connection_cl osed,
connection_id updated, spin_bit updated, connection_state updated,
tupl e_assi gned, ntu_updated, version_information,
al pn_information, paraneters_set, paraneters_restored,
packet sent, packet _received, packet_dropped, packet buffered,
packets_acked, udp_datagrans_sent, udp_datagrans_received,
udp_dat agram dr opped, stream state_updated, frames_processed,
stream data _noved, datagram data noved, m gration_state updated,
key updat ed, key discarded, recovery_ paraneters_set,
recovery netrics_updated, congestion_state updated, tiner_updated,
packet | ost, marked_for_retransmt, ecn_state_ updated

Description: Event definitions related to the QU C transport
pr ot ocol

Ref erence: This Document
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Change Log
This section is to be renoved before publishing as an RFC
Since draft-ietf-ql og-quic-events-11:
* Updated several fields to be uint64 per QU C spec
* Renamed error and error_code fields and | ogic (#473)
* (Carified parameters_set usage (#493)
* Replaced all length fields with raw. | ength (#495)
* Change loss_tiner_updated to tiner_updated (#496)
* Renamed path_assighed to tupl e_assigned (#491)
*  Rewor ked stream state updated (#497)

* Renamed owner to initiator (#498)
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Si nce

Si nce

Si nce

Mar X,

Split up flags in Packet Header (#478)

draft-ietf-ql og-quic-events-09

Several editorial changes

Rewor ked QUI CConnectionStarted to use Pat hEndpoi ntlnfo (#453)
Consi stent use of Rawinfo and _bytes fields to | og raw data (#450)
draft-ietf-ql og-quic-events-08:

Renoved indi vi dual categories and put every event in the single
qui ¢ event schema namespace. Mjor change (#439)

Renaned recovery:nmetrics_updated to quic:recovery _netrics_updated
and recovery: paraneters_set to quic:recovery paranmeters_set (#439)

Added unknown_paraneters field to paranmeters_set (#438)
Added extra paraneters to parameters_restored (#441)
draft-ietf-ql og-quic-events-07

TODO (we forgot...)

draft-ietf-ql og-quic-events-06

Added Pat hAssi gned and M grationSt at eUpdat ed events (#336)

Added extension points to paranmeters_set and paraneters_restored
(#400)

Renoved error_code_val ue from connection_cl osed (#386, #392)

Renanmed generation to key phase for key updated and key_ di scarded
(#390)

Renoved retry_t oken from packet_sent and packet_recei ved (#389)
Updat ed ALPN handling (#385)

Added key_unavail able trigger to packet_dropped (#381)

Updat ed several uint32 to uint64

Pr ot ocol Event Body i s now cal |l ed Protocol Event Dat a (#352)
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* Editorial changes (#402, #404, #394, #393)
Since draft-ietf-ql og-quic-events-05

* SecurityKeyUpdated: the new key is no | onger nmandatory to | og
(#294)

* Added ECN rel ated events and netadata (#263)

Since draft-ietf-ql og-quic-events-04:
* Updat ed gui dance on | oggi ng events across connections (#279)
* Renamed 'transport’ category to 'quic’ (#302)

* Added support for multiple packet nunmbers in
"qui c: frames_processed’ (#307)

* Added definitions for RFC9287 (QUI C GREASE Bit extension) (#311)

* Added definitions for RFC9221 (QUI C Dat agram Frame extensi on)
(#310)

* (Tenporarily) renoved definitions for connection migration events
(#317)

* Editorial and formatting changes (#298, #299, #304, #306, #327)
Since draft-ietf-ql og-quic-events-03:

* Ensured consistent use of Rawinfo to indicate raw wire bytes
(#243)

* Renanmed UnknownFrane:raw franme_type to :frane_type val ue (#54)

* Renamed ConnectionC oseFrane:raw error_code to :error_code_val ue
(#54)

* Changed triggers for packet_dropped (#278)

* Added entries to TransportError enum (#285)

* Changed m ni mum congesti on_wi ndow to ui nt 64 (#288)
Since draft-ietf-ql og-quic-events-02

* Renamed key retired to key_di scarded (#185)
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Si nce

Si nce

Si nce

Si nce

Mai

=

Mar X,

Added fields and events for DPLPMIUD (#135)

Made packet _nunber optional in Packet Header (#244)

Renoved connection_retried event placehol der (#255)

Changed QuicFrane to a CDDL plug type (#257)

Moved data definitions out of the appendi x into separate sections
Added overvi ew Tabl e of Contents

draft-ietf-ql og-quic-events-01:

Added St atel ess Reset Token type (#122)

draft-ietf-ql og-quic-events-00:

Change the data definition |anguage from TypeScript to CDDL (#143)
draft - mar x- ql og- event -defi ni ti ons-qui c- h3-02

These changes were done in preparation of the adoption of the
drafts by the QU C working group (#137)

Split QU C and HTTP/ 3 events into two separate docunents

Moved Rawl nfo, Inportance, Generic events and Sinmulation events to
the mai n schema docunent.

Changed to/from val ue options of the data_noved event
draft - mar x- ql og- event -defini ti ons-qui c- h3-01
or changes:

Moved data_noved fromhttp to transport. Also nade the "froni and
"to" fields flexible strings instead of an enum (#111, #65)

Moved packet type fields to Packet Header. Moved packet size field
out of Packet Header to Rawl nfo:length (#40)

Made events that need to | og packet type and packet_ nunber use a
header field instead of |ogging these fields individually

Added support for logging retry, stateless reset and initial
t okens (#94, #86, #117)
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*

Moved separate general event categories into a single category
"generic" (#47)

Added "transport:connection_closed" event (#43, #85, #78, #49)

Added version_information and al pn_information events
(#85, #75, #28)

Added paraneters_restored events to help clarify 0-RTT behavi our
(#88)

Smal | er changes:

*

Mar X,

Merged |l oss_timer events into one loss_tiner_updated event
Field data types are now strongly defined (#10, #39, #36, #115)

Renaned gpack instruction_received and instruction_sent to
instruction_created and instruction_parsed (#114)

Updat ed gpack: dynam c_t abl e_updat ed. update_type. 1t now has the
val ue "inserted" instead of "added" (#113)

Updat ed gpack: dynam c_table updated. It now has an "owner" field
to differentiate encoder vs decoder state (#112)

Renoved push_all owed from http: paranmeters_set (#110)

Renoved explicit trigger field indications fromevents, since this
was nmoved to be a generic property of the "data" field (#80)

Updat ed transport: connection_id _updated to be nore in line with
other simlar events. Al so dropped inportance from Core to Base
(#45)

Added | ength property to Paddi ngFrame (#34)

Added packet _nunber field to transport:franes_processed (#74)

Added a way to generically | og packet header flags (first 8 bits)
to Packet Header

Added additional guidance on which events to log in which
situations (#53)

Added "simnul ation: scenario" event to help indicate sinulation
details
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* Added "packets_acked" event (#107)

* Added "datagram.ids" to the datagram X and packet_ X events to
al | ow tracki ng of coal esced QUI C packets (#91)

* Extended connection_state updated with nore fine-grained states
(#49)

Si nce draft-marx-ql og-event-definitions-quic-h3-00:
* Event and category nanes are now all | owercase
* Added many new events and their definitions

* "type" fields have been nade nore specific (especially inportant
for Packet Type fields, which are now call ed packet type instead of
type)

* Events are given an inportance indicator (issue #22)
* Event nanes are nore consistent and use past tense (issue #21)

* Triggers have been redefined as properties of the "data" field and
updated for nost events (issue #23)
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