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Abstract

gl og provides extensible structured | ogging for network protocols,
all owi ng for easy sharing of data that benefits conmon debug and
anal ysis nethods and tooling. This docunent describes key concepts
of gqlog: formats, files, traces, events, and extension points. This
definition includes the high-level log file schemas, and generic
event schemas. Requirenents and gui delines for creating protocol -
specific event schenmas are also presented. All schemas are defined
i ndependent of serialization format, allowing | ogs to be represented
in various ways such as JSQN, CSV, or protobuf.

Note to Readers
Note to RFC editor: Please renmpove this section before publication
Feedback and di scussion are wel come at https://github. conf qui cwg/ gl og
(https://github.com quicwg/ ql og). Readers are advised to refer to
the "editor’s draft” at that URL for an up-to-date version of this
docunent .
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. b7
I nt roduction

Endpoint logging is a useful strategy for capturing and understandi ng
how appl i cations using network protocols are behaving, particularly
where protocol s have an encrypted wire inage that restricts
observers’ ability to see what is happening.

Many applications inplenent |ogging using a custom non-standard

|l ogging format. This has an effect on the tools and nethods that are
used to analyze the logs, for exanple to performroot cause analysis
of an interoperability failure between distinct inplenentations. A

| ack of a common format inpedes the devel opment of common tooling
that can be used by all parties that have access to | ogs.

glog is an extensible structured | ogging for network protocols that
all ows for easy sharing of data that benefits conmon debug and

anal ysis nethods and tooling. This docunent describes key concepts
of gqlog: formats, files, traces, events, and extension points. This
definition includes the high-level log file schemas, and generic
event schemas. Requirenents and gui delines for creating protocol -
specific event schenmas are al so presented. Acconpanying docunents
define event schemas for QU C ([QLOG QU C]) and HTTP/ 3 ([ QLOG H3]).

The goal of glog is to provide anenities and default characteristics
that each logging file should contain (or should be able to contain),
such that generic and reusabl e tool sets can be created that can dea
with logs froma variety of different protocols and use cases.

As such, gl og provides versioning, nmetadata inclusion, |og
aggregation, event grouping and log file size reduction techniques.

Al'l gl og schemas can be serialized in many ways (e.g., JSON, CBOR
protobuf, etc). This docunent describes only how to enploy [JSQN,
its subset [I-JSON], and its streamabl e derivative

[ JSON- Text - Sequences] .

1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Serialization exanples in this docunent use JSON ([JSON]) unl ess
ot herw se indi cat ed.
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Events are defined with an inportance | evel as described in
Section 8. 3}.

1.2. Use of CDDL

To define events and data structures, all qglog docunents use the
Conci se Data Definition Language [CDDL]. This docunent uses the
basic syntax, the specific text, uint, float32, float64, bool, and
any types, as well as the .default, .size, and .regexp control
operators, the ~ unw appi ng operator, and the $ and $$ extension
poi nts syntax from [ CDDL].

Additionally, this docurment defines the followi ng customtypes for
clarity:

; CDDL's uint is defined as being 64-bit in size

; but for many protocol fields it is better to be restrictive
; and explicit

uint8 = uint .size 1

uintlé = uint .size 2
uint32 = uint .size 4
uint64 = uint .size 8

; an even-length | owercase string of hexadecimally encoded bytes

; exanpl es: 82dc, 027339, 4cdbfd9bfO

; this is needed because the default CDDL binary string (bytes/bstr)
; is only CBOR and not JSON conpati bl e

hexstring = text .regexp "([0-9a-f]{2})*"

Figure 1. Additional CDDL type definitions

Al timestanps and tine-related values (e.g., offsets) in glog are
| ogged as float64 in the mllisecond resol ution.

O her gl og docunents can define their own CDDL-conpatible (struct)
types (e.g., separately for each Packet type that a protocol
supports).

The ordering of menmber fields in glog CDDL type definitions is not
significant. The ordering of nenber fields in the serialization
formats defined in this docunent, JSON (Section 11.1) and JSON Text
Sequences (Section 11.2), is not significant and gl og tools MJST NOT
assune so. Oher glog serialization formats MAY define field order
significance, if they do they MJST define requirements for glog tools
supporting those formats.

Note to RFC editor: Please renove the following text in this
section before publication.
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The main general CDDL syntax conventions in this docunent a reader
shoul d be aware of for easy readi ng conprehension are:

* 2?2 obj : this object is optional

*  TypeNanel / TypeNane2 : a union of these two types (object can be
either type 1 OR type 2)

* obj: TypeNanme : this object has this concrete type

* obj: [* TypeNane] : this object is an array of this type with
m ni mum si ze of 0 elenents

* obj: [+ TypeName] : this object is an array of this type with
m ni mum si ze of 1 el enent

*  TypeNane = defines a new type

*  EnunmName = "entryl" / "entry2" / entry3 / ...: defines an enum
* StructNanme = { ... } : defines a new struct type

* ;. single-line coment

* * text => any : special syntax to indicate 0 or nore fields that
have a string key that maps to any value. Used to indicate a
generic JSON obj ect.

Al tinmestanps and tine-related values (e.g., offsets) in glog are
| ogged as float64 in the mllisecond resol ution.

O her gl og docunents can define their own CDDL-conpatible (struct)
types (e.g., separately for each Packet type that a protocol
supports).

2. Design Overview
The main tenets for the ql og design are:

* Streammbl e, event-based | oggi ng

* Aflexible format that can reduce | og producer overhead, at the
cost of increased conplexity for consuners (e.g. tools)

* Extensible and pragmatic
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* Aggregation and transformation friendly (e.g., the top-Ileve
el ement for the non-streanming format is a container for individua
traces, group_ids can be used to tag events to a particul ar
cont ext)

* Metadata is stored together with event data
This is achieved by a | ogical |ogging hierarchy of:
* Log file
- Trace(s)
o Event(s)

An abstract LogFile class is declared (Section 3), fromwhich al
concrete log file formats derive using log file schemas. This
docunent defines the QLogFile (Section 4) and QogFil eSeq (Section 5)
log file schenas.

A trace is conceptually fluid but the conventional use case is to
group events related to a single data flow, such as a single |ogica
QUI C connection, at a single vantage point (Section 6). Concrete
trace definitions relate to the log file schenas they are contai ned
in;, see (Section 4.1, Section 4.2, and Section 5.1).

Events are logged at a tinme instant and convey specific details of
the |1 oggi ng use case. For exanple, a network packet being sent or
received. This docunent declares an abstract Event class (Section 7)
contai ni ng common fields, which all concrete events derive from
Concrete events are defined by event schenas that declare or extend a
nanespace, which contains one or nore related event types or their
extensions. For exanple, this docunent defines two event schemas for
two generic event nanespaces |oglevel and sinulation (see Section 9).

3. Abstract LogFile d ass

A Log file is intended to contain a collection of events that are in
some way related. An abstract LogFile class containing fields comon
toall log files is defined in Figure 2. Each concrete log file
schema derives fromthis using the CDODL unw ap operator (~) and can
extend it by defining semantics and any custom fi el ds.
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LogFile = {
file_schema: text
serialization format: text
? title: text
? description: text

Figure 2: LogFile definition

The required "file_schemn" field identifies the concrete log file
schema. It MJST have a value that is an absolute URI; see
Section 3.1 for rules and gui dance.

The required "serialization_format" field indicates the serialization
format using a nedia type [RFC2046]. It is case-insensitive.

In order to make it easier to parse and identify glog files and their
serialization format, the "file_schema" and "serialization format"
fields and their values SHOULD be in the first 256 characters/bytes
of the resulting log file.

The optional "title" and "description" fields provide additiona
free-text information about the file.

3.1. Concrete Log File Schema URIs

Concrete log file schemas MJST identify thensel ves using a UR
[ RFC3986] .

Log file schenas defined by RFCs MJUST register a URI in the "glog | og
file schema URIs" registry and SHOULD use a URN of the form
urn:ietf:params:glog:file:<schema-identifier> where <schena-
identifier>is a globally-unique text name using only characters in
the URI unreserved range; see Section 2.3 of [RFC3986]. This
docunent registers urn:ietf:parans:qlog:file:contained (Section 4)
and urn:ietf:parans:glog:file:sequential (Section 5).
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Private or non-standard log file schemas MAY register a URI in the
"gqlog log file schema URIs" registry but MJUST NOT use a URN of the
formurn:ietf:parans:qlog:file:<schema-identifier> URlIs that
contain a domain name SHOULD al so contain a nonth-date in the form
myyyy. For exanple, "https://exanple.org/ 072024/

gl obal | yuni quel ogfil eschema". The definition of the log file schem
and assignnent of the URI MUST have been authorized by the owner of
the domain nane on or very close to that date. This avoids problens
when domai n names change ownership. The URI does not need to be
dereferencable, allowing for confidential use or to cover the case
where the log file schema continues to be used after the organization
that defined them ceases to exist.

The "glog log file schema URIs" registry operates under the Expert
Revi ew policy, per Section 4.5 of [RFC8126]. When revi ew ng
requests, the expert MJST check that the URI is appropriate to the
concrete log file schena and satisfies the requirenents in this
section. A request to register a private or non-standard log file
schema URI using a URN of the formurn:ietf:parans:qlog:file:<schenma-
identifier> MUST be rejected.

Regi stration requests should use the tenplate defined in Section 15
4. QogFile schema

A glog file using the QogFile schema can contain several individua
traces and logs fromnultiple vantage points that are in some way
related. The top-level elenment in this schema defines only a snall
set of "header" fields and an array of conponent traces. This is
defined in Figure 3 as:

QogFile = {
~LogFil e
? traces: [+ Trace /
TraceError]

Figure 3: QogFile definition
The Q@ ogFile schema URI is urn:ietf:parans:qlog:file:contained.
Q ogFil e extends LogFile using the CDDL unwap operator (~), which
copies the fields presented in Section 3. Additionally, the optiona

"traces" field contains an array of glog traces (Section 4.2), each
of which contain netadata and an array of gl og events (Section 7).
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I nternet-Draft gl og Cct ober 2025

The default serialization format for QogFile is JSON, see

Section 11.1 for gui dance on popul ating the "serialization_format"
field and other considerations. Were a gqlog file is serialized to a
JSON format, one of the downsides is that it is inherently a non-
streamable format. Put differently, it is not possible to sinply
append new gl og events to a log file without "closing" this file at
the end by appending "]}1}". Wthout these closing tags, nost JSON
parsers will be unable to parse the file entirely. The alternative
Q ogFil eSeq (Section 5) is better suited to stream ng use cases.

JSON serialization exanpl e:

{
"file_schema": "urn:ietf:paranms:qlog:file:contained",
"serialization_format": "application/ql og+json",
"title": "Name of this particular glog file (short)",
"description": "Description for this group of traces (long)",
"traces": [...]

}

Figure 4: Q ogFile exanple
4.1. Traces

It can be advantageous to group several related glog traces together
in asingle file. For exanple, it is possible to sinultaneously
performlogging on the client, on the server, and on a single point
on their comon network path. For analysis, it is useful to
aggregate these three individual traces together into a single file,
so it can be uniquely stored, transferred, and annotated.

The QogFile "traces" field is an array that contains a list of

i ndividual glog traces. When capturing a glog at a vantage point, it
is expected that the traces field contains a single entry. Files can
be aggregated, for exanple as part of a post-processing operation, by
copying the traces in conponent to files into the conbined "traces"
array of a new, aggregated glog file.

4, 2. Trace

The exact conceptual definition of a Trace can be fluid. For
exanmpl e, a trace could contain all events for a single connection,
for a single endpoint, for a single neasurenent interval, for a
single protocol, etc. |In the normal use case however, a trace is a
log of a single data flow collected at a single |ocation or vantage
point. For exanple, for QUC, a single trace only contains events
for a single logical QUIC connection for either the client or the
server.
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A Trace contains sone nmetadata in addition to gqlog events, defined in
Figure 5 as:

Trace = {
? title: text
? description: text
? common_fi el ds: ConmonFi el ds
? vant age_poi nt: Vant agePoi nt
event _schemas: [ +text]
events: [* Event]

Figure 5: Trace definition

The optional "title" and "description” fields provide additiona
free-text information about the trace.

The optional "comon fields" field is described in Section 7.5.
The optional "vantage point" field is described in Section 6.

The required "event _schemas" field contains event schema URI s that
identify concrete event namespaces and their associated types
recorded in the "events" field. Requirenments and guidelines are
defined in Section 8.

The semantics and context of the trace can mainly be deduced fromthe
entries in the "common_fields" list and "vantage point" field.

JSON serialization exanple:
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{
"title": "Name of this particular trace (short)",
"description": "Description for this trace (long)",
"comon_fields": {
"ODCl D': "abcdel234",
"time_format": "relative_ to_epoch",
"reference_tinme": {
"cl ock_type": "systent,
"epoch": "1970-01-01T00: 00: 00. 000Z"
H
},
"vantage point": {
"nanme": "backend-67",
"type": "server"
"event _schemas": ["urn:ietf:parans: gl og: events: quic"],
"events": [...]
}

Figure 6: Trace exanple
4.3. TraceError

A TraceError indicates that an attenpt to find/convert a file for
inclusion in the aggregated gl og was nade, but there was an error
during the process. Rather than silently dropping the erroneous
file, it can be explicitly included in the glog file as an entry in
the "traces" array, defined in Figure 7 as:

TraceError = {
error_description: text

; the original URI used for attenpted find of the file
? uri: text
? vantage_point: VantagePoi nt

Figure 7: TraceError definition

JSON serialization exanpl e:

{
"error_description': "File could not be found",
"uri": "/srv/traces/today/latest.qgl og",
"vantage _point": { type: "server" }

}

Fi gure 8: TraceError exanple
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Not e that another way to combine events of different traces in a
single glog file is through the use of the "group_id" field,
di scussed in Section 7.3.

5. Q ogFil eSeq schema

A glog file using the Q ogFil eSeq schema can be serialized to a
streamabl e JSON format called JSON Text Sequences (JSON SEQ
([RFC7464]). The top-level element in this schema defines only a
smal | set of "header" fields and an array of conponent traces. This
is defined in Figure 3 as:

Q ogFileSeq = {

~LogFil e

trace: TraceSeq

Figure 9: Q ogFil eSeq definition

The Q ogFil eSeq schema URI is urn:ietf:parans:qglog:file:sequential
Q ogFil e extends LogFile using the CDDL unwap operator (~), which
copies the fields presented in Section 3. Additionally, the required
"trace" field contains a singular trace (Section 4.2). Al glog
events in the file are related to this trace; see Section 5.1

See Section 11.2 for guidance on popul ating the
"serialization format" field and other serialization considerations.

JSON- SEQ serialization exanpl e:
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5

1.

/1 list of glog events, serialized in accordance with RFC 7464,
/] starting with a Record Separator character and ending with a
/1 new ine.

/1 For display purposes, Record Separators are rendered as <RS>

<RS>{
"file_schema": "urn:ietf:paranms:qglog:file:sequential",
"serialization_format": "application/qgl og+json-seq",
"title": "Name of JSON Text Sequence qlog file (short)",
"description": "Description for this trace file (long)",
"trace": {

"comon_fields": {
"group_id":"127ecc830d98f 9d54a42c4f 0842aa87e181a",
"time_format": "relative_to_epoch",
"reference_time": {

"cl ock_type": "systent,
"epoch": "1970-01-01T00: 00: 00. 000Z"
b

1antage_point": {
"nane": " backend- 67",
"type":"server"

}

"évent_schenas": ["urn:ietf:parans: gl og: events: qui c",
"urn:ietf:parans: gl og: events: http3"]
}

<RS>{"tinme": 2, "name": "quic:paraneters_set", "data": { ... } }
<RS>{"time": 7, "nanme": "quic:packet_sent", "data": { ... } }

Figure 10: Top-Ilevel el enent

TraceSeq

2025

TraceSeq is used with QogFileSeq. It is conceptually sinmilar to a
Trace, with the exception that gl og events are not contained within

it, but rather appended after it in a Q ogFileSeq

TraceSeq = {
? title: text
? description: text
? common_fiel ds: ConmonFi el ds
? vant age_poi nt: Vant agePoi nt
event _schemas: [ +text]

Figure 11: TraceSeq definition
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6

Vant agePoi nt

A Vant agePoi nt descri bes the vantage point fromwhich a trace
originates, defined in Figure 12 as:

Vant agePoi nt = {
? nane: text
type: Vant agePoi nt Type
? flow VantagePoi nt Type

; client endpoi nt which initiates the connection
; server endpoi nt whi ch accepts the connection
; network = observer in between client and server
Vant agePoi nt Type = "client” /

"server" |/

"networ k" /

"unknown"

Figure 12: Vant agePoi nt definition

JSON serialization exanpl es:

{
"name": "aioquic client"
"type": "client"

}

{ .
"nanme": "wireshark trace",
"type": "network",
"flow': "client"

}

Fi gure 13: Vant agePoi nt exanpl e

The flow field is only required if the type is "network" (for
exanple, the trace is generated froma packet capture). It is used
to di sanbi guate events |ike "packet sent" and "packet received"”

This is indicated explicitly because for nmultiple reasons (e.g.,
privacy) data fromwhich the flow direction can be otherwi se inferred
(e.g., | P addresses) might not be present in the | ogs.

Meani ng of the different values for the flow field:
* "client" indicates that this vantage point follows client data

flow semantics (a "packet sent"” event goes in the direction of the
server).
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* "gerver" indicates that this vantage point follow server data flow
semantics (a "packet sent" event goes in the direction of the
client).

*  "unknown" indicates that the flow s direction is unknown.

Dependi ng on the context, tools confronted with "unknown" values in
the vantage_point can either try to heuristically infer the semantics
from protocol -1 evel domain know edge (e.g., in QUC, the client

al ways sends the first packet) or give the user the option to switch
bet ween client and server perspectives manually.

7. Abstract Event d ass
Events are logged at a tinme instant and convey specific details of

the |1 ogging use case. An abstract Event class containing fields
common to all events is defined in Figure 14.

Event = {
time: float64
nanme: text

data: $Protocol Event Dat a

? tuple: TuplelD

? time_format: Ti meFor nat

? group_id: GouplD

? system.info: System nformation

events can contain any anount of customfields
text => any

[

Figure 14: Event definition

Each gl og event MJST contain the mandatory fields: "tinme"
(Section 7.1), "name" (Section 8), and "data" (Section 8.2).

Each gl og event is an instance of a concrete event type that derives
fromthe abstract Event class; see Section 8. They extend it by
defining the specific values and semantics of conmmon fields, in
particular the nane and data fields. Furthernore, they can
optionally add custom fi el ds.

Each gl og event MAY contain the optional fields: "tine_format"

(Section 7.1), tuple (Section 7.2) "trigger" (Section 8.2.1), and
"group_id" (Section 7.3).
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Mul tiple events can appear in a Trace or TraceSeq and they m ght
contain fields with identical values. It is possible to optim ze out
this duplication using "comon_fields" (Section 7.5).

Exanmpl e gl og event:

{ "time": 1553986553572,
"nanme": "quic: packet _sent"
"data": { ... },
"group_id": "127ecc830d98f 9d54a42c4f 0842aa87el181a",
"time_format": "relative_to_epoch”,
} "ODCl D': "127ecc830d98f 9d54a42c4f 0842aa87e181a"

Fi gure 15: Event exanple
7.1. Timestanps

Each event MJST include a "tine" field to indicate the tinestanp that
it occurred. It is a duration neasured fromsome point intime; its
units depend on the type of clock chosen and systemused. The tinme
field is a float64 and it is typically used to represent a duration
in mlliseconds, with a fractional conponent to m crosecond or
nanosecond resol ution

There are several options for generating and | oggi ng timestanps,
these are governed by the ReferenceTine type (optionally included in
the "reference_tinme" field contained in a trace’s "common_fi el ds”
(Section 7.5)) and TinmeFormat type (optionally included in the
"time_format" field contained in the event itself, or a trace's
"comon_fiel ds").

There is no requirenent that events in the sane trace use the sane
time format. However, using a single time format for related events
can nake them easier to anal yze.

The reference tinme governs fromwhich point intine the "time" field
val ues are neasured and is defined as:
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Ref erenceTime = {
clock _type: "systenm / "nonotonic" / text .default "systent
epoch: RFC3339Dat eTine / "unknown" .default "1970-01-01T00: 00: 00. 000Z"

? wall _clock tine: RFC3339Dat eTi ne
}

RFC3339Dat eTi ne = t ext
Figure 16: ReferenceTine definition

The required "clock type" field represents the type of clock used for
time measurenments. The value "system' represents a clock that uses
systemtine, comonly neasured agai nst a chosen or well-known epoch
However, depending on the system Systemtinme can potentially junp
forward or back. In contrast, a clock using nonotonic tine is
general ly guaranteed to never go backwards. The val ue "nonotonic"
represents such a cl ock

The required "epoch” field is the start of the ReferenceTine. Wen
usi ng the "system clock type, the epoch field SHOULD have a date/
time value using the format defined in [ RFC3339]. However, the val ue
"unknown" MAY be used.

When using the "nonotonic" clock type, the epoch field MJIST have the
val ue "unknown".

The optional "wall _clock tinme" field can be used to provide an
approxi mate date/tine value that |ogging comenced at if the epoch
value is "unknown". It uses the format defined in [RFC3339]. Note
that conversion of tinestanps to cal endar time based on wall clock
ti mes cannot be safely relied on.

The tine format details how "tinme" values are encoded rel ative to the
reference tine and is defined as:

Ti meFormat = "rel ative_to_epoch" /
"relative_to_previous_event" .default "relative_ to_epoch"

Figure 17: TineFormat definition
relative to _epoch: A duration relative to the ReferenceTi me "epoch"
field. This approach uses the |argest anpunt of characters. It
is good for stateless loggers. This is the default value of the
"time_format" field.

relative to _previous_event: A delta-encoded val ue, based on the

Marx, et al. Expires 23 April 2026 [ Page 18]



I nternet-Draft gl og Cct ober 2025

previously |l ogged value. The first event in a trace is always
relative to the ReferenceTime. This approach uses the |east
anount of characters. It is suitable for stateful | oggers.

Events in each individual trace SHOULD be logged in strictly
ascending ti nestanp order (though not necessarily absolute value, for
the "relative_to_previous_event"” format). Tools MAY sort all events
on the tinestanp before processing them though are not required to
(as this could inpose a significant processing overhead). This can
be a problemespecially for nulti-threaded and/or stream ng | oggers,
who coul d consider using a separate post-processor to order qlog
events in tine if a tool do not provide this feature.

Tool s SHOULD NOT assumne the ability to derive the absol ute cal endar
timestanp of an event fromgqglog traces. Tools should not rely on
ti mestanps to be consistent across traces, even those generated by
the sane | oggi ng endpoint. For reasons of privacy, the reference
time MAY have minimzation or anonymi zation applied

Exanpl e of a log using the relative_to_epoch format:
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"comon_fields": {

format": "relative_to_epoch",
ence_time":
"cl ock_type": "systent,

"epoch": "1970-01-01T00: 00: 00. 000Z"

1553986553572,
"qui c: packet received",

...}

1553986553577,
"qui c: packet received",

...}

1553986553587,
"qui c: packet _received",

... 1

1553986553597,
"qui c: packet _received",

{... 4

Figure 18: Relative to epoch tinestanps

Cct ober 2025

a log using the relative_ to_previous_event format:

"time_

"refer

b
"events": |

t
"tnme":
"nane":
"dat a":

b,

t
"tnme":
"nane":
"dat a":

b,

i
"tine":
"nane":
"dat a":

b,

U,
"time":
"nane":
"data":

b,

]
Exampl e of
Mar x, et al.
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"comon_fields": {
"time_format": "relative_to_previous_event",
"reference_tinme":
"cl ock_type": "systent,
"epoch": "1970-01-01T00: 00: 00. 000Z"

b
"events": |

{
"time": 1553986553572,
"nanme": "quic: packet _received",
"data": { ... },

b

O,
"time": 5,
"nanme": "quic: packet _received",
"data": { ... },

H

O,
"time": 10,
"name": "quic: packet _received",
"data": { ... },

H

{
"tinme": 10,
"name": "quic: packet _received",
"data": { ... },

H

Figure 19: Rel ative-to-previous-event tinestanps

Exanpl e of a nonotonic |og using the relative_to_epoch format:
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"comon_fields": {

"time_format": "relative_to_epoch",
"reference_tinme":
"cl ock_type": "nonotonic",
"epoch": "unknown",
"wal | _clock_tine": "2024-10-10T10: 10: 10. 000Z"
b
},
"events": |
{
"time": O,
"nanme": "quic: packet _received",
"data": { ... },
b
O,
"time": 5,
"nanme": "quic: packet _received",
"data": { ... },
b
O,
"time": 15,
"nanme": "quic: packet _received",
"data": { ... },
H
O,
"time": 25,
"name": "quic: packet _received",
"data": { ... },
H
]
Fi gure 20: Monotonic tinestanps
7.2. Tuple

A glog event is typically associated with a single network "path",
which is usually aligned with a four-tuple of |IP addresses and ports.
In many cases, this tuple will be the same for all events in a given
trace, and does not need to be |ogged explicitly with each event. In
this case, the "tuple" field can be omtted (in which case the
default value of "" is assuned) or reflected in "comon_fiel ds"
instead (see Section 7.5).

However, in some situations, such as during QU C s Connection
M gration or when using Multipath features, it is useful to be able
to split events across multiple (concurrent) tuples and/or paths.

Definition:
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Tupl el D = text .default ""
Figure 21: TuplelD definition

The "tuple" field is an identifier that is associated with a single
network four-tuple. This docunent intentionally does not define
further how to choose this identifier’'s value per-tuple or howto
potentially | og other parameters that can be associated with such a
tuple. This is left for other documents. Inplenmenters are free to
encode tuple information directly into the TuplelD or to | og
associated info in a separate event. For exanple, QU C has the
"tupl e_assi gned" event to couple the TuplelD value to a specific
tupl e configuration, see [QLOG QU C].

7.3. Gouping

As discussed in Section 4.2, a single glog file can contain severa
traces taken fromdifferent vantage points. However, a single trace
from one endpoint can also contain events froma variety of sources
For exanple, a server inplenmentation mght choose to | og events for
all incomng connections in a single large (streamed) glog file. As
such, a nmethod for splitting up events belonging to separate | ogica
entities is required.

The sinplest way to performthis splitting is by associating a "group
id" to each event that indicates to which conceptual "group" each
event belongs. A post-processing step can then extract events per
group. However, this group identifier can be highly protocol and
context-specific. In the exanple above, the QU C "Oigina
Destination Connection ID' could be used to uniquely identify a
connection. As such, they mght add a "ODCI D' field to each event.
Additionally, a service providing different levels of Quality of
Service (QoS) to their users mght wish to group connections per QS
| evel applied. They mght instead prefer a "qgos" field.

As such, to provide consistency and ease of tooling in cross-protoco
and cross-context setups, glog instead defines the comon "group_id"
field, which contains a string value. |Inplenmentations are free to
use their preferred string serialization for this field, so |l ong as
it contains a unique value per |ogical group. Sonme exanples can be
seen in Figure 23.

G oupl D = text

Figure 22: GouplD definition
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JSON serialization exanple for events grouped either by QU C
Connection I Ds, or according to an endpoint-specific Quality of
Service (QoS) logic that includes the service |evel

"events": |

{
"time": 1553986553579,

"group_id": "gos=premn unt,

"name": "quic: packet _received",
"data": { ... }
H
{
"time": 1553986553581,
"group_id": "127ecc830d98f 9d54a42c4f 0842aa87el181a",
"name": "quic: packet_sent™
"data": { ... }
}

Fi gure 23: G oupl D exanpl e

Note that in sone contexts (for exanple a Multipath transport
protocol) it mght nmake sense to add additi onal contextual per-event
fields (for exanple Tuplel D, see Section 7.2), rather than use the
group_id field for that purpose.

Note al so that, typically, a single trace only contains events

bel onging to a single logical group (for exanple, an individual QU C
connection). As such, instead of logging the "group id" field with
an identical value for each event instance, this field is typically

| ogged once in "comon_fiel ds", see Section 7.5.

7.4. System nformation

The "system.info" field can be used to record systemspecific details
related to an event. This is useful, for instance, where an
application splits work across CPUs, processes, or threads and events
for a single trace occur on potentially different conbinations
thereof. Each field is optional to support deploynent diversity.

System nformation = {
? processor_id: uint32
? process_id: uint32
? thread_id: uint32

}
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7.5. CommonFi el ds

As di scussed in the previous sections, information for a typical qlog
event varies in three main fields: "tine", "nanme" and associ ated
data. Additionally, there are al so several nore advanced fields that
allow m xi ng events fromdifferent protocols and contexts inside of
the sane trace (for exanple "group_id"). In npst "normal" use cases
however, the values of these advanced fields are consistent for each
event instance (for exanple, a single trace contains events for a
singl e QU C connection).

To reduce file size and making | oggi ng easier, glog uses the
"comon_fields" list to indicate those fields and their values that
are shared by all events in this conponent trace. This prevents
these fields frombeing | ogged for each individual event. An exanple
of this is shown in Figure 24.

JSON serialization with repeated field val ues
per-event instance:

{
"events": [{
"group_id": "127ecc830d98f 9d54a42c4f 0842aa87el81la",
"time_format": "relative_ to_epoch",
"reference_tinme": {
"cl ock_type": "systent,
"epoch": "2019-03-29T: 22: 55: 53. 5722"
H
"time": 2,
"name": "quic: packet _received",
"data": { ... }
oA
"group_id": "127ecc830d98f 9d54a42c4f 0842aa87el81a",
"time_format": "relative_to_epoch",
"reference_tinme": {
"clock_type": "systent,
"epoch": "2019-03-29T: 22: 55: 53. 5722"
3
"time": 7,
"nanme": "http:frame_parsed”,
"data": { ... }
}
]
}

JSON serialization with repeated field val ues instead
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extracted to common_fiel ds

{
"comon_fields": {
"group_id": "127ecc830d98f 9d54a42c4f 0842aa87el81la",
"time_format": "relative_ to_epoch",
"reference_tinme": {
"cl ock_type": "systent,
"epoch": "2019-03-29T: 22: 55: 53. 5722"
H
},
"events": |
{ _
"time": 2,
"name": "quic: packet _received",
"data": { ... }
b
"time": 7,
"name": "http:frane_parsed",
"data": { ... }
}
]
}

Fi gure 24: CommonFi el ds exanpl e

An event’s "common_fields" field is a generic dictionary of key-val ue
pairs, where the key is always a string and the value can be of any
type, but is typically also a string or nunber. As such, unknown
entries in this dictionary MIST be di sregarded by the user and tools
(i.e., the presence of an unknown field is explicitly NOT an error).

The list of default glog fields that are typically |logged in
common_fields (as opposed to as individual fields per event instance)
are shown in the listing bel ow

ConmonFi el ds = {

tuple: TuplelD

time_format: TimeFormat
reference tine: ReferenceTine
group_id: GouplD

text => any

LT IETS BTN BT |

Fi gure 25: ConmonFi el ds definition
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Tool s MUST be able to deal with these fields being defined either on
each event individually or conmbined in common_fields. Note that if
at least one event in a trace has a different value for a given
field, this field MIUST NOT be added to comon_fields but instead
defined on each event individually. Good exanple of such fields are
"time" and "data", who are divergent by nature.

8. Concrete Event Types and Event Schemnas

Concrete event types, as well as related data types, are grouped in
event nanmespaces which in turn are defined in one or nultiple event
schenas.

As an exampl e, the QUI CPacket Sent and QUI CPacket Header event and data
types woul d be part of the quic nanespace, which is defined in an
event schema with URI urn:ietf:parans:qglog:events:quic. A later
extension that adds a new QU C franme QU CNewrFranme woul d al so be part
of the quic nanespace, but defined in a new event schema with UR
urn:ietf:paramns: gl og: event s: qui c#new- f r anme- ext ensi on

Concrete event types MJST belong to a single event namespace and MJST
have a registered non-enpty identifier of type text.

New nanmespaces MJUST have a regi stered non-enpty gl obally-uni que text
identifier using only characters in the URl unreserved range; see
Section 2.3 of [RFC3986]. Namespaces are mutabl e and MAY be extended
wi th new events.

The val ue of a glog event name field MJST be the concatenation of
nanespace identifier, colon (':'), and event type identifier (for
exanpl e: qui c: packet _sent). The resulting concatenati on MJST be
globally unique, so log files can contain events frommultiple event
schemas without the risk of nane collisions.

A single event schena can contain exactly one of the bel ow

* A definition for a new event nanespace

* An extension of an existing namespace (addi ng new events/data
types and/or extending existing events/data types within the

nanespace wth new fiel ds)

A single docunent can define nultiple event schemas (for exanple see
Section 9).

An event schema MUST have a single URI [RFC3986] that MJST be

absolute. The URI MUST include the nanespace identifier. Event
schenas that extend an existing namespace MJST furthernore include a
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non-enpty gl obal |l y-uni que "extension" identifier using a URI fragnent
(characters after a "#" in the URI) using only characters in the UR
unreserved range; see Section 2.3 of [RFC3986]. Registration

gui dance and requirenment for event schema URIs are provided in
Section 8.1. Event schenmas by thenselves are imutabl e and MJST NOT
be ext ended.

I mpl enent ati ons that record concrete event types SHOULD list al

event schemas in use. This is achieved by including the appropriate
URIs in the event _schenas field of the Trace (Section 4.2) and
TraceSeq (Section 5.1) classes. The event_schermas is a hint to tools
about the possible event nanespaces, their extensions, and the event
types/data types contained therein, that a glog trace mi ght contain.
The trace MAY still contain event types that do not belong to a
listed event schema. Inversely, not all event types associated with
an event schema listed in event_schenas are guaranteed to be | ogged
in aglog trace. Tools MJST NOT treat either of these as an error;
see Section 13.

In the foll owi ng hypothetical exanple, a gqlog trace contains events
bel ongi ng to:

* The two event nanespaces defined by event schemas in this docunent
(Section 9).

* EBvents in a namespace naned rick specified in a hypothetical RFC

* Extentions to the rick namespace defined in two separate new event
schenmas (with URI extension identifiers astley and noranis)

* Events fromthree private event schenmas, detailing definitions for
and extensions to two nanespaces (pickle and cucumnber)

The standardi zed schema URIs use a URN format, the private schenas
use a URI with domain nane.

"event _schemas": [
"urn:ietf:parans: gl og: events: | ogl evel ",
"urn:ietf:parans: gl og: events: simul ati on",
"urn:ietf:parans: gl og: events:rick",
"urn:ietf:parans: ql og: events:rick#astl ey",
"urn:ietf:parans: ql og: events: ri ck#norani s",
"https://exanpl e. com 032024/ pi ckle. htm ",
"https://exanpl e. com 032024/ pickle. htm #lilly",
"https://exanpl e. com 032025/ cucunber. ht m *

Fi gure 26: Exanple event_schemas serialization
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8.1. Event Schema URIs

Event schenmas defined by RFCs MJST register all nanmespaces and
concrete event types they contain in the "qlog event schena URIs"
registry

Event schemas that define a new nanespace SHOULD use a URN of the
formurn:ietf:params: ql og: event s: <nanmespace identifier> where
<nanespace identifier>is globally unique. For exanple, this
docunent defines two event schemms (Section 9) for two namespaces
| ogl evel and sim Oher exanpl es of event schenma define the quic
[QLOG QUIC] and http3 [ QLOG H3] nanespaces.

Event schenmas that extend an existing namespace SHOULD use a URN of
the formurn:ietf:parans: gl og: event s: <nanespace

i dentifier>#<extension identifier> where the conbination of
<nanespace identifier> and <extension identifier> is globally unique.

Private or non-standard event schenas MAY be registered in the "qgl og
event schema URIs" registry but MJUST NOT use a URN of the forns
outlined above. URIs that contain a domain name SHOULD al so contain
a nmonth-date in the form mmyyyy. For exanple,

"https://exanpl e. or g/ 072024/ cust onevent schenma#cust onext ensi on". The
definition of the event schema and assi gnnment of the URI MJST have
been aut horized by the owner of the donmain name on or very close to
that date. This avoids problens when domai n names change ownership.
The URI does not need to be dereferencable, allow ng for confidential
use or to cover the case where the event schemas continue to be used
after the organi zation that defined them ceases to exist.

The "gl og event schema URI s" registry operates under the Expert
Revi ew policy, per Section 4.5 of [RFC8126]. \When revi ew ng
requests, the expert MJST check that the URI is appropriate to the
event schema and satisfies the requirenents in Section 8 and this
section. A request to register a private or non-standard schema UR
using a URN of the forms reserved for schemas defined by an RFC above
MJUST be rej ect ed.

Regi stration requests should use the tenplate defined in Section 15
8.2. Extending the Data Field

An event’s "data" field is a generic key-value map (e.g., JSON

object). It defines the per-event netadata that is to be | ogged.

Its specific subfields and their semantics are defined per concrete

event type. For exanple, data field definitions for QU C and HITP/ 3
can be found in [QLOG QU C] and [ QQOG H3].
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In order to keep glog fully extensible, tw separate CDDL extension
poi nts ("sockets" or "plugs") are used to fully define data fields.

Firstly, to allow existing data field definitions to be extended (for
exanpl e by adding an additional field needed for a new protoco
feature), a CDDL "group socket" is used. This takes the formof a
subfield with a name of * $$SNAVESPACE- EVENTTYPE- ext ension. This
field acts as a pl acehol der that can | ater be replaced with newy
defined fields by assigning themto the socket with the //= operator
Mul ti pl e extensions can be assigned to the sanme group socket. An
exanple is shown in Figure 27

; original definition in event schema A
MyNSEvent X = {
field a: uint8

* $$myns- event x- ext ensi on

; later extension of EventX in event schena B
$$nmyns- event x-extension //= (
? additional _field b: boo

)

; anot her extension of EventX in event schema C
$$nyns- event x-ext ension //= (
? additional _field c: text

)

; if schemas A, B and C are then used in conjunction,
; the conbined MyNSEvent X CDDL is equivalent to this:
MyNSEvent X = {

field a: uint8

? additional _field b: boo
? additional _field_c: text

Figure 27: Exanple of using a generic CDDL group socket to extend
an existing event data definition

Secondly, to allow docunents to define fully new event data field
definitions (as opposed to extend existing ones), a CDDL "type
socket" is used. For this purpose, the type of the "data" field in
the gl og Event type (see Figure 14) is the extensible
$Protocol Event Data type. This field acts as an open enum of possible
types that are allowed for the data field. As such, any new event
data field is defined as its own CDDL type and later nerged with the
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exi sting $Protocol Event Data enum usi ng the /= extensi on operator.

Any generic key-value map type can be assigned to $Protocol Event Dat a.
The exanmple in Figure 28 denonstrates $Protocol Event Data bei ng
extended with two types.

;. W define two new concrete events in a new event schema
MyNSEvent 1 /= {
field 1: uint8

* $$nyns- event 1- ext ensi on

}
M/NSEvent 2 /= {

field 2: bool

* $$nyns- event 2- ext ensi on
}

; the events are both nmerged with the existing
; $Protocol EventData type enum
$Prot ocol Event Data /= MyNSEvent1l / M/NSEvent 2

; the "data" field of a glog event can now al so be of type
i MyNSEvent1 and MyNSEvent 2

Fi gure 28: Protocol Event Dat a ext ensi on

Event schema defining new gl og events MJST properly extend

$Pr ot ocol Event Dat a when defining data fields to enabl e automated

val i dation of aggregated gl og schemas. Furthernore, they SHOULD add
a * $SNAVMESPACE- EVENTTYPE- ext ensi on extension field to newy defined
event data to allow the new events to be properly extended by ot her
event schena.

A conbi ned but purely illustrative exanple of the use of both
extension points for a conceptual QU C "packet sent" event is shown
in Figure 29:
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; defined in the main QU C event schema
QUI CPacket Sent = {

? packet _size: uintl6

header: QUI CPacket Header

? frames:[* QUI CFrane]

* $$qui c- packet sent - ext ensi on

; Add the event to the global l|ist of recognized ql og events
$Pr ot ocol Event Dat a /= QUI CPacket Sent

; Defined in a separate event schena that describes a
; theoretical QU C protocol extension
$$qui c- packet sent-extension //= (

? additional _field: boo

)

; I f both schemas are utilized at the sane tine,
the following JSON serialization would pass an aut onat ed
CDDL schenm validation check

{
"time": 123456,
"name": "quic: packet _sent"
"data": {
"packet _size": 1280,
"header": {
"packet type": "1RTT",
"packet nunber": 123
1
"frames": [
{
"frame_type": "streant,
"of fset": 456
H
{
"frame_type": "padding"
}
1.
additional _field: true
}
}

Figure 29: Exanple of an extended 'data’ field for a conceptua
QUI C packet _sent event
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8.2.1. Triggers

It can be useful to understand the cause or trigger of an event.
Sonetinmes, events are caused by a variety of other events and
additional information is needed to identify the exact details.
Conmonl y, the context of the surrounding | og nessages gives a hint
about the cause. However, in highly-parallel and optim zed

i mpl ement ati ons, correspondi ng | og messages ni ght be separated in
time, making it difficult to build an accurate context.

Including a "trigger" as part of the event itself is one nethod for
providing fine-grained informati on without nuch additional overhead.
In circunstances where a trigger is useful, it is RECOWENDED for the
pur pose of consistency that the event data definition contains an
optional field nanmed "trigger”, holding a string val ue.

For exanple, the QU C "packet dropped" event (Section 5.7 of
[QLOG QU C]) includes a trigger field that identifies the precise
reason why a QUI C packet was dropped:

QUI CPacket Dr opped = {

Primarily packet type should be filled here,
as other fields mght not be decrypteabl e or parseable
header: Packet Header
raw. Rawl nfo
datagram.id: uint32
details: {* text => any}
trigger:
"internal _error" /
"rejected" /
"unsupported" /
"invalid" /
"duplicate" /
"connection_unknown" /
"decryption_failure" /
"key_unavail abl e" /
"general "

NN N N )T T

* $$qui c- packet dr opped- ext ensi on

Figure 30: Trigger exanple
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8.3. Event Inportance Levels

Dependi ng on how events are designed, it may be that several events
all ow the |l ogging of simlar or overlapping data. For exanple the
separate QUI C connection_started event overlaps with the nore generic
connection_state updated. In these cases, it is not always clear

whi ch event shoul d be | ogged or used, and which event shoul d take
precedence if e.g., both are present and provide conflicting

i nformati on.

To aid in this decision nmaking, qlog defines three event inportance
| evel s, in decreasing order of inportance and expected usage:

*  Core
*  Base
* Extra

Concrete event types SHOULD define an inportance |evel

Core-level events SHOULD be present in all qglog files for a given
protocol. These are typically tied to basic packet and frane parsing
and creation, as well as listing basic internal netrics. Too

i mpl ement ers SHOULD expect and add support for these events, though
SHOULD NOT expect all Core events to be present in each qlog trace.

Base-| evel events add additional debuggi ng options and MAY be present
in glog files. Most of these can be inplicitly inferred fromdata in
Core events (if those contain all their properties), but for many it
is better to log the events explicitly as well, making it clearer how
the inplementati on behaves. These events are for exanple tied to
passing data around in buffers, to how internal state nachines
change, and used to hel p show when deci sions are actually nade based
on received data. Tool inplenmenters SHOULD at | east add support for
showi ng the contents of these events, if they do not handl e them
explicitly.

Extra-level events are considered nostly useful for |owlevel
debuggi ng of the inplenentation, rather than the protocol. They
all ow nore fine-grained tracking of internal behavior. As such, they
MAY be present in glog files and tool inplenenters MAY add support
for these, but they are not required to.

Note that in sone cases, inplenmenters mght not want to |l og for
exanpl e data content details in Core-level events due to performance
or privacy considerations. |In this case, they SHOULD use (a subset
of ) relevant Base-level events instead to ensure usability of the
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gl og output. As an exanple, inplenmentations that do not log QU C
packet received events and thus also not which (if any) ACK franes
the packet contains, SHOULD | og packets_acked events instead.

Finally, for event types whose data (partially) overlap with other
event types’ definitions, where necessary the event definition
docunent should include explicit guidance on which to use in specific
situations.

8.4. Tooling Expectations

glog is an extensible format and it is expected that new event schemm
wi Il energe that define new namespaces, event types, event fields
(e.g., afield indicating an event’'s privacy properties), as well as
val ues for the "trigger" property within the "data" field, or other
menber fields of the "data" field, as they see fit.

It SHOULD NOT be expected that general -purpose tools will recognize
or visualize all fornms of glog extension. Tools SHOULD allow for the
presence of unknown event fields and make an effort to visualize even
unknown data if possible, otherw se they MJST ignore it.

8.5. Further Design Cuidance

There are several ways of defining concrete event types. In
practice, two main types of approach have been observed: a) those
that map directly to concepts seen in the protocols (e.qg.,

packet sent) and b) those that act as aggregating events that conbine
data from several possible protocol behaviors or code paths into one
(e.g., paraneters_set). The latter are typically used as a neans to
reduce the amount of unique event definitions, as reflecting each
possi bl e protocol event as a separate qlog entity woul d cause an

expl osi on of event types.

Additionally, logging duplicate data is typically prevented as nuch
as possible. For exanple, packet header values that renain

consi stent across many packets are split into separate events (for
exanpl e spin_bit_updated or connection_id updated for QU C).

Finally, when | ogging additional state change events, those state
changes can often be directly inferred fromdata on the wire (for
exanple flow control limt changes). As such, if the inplenmentation
is bug-free and spec-conpliant, |ogging additional events is
typically avoided. Exceptions have been made for common events that
benefit frombeing easily identifiable or individually |ogged (for
exanpl e packets_acked).
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9. The Generic Event Schenas

The two follow ng generic event schemas define two nanespaces and
several concrete event types that are common across protocols,
appl i cations, and use cases.

9.1. Loglevel events

In typical |ogging setups, users utilize a discrete nunber of well-
defined | ogging categories, |levels or severities to log freeform
(string) data. The |oglevel event nanespace replicates this approach
to allow inplenmentations to fully replace their existing text-based

| ogging by glog. This is done by providing events to | og generic
strings for the typical well-known | ogging |evels (error, warning,

i nfo, debug, verbose). The nanespace identifier is "loglevel”. The
event schema URI is urn:ietf:parans: gl og: events: | ogl evel

LogLevel Event Data = LogLevel Error /
LogLevel Warning /
LogLevel Info /
LogLevel Debug /
LoglLevel Ver bose
$Pr ot ocol Event Data /= LogLevel Event Dat a
Fi gure 31: LogLevel Event Data and Protocol Event Dat a ext ensi on

The event types are further defined below, their identifier is the
headi ng nane.

9.1.1. error

Used to log details of an internal error that m ght not get reflected
on the wire. It has Core inportance |evel

LogLevel Error = {
? code: uint64
? nmessage: text

* $3I ogl evel - error-extension

Fi gure 32: LogLevel Error definition
9.1.2. warning

Used to log details of an internal warning that might not get
reflected on the wire. |t has Base inportance |evel
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LogLevel Warning = {
? code: uint64
? nmessage: text

* $3I ogl evel - war ni ng- ext ensi on

Figure 33: LoglLevel Varning definition
9.1.3. info
Used nainly for inplenentations that want to use gl og as their one
and only logging format but still want to support unstructured string

messages. The event has Extra inportance |evel

LogLevel Info = {
nessage: text

* $%l ogl evel -i nf 0- ext ensi on

Figure 34: LogLevel Info definition
9.1.4. debug
Used nmainly for inplenentations that want to use gl og as their one
and only logging format but still want to support unstructured string
messages. The event has Extra inportance |evel

LogLevel Debug = {
nmessage: text

* $$I ogl evel - debug- ext ensi on

Fi gure 35: LogLevel Debug definition
9.1.5. verbose
Used nmainly for inplenentations that want to use gl og as their one
and only logging format but still want to support unstructured string
messages. The event has Extra inportance | evel

LogLevel Verbose = {
nmessage: text

* $3%I ogl evel - ver bose- ext ensi on
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9

9

9

Fi gure 36: LogLevel Verbose definition
2. Simulation Events

When eval uating a protocol inplenentation, one typically sets up a
series of interoperability or benchnmarking tests, in which the test
situations can change over tinme. For exanple, the network bandwi dth
or latency can vary during the test, or the network can be fully
disable for a short tine. |In these setups, it is useful to know when
exactly these conditions are triggered, to allow for proper
correlation with other events. This nanespace defines event types to
al l ow | oggi ng of such sinulation nmetadata and its identifier is
"simulation". The event schema URI is
urn:ietf:paramnms: gl og: events: simulation

Si mul ati onEvent Data = Si mul ati onScenari o /
Si mul ati onMar ker

$Prot ocol Event Data /= Si nul ati onEvent Dat a
Figure 37: Sinul ati onEvent Data and Prot ocol Event Dat a ext ensi on

The event types are further defined below, their identifier is the
headi ng nane.

2.1. scenario
Used to specify which specific scenario is being tested at this
particul ar instance. This supports, for exanple, aggregation of
several sinulations into one trace (e.g., split by group_id). It has
Extra inportance |level; see Section 8.3.
Si mul ati onScenario = {
? nanme: text
? details: {* text => any }

* $$si nul ati on-scenari o- ext ensi on

Figure 38: SinulationScenario definition
2.2. marker
Used to indicate when specific emulation conditions are triggered at

set tines (e.g., at 3 seconds in 2% packet loss is introduced, at 10s
a NAT rebind is triggered). It has Extra inportance |evel
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Si nul ati onMarker = {
? type: text
? nmessage: text

* $$si nmul ati on- mar ker - ext ensi on

Figure 39: SinulationMarker definition
10. Raw packet and frane infornmation

Wiile glog is a high-level logging format, it also allows the
inclusion of nmost raw wire inage information, such as byte | engths
and byte values. This is useful when for exanple investigating or
tuni ng packetizati on behavi or or determ ning encoding/fram ng
overheads. However, these fields are not al ways necessary, can take
up consi derabl e space, and can have a consi derable privacy and
security inmpact (see Section 14). \Were applicable, these fields are
grouped in a separate, optional, field named "raw' of type Raw nfo.
The exact definition of entities, headers, trailers and payl oads
depend on the protocol used.

Rawl nfo = {

; the full byte Iength of the entity (e.g., packet or frane),
; including possible headers and trailers
? length: uint64

; the byte length of the entity’'s payl oad,
; excludi ng possible headers or trailers
? payl oad_l engt h: uint64

; the (potentially truncated) contents of the full entity,
; including headers and possibly trailers
? data: hexstring

Fi gure 40: Rawi nfo definition

Al fields in Rawinfo are defined as optional. It is acceptable to
log any field without the others. Logging length related fields and
omtting the data field permts protocol debugging w thout the risk
of logging potentially sensitive data. The data field, if |ogged, is
not required to contain the contents of a full entity and can be
truncated, see Section 11.4. The length fields, if |ogged, should
indicate the length of the the full entity, even if the data field is
omitted or truncated
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11.

Protocol entities containing an on-the-wire length field (for exanple
a packet header or QU C s streamframe) are strongly recomrended to
re-use the raw. length field instead of defining a separate |ength
field, to maintain consistency and prevent data duplication

Thi s docunent does not specify explicit header |length or
trailer_length fields. |In protocols without trailers, header_length
can be cal cul ated by subtracting the payload_| ength fromthe | ength.
In protocols with trailers (e.g., QUC s AEAD tag), event definition
docunents SHOULD define how to support header | ength cal cul ation

Serializing gl og

gl og schema definitions in this document are intentionally agnostic
to serialization formats. The choice of format is an inplementation
deci si on.

O her docunents related to glog (for exanple event definitions for
specific protocols), SHOULD be sinilarly agnostic to the enpl oyed
serialization format and SHOULD clearly indicate this. If not, they
MUST i ncl ude an expl anati on on which serialization formats are
supported and on how to enploy themcorrectly.

Serialization formats make certain tradeoffs between usability,
flexibility, interoperability, and efficiency. Inplenentations
shoul d take these into considerati on when choosing a format. Sone
exanpl es of possible formats are JSON, CBOR, CSV, protocol buffers,
flatbuffers, etc. which each have their own characteristics. For

i nstance, a textual format |ike JSON can be nore flexible than a

bi nary format but nore verbose, typically making it | ess efficient
than a binary format. A plaintext readable (yet relatively |arge)
format like JSON is potentially nore usable for users operating on
the logs directly, while a nore optimzed yet restricted format can
better suit the constraints of a |arge scale operation. A custom or
restricted format could be nore efficient for analysis with custom
tooling but might not be interoperable with general-purpose ql og
tool s.

Consi dering these tradeoffs, JSON-based serialization formats provide
features that make them a good starting point for glog flexibility
and interoperability. For these reasons, JSON is a reconmended
default and expanded considerations are given to howto map glog to
JSON (Section 11.1, and its streaming counterpart JSON Text Sequences
(Section 11.2. Section 11.3 presents interoperability considerations
for both formats, and Section 11.5 presents potential optim zations.
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11.

11.

Serialization formats require appropriate deserializers/parsers. The
"serialization_ format" field (Section 3) is used to indicate the
chosen serialization format.

1. qglog to JSON mappi ng

As described in Section 4, JSONis the default glog serialization.
VWhen mapping qlog to normal JSON, QogFile (Figure 3) is used. The
Medi a Type is "application/qgl og+json" per [RFC6839]. The file

ext ensi on/suffix SHOULD be ". ql og".

In accordance with Section 8.1 of [RFC8259], JSON files are required
to use UTF-8 both for the file itself and the string values it
contains. In addition, all glog field names MJUST be | owercase when
serialized to JSON

In order to serialize CDDL-based gl og event and data structure
definitions to JSON, the official CDDL-to-JSON mapping defined in
Appendi x E of [CDDL] SHOULD be enpl oyed.

2. qlog to JSON Text Sequences mappi ng

One of the downsides of using normal JSON is that it is inherently a
non-streamable format. A glog serializer could work around this by
opening a file, witing the required opening data, stream ng ql og
events by appending them and then finalizing the | og by appendi ng

appropriate closing tags e.g., "]}]}". However, failure to append
closing tags, could | ead to probl enms because nost JSON parsers will
fail if a docunment is malfornmed. Sone stream ng JSON parsers are

abl e to handle mssing closing tags, however they are not widely
depl oyed in popul ar environnents (e.g., Wb browsers)

To overcone the issues related to JSON stream ng, a glog mapping to a
streamabl e JSON format call ed JSON Text Sequences (JSON SEQ
([ RFC7464]) is provided.

JSON Text Sequences are very simlar to JSON, except that objects are
serialized as individual records, each prefixed by an ASCI| Record
Separator (<RS>, Ox1E), and each ending with an ASCI| Line Feed
character (\n, Ox0A). Note that each record can al so contain any
anmobunt of newines in its body, as long as it ends with a newine
character before the next <RS> character.
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11.

11.

In order to |l everage the streamng capability, each glog event is
serialized and interpreted as an individual JSON Text Sequence
record, that is appended as a new object to the back of an event
streamor log file. Put differently, unlike default JSON, it does
not require a docunment to be wapped as a full object with "{ ... }"
or "[... ]".

This alternative record stream ng approach cannot be accommodat ed by
QogFile (Figure 3). Instead, QogFileSeq is defined in Figure 9,
whi ch notably includes only a single trace (TraceSeq) and onits an
explicit "events" array. An exanple is provided in Figure 10. The
"group_id" field can still be used on a per-event basis to include
events from conceptual ly different sources in a single JSON SEQ gl og
file.

When mapping qlog to JSON-SEQ, the Media Type is "application/
gl og+j son-seq" per [RFC8091]. The file extension/suffix SHOULD be
".sqglog" (for "streanm ng" gl og).

VWil e not specifically required by the JSON- SEQ specification, all
gl og field names MJST be | owercase when serialized to JSON- SEQ

In order to serialize all other CDDL-based gl og event and data
structure definitions to JSON-SEQ the official CDDL-to-JSON nmapping
defined in Appendix E of [CDDL] SHOULD be enpl oyed.

2.1. Supporting JSON Text Sequences in tooling

Not e that JSON Text Sequences are not supported in nost default
programm ng environnments (unlike nornmal JSON). However, severa
custom JSON- SEQ parsing libraries exist in npst programr ng | anguages
that can be used and the format is easy enough to parse with existing
i mpl ementations (i.e., by splitting the file into its conmponent
records and feeding themto a nornal JSON parser individually, as
each record by itself is a valid JSON object).

3. JSON Interoperability

Sone JSON i npl enent ati ons have issues with the full JSON format,
especially those integrated within a JavaScript environnment (e.g.,
Web browsers, NodeldS). 1-JSON (Internet-JSON) is a subset of JSON
for such environnents; see [I-JSON]. One of the key limtations of
JavaScript, and thus 1-JSON, is that it cannot represent full 64-bit
integers in standard operating node (i.e., wthout using Biglnt
extensions), instead being limted to the range -(2753)+1 to (2"53)-
1.
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11.

To accomodat e such constraints in CDDL, Appendix E of [CDDL]
recomrends defining new CDDL types for int64 and uint64 that limt
their values to the restricted 64-bit integer range. However, sone
of the protocols that glog is intended to support (e.g., QU C

HTTP/ 3), can use the full range of uint64 val ues.

As such, to support situations where I-JSONis in use, seralizers MAY
encode ui nt64 val ues using JSON strings. gl og parsers, therefore,
SHOULD support parsing of uint64 values fromJSON strings or JSON
nunbers unless there is out-of-band information indicating that
neither the serializer nor parser are constrained by |-JSON

4. Truncated val ues

For some use cases (e.g., limting file size, privacy), it can be
necessary not to log a full raw blob (using the hexstring type) but
instead a truncated value. For exanple, one might only store the
first 100 bytes of an HITP response body to be able to discern which
file it actually contained. |In these cases, the original byte-size
| ength cannot be obtained fromthe serialized value directly.

As such, all qglog schema definitions SHOULD i ncl ude a separate,

|l ength-indicating field for all fields of type hexstring they
specify, see for exanple Section 10. This not only ensures the
original length can always be retrieved, but also allows the om ssion
of any raw value bytes of the field conpletely (e.g., out of privacy
or security considerations).

To reduce overhead however and in the case the full raw value is

| ogged, the extra length-indicating field can be left out. As such,
tools SHOULD be able to deal with this situation and derive the
length of the field fromthe raw value if no separate |ength-
indicating field is present. The main possible pernutations are
shown by exanmple in Figure 41
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/1 both the content’s value and its length are present
/1 (length is redundant)
{

"content |ength": 5,

"content": "051428abff"

/1 only the content value is present, indicating it
/] represents the content’s full value. The byte
/1 length is obtained by calculating content.length / 2

"content": "051428abff"

/1 only the length is present, neaning the val ue
I/ was omtted

"content |ength": 5,

/1 both value and length are present, but the |engths
/1 do not match: the value was truncated to
/1 the first three bytes.

"content _|ength": 5,
"content": "051428"

Figure 41: Exanple for serializing truncated hexstrings
5. Optinization of serialized data

Both the JSON and JSON SEQ formatting options descri bed above are
serviceable in general small to nedium scal e (debuggi ng) setups.
However, these approaches tend to be relatively verbose, |eading to
larger file sizes. Additionally, generalized JSON(-SEQ
(de)serialization performance is typically (slightly) lower than that
of nmore optimnized and predictable formats. Both aspects present
chal l enges to | arge scal e setups, though they may still be practica
to deploy; see [ANRW2020]. JSON and JSON- SEQ conpress very wel |
usi ng commonl y-avail abl e al gorithns such as &ZI P or Brotli

During the devel opnent of glog, a nultitude of alternative formatting
and optim zation options were assessed and the results are sunmari zed
on the glog github repository (https://github.com quiclog/internet-
drafts/issues/ 30#i ssuecoment - 617675097) .
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12.

Formal definition of additional glog formats or encodi ngs that use
the optim zation techni ques described here, or any other optimzation
technique is left to future activity that can apply the foll ow ng

gui del i nes

In order to help tools correctly parse and process serialized ql og,

it is RECOWENDED that new formats al so define suitable file

extensi ons and media types. This provides a clear signal and avoids
the need to provide out-of-band information or to rely on heuristic

fal | backs; see Section 13.

Met hods of access and generation
Different inplenentations will have different ways of generating and
storing qlogs. However, there is still value in defining a few

default ways in which to steer this generation and access of the
results.

1. Set file output destination via an environment variabl e

To provide users control over where and how glog files are created,
two environnent variables are defined. The first, Q.OGFILE
indicates a full path to where an individual qglog file should be
stored. This path MUST include the full file extension. The second,
QOGDI R, sets a general directory path in which gqlog files should be
pl aced. This path MJST include the directory separator character at
t he end.

In general, QLOGDI R should be preferred over QQOGFI LE i f an endpoi nt
is prone to generate multiple gqlog files. This can for exanple be
the case for a QU C server inplenentation that |ogs each QU C
connection in a separate glog file. An alternative that uses
Q.OGFI LE woul d be a QUIC server that logs all connections in a single
file and uses the "group_id" field (Section 7.3) to all ow post-hoc
separati on of events.

I mpl enent ati ons SHOULD provi de support for QLOGDI R and MAY provi de
support for Q.OGFI LE

When using QQOGDIR, it is up to the inplenentation to choose an
appropriate nam ng schene for the gqlog files thenselves. The chosen
schene will typically depend on the context or protocols used. For
exanple, for QU C it is recormended to use the Original Destination
Connection ID (ODCI D), foll owed by the vantage point type of the

| oggi ng endpoint. Exanples of all options for QU C are shown in

Fi gure 42.
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Conmand: QLOGFI LE=/srv/ gl ogs/client.qglog quicclientbinary

Shoul d result in the the quicclientbinary executable |ogging a
single glog file naned client.qglog in the /srv/qglogs directory.
This is for exanple useful in tests when the client sets up
just a single connection and then exits.

Conmand: QLOGDI R=/ srv/ gl ogs/ quicserverbinary

Shoul d result in the quicserverbinary executabl e generating
several logs files, one for each QU C connection

G ven two QUIC connections, with ODCI D val ues "abcde" and
"12345" respectively, this would result in two files:

/ srv/ gl ogs/ abcde_server. gl og

/srv/ gl ogs/ 12345 _server. gl og

Conmand: QLOGFI LE=/srv/ gl ogs/ server. gl og qui cserverbinary

Shoul d result in the the quicserverbinary executabl e | oggi ng

a single glog file named server.qlog in the /srv/qglogs directory.
G ven that the server handled two QU C connections before it was
shut down, with ODCI D val ues "abcde" and "12345" respectively,
this would result in event instances in the glog file being
tagged with the "group_id" field with values "abcde" and "12345"

Figure 42: Environnent variable exanples for a QU C inplenentation
Tool i ng requi renents

Tool s ingestion gl og MIST indicate which gl og version(s), qlog
format (s), glog file and event schema(s), conpression methods and
potentially other input file formats (for exanple .pcap) they
support. Tools SHOULD at |east support .qglog files in the default
JSON format (Section 11.1). Additionally, they SHOULD i ndicate
exactly which values for and properties of the nane
(nanmespace: event _type) and data fields they | ook for to execute their
logic. Tools SHOULD performa (high-level) check if an input gl og
file adheres to the expected gqlog file and event schemas. |If a too
determnes a gqlog file does not contain enough supported information
to correctly execute the tool’s logic, it SHOULD generate a cl ear
error nessage to this effect.

Tool s MUST NOT produce breaking errors for any field names and/or
values in the glog format that they do not recognize. Tools SHOULD

i ndi cate even unknown event occurrences within their context (e.g.,
mar ki ng unknown events on a tineline for nanual interpretation by the
user).
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14.

Tool authors should be aware that, depending on the |ogging

i mpl ement ati on, sonme events will not always be present in all traces.
For exanple, using a circular |ogging buffer of a fixed size, it
could be that the earliest events (e.g., connection setup events) are
| ater overwitten by "newer" events. Alternatively, sone events can
be intentionally omtted out of privacy or file size considerations.
Tool authors are encouraged to nmake their tools robust enough to
still provide adequate output for inconplete |ogs.

Security and privacy considerations

Protocol s such as TLS [ RFC8446] and QUI C [ RFC9000] offer secure
protection for the wire inmage [ RFC8546]. Logging can reveal aspects
of the wire image that would ordinarily be protected, creating
tensi on between observability, security and privacy, especially if
data can be correl ated across data sources.

glog pernmits logging of a broad and detail ed range of data.
Operators and inplenmenters are responsi ble for deciding what data is
| ogged to address their requirenents and constraints. As per

[ RFC6973], operators nust be aware that data could be conproni sed,
risking the privacy of all participants. Were entities expect
protocol features to ensure data privacy, |ogging m ght unknow ngly
be subject to broader privacy risks, undermning their ability to
assess or respond effectively.

1. Data at risk

gl og operators and i npl enenters need to consider security and privacy
ri sks when handling gl og data, including | ogging, storage, usage, and
nmore. The considerations presented in this section may pose varying
ri sks depending on the the data itself or its handling.

The following is a non-exhaustive |list of exanple data types that
could contain sensitive information that might allow identification
or correlation of individual connections, endpoints, users or
sessions across qlog or other data sources (e.g., captures of
encrypt ed packets):

* | P addresses and transport protocol port nunbers.

* Session, Connection, or User identifiers e.g., QUJ C Connection |IDs
Section 9.5 of [RFC9000]).

* Systemlevel information e.g., CPU, process, or thread
identifiers.
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* Stored State e.g., QU C address validation and retry tokens, TLS
session tickets, and HTTP cooki es.

* TLS decryption keys, passwords, and HTTP-1level APl access or
aut hori zati on tokens.

* High-resolution event tinestanps or inter-event tinings, event
counts, packet sizes, and frame sizes.

* Full or partial raw packet and frane payl oads that are encrypted.

* Full or partial raw packet and frane payl oads that are pl aintext
e.g., HTTP Field values, HITP response data, or TLS SNI field
val ues.

2. Qperational inplications and recommendati ons

Operational considerations should focus on authorizing capture and
access to logs. Logging of Internet protocols using gl og can be
equi valent to the ability to store or read plaintext comunications.
Wthout a nore detailed analysis, all of the security considerations
of plaintext access apply.

It is recomended that qlog capture is subject to access control and
auditing. These controls should support granular |evels of

i nformati on capture based on role and pernissions (e.g., capture of
nmore-sensitive data requires higher privileges).

It is recomended that access to stored glogs is subject to access
control and auditing.

End users m ght not understand the inplications of gqlog to security
or privacy, and their environments mght Iimt access contro

techni ques. | nplenentations shoul d make enabling gl og conspi cuous
(e.g., requiring clear and explicit actions to start a capture) and
resistant to social engineering, automation, or drive-by attacks; for
exanpl e, isolation or sandboxi ng of capture fromother activities in
the same process or conponent.

It is recomended that data retention policies are defined for the
storage of qlog files.

It is recomrended that qlog files are encrypted in transit and at
rest.
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14.3. Data mininization or anonym zation

15.

Applying data mnimzation or anonym zation techni ques to gl og m ght
hel p address sone security and privacy risks. However, renoving or
anonym zing data without sufficient care m ght not enhance privacy or
security and could dinminish the utility of gl og data.

Operators and inplementers shoul d bal ance the val ue of |ogged data
with the potential risks of voluntary or involuntary disclosure to
trusted or untrusted entities. Inportantly, both the breadth and
depth of the data needed to make it useful, as well as the definition
of entities depend greatly on the intended use cases. For exanple, a
research project mght be tightly scoped, tine bound, and require
participants to explicitly opt in to having their data collected with
the intention for this to be shared in a publication. Conversely, a
server administrator mght desire to collect telenetry, fromusers
whom t hey have no relationship with, for continuing operationa

needs.

The nost extrene form of ninimzation or anonynization is deleting a
field, equivalent to not logging it. glog inplenentations should
offer fine-grained control for this on a per-use-case or per-
connecti on basi s.

Dat a can undergo anonynmni zati on, pseudonymi zation, permutation,
truncation, re-encryption, or aggregation; see Appendix B of

[ DNS- PRI VACY] for techniques, especially regarding |P addresses.
However, operators should be cautious because many anonym zation

met hods have been shown to be insufficient to safeguard user privacy
or identity, particularly with large or easily correlated data sets.

Operators shoul d consider end user rights and preferences. Active
user participation (as indicated by [ RFC6973]) on a per-qlog basis is
chal l enging but aligning gqlog capture, storage, and renoval wth

exi sting user preference and privacy controls is crucial. Operators
shoul d consi der agressive approaches to deletion or aggregation

The npst sensitive data in gqlog is typically contained in Rawm nfo
type fields (see Section 10). Therefore, qlog users should exercise
caution and limt the inclusion of such fields for all but the nost
stringent use cases.

I ANA Consi derations
IANA is requested to register a new entry in the "I ETF URN Sub-

nanespace for Registered Protocol Paraneter ldentifiers" registry
([ RFC3553]) ":
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Regi stered Paraneter ldentifier: qlog

Ref erence: This Docunent

| ANA Registry Reference: <https://ww.iana.org/assignments/ql og>

I ANA is requested to create the "gqlog log file schema URIs" registry
at https://wwv i ana. org/ assi gnnents/ gl og for the purpose of
registering log file schema. It has the follow ng format/tenpl at e:
Log File Schena URI: [the log file schenma identifier]

Description: [a description of the log file schems]

Reference: [to a specification defining the log file schemg]

Thi s docunent furthernore adds the following two new entries to the
"gqlog log file schema URIs" registry:

| Log File Schema URI | Description | Reference

[} gt —————————————————————_—————— L —_—_———————————— Ll pp—p—p—_——————
| urn:ietf:parans:qglog:file:contained | Concrete |og | Section 4 |
| | file schema | |
| | that can | |
| | contain | |
| | several | |
| | traces from | |
| | multiple | |
| | vant age | |
| | points. | |
o m e e e e e e e e e e e e e e e e e e o oo o - N +
| urn:ietf:parans:qlog:file:sequential | Concrete |og | Section 5 |
| | file schema | |
| | containing a | |
| | single trace, | |
| | optimized for | |
| | segenti al | |
| | read and | |
| | wite access. | |
T o a o Fom e +

Table 1
IANA is requested to create the "ql og event schema URIs" registry at

https://ww. i ana. or g/ assi gnnents/ ql og for the purpose of registering
event schema. It has the following format/tenplate:
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Event schema URI: [the event schenma identifier]

Nanespace: [the identifier of the namespace that this event schema
either defines or extends]

Event Types: [a comma-separated |list of concrete event types defined
in the event schems]

Description: [a description of the event schems]
Ref erence: [to a specification defining the event schena definition]

Thi s docunent furthernore adds the following two new entries to the
"ql og event schema URIS" registry:

Event schema URI: urn:ietf:parans: gl og: events: | ogl evel

Nanmespace | ogl evel

Event Types error,warning,info,debug, verbose

Description: Well-known |ogging levels for free-formtext.

Ref erence: Section 9.1

Event schema URI: wurn:ietf:parans:gl og: events:simulation

Nanmespace sinulation

Event Types scenari o, marker

Description: Events for simulation testing.

Reference: Section 9.2
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Change Log
This section is to be renoved before publishing as an RFC

Since draft-ietf-quic-qglog-min-schema-12:
* Changed Path and related fields to Tuple (#491)
* Replaced all lenght fields with raw | ength (#495)

Since draft-ietf-quic-qglog-main-schenma-10:

* Miltiple editorial changes

* Renove protocol types and nove event _schenmas to Trace and TraceSeq

(#449)
Since draft-ietf-quic-qglog-main-schema-09:
* Renamed protocol _type to protocol types (#427)

* Moved Trigger section. Purely editorial (#430)
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* Renoved the concept of categories and updated extension and event
schema logic to match. Major change (#439)

* Reworked conpletely how we handl e tinestanps and cl ocks. Major
change (#433)

Since draft-ietf-quic-qlog-min-schena-08:
* TODO (we forgot...)
Since draft-ietf-quic-qlog-min-schena-07:
* Added path and Pathl D (#336)
* Renoved customdefinition of uint64 type (#360, #388)
* Protocol EventBody is now call ed Protocol EventData (#352)
* Editorial changes (#364, #289, #353, #361, #362)
Since draft-ietf-quic-ql og-min-schema-06
* FEditorial reworking of the docunent (#331, #332)
* Updated | ANA considerations section (#333)
Since draft-ietf-quic-ql og-min-schema-05
* Updated gqlog version to 0.4 (due to breaki ng changes) (#314)
* Renamed 'transport’ category to 'quic’ (#302)
* Added 'system.info’ field (#305)
* Renoved 'summary’ and 'configuration fields (#308)

* FEditorial and formatting changes (#298, #303, #304, #316, #320,
#321, #322, #326, #328)

Since draft-ietf-quic-qlog-main-schena-04:
* Updated Raw nfo definition and gui dance (#243)
Since draft-ietf-quic-qlog-min-schema-03:

* Added security and privacy considerations discussion (#252)
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Si nce

*

Si nce

*

Si nce

Si nce

Mar X,

draft-ietf-quic-qglog-main-schema-02:

No changes - new draft to prevent expiration
draft-ietf-quic-qglog-main-schena-01:

Change the data definition |anguage from TypeScript to CDDL (#143)
draft-ietf-quic-ql og-main-schema-00:

Changed the stream ng serialization format from NDJSON to JSON
Text Sequences (#172)

Added Media Type definitions for various glog formats (#158)
Changed to semantic versioning
draft - mar x- ql og- mai n- schema-draft-02

These changes were done in preparation of the adoption of the
drafts by the QU C working group (#137)

Moved Rawl nfo, I nportance, Generic events and Simulation events to
this docunent.

Added basic event definition guidelines
Made protocol type an array instead of a string (#146)
draft - mar x- ql og- mai n- schena- 01:

Decoupl ed gl og fromthe JSON format and descri bed a nmappi ng
i nstead (#89)

- Data types are now specified in this docunent and proper
definitions for fields were added in this fornat

- 64-bit nunbers can now be either strings or numbers, with a
preference for nunbers (#10)

- binary blobs are now | ogged as | owercase hex strings (#39, #36)
- added guidance to add |l ength-specifiers for binary blobs (#102)

Renoved "time_units" from Configuration. Al times are nowin ns
i nstead (#95)
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Renoved the "event fields" setup for a nore straightforward JSON
format (#101, #89)

Added a stream ng option using the NDIJSON format (#109, #2, #106)
Descri bed optional optimzation options for inplenenters (#30)

Added QLOGDI R and QLOGFI LE environnment variables, clarified the
.wel | -known URL usage (#26, #33, #51)

Overall tightened up the text and added nore exanples
dr aft - mar x- ql og- mai n- schena- 00:

Al field names are now | owercase (e.g., category instead of
CATEGORY)

Triggers are now properties on the "data" field value, instead of
separate field types (#23)

group_ids in common_fields is now just also group_id
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