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Abst ract

Thi s docunent specifies a multipath extension for the QU C protocol
to enabl e the sinmultaneous usage of multiple paths for a single
connection. |t proposes a standard way to create, delete, and nanage
paths using identifiers. It does not specify address di scovery or
managenent, nor how applications using QU C schedule traffic over

mul ti pl e paths.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the QU C Wrking G oup
mailing list (quic@etf.org), which is archived at

https://mailarchive.ietf.org/arch/browse/quic/.

Source for this draft and an issue tracker can be found at
https://github. com qui cwg/ nul ti pat h.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunment specifies an extension to QU C version 1

[ QUI G TRANSPORT] to enabl e the simultaneous usage of multiple paths
for a single connection, using the sane or different 4-tuples (of
source/ destinati on port nunbers and source/destination |IP addresses).

Connection migration as specified in Section 9 of [ QU C TRANSPORT]
directs a peer to switch sending through a new preferred path, and,
if successful, to rel ease resources associated with the old path.

The nmul tipath extension specified in this docunent builds on this
mechani sm but introduces a path identifier, or path ID, to nmanage
connection | Ds and packet nunber spaces per path, enabling the use of
mul ti pl e paths sinultaneously.

The connection I D of a packet binds the packet to a path ID, and
therefore to a packet nunber space. That neans each connection IDis
associated with exactly one path ID but nultiple connection IDs are
usual ly issued for each path ID. The sane path IDis used in both
directions, starting with O for the initial path. Path IDs are

gener ated nonotonically increasing and cannot be reused.
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Thi s extension uses multiple packet nunber spaces, one for each path.
Each path | D-specific packet nunber space starts at packet number O.
As such, each path maintains distinct packet nunber states for
sendi ng and receiving packets, as in [ QU C TRANSPORT]. Using
mul ti pl e packet nunber spaces enabl es direct use of the |oss
detection and congestion control mechani sns defined in

[ QUI G RECOVERY] on a per-path basis. However, use of multiple packet
nunber spaces requires non-zero connection IDs in order to identify
the path and the respective packet nunber space as well as a nodified
AEAD cal cul ation including the path ID (see Section 2.4).

As such, this extension specifies a departure fromthe specification
of path managenent in Section 9 of [QU C TRANSPORT] and therefore
requires a new transport paraneter, as specified in Section 2.1, to
i ndi cate support of the nmultipath extension specified in this
docunent .

Further, this docunent specifies the needed path nanagenent
mechani sms for path initiation in Section 3.1, handling of per-path
connection IDs in Section 3.2, signaling of preferred path usage in
Section 3.3, and explicit renoval of paths that have been abandoned
in Section 3.4. Note that in this extension, a QU C server does not
initiate the creation of a path, but it has to validate a new path
created by a client.

Thi s extensi on does not cover address di scovery and managenent.
Addresses and the actual decision to setup or tear down paths are
assuned to be handled by the application. But this docunent does not
prevent future extensions from defining nmechanisns to cope with the
remai ni ng scenari os.

Further, this docunent does not specify scheduling algorithms that
define how multiple, simultaneously open paths are used to send
packets. As these differ depending on application requirenents, only
sonme basic inplenentation gui dance is discussed in Section 5. This
extension can be used with different scheduling al gorithns that,

e.d., can range fromsupport for failover to sinulatenous use of the
aggregated capacity across all open paths. There are currently no

| ETF specifications that define scheduling algorithnms for

simul taneously (i.e., concurrently) using rmultiple paths.

Specifically, while failover between W-Fi and nobile networks is a
wel | -known nultipath use case, it only tenporarily uses two paths at
the sane tine to avoid transm ssion pauses. Sinultaneous path usage
general ly, however, needs nore consideration than specified in this
docunent to avoid negative performance inpacts, e.g., when stream
data is distributed over nmultiple paths with different del ays.
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1.1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the term nology defined in [ QU G TRANSPORT]. When
this docunment uses the term"path", it refers to the notion of
"network path" used in [ QU C TRANSPORT] .

The packet diagrans in this docunent uses the conventions defined in
Section 1.3 of [QU G TRANSPORT], including the notation (i) to denote
vari abl e-1 ength integers, encoded as specified in Section 16 of

[ QUI C- TRANSPORT] .

2. Connection Lifecycle and Packet Protection

Thi s docunent defines a new transport paraneter initial_max_path_id
to indicate the support of the nmultipath extension. |If either of the
endpoi nts does not advertise the initial _max_path_id transport
paraneter, then both endpoints MJUST NOT use any frame or nechani sm
defined in this docunment. Endpoints MJUST NOT renenber the val ue of
the initial _max_path_id transport parameter for use in a subsequent
connection. |If both endpoints advertise the initial _nax_path_id
transport paraneter, once the handshake is conpleted a new AEAD usage
applies to all 1-RTT packets, as specified in Section Section 2.4,
and new paths can be used, as specified in Section Section 3. As
specified in Section 4, the new franes defined in this docunment can
only be sent in 1-RTT packets.

2.1. initial_max_path_id Transport Paraneter
The new transport paraneter is defined as follows:
* initial_max_path_id (current version uses 0xOf 739bbc1b666d0d): a
vari abl e-1 ength integer specifying the maxi mum path | D an endpoi nt
iswlling to maintain at connection initiation. This value MJST

NOT exceed 2732-1, the maxi mum al |l owed val ue for the path ID due
to restrictions on the nonce cal cul ation (see Section 2.4).
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The initial _max_path_id transport paraneter linits the initial
maxi mum nunber of open paths that can be used during a connection

For exanple, if initial_max_path_id is set to 1, only connection IDs
associated with path IDs 0 and 1 should be issued by the peer. If an
endpoint receives an initial _max_path_id transport paranmeter with
value 0, the peer ains to enable the nultipath extension w thout

all owi ng extra paths imredi ately.

Setting initial _max_path_id paraneter is equivalent to sending a
MAX PATH I D frane (Section 4.6) with the sane value. As such to
all ow for the use of nore paths later, endpoints can send the
MAX PATH I D frane to increase the nmaxi mum al |l owed path |D.

If an initial _max_path_id transport parameter val ue hi gher than
2"32-1 is received, the receiver MJIST cl ose the connection with an
error of type TRANSPORT PARAMETER ERROR

When advertising the initial _nmax_path_id transport paraneter,
endpoi nts MJST use Source and Destination Connection IDs with non-
zero lengths. If an initial _max_path_id transport paraneter is
recei ved and the carrying packet contains a zero-length connection
ID, the receiver MJST treat this as a connection error of type
PROTOCOL_VI OLATI ON and cl ose the connection

Ci pher suites with a nonce shorter than 12 bytes cannot be used
together with the multipath extension. |1f such a cipher suite is
sel ected and the use of the multipath extension is supported,
endpoi nts MJUST abort the handshake with a an error of type
TRANSPORT_PARAMETER_ERROR

The initial _nmax_path_id paranmeter MJUST NOT be renenbered for use in a
subsequent connection (Section 7.4.1 of [ QU C TRANSPORT]).

2.2. Relation to O her Transport Paraneters

When the QUIC nultipath extension is used, the
active_connection_id_limt transport paraneter [ QU C TRANSPORT]
limts the maxi mum nunmber of active connection |IDs per path. As
defined in Section 5.1.1 of [QU G TRANSPORT] connection IDs that are
i ssued and not retired are considered active.

If an endpoint receives a disable active mgration transport
paraneter, it is forbidden to establish new paths to the peer’s
handshake address. However, establishment of additional paths to

ot her peer addresses (e.g., carried by peer’ s preferred_address) is
i medi ately valid.
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If the server uses the preferred_address transport parameter, clients
cannot assume that the initial server address and the addresses
contained in this paraneter can be sinultaneously used for multipath
(Section 9.6.2 of [QU CTRANSPORT]). Use of the preferred address
with the sane | ocal address is considered as a migration event that
does not change the path ID. A such, the path ID for the connection
ID specified in the preferred_address transport paraneter is O.

2.3. Handling ACK and PATH ACK in O-RTT and 1-RTT

The PATH ACK frame (see Section 4.1) is used to acknow edge 1-RTT
packets. Conpared to the ACK frane, as specified in Section 19.3 of
[ QUI G TRANSPORT], the PATH ACK frane additionally contains the path
IDto identify the path-specific packet nunmber space. ACK franes
when used with the nultipath extensi on acknow edge packets for the
path with path ID 0. As nmultipath support is unknown during the
handshake, acknow edgnents of Initial and Handshake packets are sent
usi ng ACK franes.

After the handshake concluded with support for the multipath

ext ensi on, endpoi nts SHOULD use PATH ACK frames instead of ACK
frames, including for so far unacknow edged 0-RTT packets using path
ID 0. Endpoints MJST still process ACK franes that acknow edge 0-RTT
packets or 1-RTT packets. For exanple, a sender could negotiate
mul ti path support for later use and keep only the initial path with
path 1D O for a while. During this single-path period, the sender

m ght prefer to send ACK franes

2.4. Nonce Cal cul ation after Handshake Conpl etion

Section 5.3 of [QUI CGTLS] specifies AEAD usage, and in particular the
use of a nonce, N, formed by conbining the packet protection IV with
the packet nunber. Wien multiple packet nunmber spaces are used, the
packet nunber al one woul d not guarantee the uni queness of the nonce.
Therefore, the nonce Nis calculated for 1-RTT if the multipath
extension is used by conbining the packet protection IV with the
packet nunber and with the 32 bits of the path ID. 1In order to

guar ant ee the uni queness of the nonce, the path IDis linited to a
max val ue of 2732-1, as specified in Section 2.1
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To cal cul ate the nonce, a 96-bit path-and-packet-nunber is conposed
of the least significant 32 bits of the path IDin network byte
order, two zero bits, and the 62 bits of the reconstructed QU C
packet nunber in network byte order. The IV length is equal to the
nonce length. If the IVis larger than 96 bits, the path-and-packet-
nunber is left-padded with zeros to the size of the IV. The

excl usive OR of the padded packet nunmber and the 1V fornms the AEAD
nonce. An AEAD al gorithm where the nonce length is I ess than 12
bytes cannot be used with the QUIC nmultipath extension

For exanple, assuming the IV value is 0x6b26114b9cha2b63a9e8dd4f, the
path IDis 3, and the packet nunber is 54321 (hex val ue 0xd431), the
nonce will be set to 0x6b2611489cba2b63a9e8097e.

2.5. Key Phase Update Process

The Key Phase bit update process is specified in Section 6 of

[QU CGTLS]. The general principles of key update are not changed in
this specification. Following [QU CTLS], the Key Phase bit is used
to indicate which packet protection keys are used to protect the
packet. The Key Phase bit is toggled to signal each subsequent key
updat e.

Because of network del ays, packets protected with the ol der key night
arrive later than the packets protected with the new key, however
receivers can solely rely on the Key Phase bit to determ ne the
correspondi ng packet protection key, assuming that there is
sufficient interval between two consecutive key updates (Section 6.5
of [QUICTLS]).

When this specification is used, endpoints SHOULD wait for at |east
three tines the | argest Probe Tineout (PTO (see Section 6.2 of

[ QU G RECOVERY]) anobng all the paths before initiating a new key
update after receiving an acknow edgnent that confirns the receipt of
the previous key update. This interval is different fromthat in
[QU C TLS] which used three tinmes the PTO of the sole single path.

As packets that arrive after their decryption key has been di scarded
wi Il be dropped, the choice of three tines the largest PTOis a
trade-of f: Longer delays reduce the probability of |osing packets but
keepi ng ol d keys | onger can negatively inpact the security of the
protocol. The use of three tines the largest PTO ains to nminimze
packet lost for all paths and therefore linmits the inpact on

per f or mance.
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Fol l owi ng Section 5.4 of [QUC TLS], the Key Phase bit is protected,
so sending multiple packets with Key Phase bit flipping at the same
time shoul d not cause activity across different paths to be |inkable
by an observer.

2.6. Connection C osure

CONNECTI ON_CLCSE franes and their processing are unchanged from

[ QU G TRANSPORT] . They can be sent on any open path. Section 10.2
of [ QUI C- TRANSPORT] specifies that the closing and draining
connection states "SHOULD persist for at |east three tines the
current PTO'. Wen this specification is used, these states SHOULD
i nstead persist for at least three tinmes the |argest PTO anong all
pat hs.

3. Path Managenent
After conpleting the handshake indicating nultipath support,
endpoints can start using multiple paths. An endpoint can open a new
pat h when both endpoi nts have i ssued avail abl e connection IDs for at
| east one unused, conmmon path ID, as the sanme path IDis used in both
directions.
Thi s docunents specfies path initiation (see Section 3.1), issuing
and retirement of per-path connection IDs (see Section 3.2), path
status managenent (see Section 3.3) and path closure (see
Section 3.4). However, this docunent does not specify when a client
decides to initiate or close a path, or how nultiple open paths are
used for sending.

For path managenent this extension specifies the following franes in
Section 4:

* PATH ABANDON (see Section 4.2)

* PATH _STATUS BACKUP (see Section 4.3)

*  PATH _STATUS_AVAI LABLE (see Section 4.3)

*  PATH_NEW CONNECTI ON_I D (see Section 4. 4)

*  PATH_RETI RE_CONNECTI ON_I D (see Section 4.5)
*  MAX_PATH I D (see Section 4.6)

* PATHS BLOCKED (see Section 4.7)

* PATH_CI DS_BLOCKED (see Section 4.7)
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3.1. Path Initiation and Validation

To open a new path, an endpoint MJST use a new connection ID
associated with an unused path ID. An endpoint MJUST use a connection
I D associated to the sane path ID as used in the packet received by
the endpoint when it intends to send packets on the sane path.

A client that wants to use a new path MJST validate the peer’s
address before sending any data as described in Section 8.2 of

[ QUI G TRANSPCORT], unless it has previously validated the 4-tuple used
for that path.

After receiving packets fromthe client on a new path, if the server
decides to use the new path, the server MJST validate the peer’s
address before sending any data as described in (Section 8.2 of

[ QUI G TRANSPORT] ), unless it has previously validated the 4-tuple
used for that path. Until the client’'s address is validated, the
anti-anplification limt from Section 8 of [QU C TRANSPORT] applies.

If an endpoi nt sends a PATH RESPONSE (Section 19.18 of

[ QU G TRANSPORT] ), it MJST be sent on the sane path as used by the
packet that contained the PATH CHALLENGE frane (Section 19.17 of

[ QUI G TRANSPORT] ), using a connection |ID associated with the sane
path | D.

The server m ght receive packets for a yet unused path ID that do not
contain a PATH CHALLENGE frame. Such packets are valid if they can
be properly decrypted given a valid connection |ID.

Each endpoint MJUST al so validate that a m ni num QUI C packet MIU of
1200 bytes is supported on the path. This can be done during initia
path validation or separately later if the anplification [imt
prevents it initially, as specified in Section 8.2.1 of

[ QUI C- TRANSPORT] .

An endpoi nt that receives packets on a new path and does not want to
establish this path is expected to close the path by sending a
PATH_ABANDON on anot her path, as specified in Section 3.4

An endpoint that has no active connection ID for this path or |acks
other resource to immediately configure a new path coul d del ay
sendi ng the PATH RESPONSE until sufficient resources are avail abl e.
Long del ays mi ght cause the peer to repeat the PATH CHALLENGE and
eventual ly send a PATH _ABANDQN, in which case the procedures
specified in Section Section 3.4 apply.
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PATH ACK frames (see Section 4.1) can be returned on any path. |If
the PATH ACK is preferred to be sent on the same path as the

acknow edged packet (see Section 5.4 for further guidance), it can be
beneficial to bundle a PATH ACK franme with the PATH RESPONSE frane
during path validation.

If validation succeeds, the client can continue to use the path. |If
validation fails, the client MUST NOT use the path and can rempve any
status associated to the path initiation attenpt. As the used path
IDis anyway consuned, the endpoint MJUST explicitly close the path,
as specified in Section 3.4.

3.1.1. Path Establishnent Exanple

In the exanple below it is assuned that both endpoints have indicated
an initial _max_path_id value of at |east 2, which nmeans both
endpoints can use path IDs 0, 1, and 2. Note that path IDO is

al ready used for the initial path.

dient Server

(Provide new CIDs for path 1 on an existing path 0)
1-RTT[ X] : DCl D=S0, PATH_NEW CONNECTI ON I D[ C1, Seq=0, PathlD=1] -->
<-- 1-RTT[Y]: DCl D=C0,
PATH_NEW CONNECTI ON_| O S1, Seq=0, Pathl D=1],
PATH_ACK[ Pat hl D=0, PN=X]
<-- 1-RTT[Y+1]: DCl D=CO, PATH_NEW CONNECTI ON | D[ S2, Seq=0,
Pat hl D=2]

(start sending packets on a new path using path ID 1)
1-RTT[ 0] : DCl D=S1, PATH CHALLENCE[ X] -->
<-- 1-RTT[0]: DCl D=Cl, PATH RESPONSE[ X], PATH CHALLENGE[ Y],
PATH_ACK[ Pat hl D=1, PN=0]
1-RTT[ 1] : DCI D=S1, PATH_RESPONSE[ Y],
PATH_ACK[ Pat hl D=1, PN=O], ... -->

Figure 1: Exampl e of new path establishnent

In Figure 1, the endpoints first exchange new avail abl e connecti on
IDs with the PATH NEW CONNECTION ID frane, as further explained in
Section 3.2. In this exanple, the client provides one connection ID
(CL with path ID 1), and server provides two connection IDs (S1 with
path ID 1, and S2 with path ID 2).

Before the client opens a new path by sending a packet on that path
with a PATH CHALLENGE frane, it has to check whether there is an
unused connection ID for the same unused path I D avail able for each
side. In this exanple the path ID 1 is used which is the small est

Liu, et al. Expires 23 April 2026 [ Page 11]



I nternet-Draft Multiple Paths for QU C Cct ober 2025

unused path I D avail able as recommended in Section 3. 2.

Respectively, the client chooses the connection ID S1 as the
Destination Connection ID of the new path when sending the

PATH CHALLENGCE frane. The server replies with a PATH RESPONSE
bundl ed with the PATH ACK using connection ID S1 associated with the
same path | D

3.1.2. Relation to Probing and M gration

Section 9.1 of [ QU C TRANSPCRT] introduces the concept of "probing"
and "non-probing" frames. A packet that contains at |east one "non-
probing" frane is a "non-probing" packet. Mgration as specified in
Section 9.2 of [QU CGTRANSPORT] is initiated by sending packets
cont ai ni ng non-probing frames on a new (validated) path, however,
using the sane path ID as on the old path. Wen the nmultipath
extension is negotiated, the reception of any packet, no matter if
"probing " or "non-probing", on a new path with a new, so far unused
path | D does not inpact the path status of any existing path.
Therefore, any frame can be sent on a new path with a new path ID at
any tine as long as the anti-anplification limts (see

Section 21.1.1.1 of [QU C TRANSPCRT]) and the congestion contro
limts for this path are respected.

An endpoi nt could receive a packet with a connection ID associated to
an active path I D where the packet’s 4-tuple does not match the
4-tuple currently used with that path ID. This MJST be treated as
path mgration, as specified in Section 9.3 of [QU G TRANSPORT], wth
the constraint that all connection IDs used during path mgration
MUST be associated with the current path ID of the path being

m gr at ed.

3.1.3. Address Validation Token

As specified in Section 9.3 of [QU C TRANSPORT], the server is
expected to send a new address validation token to a client follow ng
the successful validation of a new client address. The client wll
recei ve several tokens. Wen considering using a token for
subsequent connections, it mght be difficult for the client to pick
the "right" token anong nultiple tokens obtained in a previous
connection. The client is likely to fall back to the strategy
specified in Section 8.1.3 of [QU C TRANSPORT], i.e., pick the |ast
received token. To avoid issues when clients make the "w ong"

choi ce, a server SHOULD issue tokens that are capable of validating
any of the previously validated addresses. |ncluding nore addresses
increases the probability that the token will be useful in the
future, but at the cost of a l|arger token. Further guidance on token
usage can be found in Section 8.1.3 of [ QU C TRANSPORT] .
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3.2. Handling Connection |IDs

VWhen the multipath extension is used, endpoints have to use the
PATH_NEW CONNECTI ON_I D and PATH_RETI RE_CONNECTI ON_I D franes to

i ndicate the respective path I D together with associ ated sequence
number (see Section 5.1.1 of [QU C TRANSPORT]), at |east for all
paths with a path 1D other than 0. Each path ID has its own
connection | D sequence nunber space whose initial value is O.

Endpoi nts SHOULD al so use PATH NEW CONNECTI ON I D and

PATH RETI RE_ CONNECTION ID for the initial path with path ID 0.
However, the use of NEW CONNECTI ON_ID and RETI RE_CONNECTION ID is
still valid and endpoints need to process these franes as
corresponding to path 1D 0.

3.2.1. Issuing New Connection |Ds

In order to let the peer open new paths, it is RECOWENDED to
proactively issue at |east one Connection ID for each unused path ID
up to the minimumof the peer’s and the local maximumpath IDIlimts.

If for any reason an endpoint does not want to issue connection |IDs
for all unused path ID, it SHOULD NOT introduce discontinuity in the

i ssuing of path IDs as path initiation requires avail abl e connection
IDs for the same path I D on both sides. For instance, if the maxi num
path IDIlinmt is 2 and the endpoint wants to provide connection |IDs
for only one path IDinside range [1, 2], it should select path ID 1
(and not path ID 2).

Simlarly, endpoints SHOULD consunme path IDs in a continuous way,
i.e., when creating paths. However, endpoints cannot expect to
recei ve new connection IDs or path initiation attenpts with in-order
use of path IDs due to out-of-order delivery or path validation
failure.

Each endpoi nt maintains the set of connection IDs received fromits
peer for each path, any of which it can use when sendi ng packets on
that path; see also Section 5.1 of [QU G TRANSPORT]. Usually, it is
desired to provide at |east one additional connection ID for all used
paths, to allow for (unintentional) migration events (Section 9.5 of

[ QUI C- TRANSPORT] ) .

As further specified in Section 5.1 of [ QU C TRANSPORT] connection
I Ds cannot be issued nore than once on the same connection and
therefore are unique for the scope of the connection, regardl ess of
the associated path ID.
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Endpoi nts MUST NOT i ssue new connection IDs with path | Ds greater
than the Maxi mum Path ldentifier field in MAX PATH ID franmes (see
Section 4.6) or the value of initial _max_path_id transport paraneter
if no MAX PATH ID frame was received yet. Receipt of a frane with a
greater path IDis a connection error as specified in Section 4.

When an endpoint finds it has not enough avail abl e unused path | Ds,
it SHOULD either send a MAX PATH ID frame to increase the active path
limt (when limted by the sender) or a PATHS BLOCKED frane (see
Section 4.7) to informthe peer that its current Iimt prevented the
creation of the new path.

3.2.2. Rotating and Retiring Connection I|IDs

Section 5.1.2 of [QUI C TRANSPORT] i ndicates that an endpoint can
change the connection ID it uses to another avail able one at any tine
during the connection. For the extension specified in this docunent,
endpoints MJST only rotate to another connection |ID associated with
the sane path ID. Use of a connection ID associated w th another
path ID will be considered as an attenpt to open a new path instead.

An endpoint is supposed to retire any connection ID that is not being
used, and the server is expected to provide replacenents, as
specified in Section 5.1.2 of [QU C TRANSPORT]. As such, when
receiving a PATH RETI RE_CONNECTI ON_I D frame, an endpoi nt SHOULD

provi de new connection IDs for that path, if still open, using
PATH_NEW CONNECTI ON_I D franes.

Wiile it it expected that the peer provides at | east one unused
connection ID for all active paths using the PATH NEW CONNECTI ON_I D
after retirenment of an old connection ID, an endpoint MAY send a
PATH CI DS BLOCKED (see Section 4.7) if it wants to change the
connection I D but no unused connection ID for a that path is

avai l able. Further, an endpoint MAY al so send a PATH Cl DS _BLOCKED
frane if it wants to open a new path and has no connection |Ds

avai |l abl e for an unused path ID even though the Maxi mum Pat h
Identifier value would allow for nore paths.

Retirement of connection IDs will not retire the path ID that
corresponds to the connection ID or any other path resources as the
packet nunber space is associated to the path ID.

The peer that sends the PATH RETI RE_CONNECTI ON_I D frane can keep
sendi ng data on the path that the retired connection ID was used on
but has to use a different connection ID for the sane path |I D when
doi ng so.
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Pat h St atus Managenent

An endpoi nt can send PATH _STATUS BACKUP and PATH_STATUS AVAI LABLE
franes (see Section 4.3) to informthe peer that it should send
packets on the paths with the preference expressed by these franes.
Not e that an endpoint might not follow the peer’ s advertisements, but
these franes are still a clear signal of the peer’'s preference of

pat h usage.

Each peer indicates its preference of path usage independently of the
other peer. That neans that peers could have different usage
preferences for the same path. Depending on the data sender’s
decisions, this mght |ead to usage of paths that have been indicated
as "backup" by the peer or non-usage of some |ocally avail abl e paths.

PATH STATUS AVAI LABLE indicates that a path is "available", i.e., it
suggests to the peer to use its own logic to split traffic anong
avai | abl e pat hs.

PATH_STATUS_BACKUP suggests that a path should only be used as
backup, i.e., that no traffic should be sent on that path if another
path is avail able and usable. |If all established paths are indicated
as backup paths, no guidance is provided about which path should be
used.

Simlarly, if no frane indicating a path usage preference was
received for a certain path, the preference of the peer is unknown
and the sender needs to decide based on it own local logic if the
pat h shoul d be used.

If an endpoint starts using a backup path because it has detected

i ssues on the paths narked as "available", it is RECOMWENDED to
update its own path state signaling such that the peer avoids using
the broken path. An endpoint that detects a path breakage can al so
explicitly close the path by sending a PATH ABANDON frane (see
Section 3.4) in order to avoid that its peer keeps using it and
enabl e faster switchover to a backup path. |f the endpoints do not
want to close the path inmedi ately, as connectivity could be re-
est abli shed, PING frames can potentially be used to quickly detect
connectivity changes and switch back in a tinmely way.

The PATH STATUS AVAI LABLE and PATH STATUS BACKUP frames share a

common, per-path sequence nunber space to detect and ignore outdated
information, as further described in Section 4.3. This is needed as
they mght arrive out-of-order, e.g., if sent using different paths.
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3.4. Path C ose

At any time in the connection, each endpoint can decide to abandon a
path, for exanple follow ng changes in | ocal connectivity or |oca
preferences. An endpoint that wants to abandon a path MJST
explicitly close the path by sending a PATH ABANDON frame (see
Section 4.2). This is true whether the decision to close the path
results frominplicit signals such as an idle time-out (see

Section 5.9) or packet |osses as well as for any other reason such as
managenent of | ocal resources.

The peers that send a PATH ABANDON frane MJST treat all connection

I Ds received fromthe peer for the path IDindicated in the

PATH ABANDON as i medi ately retired, and subsequently cannot send any
packet on that path anynore. Note that while abandoning a path will
cause connection IDretirenment, the inverse is not true: retiring the
associ ated connection | Ds does not indicate path abandonnent (see
further Section 3.2).

PATH _ABANDON franmes can be sent on any open path, not only on the
path that is intended to be closed. It is RECOMVENDED to send the
PATH ABANDON frames on anot her open path, especially if connectivity
on the to-be-abandoned path is expected to be broken

When an endpoint receives a PATH ABANDON frame, it MJST send a
correspondi ng PATH ABANDON frane, if it has not already done so, and
respectively treat all connection IDs received fromthe peer for that
path as imediately retired. Wile that neans retired connection |IDs
received fromthe peer cannot be used for sending anynore, packets
fromthe peer might still be in transit. Therefore, know edge of the
connection IDs issued to the peer and of the state of the nunber
space associated to the path SHOULD be retained for 3 PTO after the
PATH ABANDON frame has been received. This avoids generating
spurious statel ess reset packets, as discussed in Section 3.4.2, and
hel ps acknow edge any potentially reordered, outstandi ng packets from
the peer (see Section 3.4.3).

It is also possible that an endpoint will receive a PATH ABANDON
frame before receiving or sending any traffic on a path. For
exanple, if the client tries to initiate a path and the path cannot
be established, it will send a PATH ABANDON frame (see Section 3.1).
An endpoint could also decide to abandon an unused path for any ot her
reason, for exanple, renoving a hole fromthe sequence of path IDs in
use. This is not an error.

If a peer sends a PATH ABANDON frane but never receives a

correspondi ng PATH ABANDON frane, it mght not be able to renove path
state. It is left to the inplenmentation to handle this unexpected
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behavior as it does not inpact interoperability. |If the endpoint is
no longer willing to process the issued connection IDs for the
abandoned path, it MAY cl ose the connection, but SHOULD wait at | east
3 PTGCs after sending the PATH ABANDON frame.

After a path is abandoned, the path ID MJUST NOT be reused for new
paths, as the path IDis part of the nonce cal cul ation Section 2.4.

If a PATH ABANDON frane is received for the only open path of a QU C
connection, the receiving peer SHOULD send a CONNECTI ON _CLOSE frane
and enter the closing state. Alternatively, a client MAY instead try
to open a new path, if available, and only initiate connection
closure if path validation fails or a CONNECTI ON_CLOSE frane is
received fromthe server. Simlarly, the server MAY wait for a
short, limted tine such as one PTOif a packet is received on a new
pat h before sending the CONNECTI ON_CLOSE frane.

Note that other explicit closing nechanisns of [ QU C TRANSPORT] still
apply on the whole connection. |In particular, the reception of
either a CONNECTI ON_CLOSE (Section 10.2 of [QU C TRANSPORT]) or a
Statel ess Reset (Section 10.3 of [QU C TRANSPCRT]) cl oses the
connecti on.

3.4.1. Path O osure Exanple

In the exanple below, the client wants to close the path with path ID
0. It sends the PATH ABANDON frame to terminate the path with path
IDO on the path with path ID 1 using the connection ID S1. After
recei ving the PATH ABANDON frane for path ID 0, the server also sends
a PATH _ABANDON frane with path 1D O together with an PATH ACK frane
on the sanme path using connection |ID CIL.

Cient Server

(client tells server to abandon a path with path 1D 0)
1-RTT[ X]: DCl D=S1 PATH_ABANDON| pat h | D=0]->
(server tells client to abandon a path)
<-1-RTT[Y]: DCI D=Cl1 PATH ABANDON[ pat h I D=0],
PATH_ACK[ PATH | D=1, PN=X]
1-RTT[ U] : DCl D=S1 PATH ACK[path ID=1, PN=Y] ->

Figure 2: Exanple of closing a path.
Note that if the PATH ABANDON frame is instead sent on the to-be-
abandoned path, the | ast acknow edgnent still needs to be send on a

different path as no further packets can be sent on the abandoned
path after the PATH ABANDON frame.
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3.4.2. Avoiding Spurious Statel ess Resets

Due to network del ays, packets sent on an abandoned path can arrive
wel | after the connection IDs have been retired. |If not recognized
as bound to the local connection, such packet triggers the peer to
send a Statel ess Reset packet. The requirenent to retain know edge
of connection ID and about the packet nunber space for 3 PTGCs after
recei ving a PATH ABANDON frane, as specified in Section 3.4 above, is
intended to reduce the risk of sending such spurious stateless
packets, but it cannot conpletely avoid that risk

Section 10.3 of [QU C TRANSPORT] specified that the Statel ess Reset
Tokens associated with retired connection |IDs cannot be used to
identify Statel ess Reset packets. The imediate retirement of
connection IDs received fromthe peer for an abandoned path

guar antees that spurious Statel ess Reset packets sent by the peer
wi |l not cause the closure of the QU C connection

3.4.3. Handling PATH ACK for Abandoned Pat hs

VWhen an endpoi nt sends a PATH_ABANDON frane, there mght still be
sonme packets in transit fromthe peer. Further, if an endpoint
receives a PATH ABANDON frame, it mght still receive reordered
packets on the abandoned path. Endpoints SHOULD pronptly send
PATH ACK frames for all unacknow edged packets received on an
abandoned path if path state is still retained to do so.

PATH ACK frames have to be sent on a different path than the path
bei ng abandoned after sending the PATH ABANDON franme as connection
IDs are imediately retired.

When an endpoint finally deletes all state associated with the path,
the packets sent over the path and not yet acknow edged MJST be
considered lost. PATH ACK franes received with an abandoned path ID
are silently ignored, as specified in Section 4.

4, New Fr anes

Al frames defined in this docunent MJST only be sent in 1-RTT
packets. |If an endpoint receives a nultipath-specific frame in a

di fferent packet type, it MJST close the connection with an error of
type PROTOCOL_VI OLATI ON

Recei pt of multipath-specific frames that use a path ID that is
greater than the announced Maxi mum Paths value in the MAX PATH I D
frame or in the initial _nmax_path_id transport paraneter, if no

MAX _PATH I D frane was received yet, MJST be treated as a connection
error of type PROTOCOL_VI OLATI ON
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If an endpoint receives a nultipath-specific frame with a path ID
that it cannot process anynore (e.g., because the path m ght have
been abandoned), it MJST silently ignore the frane.

4.1. PATH_ACK Frane

The PATH _ACK frame (types TBD-00 and TBD-01) is an extension of the
ACK frame specified in Section 19.3 of [QUI C TRANSPORT]. It is used
to acknow edge packets that were sent on different paths, as each
path has its own packet nunber space. |If the frame type is TBD- 01,
PATH ACK frames al so contain the sumof QU C packets with associated
ECN mar ks received on the acknow edged packet nunber space up to this
poi nt .

PATH ACK franme is formatted as shown in Figure 3.

PATH ACK Frane {
Type (i) = TBD-00..TBD 01
(experinents use 0x15228c00-0x15228c01),
Path Identifier (i),
Largest Acknow edged (i),
ACK Del ay (i),
ACK Range Count (i),
First ACK Range (i),
ACK Range (..) ...,
[ ECN Counts (..)],

Fi gure 3: PATH ACK Frane For nat

Conpared to the ACK frane specified in [ QU C TRANSPORT], the
following field is added:

Path Identifier: The path ID associated with the packet nunmber space
of the O-RTT and 1-RTT packets which are acknow edged by the
PATH_ACK frane.

4.2. PATH_ABANDON Frane

The PATH ABANDON frame inforns the peer to abandon a path. After the

PATH ABANDON frame is sent on a path, the path can no | onger be used

for sending.

PATH ABANDON franmes are formatted as shown in Figure 4.
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PATH_ABANDON Fr ane {
Type (i) = TBD-02 (experinents use 0x15228c05),
Path Identifier (i),
Error Code (i),

}

Fi gure 4: PATH ABANDON Frame For mat
PATH_ABANDON franmes contain the follow ng fields:

Path Identifier: The path ID associated to the to-be-abandoned path.
Error Code: A variable-length integer that indicates the reason for
abandoni ng this path. NO ERROR(0x0) indicates that the path is
bei ng abandoned w t hout any error being encountered. Qher error

codes can be found in Section 4.2.1.

PATH ABANDON frames are ack-eliciting. |f a packet containing a
PATH _ABANDON frame is considered | ost, the peer SHOULD repeat it.

Use of the PATH ABANDON frame is specified in section Section 3.4.
4.2.1. Error Codes

QUIC transport error codes are 62-bit unsigned integers (see

Section 20.1 of [QUI G TRANSPORT]. In addition to NO ERROR(0x0), the
following QU C error codes are defined for use in the PATH ABANDON
frame:

APPLI CATI ON_ABANDON_PATH (TBD-10): The endpoint is abandoning the
path at the request of the application.

PATH RESOURCE LI M T_REACHED (TBD-11): The endpoint is abandoning the
pat h because it cannot allocate sufficient resources to maintain
it.

PATH_UNSTABLE_OR POCR (TBD-12): The endpoint is abandoning the path
because the used interface is observed to be unstable or
performance i s consider poor. This condition can occur, e.g., due
to frequent handover events during high-speed nobility or due to a
weak wireless signal.

NO_Cl D_AVAI LABLE_FOR PATH (TBD-13): The endpoint is abandoning the
path due to the lack of a connection ID for this path. This m ght
occur when the peer initiates a new path but has not provided a
correspondi ng connection ID for the path ID (or the packet
containing the connection IDs has not arrived yet).
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4.3. PATH_STATUS_AVAI LABLE and PATH_STATUS_BACKUP fr anes

PATH_STATUS_AVAI LABLE franmes are used by endpoints to informthe peer
that the indicated path is available for sending.

PATH STATUS AVAI LABLE franmes are formatted as shown in Figure 5.

PATH_STATUS_AVAI LABLE Frane {
Type (i) = TBD-04 (experinents use 0x15228c08),
Path Identifier (i),
Pat h Status Sequence Nunber (i),

}
Fi gure 5: PATH STATUS_AVAI LABLE Frane For mat

PATH STATUS BACKUP franes are used by endpoints to informthe peer
about its preference to not use the indicated path for sending.

PATH _STATUS BACKUP franmes are formatted as shown in Figure 6.

PATH_STATUS_BACKUP Frane {
Type (i) = TBD-03 (experinents use 0x15228c07)
Path Identifier (i),
Pat h Status Sequence Nunber (i),

}
Fi gure 6: PATH _STATUS BACKUP Frame For mat

Bot h PATH STATUS AVAI LABLE and PATH STATUS BACKUP franmes contain the
followi ng fields:

Path Identifier: The path ID that the status update corresponds to.
Al path IDs below the maximumpath IDlimt can be indicated,
even if the path is not in active use yet.

Path Status Sequence Nunber: A variable-length integer specifying
the per-path sequence nunber assigned for this frane.

The sequence number space is common to the two franme types, and
nmonot oni cal Iy increasing val ues MJST be used when sendi ng

PATH STATUS AVAI LABLE or PATH STATUS BACKUP franes for a given path
I D.
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Frames m ght be received out of order. A peer MJST ignore an

i ncom ng PATH _STATUS_ AVAI LABLE or PATH _STATUS BACKUP frame if it
previously received anot her PATH STATUS BACKUP frane or

PATH STATUS AVAI LABLE franme for the sane path IDwith a Path Status
sequence nunber equal to or higher than the Path Status sequence
number of the incoming frane.

The requirement of nonotonically increasing sequence nunbers is per
path. Receivers could very well receive the same sequence nunber for
PATH_STATUS_AVAI LABLE or PATH _STATUS_BACKUP Franes on different
paths. As such, the receiver of the PATH STATUS AVAI LABLE or

PATH STATUS BACKUP franme needs to use and conpare the sequence
nunbers separately for each path ID.

PATH_STATUS BACKUP and PATH STATUS_AVAI LABLE frames are ack-
eliciting. |If a packet containing a PATH STATUS BACKUP or

PATH STATUS AVAI LABLE franme is considered | ost, the peer SHOULD
resend the frame only if it contains the last status sent for that
path -- as indicated by the sequence nunber.

A PATH _STATUS_BACKUP or a PATH _STATUS_AVAI LABLE franme MAY be bundl ed
with a PATH NEW CONNECTION I D franme or a PATH RESPONSE frane in order
to indicate the preferred path usage before or during path
initiation.

4.4. PATH_NEW CONNECTI ON_I D frane

The PATH NEW CONNECTION ID franme (type=TBD-05) is an extension of the
NEW CONNECTI ON I D frane specified in Section 19.15 of

[ QUI CTRANSPORT]. It is used to provide its peer with alternative
connection IDs for 1-RTT packets for a specific path. The peer can
then use a different connection ID on the same path to break
linkability when mgrating on that path; see also Section 9.5 of

[ QUI C- TRANSPORT] .

PATH NEW CONNECTION I D franes are formatted as shown in Figure 7.

PATH_NEW CONNECTI ON_I D Frane {
Type (i) = TBD-05 (experinents use 0x15228c09),
Path Identifier (i),
Sequence Number (i),
Retire Prior To (i),
Length (8),
Connection I D (8..160),
St at el ess Reset Token (128),

Fi gure 7: PATH_NEW CONNECTI ON_I D Frane For mat
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Conpared to the NEW CONNECTION ID frame specified in Section 19.15 of
[ QUI G TRANSPCRT], the following field is added:

Path Identifier: The path ID associated with the connection ID.
Thi s nmeans the provided connection ID can only be used on the
correspondi ng path.

Note that, other than for the NEW CONNECTION I D frane of

Section 19.15 of [QUI C TRANSPORT], the sequence nunber applies on a
per-path context. This neans different connection IDs on different
pat hs m ght have the sane sequence nunber val ue.

The Retire Prior To field indicates which connection IDs should be
retired anong those that share the path IDin the Path Identifier
field. Connection IDs associated with different path I Ds are not
af f ect ed.

Note that the NEW CONNECTION ID frame can only be used to issue or
retire connection IDs for the initial path with path ID 0.

The | ast paragraph of Section 5.1.2 of [QU C TRANSPORT] specifies how
to verify the Retire Prior To field of an incom ng NEW CONNECTI ON | D
frane. The same rule applies for PATH NEW CONNECTI ON I D franes, but
it applies per path. |If the nultipath extension is used, the rule
for NEW CONNECTION_ID frane is only applied for path ID O.

4.5. PATH_RETI RE_CONNECTI ON_I D frame

The PATH RETI RE CONNECTION ID frame (TBD-06) is an extension of the
RETI RE_CONNECTI ON_I D frane specified in Section 19.16 of

[QUI G TRANSPORT]. It is used to indicate that an endpoint will no

| onger use a connection ID for a specific path ID that was issued by
its peer. To retire the connection ID used during the handshake on
the initial path, path IDO is used. Sending a

PATH RETI RE_CONNECTION I D frame al so serves as a request to the peer
to send additional connection IDs for this path (see also Section 5.1
of [ QUI C TRANSPORT] ), unless the path specified by the path ID has
been abandoned. New path-specific connection IDs can be delivered to
a peer using the PATH NEW CONNECTION I D frane (see Section 4.4).

PATH RETI RE_CONNECTION I D franmes are formatted as shown in Figure 8.

PATH_RETI RE_CONNECTI ON_I D Frame {
Type (i) = TBD-06 (experinents use 0x15228c0a),
Path Identifier (i),
Sequence Number (i),

}
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Figure 8 PATH_RETI RE_CONNECTI ON | D Frame For nat

Conpared to the RETIRE_CONNECTION_ID frame specified in Section 19. 16
of [ QUI C-TRANSPORT], the following field is added:

Path Identifier: The path ID associated with the connection ID to
retire.

Note that the RETIRE CONNECTION ID frame can only be used to retire
connection IDs for the initial path with path 1D 0.

As the PATH NEW CONNECTION I D franmes applies the sequence nunber per
path, the sequence nunber in the PATH RETI RE_CONNECTION_ID frame is
al so per path. The PATH RETI RE CONNECTION ID frame retires the
Connection IDwith the specified path I D and sequence nunber.

The processing of an inconing RETIRE CONNECTION ID frame is described
in Section 19.16 of [QU C TRANSPCORT]. The sane processing applies
for PATH RETI RE_CONNECTI ON_I D franes per path, while with use of the
mul ti path extension the processing of a RETIRE_CONNECTION ID franme is
only applied for path 1D 0.

MAX_PATH I D frane

A MAX PATH ID frame (type=0x15228c0c) informs the peer of the maxi num
path IDit is permtted to use.

MAX PATH I D franes are fornmatted as shown in Figure 9.

MAX_PATH | D Frane {
Type (i) = TBD-07 (experinents use 0x15228c0c),
Maxi mum Path Identifier (i),

}
Figure 9: MAX PATH I D Frane For nat

MAX_PATH_ I D franmes contain the follow ng field:

Maxi mum Path Identifier: The maxinum path ID that the sending
endpoint is willing to accept. This value MJUST NOT exceed 2732-1,
which is the maxi num all owed value for the path ID due to
restrictions on the nonce calcul ation (see Section 2.4). The
Maxi mum Path ldentifier value MUST NOT be | ower than the val ue
advertised in the initial _max_path_id transport paramneter.

Recei pt of an invalid Maxi num Path ldentifier value MJST be treated
as a connection error of type PROTOCOL_ VI OLATI ON.
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Loss or reordering can cause an endpoint to receive a MAX_PATH ID
franme with a smaller Maxi mum Path Identifier value than was
previously received. MAX PATH ID frames that do not increase the
path Iimt MJST be ignored.

MAX _PATH I D franes are ack-eliciting and SHOULD be retransnitted when
| ost and no nore recent MAX PATH ID frame has been sent in the
meant i e.

4.7. PATHS_BLOCKED and PATH_CI DS_BLOCKED fr anes

A sender can send a PATHS BLOCKED frane (type=0x15228c0d) when it
wi shes to open a path but is unable to do so due to the nmaxi mum path
IDIimt set by its peer.

A sender can send a PATH CI DS BLOCKED frane (type=0x15228c0e) when it
wi shes to open a path with a valid path ID or change the connection

I D on an established path but is unable to do so because there are no
unused connection IDs available for the corresponding path |ID.

Not e that PATHS BLOCKED and PATH CI DS BLOCKED frames are
informational. Sending a PATHS BLOCKED or a PATH CI DS BLOCKED frane
does not inply a particular action fromthe peer |like sending a

MAX_ PATH I D frame with a new Maxi mum Path Identifier value, but
informs the peer that the maximumpath ID limt or the absence of
unused connection IDs prevented the creation or the usage of paths.
If the successful reception of a PATHS BLOCKED/ PATH Cl DS_BLOCKED
frame was acknow edged but no action is taken by the peer, this is
likely a deliberate decision by the peer and repeating the
PATHS_BLOCKED/ PATH CI DS_BLOCKED frane wi Il not change that.

PATHS BLOCKED frames are formatted as shown in Figure 10.
PATHS_BLOCKED Frane {
Type (i) = TBD-08 (experinents use 0x15228c0d),
Maxi mum Path ldentifier (i),
}
Fi gure 10: PATHS BLCOCKED Frane For mat
PATHS BLOCKED franmes contain the follow ng field:
Maxi mum Path Identifier: A variable-length integer indicating the
maxi mum path 1D that was allowed at the time the frane was sent.
If the received value is lower than the currently all owed maxi num

val ue, this franme can be ignored.

PATH CI DS BLOCKED franes are formatted as shown in Figure 11.
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5.

5

PATH_CI DS_BLOCKED Fr ame {
Type (i) = TBD-09 (experinents use 0x15228c0e),
Path Identifier (i),
Next Sequence Nunber (i),

}
Figure 11: PATH CI DS_BLOCKED Frame For mat

PATH CI DS BLOCKED franes contain the following fields

Path Identifier: |Identifier of the path for which unused connection
I Ds are not avail abl e.

Next Sequence Nunmber: The next sequence nunber that is expected to
be issued for a connection ID for this path by the peer

Recei pt of a value of Maximum Path ldentifier or Path Identifier that
i s higher than the | ocal maxi mumvalue MJST be treated as a
connection error of type PROTOCCOL_VI OLATI ON

Recei pt of a value of Next Sequence Number that is higher than the
sequence nunber of the next expected to be issued connection ID for
this path MUST be treated as a connection error of type

PROTOCOL_ VI OLATI ON.

PATHS BLOCKED and PATH ClI DS BLOCKED franes are ack-eliciting and MAY
be retransmitted if the path is still blocked when the lost is
det ect ed.

I mpl ement ati on Consi der ati ons
Thi s section provides informational guidance for inplementors.
1. Connection ID Changes, Mgration, and NAT Rebi ndi ngs

Wth the multipath extension, each path uses a separate packet numnber
space. This is a major difference from[ QU C TRANSPORT], which only
defines three number spaces (Initial, Handshake and Application data
packet s) .

For any given path, connection ID rotation, NAT rebinding, or client
initiated nmigration as specified in [ QJ G TRANSPORT] mi ght occur,
like on a single path. These events do not change the path ID, and
do not affect the packet nunber space associated with the path.

It is generally preferable to use nultipath nechanisns such as
creating a new path and | ater abandoning the old path, rather than
doing mgration of a single path as specified in [ QU C TRANSPORT] .
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Thi s enabl es a snpot her handover and allows a nore controlled

m gration handling at the server side. However, mgration of a
singl e path cannot be avoided in case of NAT rebinding, or if the
server requests mgration to a "preferred address" during the
handshake.

Section 9.3 of [QUI C TRANSPORT] allows an endpoint to skip validation
of a peer address if that address has been seen recently. However,
when the multipath extension is used and an endpoint has multiple
addresses that could lead to switching between different paths, it
shoul d rather maintain nultiple open paths instead.

Servers observing a 4-tuple change will perform path validation (see
Section 9 of [QU G TRANSPORT]). |If path validation process succeeds,
the endpoints set the path’s congestion controller and round-trip
time estimator according to Section 9.4 of [ QU C TRANSPORT] .

5.2. Using Miultiple Paths on the Same 4-tuple

It is possible to create paths that refer to the same 4-tuple. For
exanpl e, endpoints mght want to create paths that use different
Differentiated Service [ RFC2475] markings. This could be done in
conjunction with scheduling algorithnms that match streans to paths,
so that for exanple data frames for low priority streans are sent
over low priority paths. Since these paths use different path |Ds,
they can be managed i ndependently to suit the needs of the
appl i cation.

There m ght be cases in which paths are created with different
4-tuples, but end up using the same 4-tuples as a consequence of path
m grations. Consider the follow ng exanple where all paths use the
same source and destination ports

* (dient starts path 1 fromaddress 192.0.2.1 to server address
198. 51.100. 1

* Client starts path 2 fromaddress 192.0.2.2 to server address
198.51.100. 1

* Both paths are used for a while.

* Server sends packet from address 198.51.100.1 to client address
192.0.2.1, with Connection ID indicating path ID 2.

* dient receives the packet, recognizes a path mgration, updates
the source address of path 2 to 192.0.2.1

Liu, et al. Expires 23 April 2026 [ Page 27]



I nternet-Draft Multiple Paths for QU C Cct ober 2025

Such unintentional use of the same 4-tuple on different paths ought
to be rare. \When they happen, the two paths woul d be redundant, and
the endpoint could want to cl ose one of them

5.3. Congestion Contro

When the QUIC nultipath extension is used, senders manage per-path
congestion status as required in Section 9.4 of [ QU C TRANSPORT] .
However, in [QUI C TRANSPORT] only one active path is assuned and as
such the requirenment is to reset the congestion control status on
path mgration. Wth the nmultipath extension, nultiple paths can be
used sinultaneously, therefore separate congestion control state is
mai nt ai ned for each path. This means a sender is not allowed to send
nmore data on a given path than congestion control for that path

i ndi cat es.

When a Multipath QU C connection uses two or nore paths, there is no
guarantee that these paths are fully disjoint. Wen two (or nore

pat hs) share the sanme bottl eneck, using a standard congestion contro
schene could result in an unfair distribution of the bandwi dth with
the multipath connection getting nore bandw dth than conpeting single
pat hs connections. Miltipath TCP uses the |inked increased al gorithm
(LI'A) congestion control schene specified in [RFC6356] to solve this
problem This schene can i medi ately be adapted to Multipath QU C

O her coupl ed congestion control schemes have been proposed for

Mul tipath TCP such as [OLIA]. Designers of congestion contro

al gorithnms specialized for Multipath QU C are advised to foll ow BCP
133; see Section 7.10 of [RFC9743].

Section 5.1.2 of [QUI C TRANSPORT] i ndicates that an endpoint can
change the connection ID it uses to another available one at any time
during the connection. As such, a sole change of the Connection ID
wi t hout any change in the address does not indicate a path change and
the endpoi nt can keep the same congestion control and RTT neasurenent
state.

5.4. Computing Path RTT

PATH _ACK frames indicate which path the acknow edged packets were
sent on, but they could be received through any open path. If
successi ve acknow edgrments are received on different paths, the
measured RTT sanples can fluctuate widely, which could result in poor
performance depending e.g., on the used connection control

Congestion control state as defined in [ QU C RECOVERY] is kept per
path I D. However, depending on which path acknow edgenents are sent,
the actual RTT of a path cannot be cal cul ated or might not be the
right value to be used.
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Instead of using the real RTT of a path, it is reconmended to

consi der the sum of two one-way del ays: the delay on the packet
sendi ng path and the delay on the return path chosen for the

acknow edgnents. When different paths have different
characteristics, the delays can vary widely. Consider for exanple a
mul tipath transmission using both a terrestrial path, with a |l atency
of 50ms in each direction, and a geostationary satellite path, with a
| atency of 300ms in each direction. The sumof the two one-way

del ays will depend on the conbination of paths used for the packet
transm ssion and the acknow edgenent transm ssion, as shown in

Tabl e 1.

E oo el s e g
| ACK Path \ Data path | Terrestrial | Satellite

[ e e ey s el e el
| Terrestrial | 100nmns | 350mns

I I I I L i I +
| Satellite | 350ns | 600mns |
I T I i I +

Table 1: Exanpl e of ACK delays using multiple

pat hs
The conputed val ues reflect both the state of the network path and
the schedul i ng deci sions of the acknow edgenent sender. |If we assune
that the PATH ACK will be sent over the terrestrial |ink, because

this decision provides the best response tinme, the conputed RTT val ue
for the satellite path will be about 350ns. This is lower than the
600ns that would be neasured if the PATH ACK cane over the satellite
channel, but it is still the right value for conputing for exanple
the PTOtinmeout: if a PATH ACK is not received after nore than 350ns,
either the packet or its PATH ACK were probably | ost.

The sinplest inplenentation is to use the the del ays neasured when
recei ving new packet acknow edgenents to conpute snoothed rtt and
rttvar per Section 5.3 of [QU C RECOVERY] regardl ess of the path

t hrough whi ch PATH _ACK frames are received. This approach wll
provi de good results as |ong as acknow edgenents are sent
consistently over one path. |If at any time the acknow edgenent
sender revisits its sending preferences, this can al so change the
pat hs that are used to send acknow edgenents. However, this is not
very different fromroute changes on a single path. The RTT, RTT
variance and PTO estinmates will rapidly converge to reflect the new
conditions. There is one exception: the mninmmRTT, which is also a
known chal | enge when route changes occurs on a single path. An
acknow edgenent receiver can, however, renenber the path over which
the PATH ACK that produced the m nimum RTT was received, and restart
the m nimum RTT conputation if that acknow edgenent path changes or
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i s abandoned. |If acknow edgenents are not send consistently over one
pat h, the acknow edgement receiver can nonitor over which path
acknow edgenent are received and only use sanples for

acknow edgenents received on the sane path than the data was sent, if
any.

Further, congestion control functions that rely on delay estimates
needs to consi der cases where acknow edgenents are sent over multiple
paths with different delays explicitly.

5.5. Packet Scheduling

The transm ssion of packets containing data is limted by the arriva
of data fromthe application and by congestion control. Generally,
QUI C packets that increase the nunber of bytes in flight can only be
sent when the congestion wi ndow for the selected path allows it.

Most franes, including control franes (PATH CHALLENGE and
PATH_RESPONSE bei ng t he not abl e exceptions), can be sent and received
on any open path. As such, a packet scheduler is needed to decide
whi ch path to use for sending the next packet, ampong those paths with
an open congestion window. If nultiple paths are used to send data
frames belonging to the sane stream data delivery will experience
the maxi mum del ay of all used paths due to in-order delivery. The
scheduling is a |l ocal decision, based on the preferences of the
application and the inplenmentation

This inplies that an endpoint night send and recei ve PATH ACK franes
on a path different fromthe one that carried the acknow edged
packets. As noted in Section 5.4, RTT estinmates conputed using the
standard algorithmreflect both the characteristics of the path and
the scheduling al gorithm of PATH ACK franmes. The estimates will
converge faster if the scheduling strategy of PATH ACK frames is
stable. Inplenentations can choose different strategi es such as, for
i nstance, sending PATH ACK franes either sinply on the path where the
acknow edged packets was received, or alternatively the shortest
pat h, which results in shorter control |oops and potentially better
per f or mance.

Si nce packets that only carry PATH ACK frames are not congestion
controlled (see Section 7 of [QUJ C RECOVERY]), senders shoul d
carefully consider the |oad i nduced by these packets, especially if
the capacity is unknown on that path, e.g., when that path is not
used for sending data franes.
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5.6. Retransm ssions

Si mul t aneous use of nultiple paths enables different retransm ssion
strategies to cope with | osses such as: a) retransmitting |lost franes
over the sane path, b) retransnitting lost frames on a different or
dedi cated path, and c) duplicate |ost frames on several paths (not
recomrended for general purpose use due to the network overhead).
Wil e this docunment does not preclude a specific strategy, nore
detail ed specification is out of scope.

As noted in Section 2.2 of [QU C TRANSPORT], STREAM frane boundari es
are not expected to be preserved when data is retransnitted.
Especi al |y when STREAM franes have to be retransnmitted over a
different path with a smaller MU limt, smaller STREAM frames m ght
need to be sent instead.

5.7. PTO Expiration

An i nmpl enentation should follow the mechani smspecified in

[ QU G RECOVERY] for detecting packet |oss on each individual path. A
speci al case happens when the PTO timer expires. According to

[ QUI G RECOVERY], no packet will be declared lost until either the
packet sender receives a new acknow edgenent for this path, or the
path itself is finally declared broken. This cautious process

m nimzes the risk of spurious retransm ssions, but it m ght cause
significant delivery delay for the franes contained in these "Il ost
packet s".

Endpoi nts coul d take advantage of the multipath extension, and
retransmt the content of the delayed packets on other avail abl e
paths if the congestion control w ndow on these paths all ows.

5.8. Paths Having Different PMIU Si zes

An i npl enentation should take care to handl e different PMIU sizes
across multiple paths. As specified in Section 14.3 of

[ QUI G TRANSPORT] the DPLPMIUD Maxi num Packet Size (MPS) is maintained
for each conbination of |local and renote | P addresses. Note that
with the multipath extension nultiple paths could use the sane
4-tuple but mght have different MPS. One sinple option, if the
PMIUs are simlar, is to apply the mininmum PMIU of all paths to each
pat h, which could also help to sinplify retransmni ssion processing.

5.9. Idle Timeout and Keep-Alives
[ QUI G TRANSPORT] defines an idle tinmeout for closing the connection

which applies in case of nmultipath usage if no packet is received on
any path for the duration of the idle timeout.
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Thi s docunent does not specify per-path idle timeouts. An endpoint
can decide to close a path at any time, whether the path is in active
use or not. For exanple, an endpoint mght wait to send the initia
PATH ABANDON frame until it anyway sends another frane. Note that
the receiver of an initial PATH ABANDON frame is, however, required
to imediately reply (see Section 3.4).

If a path is not actively used for a while, it might not be usable
anynore, e.g., due to mddl ebox timeouts. To avoid such path
breakage, endpoints can send ack-eliciting packets such as packets
containing PING franes (Section 19.2 of [QU C TRANSPORT]) on that
path to keep it alive. However, this specification does not
recomrend sendi ng keep-alives as it can create unnecessary overhead,
especially if there are other, actively used paths.

Section 5.3 of [ QU C TRANSPORT] defines an optional keep alive
process. This process can be applied to each path separately
dependi ng on application needs. Sone applications could decide to
not keep any not-actively used path alive, keep only one additiona
path alive, or nultiple paths, e.g., for nore redunancy. As

di scussed in Section 10.1.2 of [QUI C TRANSPORT], the keep-alive
interval needs to incorporate timeouts in mddl eboxes on the path.

If a path was not actively used for a while and no keep alives have
been sent, an endpoint can probe it before switching to active use if
there are still other paths that are currently usable.

6. | ANA Consi derations

Thi s docunent defines a new transport paraneter to enable

si mul t aneous use of multiple paths within one QU C connection
Further, it specifies new frame types for path nanagement and new
error codes when a path is abandoned.

The current draft defines provisional values for experinments, but, if
the draft is approved, IANA is requested to allocate short val ues as
permanent with "I ETF" as change controller and the QU C W5 as cont act
to the respective registries under

htt ps://ww. i ana. or g/ assi gnment s/ qui ¢/ qui c. xht

(https://ww. i ana. org/ assi gnnent s/ qui ¢/ qui c. xht i)

The following entry in Table 2 should be added to the "QUI C Transport
Par armet ers" regi stry under the "QU C Protocol" headi ng.
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| Val ue | Parameter Nare. | Specification |
[S pleemesfoms b esoms s esoe s esoe s ess s ess s esps sy Seses el sy o}
| TBD (current version | initial _max_path_id | Section 2.1 |
| uses 0x0f 739bbc1b666d0d) | |
Fom oo oo oo - +

Table 2: Addition to QU C Transport Paraneters Entries

The followi ng frane types defined in Table 3 should be added to the
"QUI C Frane Types" registry under the "QUI C Protocol" heading.

| Val ue | Frane Nane | Speci fication
[ oo by sl e e e e
| TBD-00 - TBD-01 | PATH_ACK | Section 4.1 |
| (experinments use | | |
| 0x15228c00-0x15228c01) | | |
oo o m oo S +
| TBD-02 (experinents | PATH_ABANDON | Section 4.2

| use 0x15228c05) | | |
o e e e e e e oo oo oo o e e e e e e e oo S +
| TBD-03 (experinents | PATH _STATUS BACKUP | Section 4.3 |
| use 0x15228c07) | | |
Fom oo o m oo S +
| TBD-04 (experinents | PATH_STATUS_AVAI LABLE | Section 4.3

| use 0x15228c08) | | |
o e e e e e e oo oo oo o e e e e e e e oo S +
| TBD-05 (experinents | PATH_NEW CONNECTI ON_I D | Section 4.4 |
| use 0x15228c09) | | |
Fom oo o m oo S +
| TBD-06 (experinents | PATH RETI RE_CONNECTION ID | Section 4.5

| use 0x15228c0a) | | |
o e e e e e e oo oo oo o e e e e e e e oo S +
| TBD-07 (experinents | MAX PATH I D | Section 4.6

| use 0x15228c0c) | | |
Fom oo o m oo S +
| TBD-08 (experinents | PATHS_BLOCKED | Section 4.7 |
| use 0x15228c0d) | | |
o e e e e e e oo oo oo o e e e e e e e oo S +
| TBD-09 (experinents | PATH Cl DS _BLOCKED | Section 4.7

| use 0x15228c0e) | | |
Fom oo o m oo S +

Table 3: Addition to QU C Frame Types Entries
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The following transport error code defined in Table 4 are to be added
to the "QUIC Transport Error Codes" registry under the "QU C
Prot ocol " headi ng.

+:::::::::::::::::::+:::::::::::::::::::::::::::+:::::::::::::+:::::::::::::+
| Val ue | Code | Description | Specification

| TBD- 10 (experi nments| APPLI CATI ON_ABANDON_PATH | Pat h | Section 4.2.1

| use | | abandoned at | |
| 0x004150504142414e) | | the | |
| | | application’s]| |
| | | request | |
o e o o e oo o e oo +
| TBD- 11 (experi nents| PATH RESOURCE LI M T_REACHED| Pat h | Section 4.2.1

| use | | abandoned due| |
| 0x0052534¢c494d4954) | |to resource | |
| | |[limtations | |
| | |in the | |
| | | transport | |
o e e e e oo oo Tt o m e e e oo - o m e e e oo - +
| TBD- 12 (experi ments| PATH UNSTABLE OR POOR | Pat h | Section 4.2.1

| use | | abandoned due| |
| 0x00554e5f 494e5446) | |to unstable | |
| | |interfaces or| |
I I | poor I I
| | | performance | |
o e e e o o e e e e e S S +
| TBD- 13 (experinments| NO_Cl D_AVAI LABLE_FOR _PATH | Path | Section 4.2.1

| use | | abandoned due]| |
| 0x004e4f 5f 4349445¢f) | |to no |
| | | avai | abl e | |
| | | connecti on | |
| | |1Ds for the | |
I I | path I I
o e e oo o e e e e oo oo +

Table 4: Error Codes for Miultipath QU C
7. Security Considerations
The nultipath extension retains all security properties of
[ QUI G TRANSPORT] and [QUI C-TLS] but requires sone additiona
consi deration regarding:

* potential additional resource usage for per-path connection |IDs
and nultiple concurrent path contexts;
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* a potentially increased anplification risk for denial of service
attacks if nmultiple paths are used sinultaneously;

* changes to the nonce cal cul ation due to the use of multiple packet
nunber spaces.

7.1. Menory Allocation for Per-Path Resources

The maximumpath IDIimt in initial_max_path_id or MAX PATH ID frame
limts the nunber of paths an endpoint is willing to nmaintain and
thereby also limts the associated path resources. Furthernore, as
connection I Ds have to be issued by both endpoints for the sane path
I D before an endpoint can open a path, each endpoint could al so
control the per-path resource usage by only issuing connection |IDs
for a limted nunber of paths. However, using the maxi numpath ID
limt ininitial _max_path_id or the MAX PATH ID frane is preferred

To avoi d unnecessary resource usage that could be exploited in a
resource exhaustion attack, endpoints SHOULD al |l ocate additional path
resources, such as e.g., for packet nunber handling, only after path
val i dation has successfully conpl et ed.

7.2. Denial of Service with Miultiple Paths

Path validation as specified in Section 8.2 of [QU C TRANSPCRT] for
mgration is used unchanged for path initiation in this extension
Further, the nultipath extension allows for the creation of nultiple
pat hs, which nmeans that in addition to the security considerations on
source address spoofing outlined in Section 21.5.4 of

[ QUI G TRANSPORT], there is a risk of anplified DoS attacks through

si mul t aneous opening or mgration of nmultiple paths. For exanple, an
attacker could set or spoof the 4-tuples used in multiple paths so
that packets sent by the server would travel through common network
paths in an attenpt to overwhel ma target.

[ QUI G TRANSPCORT] only allows the use of one path and the nunber of
concurrent path validation attenpts is linmted by nunmber of issued
connection IDs. This extension, however, allows for nmultiple open
paths that could in theory be mgrated all at the same tine.
Further, multiple paths could be initialized sinultaneously. The
anti-anplification limts as specified in Section 8 of

[QUI CTRANSPORT] limt the anplification risk for a given path, but
mul tiple paths could be used to further anplify an attack

Therefore, endpoints need to limt the maxi num nunber of paths and
m ght consider additional measures to limt the nunber of concurrent
path validation processes e.g., by pacing themout or limting the
nunber of path initiation attenpts over a certain tinme period.
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7.

9.

9.

3. Cryptographi c Handshake and AEAD Nonce

The nmul tipath extension as specified in this document is only enabl ed
after a successful handshake when both endpoints indicate support for
this extension. Al new franes defined in this extension are only
used in 1-RTT packets.

As the handshake is not changed by this extension, the transport
security nechani sns as specified in [QU G TLS], such as encryption
key exchange and peer authentication, remai n unchanged. As such, the
security considerations in [QU CTLS] apply unaltered.

The Iimts as discussed on Appendix B of [QU C-TLS] apply to the
total nunber of packets sent on all paths, not each path separately.

Thi s specification changes the AEAD cal cul ati on by using the path ID
as part of AEAD nonce (see Section 2.4). To ensure uni que nonces,
path IDs are limted to 32 bits and cannot be reused for another path
of the same connecti on.
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