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Abst ract

Thi s docunent specifies an Extended Key Update mechanismfor the QU C
protocol, building on the foundation of the TLS Extended Key Update.
The TLS Extended Key Update specification enhances the TLS protoco

by introducing key updates with forward secrecy, elimnating the need
to performa full handshake. This feature is particularly beneficia
for maintaining security in scenarios involving long-Ilived

connecti ons.

Thi s specification replaces the QU C Key Update nechani sm descri bed
in the "Using TLS to Secure QUIC' specification.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://quicwg. org/
ext ended- key- updat e/ draft-ietf-quic-extended-key-update. htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-quic-extended-key-
updat e/ .

Di scussion of this docunent takes place on the QU C Wrking G oup
mailing list (mailto:quic@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/quic/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/quic/.

Source for this draft and an issue tracker can be found at
https://github. com qui cwg/ ext ended- key- updat e.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The QUIC protocol [QUIC] provides a secure, versatile transport for
various applications, suitable for long-lived sessions in
environments |ike industrial |0T, teleconmunication networks or
Virtual Private Networks (VPN), as specified in [ RFC9484].

Rosomakho, et al. Expi res 8 January 2026 [ Page 2]



I nternet-Draft Ext ended Key Update for QU C July 2025

The TLS Extended Key Update [I-D.ietf-tls-extended-key-update]

i ntroduces a mechani smto enhance the security and flexibility of
encrypted communi cati on protocols by enabling frequent key updates
wi thout requiring a full handshake renegotiation. This approach
all ows applications to refresh their encryption keys nore often using
epheneral keys, inproving forward secrecy and reducing the risk of
key conpromi se over long-lived connections. By separating key
updates fromthe conputationally expensive handshake process, the
specification provides a |ightweight nmethod for maintaining robust
encryption in scenari os where connections need to renmain secure for
ext ended peri ods.

The TLS Ext ended Key Update mechanismis particularly valuable in
environments where interruptions to performa full key exchange woul d
cause significant disruption. Oher encrypted communication
protocols, such as |Psec [IKEv2] and SSH [ SSH TRANSPORT], i nclude
mechani sns for rekeying without interrupting active sessions. The
TLS Extended Key Update specification hel ps protect sensitive data
even in the event of a potential key conpronise by enabling frequent
key rotation and | everagi ng forward secrecy.

Thi s specification builds on concepts from
[1-D.ietf-tls-extended-key-update] and applies themto the QU C
protocol context. It thereby replaces the QU C Key Update nechani sm
described in Section 6 of [QUCTLS]. Unlike the previous QJ C key
updat e process, which independently updated keys based on the Key
Phase bit, the extended key update mechani sm derives a new shared
secret using the TLS Extended Key Update procedure. This approach
enabl es a coordinated key transition, integrating TLS for key
exchange while refining the QU C key update process to maintain QU C
specific key derivation

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Readers are assuned to be famliar with
[1-D.ietf-tls-extended-key-update].
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3.

Ext ended Key Update Negoti ation

QUI C peers negoti ate Extended Key Update through the TLS handshake
process, as outlined in Section 4 of
[1-D.ietf-tls-extended-key-update]. Extended Key Update MUST NOT be
used unl ess both QU C peers include the TLS flags extension
[1-Dietf-tls-tlsflags] in the handshake and set the

"Ext ended_Key_Update" fl ag.

Once the Extended Key Update has been successfully negotiated, QU C
peers MJST use only the Extended Key Update process defined in this
docunent. The standard QUI C Key Update nechani smfrom Section 6 of
[QU CTLS] MJUST NOT be used for the duration of the session, as both
Key Updat e and Extended Key Update use the Key Phase bit to signal
the use of updated keys. The Key Phase bit is initially set to 0 and
toggled to indicate a key update follow ng the successful post-
handshake exchange of Extended Key Update nessages.

Ext ended Key Update Messages

Either party MAY initiate the Extended Key Update process by sending
an Ext endedKeyUpdat eRequest TLS handshake nmessage in a QU C CRYPTO
frane. This nessage MJUST NOT be sent before the QU C handshake is
confirnmed, as described in Section 4.1.2 of [QUGCTLS]. If a QUC
endpoi nt recei ves an Ext endedKeyUpdat eRequest nessage before the
handshake is conplete, it MJST ternminate the connection with an error
of type 0x010a, equivalent to the TLS unexpected_nessage alert, as
specified in Section 4.8 of [QU CTLS].

If both QUIC peers independently initiate an Extended Key Update and
thei r Ext endedKeyUpdat eRequest nessages cross in flight, the conflict
MJUST be resol ved follow ng the clash error handling defined in
[I-D.ietf-tls-extended-key-update]. Specifically, the |exicographic
order of the key_exchange value in the KeyShareEntry determ nes which
request is rejected, ensuring a coordi nated key update process

wi t hout advanci ng by two key generations.

Upon receiving an Ext endedKeyUpdat eRequest, the recipient MJIST
respond with an Ext endedKeyUpdat eResponse TLS handshake nessage
within a QU C CRYPTO frane. |If a QU C endpoint receives an

Ext endedKeyUpdat eResponse wi t hout havi ng previ ously sent an

Ext endedKeyUpdat eRequest, it MJST treat this as a TLS protocol error
and terminate the connection with an error of type 0x010a, equival ent
to the TLS unexpected_nessage alert, as specified in Section 4.8 of
[QUICTLS].
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The ExtendedKeyUpdat eRequest and Ext endedKeyUpdat eResponse nessages
are defined in Section 5 of [I-D.ietf-tls-extended-key-update]. Any
m smat ch between the negoti ated NamedG oup during the initial
handshake and the group used in the Extended Key Update nessage, or
an incorrect length of the encapsul ated key MJST result in connection
term nation with error of type 0x012f, equivalent to TLS

illegal _parameter alert.

If the Extended Key Update initiator receives a retry status in the
Ext endedKeyUpdat eResponse nessage, it MJST wait for the duration
specified in the response before attenpting another key update. The
Ext endedKeyUpdat eResponse nessage contains a delay value (in seconds)
i ndicating how long the initiator MJST wait before retrying. The
initiator MUST NOT retry within this interval and SHOULD retry once
it has lapsed. |If the initiator cannot proceed w thout an i medi ate
Ext ended Key Update, it MJST termi nate the connection with an error
of type TBD1, equivalent to the TLS extended key update required
alert.

If the initiator receives a rejected status, it MAY term nate the
connection with an error of type TBDl, equivalent to the TLS
ext ended_key update required alert.

5. Updating the Traffic Secrets

After sendi ng an Ext endedKeyUpdat eResponse with accepted status, the
responder derives new packet protection traffic secrets. The
responder MJST continue using the previous secrets until it has
received a packet with the Key Phase bit flipped and has successfully
decrypted it using the new keys.

After receiving and succesfully processing an

Ext endedKeyUpdat eResponse with accepted status, the initiator derives
new packet protection traffic secrets, flips the Key Phase bit for
new packets, and uses the new wite secret to protect them The
initiator MIUST retain the old read secret until it has received a
packet with a flipped Key Phase bit fromthe responder and
succesfully decrypted it using the new read secret.

Bot h endpoints SHOULD retain old read secrets for sone tine after
unprotecting a packet encrypted with the new keys. Discarding old
secret too early may cause del ayed packets to be discarded, which the
peer may interpreted as packet loss, potentially inpacting

per f or mance.

Bot h endpoints SHOULD retain old read secrets for sone tine after

successfully decrypting a packet encrypted with the new keys.
Di scarding old secrets too early may cause del ayed packets to be
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di scarded, which the peer may interpret as packet |oss, potentially
i npacting performance. However, inplenentations may choose to
discard ol d secrets sooner in environnents where nmenory limtations
or security policies require minimzing the lifetinme of old keys.
The retention period should be chosen carefully to mtigate the risk
of cryptographic attacks while still allowing late-arriving packets
to be processed.

Figure 1 shows this interaction graphically where the initial set of
keys used (identified with @) are replaced by updated keys
(identified with @N). The value of the Key Phase bit is indicated in
brackets [].

Initiator Responder

@ [0] QU C Packets

-------- >
@ [0] QU C Packets
Cemm e e e =
[ ExtendedKeyUpdat eRequest | -------- >
<-------- [ ExtendedKeyUpdat eResponse ]
... Update to @\
@\ [1] QU C Packets
-------- >
Update to @N ...
QU C Packets [1] @\
Cmm e - - =
QU C Packets [1] @N
cont ai ni ng ACK
Cemm e e e =
Key Update Permitted
@N [1] QU C Packets
contai ning ACK for @N packets
-------- >

Key Update Permitted ...

Figure 1: Extended Key Update Process in QU C
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8.

8.

QUI C endpoi nts MJUST NOT send NewKeyUpdate TLS handshake messages,
defined in [I-D.ietf-tls-extended-key-update], and instead rely on
the use of the Key Phase bit. Endpoints MJIST treat the receipt of a
TLS NewKeyUpdat e nessage as a connection error of type 0x010a. QJC
endpoi nts that have agreed to the Extended Key Update process MJIST
NOT change the Key Phase bit w thout a succesful exchange of Extended
Key Update TLS nessages. Receiving a packet with the Key Phase bit
changed wi thout a success Extended Key Update exchange MJIST be
treated as a connection error of type KEY_UPDATE ERROR (0xOe).

Key derivation function for conputing the next generation of secrets
is described in Section 6 of [I-D.ietf-tls-extended-key-update]. The
correspondi ng key and IV are derived fromthe new secret as defined
in Section 5.1 of [QU G TLS]. The header protection key is not

updat ed.

Security Considerations

Thi s specification describes an update to the key schedule of QU C
Therefore, inplenmentati ons MIUST ensure that peers adhere strictly to
the process described in this docunent. Packets w th higher packet
nunbers MJST NOT be protected using an ol der generation of secrets,
as this could conprom se key synchronization and forward security.

As key exchange nmay be computationally intensive, responders SHOULD
consider rate-limting Extended Key Exchange requests. This can be
done by responding with retry status as outlined in Section 5 of
[1-D.ietf-tls-extended-key-update] and term nating connections for
initiators that violate the back-off tinmer. This approach hel ps
prevent excessive | oad on endpoints and mitigates the risk of denial-
of -servi ce attacks

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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