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Abst ract

Unl ess they have out-of -band know edge, QU C endpoi nts have no

i nformati on about their network situation. They neither know their
external | P address and port, nor do they know if they are directly
connected to the internet or if they are behind a NAT. This QU C
extension allows nodes to deternmine their public I P address and port
for any QU C path.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://qui cwg. gi thub. i o/ addr ess-di scovery/draft-ietf-quic-address-
di scovery.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-quic-address-discovery/.

Di scussion of this docunent takes place on the QUI C Wrking G oup
mailing list (mailto:quic@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/quic/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/quic/.

Source for this draft and an issue tracker can be found at
https://github. com qui cwg/ addr ess-di scovery.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

STUN ([ RFCB8489]) allows nodes to discover their reflexive transport
address by asking a renpte server to report the observed source
address. Wiile the QU C ([ RFCO000]) packet header was designed to

al | ow derul ti pl exi ng from STUN packets, noving address discovery into
the QU C | ayer has a nunber of advantages:
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1. STUNtraffic is unencrypted, and can be observed and nodified by
on-path observers. By noving address discovery into QUC s
encrypted envel ope it becones invisible to observers.

2. \Wen |l ocated behind a | oad bal ancer, QUI C packets nay be routed
based on the QUI C connection ID. Depending on the architecture,
not using STUN might sinplify the routing |ogic.

3. If QUCtraffic doesn't need to be denultiplexed from STUN
traffic, inplenmentations can enable QU C bit greasing
([ RFC9287]) .

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Negoti ati ng Extension Use

Endpoi nts advertise their support of the extension by sending the
address_di scovery (0x9f81al76) transport paranmeter (Section 7.4 of
[ RFCO000]) with a variable-length integer value. The value
determ nes the behavior with respect to address discovery:

* 0: The node is willing to provide address observations to its
peer, but is not interested in receiving address observations
itself.

* 1: The node is interested in receiving address observations, but
it is not willing to provide address observations.

* 2. The node is interested in receiving address observations, and
it iswilling to provide address observati ons.

I mpl enent ati ons that understand this transport parameter MJIST treat
the recei pt of any other value than these as a connection error of
t ype TRANSPORT_PARAMETER_ERROR.

When using 0-RTT, both endpoints MJST renenber the value of this
transport paranmeter. This allows sending the frame defined by this
extension in O-RTT packets. |If O-RTT data is accepted by the server,
the server MJST NOT di sable this extension or change the value on the
resumed connecti on.
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4. Franmes
Thi s extension defines the OBSERVED ADDRESS fr arme.
4.1. OBSERVED_ADDRESS

OBSERVED_ADDRESS Fr ame {
Type (i) = 0x9f81la6..0x9f81la7,
Sequence Number (i),
[ IPv4 (32) 1,
[ IPv6 (128) ],
Port (16),

}
The OBSERVED ADDRESS franme contains the follow ng fields:

Sequence Nunber: A variable-length integer specifying the sequence
nunber assigned for this OBSERVED ADDRESS franme. The sequence
number MUST be nonotonically increasing for OBSERVED ADDRESS
franes in the sane connection. Franes may be received out of
order. A peer SHOULD ignore an incom ng OBSERVED ADDRESS frane if
it previously received anot her OBSERVED ADDRESS frane for the sane
path with a Sequence Nunber equal to or higher than the sequence
number of the incoming frane.

I Pv4: The I Pv4 address. Only present if the least significant bit
of the frame type is O.

I Pv6: The IPv6 address. Only present if the least significant bit
of the frane type is 1.

Port: The port nunber, in network byte order.

This frame MJST only appear in the application data packet nunber
space. It is a "probing frame" as defined in Section 9.1 of

[ RFCO000]. OBSERVED ADDRESS franes are ack-eliciting, and SHOULD be
retransmtted if lost. Retransm ssions MJST happen on the sanme path
as the original frame was sent on

An endpoi nt MJUST NOT send an OBSERVED ADDRESS frane to a node that
did not request the receipt of address observations as described in
Section 3. A node that did not request the recei pt of address
observations MJST cl ose the connection with a PROTOCOL_VI CLATI ON
error if it receives an OBSERVED ADDRESS frarne.
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Addr ess Di scovery

An endpoint that negotiated (see Section 3) this extension and
offered to provi de address observations to the peer MJST send an
OBSERVED ADDRESS frane on every new path. This also applies to the
path used for the QU C handshake. The OBSERVED_ ADDRESS frane SHOULD
be sent as early as possible.

For paths used after conpletion of the handshake, endpoints SHOULD
bundl e t he OBSERVED ADDRESS frame with probing packets. This is
possi ble, since the frane is defined to be a probing frane
(Section 8.2 of [RFC9000]).

Additionally, the sender SHOULD send an OBSERVED ADDRESS frame when
it detects a change in the renote address on an existing path. This
could be indicative of a NAT rebinding. However, the sender MAY
limt the rate at which OBSERVED ADDRESS franes are produced, to
mtigate the spoofed packets attack described in Section 6.2.

Security Considerations
1. On the Requester Side

I n general, nodes cannot be trusted to report the correct address in
OBSERVED _ADDRESS franes. |f possible, endpoints night decide to only
request address observations when connecting to trusted peers, or if
that is not possible, define some validation logic (e.g. by asking
mul tiple untrusted peers and observing if the responses are
consistent). This logic is out of scope for this docunent.

2. On the Responder Side

Dependi ng on the routing setup, a node might not be able to observe

the peer’s reflexive transport address, and attenpts to do so mi ght

reveal details about the internal network. |In these cases, the node
SHOULD NOT offer to provi de address observati ons.

On-path attackers coul d capture packets sent fromthe requester to
the responder, and resend them from a spoofed source address. |If
done repeatedly, these spoofed packets could trigger the sending of a
| arge nunber of OBSERVED ADDRESS franes. The recommendation to only
i ncl ude OBSERVED ADDRESS franes in packets sent on the same path over
whi ch the address was observed ensures that the peer will not receive
the OBSERVED ADDRESS frames if the addresses are not valid, but this
does not reduce the nunber of packets sent over the network. The
attack al so has the effect of causing spurious detection NAT
rebinding, and is a variant of the replacenent of addresses of
packets mentioned in Section 21.1.1.3 of [RFC9000]. QU C
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8.
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i npl ementations are expected to have sufficient protection against
spurious NAT rebinding to limt the incidental traffic caused by such
attacks. The sanme protection |ogic SHOULD be used to prevent sending
of a large nunber of spurious OBSERVED ADDRESS franes.

| ANA Consi der ati ons

TODO. fill out registration request for the transport paraneter and
frame types
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