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Abst ract

Thi s docunent specifies an extension to QU C that enabl es an endpoi nt
to request its peer change its behavi or when sendi ng or del ayi ng
acknow edgnent s.

Note to Readers

Di scussion of this draft takes place on the QU C working group
mailing list (quic@etf.org), which is archived at
https://mailarchive.ietf.org/arch/search/?email |ist=quic. Source
code and issues list for this draft can be found at
https://github. com qui cwg/ ack-frequency.

Worki ng Group informati on can be found at https://github. con qui cwg.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 May 2026.
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1.

1.

I nt roducti on

The QUIC transport protocol recomrends sending an ACK frame after
receiving at |least two ack-eliciting packets; see Section 13.2 of

[ QUI G TRANSPORT] . However, the data receiver deternines how
frequently to send acknow edgnents in response to ack-eliciting
packets, without any ability for the data sender to influence this
behavi or. This docunent specifies an extension to QUI C that enables
an endpoint to request its peer change its behavi or when sending or
del ayi ng acknow edgnents.

Thi s docunent defines a new transport paraneter that indicates
support of this extension and specifies two new frame types to
request changes to the peer’s acknow edgenent behavi or.

1. Terns and Definitions

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

In the rest of this document, "sender" refers to a QU C data sender
(and acknow edgnent receiver). Simlarly, "receiver" refers to a
QUI C data receiver (and acknow edgment sender).

Thi s docunent uses ternms, definitions, and notational conventions
described in Section 1.2 and Section 1.3 of [ QU C TRANSPORT] .

Mot i vati on

A receiver acknow edges received packets, but can delay sending these
acknow edgnents. Del ayi ng acknow edgnents can inpact a data sender’s
t hroughput, | oss detection and congestion controller perfornmance, as
well as CPU utilization at both endpoints.

Reduci ng the frequency of acknow edgnents can inprove connecti on and
endpoi nt performance in the foll ow ng ways:

* Sending UDP datagrans is very CPU intensive on sone platfornms. A
data receiver can decrease its CPU usage by reducing the nunber of
acknow edgenent -only packets sent. Experience shows that this
reduction can be critical for high packet rate connections.
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* Simlarly, receiving UDP datagrans can al so be CPU intensive.
Reduci ng t he acknowl edgenent frequency al so reduces the data
sender’s CPU usage because it receives and processes fewer
acknow edgnent -only packets.

* For asymmetric link technol ogies, such as DOCSI S, LTE, and
satellite, connection throughput in the forward path can becone
constrai ned when the reverse path is filled by acknow edgnent
packets [RFC3449]. When traversing such |inks, reducing the
nunber of acknow edgnents can achi eve hi gher connection
t hroughput, | ower the inpact on other flows or optinise the
overall use of transmission resources [Cus22].

* The rate of acknow edgment packets can reduce link efficiency,
including transm ssion opportunities or battery life, as well as
transm ssion opportunities available to other flows sharing the
same |ink.

However, as discussed in Section 8, a unilateral reduction in

acknow edgenent frequency can | ead to undesirable consequences for
congestion control and | oss recovery. [QU C TRANSPORT] specifies a
si mpl e del ayed acknow edgnent nechani sm (Section 13.2.1 of

[ QUI G TRANSPORT]) without any ability for the data sender to

i nfluence this behavior. A data sender’s constraints on the

acknow edgnment frequency need to be taken into account to maxim ze
congestion controller and | oss recovery performance. This extension
provi des a mechanismfor a data sender to signal its preferences and
constraints.

3. Negotiating Extension Use

After a data receiver advertises support for this extension, two new
franmes can be sent by the data sender to provide gui dance about

del ayi ng and sending ACK frames. These franes are the ACK FREQUENCY
frane (see Section 4) and the | MVEDI ATE ACK frane (see Section 5).

Endpoi nts advertise their support for receiving ACK FREQUENCY and
| MVEDI ATE_ACK frames as described in this docunment by sending the
followi ng transport paraneter (Section 7.2 of [QU C TRANSPORT]):

m n_ack_del ay (Oxff04delb): A variable-length integer representing
the m ni mum anount of tine, in mcroseconds, that the endpoint
sending this value is willing to delay an acknow edgnent. This
limt could be based on the data receiver’s clock or tinmer
granularity. mn_ack delay is used by the data sender to avoid
requesting too small a value in the Requested Max Ack Delay field
of the ACK FREQUENCY frane.
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An endpoint’s mn_ack_delay MUST NOT be greater than its
max_ack_del ay. Endpoints that support this extensi on MIST treat
receipt of a mn_ack_delay that is greater than the max_ack_del ay as
a connection error of type TRANSPORT PARAMETER ERROR  Note that
whil e the endpoint’s nmax_ack delay transport paraneter is in
mlliseconds (Section 18.2 of [QUI CTRANSPORT]), nmin_ack delay is
specified in microseconds.

The min_ack_del ay transport paraneter is a unilateral indication of
support for receiving ACK FREQUENCY franes. |If an endpoint sends the
transport paranmeter, the peer is allowed to send ACK FREQUENCY and

| MVEDI ATE_ACK frames i ndependent of whether it also sends the

m n_ack_del ay transport paraneter or not.

Until an ACK FREQUENCY or | MVEDI ATE ACK frame is received, sending
the m n_ack _del ay transport paraneter does not cause the endpoint to
change its acknow edgnent behavi or

Endpoi nts MUST NOT renenber the value of the mn_ack_delay transport
paraneter they received for use in a subsequent connection
Consequent |y, ACK FREQUENCY and | MVEDI ATE_ACK franes cannot be sent
in 0-RTT packets, as per Section 7.4.1 of [ QU C TRANSPORT].

This Transport Paraneter is encoded as per Section 18 of
[ QUI G- TRANSPORT] .

4. ACK_FREQUENCY Frane

Del ayi ng acknow edgnents as nuch as possi ble reduces work done by the
endpoints as well as network |load. A data sender’s |oss detection
and congestion control mechani sms however need to be tolerant of this
delay at the peer. A data sender signals the conditions under which
it wants to receive ACK frames using an ACK_FREQUENCY frame, shown
bel ow

ACK_FREQUENCY Frame {
Type (i) = Oxaf,
Sequence Number (i),
Ack-Eliciting Threshold (i),
Requested Max Ack Delay (i),
Reordering Threshold (i),

}

Fol I owi ng the common frame format described in Section 12.4 of
[ QUI G TRANSPORT] , ACK_FREQUENCY frames have a type of Oxaf, and
contain the followi ng fields:

Sequence Nunber: A variable-length integer representing the sequence
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nunber assigned to the ACK FREQUENCY franme by the sender so
receivers ignore obsolete frames. A sending endpoi nt MJUST send
monot oni cal ly increasing values in the Sequence Nunber field to
al | ow obsol ete ACK FREQUENCY franes to be ignored when packets are
processed out of order.

Ack-Eliciting Threshold: A variable-length integer representing the
maxi mum nunber of ack-eliciting packets the recipient of this
frame receives without sending an acknow edgnent. A receiving
endpoi nt SHOULD send at | east one ACK frame after receiving nore
than this many ack-eliciting packets. A value of O results in a
receiver imedi ately acknow edgi ng every ack-eliciting packet. By
default, an endpoint sends an ACK frane for every other ack-
eliciting packet, as specified in Section 13.2.2 of
[ QUI G TRANSPORT], which corresponds to a val ue of 1.

Requested Max Ack Delay: A variable-length integer representing the
val ue to which the data sender requests the data receiver update
its max_ack_del ay (Section 18.2 of [QUI C TRANSPORT]). The val ue
of this field is in mcroseconds, unlike the max_ack_del ay
transport paranmeter, which is in mlliseconds. On receipt of a
val id val ue, the endpoint SHOULD update its max_ack delay to the
val ue provided by the peer. Note that values of 2714 nilliseconds
or greater are invalid for nmax_ack _delay, as specified in
Section 18.2 of [QU C TRANSPORT]. A value smaller than the
m n_ack_del ay advertised by the peer is also invalid. Receipt of
an invalid value MIST be treated as a connection error of type
PROTOCOL_VI CLATI ON

Reordering Threshold: A variable-length integer that indicates the
maxi mum packet reordering before eliciting an i medi ate ACK, as
specified in Section 6.2. |If no ACK FREQUENCY frames have been
recei ved, the data receiver i mediately acknow edges any
subsequent packets that are received out-of-order, as specified in
Section 13.2 of [QU G TRANSPORT], corresponding to a default val ue
of 1. A value of 0 indicates out-of-order packets do not elicit
an i nmedi ate ACK

ACK_FREQUENCY frames are ack-eliciting and congestion controll ed.
When an ACK FREQUENCY frane is |lost, the sender is encouraged to send
anot her ACK_FREQUENCY frame, unless an ACK FREQUENCY frame with a

| arger Sequence Nunber val ue has al ready been sent. However, it is
not forbidden to retransnit the lost frame (see Section 13.3 of

[ QUI G TRANSPCRT] ), because the receiver will ignore duplicate or out-
of - order ACK_FREQUENCY franmes based on the Sequence Nunber.
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A receiving endpoint MJUST ignore a received ACK FREQUENCY frane
unl ess the Sequence Number value in the frame is greater than the
| ar gest processed val ue.

5. | MVEDI ATE_ACK Fr ane

A sender can use an ACK FREQUENCY frane to reduce the number of
acknow edgments sent by a receiver, but doing so increases the
I'ikelihood that time-sensitive feedback is delayed as well. For
exanpl e, as described in Section 8.3, delaying acknow edgnents can
increase the tine it takes for a sender to detect packet | oss.
Sendi ng an | MMEDI ATE_ACK frane can help mitigate this problem

An | MMEDI ATE_ACK frame can be useful in other situations as well.

For exanple, if a sender wants an i mmedi ate RTT measurenent or if a
sender wants to establish receiver liveness as quickly as possible.
PING franes (Section 19.2 of [QU C TRANSPORT]) are ack-eliciting, but
if a PING frame is sent without an | MMEDI ATE ACK frame, the receiver
m ght not imediately send an ACK based on its | ocal ACK strategy.

By definition | MVEDI ATE_ACK franes are ack-eliciting and they are

al so congestion controlled. An endpoint SHOULD send a packet
containing an ACK franme i nmedi ately upon receiving an | MVEDI ATE ACK
frane. An endpoint MAY del ay sending an ACK frane despite receiving
an | MMEDI ATE_ACK franme. For exanple, an endpoint might do this if a
| arge number of received packets contain an | MVEDI ATE ACK or if the
endpoi nt is under heavy | oad.

| MVEDI ATE_ACK Frame {
Type (i) = Ox1f,
| MVEDI ATE_ACK franes do not need to be retransmtted.
6. Sendi ng Acknow edgnents

Prior to receiving an ACK_FREQUENCY frane, endpoints send
acknow edgments as specified in Section 13.2.1 of [ QU C TRANSPORT].

After receiving an ACK FREQUENCY franme and updating its nmax_ack_del ay
and Ack-Eliciting Threshold val ues (Section 4), the data receiver
sends an acknow edgment when one of the following conditions are net
since the |last acknow edgenment was sent:

* The nunber of received ack-eliciting packets is greater than the
Ack-Eliciting Threshol d.
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* max_ack_del ay amobunt of tine has passed and at | east one ack-
eliciting packet has been received.

An acknow edgnent can be sent earlier based on the value of the
Reordering Threshold when a gap in packet nunbers is detected, see
Section 6. 2.

Section 6.3 and Section 6.4 describe exceptions to this strategy.

Al'l packets still have to be acknow edged at |east once with this
extension, as stated in Section 13.2.1 of [QU C TRANSPORT]. Wth

| arger values for Ack-Eliciting Threshold or the Reordering
Threshol d, inplenmentations are nore likely to accurmulate multiple new
ACK ranges before sending an ACK. As such, inplenmentations have to
take nore care to avoid truncating ACK ranges before they are sent at
| east once. As discussed in Section 13.2.3 of [QU C TRANSPORT], this
does not guarantee that every acknow edgnent is seen by the sender
Wien ACK frames are sent |less often, receivers can either wait unti
an ACK i s acknow edged Section 13.2.4 of [QU C TRANSPORT] before
trimm ng ranges or be nmore conservative when trimrmng ACK ranges to
accommodat e for the possible | oss of ACK franes.

6.1. Response to long idle periods

It is inportant to receive tinely feedback after |long idle periods,

e.g. update stale RIT neasurenents. When no acknow edgment has been
sent in over one snoothed round trip time (Section 5.3 of

[ QU G RECOVERY] ), receivers are encouraged to send an acknow edgnent
soon after receiving an ack-eliciting packet. This is not an issue

specific to this docunment, but the nechani sns specified herein could
create excessive del ays.

6.2. Response to Qut-of-Order Packets

As specified in Section 13.2.1 of [ QU C TRANSPORT], endpoints are
expected to send an i medi ate acknow edgnment upon receipt of a
reordered ack-eliciting packet. After an ACK FREQUENCY frane with a
Reordering Threshol d val ue other than 1 has been received, this

ext ensi on del ays i medi at e acknow edgenents to reordered ack-
eliciting packets and the gaps they can create.

If the nost recent ACK FREQUENCY frane received fromthe peer has a
Reordering Threshol d value of 0, the endpoint SHOULD NOT send an

i medi at e acknowl edgnent in response to packets received out of
order, and instead rely on the peer’s Ack-Eliciting Threshold and
Requested Max Ack Del ay for sendi ng acknow edgnents.
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If the nost recent ACK FREQUENCY frane received fromthe peer has a
Reordering Threshold value larger than 1, the endpoint tests the
anount of reordering before deciding to send an acknow edgnment. The
specification uses the follow ng definitions:

Largest Unacked: The |argest packet nunber anmpong all received ack-
eliciting packets.

Largest Acked: The Largest Acknow edged val ue sent in an ACK frane.

Largest Reported M ssing: The |argest packet nunber that could be
declared lost with the specified Reordering Threshold, which is
Largest Acked - Reordering Threshol d.

Unreported M ssing: Packets with packet nunbers between the Largest
Unacked and Largest Reported M ssing that have not yet been
recei ved.

An endpoi nt that receives an ACK_FREQUENCY frame with a non-zero
Reordering Threshol d val ue SHOULD send an i medi ate ACK whenever it
receives an ack-eliciting, out-of order packet whose packet nunber is
outside the reordering w ndow of the peer, i.e. when * the difference
bet ween the small est Unreported M ssing packet and the Largest
Unacked packet is greater than or equal to the Reordering Threshold
val ue; or * the received packet nunber is less than or equal to
Largest Acked - Reordering Threshol d.

The first condition triggers an ACK as soon as the reordering
threshold is reached and a packet can be declared |ost at the sender
The second condition addresses packets that have been received | ater,
out of order and are already spuriously declared | ost by the sender
Thi s enabl es the sender to detect spurious retransm ssions and revert
the congestion control status accordingly.

Sendi ng such an additional ACK resets the nmax_ack delay tinmer and the
Ack-Eliciting Threshold counter, as any ACK woul d.

See Section 6.2.1 for exanpl es explaining this behavior. See
Section 9 for guidance on how to choose the reordering threshold
val ue when sendi ng ACK_FREQUENCY franes.

6.2.1. Exanples

Note that the follow ng exanpl es assunme that packets are processed
one-by-one in the received order as indicated bel ow

When the reordering threshold is 1, any tine a packet is received and
there is a missing packet, an i medi ate acknow edgenent is sent.
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If the reordering theshold is 3 and acknow edgenents are only sent
due to reordering, the sequence in Table 1 would occur:

[ Rty Sl el el el sl
| Recei ved| Largest | Largest| Largest | Unreported | Send |
| Packet | Unacked| Acked | Reported | M ssing | Acknow edgenent |
I I I | Mssing | I I
[ ety Sy g —— o ——_——r———r Ly sl —j—_———(——————
|0 |0 |- | - | - | No |
+-------- +------- +------- F--- - - I i I i T +
|1 |1 | - | - | - | No I
F----- - - +------- +------- R I I I +
|3 |3 | - | - | 2 | No I
+-------- +------- +------- R i R I I I +
| 4 | 4 | - | - | 2 | No I
+-------- +------- +------- F--- - - I i I i T +
| 5 | 5 | - | - | 2 | Yes (5 - 2 >= |
I I I I I | 3) I
I +----- - +----- - R I I i IR +
| 8 | 8 |5 | 2 | 6,7 | No I
+---- - - - +------- +------- F--- - - R I I e I T +
| 9 | 9 | 5 | 2 | 6,7 | Yes (9 - 6 >= |
I I I I I | 3) I
F----- - - +------- +------- R I I I +
| 10 | 10 | 9 | 6 | 7 | Yes (10 - 7 >= |
I I I I I | 3) I
+---- - - - +------- +------- F--- - - R I I e I T +

Tabl e 1. Acknow edgenent behavior with a reordering threshold of 3

Note that in this exanple, the receipt of packet 9 triggers an ACK
that reports both packets 6 and 7 as m ssing. However, the receipt
of packet 10 needs to trigger another imediate ACK because the
sender will be unable to declare packet 7 as lost (with a reordering
threshold of 3) until it receives an ACK reporting the reception of
packet 10.

If the reordering threshold is 5 and acknow edgenments are only sent
due to reordering, the sequence in Table 2 would occur
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[ ety ey Lty gl L ——_—— syl o
| Recei ved| Largest | Largest| Largest | Unreported | Send |
| Packet | Unacked| Acked | Reported | M ssing | Acknow edgenent |
I I I | Mssing | I I
R el Sl p——p— plp—j——j—_— pjp—j————(——— plp—j—p———(———r———r gl p—p——_———
| 0 | 0 | - | - | - | No I
I +----- - +----- - R I I i IR +
|1 |1 | - | - | - | No I
+---- - - - +------- +------- F--- - - R I I e I T +
|3 |3 | - | - | 2 | No I
F-------- +------- +------- I I I +
|5 |5 | - | - | 2,4 | No I
I +----- - +----- - R I I i IR +
| 6 | 6 | - | - | 2,4 | No |
+---- - - - +------- +------- F--- - - R I I e I T +
| 7 | 7 | - | - | 2,4 | Yes (7 - 2 >= |
I I I I I | 5) I
F----- - - +------- +------- R I I I +
| 8 | 8 | 7 | 2 | 4 | No I
+-------- +------- +------- R i R I I I +
| 9 | 9 | 7 | 2 | 4 | Yes (9 - 4 >= |
I I I I I | 5) I
F-------- +------- +------- I I I +

Tabl e 2: Acknow edgenent behavior with a reordering threshold of 5
6.3. Expediting Explicit Congestion Notification (ECN) Signals

If the Ack-Eliciting Threshold is larger than 1, an endpoi nt SHOULD
send an i nmedi ate acknow edgenment when a packet nmarked with the ECN
Congestion Experienced (CE) [ RFC3168] codepoint in the |IP header is
received and the previously received packet was not marked CE. From
there on, if nmultiple consecutive CE-narked packets are received or
only non- CE- mar ked packet received, the endpoint resunes sending
acknow edgenents based on the Ack-Eliciting Threshold or
max_ack_del ay. Therefore, CE-narking only triggers an inmredi ate
acknow edgenment when there is a transition from non-CE-marked to CE-
mar ked.

If the Ack-Eliciting Threshold is 0, every ack-eliciting packet is
i medi at el y acknowl edged, whether it is CE marked or not. |If the
Ack-Eliciting Threshold is 1, the default behavior as specified in
RFCO000 applies, which recommends to i medi ately acknow edge al |
packets marked with CE (see Section 13.2.1 of [ QU C TRANSPORT]).

Acknowl edging the first CE marked packet imrediately maintains the

peer’s response tinme to congestion events, while al so reducing the
ACK rate conpared to Section 13.2.1 of [ QU C TRANSPORT] duri ng
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extreme congestion or when peers are using DCTCP [ RFC8257] or ot her
congestion controllers (e.g. [I-D.ietf-tsvwg-agm dual g-coupl ed]) that
mark nmore frequently than classic ECN [ RFC3168].

6.4. Batch Processing of Packets

To avoid sending nultiple acknow edgnments in rapid succession, an
endpoi nt can process all packets in a batch before deternining

whet her to send an ACK franme in response, as stated in Section 13.2.2
of [ QUI C- TRANSPORT] .

7. Conputation of Probe Tineout Period

After requesting an update to the data receivers’'s max_ack_del ay, a
data sender can use this new value in later computations of its Probe
Ti meout (PTO) period; see Section 5.2.1 of [ QU C RECOVERY].

Until the packet carrying the ACK FREQUENCY frane is acknow edged,
the endpoint MUST use the greater of the current nax_ack_del ay and
the value that is in flight when conputing the PTO period. Doing so
avoi ds spurious PTGs that can be caused by an update that decreases
the peer’s nax_ack_del ay.

Wiile it is expected that endpoints will have only one ACK FREQUENCY
frame in flight at any given tinme, this extension does not prohibit
havi ng nmore than one in flight. \Wen using max_ack_delay for PTO
comput ati ons, endpoints MJST use the maxi mum of the current val ue and
all those in flight.

When the nunber of in-flight ack-eliciting packets is larger than the
ACK-Eliciting Threshol d, an endpoint can expect that the peer wll

not need to wait for its nmax_ack_del ay peri od before sending an
acknow edgment. I n such cases, the endpoint MAY exclude the peer’s
max_ack _delay fromits PTO cal cul ation. Wen Reordering Threshold is
set to 0 and | oss prevents the peer fromreceiving enough packets to
trigger an i medi ate acknow edgrment, the receiver will wait
max_ack_del ay, increasing the chances of a premature PTO  Therefore,
if Reordering Threshold is set to 0, the PTO MJST be |l arger than the
peer’ s nmax_ack_del ay.

When sendi ng PTO packets, one can include an | MVEDI ATE ACK frane to
elicit an inmedi ate acknow edgnent. This avoids del ayi ng

acknow edgenents of PTO packets by the acknow edgnment del ay, reducing
tail latency and allowi ng the sender to exclude the peer’s
max_ack_del ay from subsequent PTO cal cul ati ons.
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8. Determ ning Acknow edgnment Frequency

Thi s section provides sonme gui dance on a sender’s choi ce of

acknow edgnent frequency and di scusses sone additiona
considerations. |Inplenenters can select an appropriate strategy to
meet the needs of their applications and congestion controllers.

8.1. Congestion Contro

A sender needs to be responsive to notifications of congestion, such
as a packet loss or an ECN CE narking. Decreasing the acknow edgnent
frequency can delay a sender’s response to network congestion or
cause it to underutilize the avail abl e bandw dt h.

To limt the consequences of reduced acknow edgnent frequency, a
sender can use the extension in this draft to request a receiver to
send an acknow edgnent at |east once per round trip, when there are
ack-eliciting packets in flight, in the foll owi ng ways:

A data sender can set the Requested Max Ack Delay value to no nore
than the estimated round trip tinme. The sender can al so i nprove

f eedback and robustness to variation in the path RTT by setting the
Ack-Eliciting Threshold to a value no | arger than nunmber of maxi mum
sized packets that fit into the current congestion w ndow.
Alternatively, a sender can send an | MVEDI ATE_ACK frane if no

acknow edgenent has been received for nore than one round trip time.
If the packet containing an | MMEDI ATE_ACK is | ost, detection of that
|l oss will be delayed by the Reordering Threshold or Requested Max Ack
Del ay.

When setting the Requested Max Ack Delay as a function of the RTT, it
is usually better to use the Snoothed RTT (snmoothed_rtt) (Section 5.3
of [ QUI C-RECOVERY]) or another estimate of the typical RTT, but not
the mMmnimumRTT (mn_rtt) (Section 5.2 of [QU CRECOVERY]). This
avoids eliciting an unnecessarily high nunber of acknow edgnments when
mn_rtt is nuch smaller than snoothed_rtt.

Note that the congestion wi ndow and the RTT estinmate change over the
lifetime of a connection and therefore m ght require sending updates
in an ACK FREQUENCY franmes to ensure optinal performance, though not
every change should trigger an update. Usually, it is not necessary
to send an ACK_FREQUENCY frame nore than once per RTT and |likely even
|l ess frequently. ldeally, an ACK FREQUENCY frame is sent only when a
rel evant change in the congestion wi ndow or snoot hed RTT is detected
that inpacts the | ocal setting of the reordering threshold or

| ocal | y-sel ected cal culation of the either Ack-Eliciting Threshold or
the Requested Max Ack Del ay.
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It is possible that the RTT is snmaller than the receiver’s timer
granul arity, as comunicated via the m n_ack _delay transport
paraneter, preventing the receiver from sendi ng an acknow edgnent
every RTT in time unless packets are acknow edged immediately. In
these cases, Reordering Threshold val ues other than 1 can del ay | oss
detection nore than an RTT.

8.1.1. Application-Linited Connections

A congestion controller that is limted by the congesti on w ndow
relies upon receiving acknow edgnents to send additional data into
the network. An increase in acknow edgnent delay increases the del ay
in sending data, which can reduce the achi eved throughput.

Congesti on wi ndow grow h can al so depend upon receiving

acknow edgments. This can be particularly significant in slow start
(Section 7.3.1 of [QU C RECOVERY]), when del ayi ng acknow edgnents can
del ay the increase in congestion window and can create | arger packet
bursts.

If the sender is application-limted, acknow edgments can be del ayed
unnecessarily when entering idle periods. Therefore, if no further
data is buffered to be sent, a sender can send an | MVMEDI ATE_ACK frane
with the | ast data packet before an idle period to avoid waiting for
t he acknow edgnent del ay.

If there are no inflight packets, no acknow edgnents will be received
for at least a round trip when sending resunmes. The max_ack_del ay
and Ack-Eliciting Threshold val ues used by the receiver can further
del ay acknowl edgnents. In this case, the sender can include an

| MVEDI ATE_ACK or ACK FREQUENCY frane in the first Ack-Eliciting
packet to avoid waiting for substantially nore than a round trip for
an acknow edgnent .

8.2. Burst Mtigation

Recei ving an acknow edgnment can allow a sender to rel ease new packets

into the network. |If a sender is designed to rely on the timng of
peer acknow edgnents ("ACK cl ock"), delaying acknow edgnments can
cause undesirabl e bursts of data into the network. |In keeping with

Section 7.7 of [QU C RECOVERY], a sender can either enploy pacing or
limt bursts to the initial congestion w ndow.

8.3. Loss Detection and Tiners
Acknowl edgnents are fundamental to reliability in QU C

Consequently, delaying or reducing the frequency of acknow edgnents
can cause | oss detection at the sender to be del ayed.
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A QUI C sender detects | oss using packet thresholds on receiving an
acknow edgment (Section 6.1.1 of [QU C RECOVERY]); del aying the
acknow edgment therefore delays this nmethod of detecting | osses.

Reduci ng acknow edgnment frequency reduces the nunber of RTT sanples
that a sender receives (Section 5 of [ QU C RECOVERY]), mneking a
sender’s RTT estimate | ess responsive to changes in the path's RTT.
As a result, any mechanisnms that rely on an accurate RIT estimate,
such as time-threshol d-based | oss detection (Section 6.1.2 of

[ QU G RECOVERY]) or the Probe Tinmeout (PTO (Section 6.2 of

[ QU G RECOVERY] ), will be less responsive to changes in the path's
RTT, resulting in either delayed or unnecessary packet transm ssions.

A sender mght use tiners to detect |oss of PMIU probe packets
(Section 14 of [QU G TRANSPORT]). A sender MAY bundl e an

| MVEDI ATE_ACK frame with any PMIU probes to avoid triggering such
tiners.

8.4. Connection Mgration

To avoid additional delays to connection mgration confirmation when
using this extension, a client can bundle an | MMEDI ATE_ACK frane with
the first non-probing frame (Section 9.2 of [QU C TRANSPORT]) it
sends or it can send only an | MVEDI ATE_ACK frane, which is a non-
probi ng frane.

An endpoint’s congestion controller and RTT estimator are reset upon
confirmation of migration (Section 9.4 of [QU C TRANSPORT]); this
changes the pattern of acknow edgnents received after mgration

Therefore, an endpoint that has sent an ACK FREQUENCY frane earlier
in the connection ought to send a new ACK_FREQUENCY frame upon
confirmation of connection mgration with updated information, e.g.
to consider the new RTT estinate.

9. Setting the Reordering Threshold Val ue

To ensure tinmely | oss detection, a data sender can send a Reordering
Threshold value that is the sane as the | oss detection packet

threshold. |If the reordering threshold is smaller than the packet
threshol d, an acknow edgenent is unnecessarily sent before the packet
can be declared lost. |If the value is larger, it can cause

unnecessary delays in |loss detection (Section 6.1.1 of
[ QUI C- RECOVERY] ) .

In order to avoid unnecessary imredi ate acknow edgenents, senders

SHOULD i npl enent adapti ve packet threshold | oss detection and
communi cate the increased Reordering Threshold value to the receiver
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10.

11.

11.

Security Considerations

An inmproperly configured or malicious data sender could request a
data receiver to acknowl edge nore frequently than its avail abl e
resources permt. However, there are two limts that nake such an
attack largely inconsequential. First, the acknow edgnent rate is
bounded by the rate at which data is received. Second, ACK FREQUENCY
and | MVEDI ATE_ACK frames can only request an increase in the

acknow edgment rate, but cannot enforce it.

Section 21.9 of [QU C TRANSPORT] provides further guidance on peer
deni al of service attacks that could abuse control franes, including
ACK frames as well as the newy herein specified ACK_FREQUENCY and

| MVEDI ATE_ACK frames, to cause di sproportional processing costs

wi t hout observabl e inpact on the state of the connection.

Especially, the | MVEDI ATE ACK franme does not only inply processing
cost for receiving and processing the control frame itself but can
al so cause additional sending of packets. However, in general, wth
this extension, a sender cannot force a receiver to acknow edge nore
frequently than the receiver considers safe based on its resource
constrai nts.

| ANA Consi der ati ons

Thi s docunent defines a new transport paranmeter to advertise support
of the extension described in this document and two new frame types
to registered by 1ANQ in the respective "QU C Protocol"” registries
under https://ww. i ana. org/ assi gnnent s/ qui ¢/ qui c. xht m
(https://ww.iana. org/ assi gnnent s/ qui ¢/ quic. xhtm ).

1. QUIC Transport Paraneter
The following entry in Table 3 has been requested to be provisionally

added to the "QUIC Transport Paraneters" registry under the "QU C
Pr ot ocol " headi ng.

B e sl sl
| Val ue | Parameter Name. | Specification |
[ e s el e s e
| OxffO4delb | min_ack_del ay | Section 3 |
R T I I i +

Table 3: Addition to QU C Transport
Paraneters Entries

When this docunment is approved, IANA is requested to assign a
permanent al |l ocation of a codepoint in the 0-63 range to replace the
provi si onal codepoi nt described above.
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11.

12.

12.

12.

2. QU C Frane Types

The following franme types have requested to be provisionally added to
the "QUI C Frane Types" registry under the "QU C Protocol" headi ng.

[ ool s oo ety oo e g
| Value | Frane Nane | Specification |
B ool oo oo e el ]
| Oxaf | ACK FREQUENCY | Section 4 |
+------- i I i I +
| Ox1f | | MVEDI ATE_ ACK | Section 5 |
+------- I I T I I T +

Table 4: Addition to QU C Frame Types
Entries

When this docunent is approved, | ANA is requested to change the
registration to a permanent allocation of these frane types with the
val ues descri bed above.
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