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Abst r act

Thi s docunent specifies Privacy Pass issuance protocols that encode
public information visible to the Client, Attester, Issuer, and
Oigin into each token.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wg-
privacypass. github.io/draft-ietf-privacypass-public-mnetadata-

i ssuance/draft-ietf-privacypass-public-netadata-issuance. htm .
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-privacypass-public-
nmet adat a- i ssuance/ .

Di scussion of this docunent takes place on the Privacy Pass Wrking
Goup mailing list (mailto:privacy-pass@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/privacy-pass/. Subscribe
at https://wwv ietf.org/mailman/listinfol/privacy-pass/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wy-privacypass/draft-ietf-privacypass-public-
met adat a- i ssuance.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

The basic Privacy Pass issuance protocols as specified in

[ BASI G- PROTOCOL] and resulting tokens convey only a single bit of

i nformati on: whether or not the token is valid. However, it is

possi ble for tokens to be issued with additional infornmation agreed
upon by Cient, Attester, and |Issuer during issuance. This

i nformation, sonetimes referred to as public nmetadata, allows Privacy
Pass applications to encode depl oynent-specific information that is
necessary for their use case.

Thi s docunent specifies two Privacy Pass issuance protocols that
encode public information visible to the Client, Attester, Issuer,
and Oigin. One is based on the partially-oblivious PRF construction
from[POPRF], and the other is based on the partially-blind RSA
signature schene from [ PBRSA].

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Not at i on

The following terns are used throughout this docunent to describe the
protocol operations in this docunent:

* len(s): the length of a byte string, in bytes.

* concat(x0, ..., xN): Concatenation of byte strings. For exanple,
concat (0x01, 0x0203, 0x040506) = 0x010203040506

* int_to_bytes: Convert a non-negative integer to a byte string.
int_to bytes is inplemented as |120SP as described in Section 4.1
of [RFC38017]. Note that these functions operate on byte strings
in big-endian byte order.

Moti vati on

Public nmetadata enabl es Privacy Pass depl oynents that share

i nformati on between Clients, Attesters, Issuers and Oigins. 1In the
basi ¢ Privacy Pass issuance protocols (types 0x0001 and 0x0002), the
only information available to all parties is the choice of Issuer,
expressed through the TokenChallenge. |f one wants to differentiate
bits of information at the origin, many PrivateToken chal | enges nust
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be sent, one for each Issuer that attests to the bit required.

For exanple, if a deployment was built that attested to an app’ s
published state in an app store, it requires 1 bit {published,

not published} and can be built with a single Issuer. An app version
attester would require one |Issuer for each app version and one
TokenChal | enge per |ssuer

Taken further, the limtation of one bit of information in each
Privacy Pass token nmeans that a distinct |ssuer and |Issuer public key
i s needed for each uni que value one wants to express with a token
Thi s many-key netadata depl oynment shoul d provide nmetadata visible to
all parties in the same way as the [ PBRSA] proposal outlined in this
docunent. However, it cones with practical reliability and
scalability tradeoffs. In particular, many sinultaneous depl oyed
keys could be difficult to scale. Sone HSM i npl enent ati ons have
fixed per-key costs, slow key generation, and m ninum key |ifetines.
Quick key rotation creates reliability risk to the system as a pause
or slowdown in key rotation could cause the systemto run out of
active signing or verification keys. 1ssuance protocols that support
public netadata mitigate these tradeoffs by allowi ng depl oynents to
change netadata val ues w t hout publishing new keys.

5. Issuance Protocol for Privately Verifiable Tokens

This section describes a variant of the issuance protocol in
Section 5 of [BASIC PROTOCOL] that supports public netadata based on

the partially oblivious PRF (POPRF) from[POPRF]. |ssuers provide a
Private and Public Key, denoted skl and pkl respectively, used to
produce tokens as input to the protocol. See Section 5.5 for how

this key pair is generated.
Clients provide the followi ng as input to the issuance protocol

* |ssuer Request URI: A URI to which token request nessages are
sent. This can be a URL derived fromthe "issuer-request-uri"
value in the Issuer’s directory resource, or it can be another
Client-configured URL. The value of this paraneter depends on the
Client configuration and depl oynment nodel. For exanple, in the
"Split Oigin, Attester, Issuer’ deploynent nodel, the Issuer
Request URI might correspond to the Cient’s configured Attester,
and the Attester is configured to relay requests to the Issuer

* lssuer name: An identifier for the Issuer. This is typically a

host nanme that can be used to construct HITP requests to the
| ssuer.
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* lssuer Public Key: pkl, with a key identifier token_key_ id
comput ed as described in Section 6.5.

* Chal | enge val ue: chall enge, an opaque byte string. For exanple,
this mght be provided by the redenption protocol in [ AUTHSCHEME] .

* Extensions: extensions, an Extensions structure as defined in
[ TOKEN- EXTENSI QN] .

G ven this configuration and these inputs, the two nessages exchanged
in this protocol are described below. This section uses notation
described in [POPRF], Section 4, including SerializeEl erent and
Deseri al i zeEl ement, SerializeScal ar and DeserializeScal ar, and

Deri veKeyPai r.

The constants Ne and Ns are as defined in [ POPRF], Section 4 for
OPRF( P-384, SHA-384). The constant Nk, which is also equal to Nh as
defined in [ POPRF], Section 4, is defined in Section 8.

5.1. dient-to-Ilssuer Request
The Client first creates a context as follows:
client_context = SetupPOPRFC i ent ("P384- SHA384", pkl)

Here, "P384-SHA384" is the identifier corresponding to the
OPRF( P- 384, SHA-384) ciphersuite in [POPRF]. SetupPOPRFCient is
defined in [ POPRF], Section 3.2.

The Client then creates an issuance request nessage for a random
val ue nonce with the input challenge and |Issuer key identifier as
descri bed bel ow

nonce = randon(32)
chal | enge_di gest = SHA256( chal | enge)
t oken_i nput = concat (OxDA7B, // Token type field is 2 bytes |ong
nonce,
chal | enge_di gest,
t oken_key_id)
blind, blinded el ement, tweaked key = client_context.Blind(token_input, extensions, pkl)

The Blind function is defined in [ POPRF], Section 3.3.3. |If the
Blind function fails, the Cient aborts the protocol. The dient
stores the nonce, chall enge_digest, and tweaked key val ues locally
for use when finalizing the issuance protocol to produce a token (as
described in Section 5.3).
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5.

2

The Cient then creates an ExtendedTokenRequest structured as
fol |l ows:

struct {
TokenRequest request;
Ext ensi ons ext ensi ons;
} ExtendedTokenRequest;

The contents of ExtendedTokenRequest.request are as defined in
Section 5 of [BASIC-PROTOCOL]. The contents of

Ext endedTokenRequest . extensi ons match the Client’s configured
ext ensi ons val ue.

The Client then generates an HTTP POST request to send to the Issuer
Request URI, with the ExtendedTokenRequest as the content. The nedia
type for this request is "application/private-token-request”. An
exanpl e request is shown bel ow

:met hod = POST
:schene = https
rauthority = issuer. exanpl e. net

:path = /request

accept = application/private-token-response
cache-control = no-cache, no-store

content-type = application/private-token-request
content-length = <Length of ExtendedTokenRequest >

<Byt es containi ng the ExtendedTokenRequest >
| ssuer-to-dient Response
* The Ext endedTokenRequest.request contains a supported token_type.

* The ExtendedTokenRequest.request.truncated token key id
corresponds to the truncated key I D of an Issuer Public Key.

* The Ext endedTokenRequest.request.blinded _nmsg is of the correct
si ze.

* The ExtendedTokenRequest.extensions value is pernmtted by the
| ssuer’s policy.

If any of these conditions is not net, the |Issuer MJUST return an HTTP
400 error to the Client, which will forward the error to the client.
O herwise, if the Issuer is willing to produce a token token to the
Client for the provided extensions, the Issuer then tries to
deseral i ze ExtendedTokenRequest . request. blinded _nsg using
Deserial i zeEl enent from Section 2.1 of [POPRF], vyielding
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blinded_elenent. |If this fails, the Issuer MJUST return an HTTP 400
error to the client. GQherw se, the Issuer conpletes the issuance
flow by conmputing a blinded response as foll ows:

server_context = Set upPOPRFServer (" P384- SHA384", skl, pkl)
eval uate_el ement, proof =
server_context. Bl i ndEval uate(skl, blinded_el enent, ExtendedTokenRequest.extensions)

Set upPOPRFServer is defined in [POPRF], Section 3.2 and BlindEval uate
is defined in [POPRF], Section 3.3.3. The Issuer then creates a
TokenResponse structured as foll ows:

struct {
uint8 t eval uate_nsg[ Ne];
uint8 t eval uate_proof [ Ns+Ns];
} TokenResponse;

The structure fields are defined as foll ows:

* "evaluate_nsg" is the Ne-octet eval uated nmessage, conputed as
Serial i zeEl enent (eval uat e_el enment) .

* "evaluate proof" is the (Ns+Ns)-octet serialized proof, which is a
pair of Scal ar val ues, conputed as
concat (Seri al i zeScal ar (proof[0]), SerializeScalar(proof[1])).

The |ssuer generates an HITP response with status code 200 whose
content consists of TokenResponse, with the content type set as
"application/private-token-response"

:status = 200
content-type = application/private-token-response
content-length = <Length of TokenResponse>

<Byt es containi ng the TokenResponse>
5.3. Finalization

Upon receipt, the dient handles the response and, if successful,
deserializes the content val ues TokenResponse. eval uate_nsg and
TokenResponse. eval uat e_proof, yielding eval uated_el erent and proof.
If deserialization of either value fails, the Cient aborts the
protocol. Oherw se, the Cient processes the response as foll ows:

aut henticator = client_context. Finalize(token_input, blind,
eval uat ed_el enent ,
bl i nded_el enent ,
proof, extensions, tweaked_key)
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The Finalize function is defined in [POPRF], Section 3.3.3. |If this
succeeds, the Cient then constructs a Token as foll ows:

struct {
uintl6 t token_type = OxDA7B; /* Type POPRF(P-384, SHA-384) */
uint8 t nonce[ 32];
uint8_ t chall enge_di gest[32];
uint8 t token_key id[32];
uint8_ t authenticator[NK];
} Token;

The Token. nonce value is that which was sanpled in Section 5.1. |If
the Finalize function fails, the dient aborts the protocol

The Client will send this Token to Origins for redenption in the
"token" HTTP authentication paraneter as specified in Section 2.2 of
[ AUTHSCHEME] . The Client also supplies its extensions value as an
addi tional authentication paraneter as specified in

[ TOKEN- EXTENSI QN] .

5.4. Token Verification

Verifying a Token requires creating a POPRF context using the |ssuer
Private Key and Public Key, evaluating the token contents with the
correspondi ng extensions, and conparing the result against the token
aut henti cat or val ue:

server_context = Set upPOPRFServer (" P384- SHA384", skl)
token_aut henticator _input =
concat ( Token. t oken_t ype,
Token. nonce,
Token. chal | enge_di gest,
Token. t oken_key_id)
token_aut henticator =
server_context. Eval uate(skl, token_authenticator _input, extensions)
valid = (token_aut henticator == Token. aut henti cator)

5.5. Issuer Configuration
I ssuers are configured with Private and Public Key pairs, each
denot ed skl and pkl, respectively, used to produce tokens. These
keys MUST NOT be reused in other protocols. A RECOMVENDED net hod for
generating key pairs is as foll ows:

seed = randon( Ns)
(skl, pkl) = DeriveKeyPair(seed, "PrivacyPass- TypeDA7B")
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The DeriveKeyPair function is defined in [POPRF], Section 3.3.1. The
key identifier for a public key pkl, denoted token_key id, is
computed as foll ows:

token_key id = SHA256( Seri al i zeEl enent (pkl))

Since Cients truncate token_key id in each TokenRequest, |ssuers
shoul d ensure that the truncated form of new key 1 Ds do not collide
with other truncated key IDs in rotation

6. Issuance Protocol for Publicly Verifiable Tokens

This section describes a variant of the issuance protocol in

Section 6 of [BASIC PROTOCOL] for producing publicly verifiable
tokens including public netadata using cryptography specified in
[PBRSA]. In particular, this variant of the issuance protocol works
for the RSAPBSSA- SHA384- PSSZERO Det erm ni stic or RSAPBSSA- SHA384- PSS-
Determ nistic variant of the blind RSA protocol variants described in
Section 6 of [PBRSA].

The public netadata i ssuance protocol differs fromthe protocol in
Section 6 of [BASIC-PROTOCCOL] in that the issuance and redenption
protocols carry netadata provided by the Cient and visible to the
Attester, Issuer, and Origin. This nmeans Cients can set arbitrary
met adat a when requesting a token, but specific values of netadata may
be rejected by any of Attester, Issuer, or Oigin. Sinmlar to a
token nonce, netadata is cryptographically bound to a token and
cannot be altered.

Clients provide the following as input to the issuance protocol

* lssuer Request URI: A URI to which token request nessages are
sent. This can be a URL derived fromthe "issuer-request-uri”
value in the Issuer’s directory resource, or it can be another
Client-configured URL. The value of this paraneter depends on the
Client configuration and depl oynent nodel. For exanple, in the
"Split Origin, Attester, Issuer’ deploynent nodel, the |ssuer
Request URI might be correspond to the Cient’s configured
Attester, and the Attester is configured to relay requests to the
| ssuer.

* |ssuer nanme: An identifier for the Issuer. This is typically a
host nanme that can be used to construct HITP requests to the
| ssuer.

* |ssuer Public Key: pkl, with a key identifier token key id
conmput ed as described in Section 6.5.
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* Chal | enge val ue: chall enge, an opaque byte string. For exanple,
this m ght be provided by the redenption protocol in [ AUTHSCHEME]

* Extensions: extensions, an Extensions structure as defined in
[ TOKEN- EXTENSI QN] .

G ven this configuration and these inputs, the two nessages exchanged
in this protocol are described below The constant Nk is defined as
256 for token type OxDATA.

6.1. dient-to-Issuer Request

The Client first creates an issuance request nessage for a random
val ue nonce using the input challenge and |Issuer key identifier as
fol | ows:

nonce = randon(32)
chal | enge_di gest = SHA256( chal | enge)
token_i nput = concat (OxDA7A, // Token type field is 2 bytes |ong
nonce,
chal | enge_di gest,
t oken_key id)
blinded nsg, blind inv = Blind(pkl, Prepareldentity(token_input), extensions)

Where Prepareldentity is defined in Section 6 of [PBRSA] and Blind is
defined in Section 4.2 of [PBRSA]

The Client stores the nonce, chall enge _digest, and extensions val ues
|l ocally for use when finalizing the issuance protocol to produce a
token (as described in Section 6.3).

The Cient then creates an ExtendedTokenRequest structured as
fol | ows:

struct {
TokenRequest request;
Ext ensi ons ext ensi ons;
} Ext endedTokenRequest ;

The contents of ExtendedTokenRequest.request are as defined in
Section 6 of [BASIC PROTOCOL]. The contents of

Ext endedTokenRequest . extensi ons match the Cient’s configured
ext ensi ons val ue.

The Client then generates an HITP POST request to send to the Issuer
Request URI, with the ExtendedTokenRequest as the content. The nedia
type for this request is "application/private-token-request”. An
exanpl e request is shown bel ow
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:met hod = POST
:schene = https
cauthority = issuer. exanpl e. net

:path = /request

accept = application/private-token-response
cache-control = no-cache, no-store

content-type = application/private-token-request
content-length = <Length of ExtendedTokenRequest >

<Byt es containi ng the ExtendedTokenRequest >
6.2. |Issuer-to-Cient Response

Upon recei pt of the request, the Issuer validates the foll ow ng
condi tions:

* The ExtendedTokenRequest.request contains a supported token type.

* The Ext endedTokenRequest.request.truncated_t oken_key id
corresponds to the truncated key I D of an Issuer Public Key.

* The ExtendedTokenRequest.request.blinded nsg is of the correct
si ze.

* The Ext endedTokenRequest. extensions value is pernmitted by the
I ssuer’s policy.

If any of these conditions is not net, the Issuer MIST return an HTTP
400 error to the dient, which will forward the error to the client.
O herwise, if the Issuer is willing to produce a token token to the
Client for the provided extensions, the Issuer conpletes the issuance
flow by conmputing a blinded response as foll ows:

blind sig = BlindSign(skl, ExtendedTokenRequest.request.blinded nsg, ExtendedTokenRequest
. ext ensi ons)

Where BlindSign is defined in Section 4.3 of [PBRSA].

The result is encoded and transmtted to the client in a
TokenResponse structure as defined in Section 6 of [BASIC PROTCCO].

The | ssuer generates an HTTP response with status code 200 whose

content consists of TokenResponse, with the content type set as
"application/private-token-response"
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:status = 200
content-type = application/private-token-response
content-length = <Length of TokenResponse>

<Byt es containi ng the TokenResponse>
6.3. Finalization

Upon receipt, the dient handles the response and, if successful,
processes the content as foll ows:

aut henti cator = Finalize(pkl, nonce, extensions, blind_sig, blind_inv)
VWhere Finalize function is defined in Section 4.4 of [PBRSA].

If this succeeds, the Cient then constructs a Token as described in
[ AUTHSCHEME] as fol | ows:

struct {
uint16_t token_type = OxDA7A; /* Type Partially Blind RSA (2048-bit) */
uint8_ t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token key id[32];
uint8 t authenticator[NK];
} Token;

The Token.nonce value is that which was sanpled in Section 5.1 of
[ BASI G- PROTOCOL]. If the Finalize function fails, the Cient aborts
t he protocol

The Cient will send this Token to Oigins for redenption in the
"token" HTTP authentication paraneter as specified in Section 2.2 of
[ AUTHSCHEME] . The Cient also supplies its extensions value as an
addi tional authentication paraneter as specified in

[ TOKEN- EXTENSI ON] .

6.4. Token Verification

Verifying a Token requires checking that Token.authenticator is a
valid signature over the remainder of the token input with respect to
the correspondi ng Extensions val ue extensions using the Augnented

| ssuer Public Key. This involves invoking the verification procedure
described in Section 4.5 of [PBRSA] using the follow ng token_input
val ue as the input nessage, extensions as the input info (netadata),
the Issuer Public Key as the input public key, and the token

aut henti cator (Token.authenticator) as the signature.
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t oken_i nput = concat (OxDA7A, // Token type field is 2 bytes |ong
Token. nonce,
Token. chal | enge_di gest,
Token. t oken_key _id)

6.5. Issuer Configuration

I ssuers are configured with Private and Public Key pairs, each
denot ed skl and pkl, respectively, used to produce tokens. Each key
pair SHALL be generated as as specified in FIPS 186-4 [DSS], where
the RSA nodulus is 2048 bits in length. These key pairs MJST NOT be
reused in other protocols. Each key pair MJST conply with al

requi renents as specified in Section 5.2 of [PBRSA].

The key identifier for a keypair (skl, pkl), denoted token_key id, is
conmput ed as SHA256( encoded_key), where encoded key is a DER-encoded
Subj ect Publ i cKeyl nfo (SPKI) object carrying pkl. The SPKI object
MUST use the RSASSA-PSS O D [ RFC5756], which specifies the hash

al gorithmand salt size. The salt size MJST match the output size of
the hash function associated with the public key and token type.

Since Cients truncate token key id in each TokenRequest, |ssuers
shoul d ensure that the truncated form of new key IDs do not collide
with other truncated key IDs in rotation

7. Security Considerations

By design, public netadata is known to both Cient and Issuer. The
mechani sm by which public nmetadata is nade available to dient and

I ssuer is out of scope for this docunent. The privacy considerations
in [ ARCH TECTURE] offer a guide for deternining what type of netadata
is appropriate to include, and in what circunstances.

Each netadata use case requires careful consideration to ensure it
does not regress the intended privacy properties of Privacy Pass. In
general, however, netadata is neant primarily for sinplfiying Privacy
Pass depl oynments, and such sinplifications require analysis so as to
not invalidate Client privacy. As an exanple of netadata that woul d
not regress privacy, consider the use case of netadata for
differentiating keys. It is currently possible for an Issuer to
assign a uni que token key for each netadata val ue they support. This
design pattern yields an increase in keys and can therefore
complicate deploynents. As an alternative, deploynments can use one
of the issuance protocols in this docunent with a single issuance key
and different netadata val ues as the issuance public netadata.
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8. | ANA Consi derati ons

Thi s docunent extends the token type registry defined in

May 2026

Section 8.2.1 of [BASIC-PROTOCOL] with two new entries described in

the follow ng sub-sections.

8.1. Privately Verifiable Token Type

The contents of this token type registry entry are as foll ows:

* Val ue: OxDA7B
*  Name: Partially Oblivious PRF, OPRF(P-384, SHA-384)

* Token Structure: As defined in Section 5.3

* TokenChal | enge Structure: As defined in Section 2.1 of

[ AUTHSCHENME]
* Ppublicly Verifiable: N
* Public Metadata: Y
* Private Metadata: N
*  Nk: 48
* Nid: 32
* Notes: NA

8.2. Publicly Verifiable Token Type

The contents of this token type registry entry are as foll ows:

*  Val ue: OxDA7A
* Name: Partially Blind RSA (2048-bit)

*  Token Structure: As defined in Section 6.3

* TokenChal | enge Structure: As defined in Section 2.1 of

[ AUTHSCHEME]
* Ppublicly Verifiable: Y

*  Public Metadata: Y
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* Private Metadata: N
*  Nk: 256
* Nd: 32

*  Notes: The RSAPBSSA- SHA384- PSS- Det er mi ni sti ¢ and RSAPBSSA- SHA384-
PSSZERO Determ ni stic variants are supported; see Section 6 of
[ PBRSA]
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