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Abst ract

Thi s docunent describes an extension for Privacy Pass that allows
tokens to encode expiration information.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-privacypass-expiration-
ext ensi on/.

Di scussion of this document takes place on the Privacy Pass WrKking
Goup mailing list (mailto:privacy-pass@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/privacy-pass/. Subscribe
at https://ww.ietf.org/ milman/listinfo/privacy-pass/.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-privacypass/draft-ietf-privacypass-
expi rati on- ext ensi on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Novenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Sone Privacy Pass token types support binding additional information
to the tokens, often referred to as public netadata.

[ AUTH- EXTENSI ONS] descri bes an extension parameter to the basic

Pri vat eToken HTTP aut hentication scheme [ AUTH SCHEME] for supplying
this netadata al ongsi de a token. [EXTENDED- | SSUANCE] descri bes
variants of the basic Privacy Pass issuance protocols

[ BASI C- | SSUANCE] that support issuing tokens with public netadata.

Thi s docunent describes an extension for Privacy Pass that allows
tokens to encode expiration information. The use case and depl oynent
considerations, especially with respect to the resulting privacy

i npact, are al so discussed.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Expi rati on Extension

The expiration extension is used to convey the expiration for an

i ssued token. It is useful for Privacy Pass depl oynents that make
use of cached tokens, i.e., those that are not bound to a specific
TokenChal | enge redenption context, when they want to limt token
lifetime without having to frequently rotate issuing key pairs.

For exanple, consider a Privacy Pass depl oynent wherein Cients use
cached tokens that are valid for one hour. dients could pre-fetch
these tokens each hour and the Issuer and Origin could rotate the
verification key every hour to force expiration. Alternatively,
Clients could pre-fetch tokens for the entire day all at once,
including an expiration timestanp in each token to indicate the tine
wi ndow for which the token is valid.

The ExtensionType (defined in [AUTH SCHEME]) of this extension is
0x01. The value of this extension is an ExpirationTi nestanp, defined
as foll ows.

struct {
ui nt 64 tinestanp_precision;
ui nt 64 ti mestanp;

} ExpirationTi nest anp;

The ExpirationTi nestanp fields are defined as follows:

* "timestanp_precision" is an 8-octet integer, in network byte
order, representing the granularity of the tinestanp, i.e., the
target to which the timestanp is rounded for |oss of precision.

* "timestanp" is an 8-octet integer, in network byte order,
representing the expiration tinestanp. The expiration tinestanp
isthe UNNX time in seconds at which a token expires, expressed in
the UTC/ GMI tinmezone ([ RFC3339], Section 4.1).

As an exanpl e, an ExpirationTi mestanp structure with the foll ow ng
value would be interpreted as an expiration tinestanp of 1688583600,
i.e., July 05, 2023 at 19:00: 00 GVIr+0000, which is the tinestanp
rounded to the nearest hour (tinestanp_precision = 3600).
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struct {
ui nt 64 tinmestanp_precision = 3600;
uint64 tinmestanp = 1688583600;

} ExpirationTi nest anp;

Privacy Considerations

This extension intentionally adds nore information to a token that

m ght not otherwi se be visibile to Attester, Issuer, or Origin. As
such, how this information is chosen can have an inmpact on Oigin-
Client, Issuer-Client, Attester-Origin, or redenption context
unlinkability as defined in Section 3.2 of [ARCH TECTURE] .

Mtigating risk of privacy violation requires that the extension be
constructed in a way that does not induce anonymity set partitioning,
as described in Section 6.1 of [ARCH TECTURE]

The best way to achieve this in practice is for Cients to use the
sane linmted sets of information in the extension. Consistency can
be achieved in a variety of ways. For exanple, dient

i mpl ementations mght insist that all Cdients use the sane
determnistic function for conputing the expiration tinestanp, e.g.,
sonme function F(current tine). This function would round the current
timestanp, resulting in a loss of precision but overall |ess unique
value. One way to inplement this function would by rounding the
timestanp to the nearest hour, day, or week. O course, this does
not account for clock skew, which occurs with some non-negligible
probability in practice [CLOCK- SKEW .

An alternative inplenentation strategy for consistency is to run sone
sort of consistency check to ensure that the dient uses a val ue that
is consistent with other Cients. Several consistency mechani sms

exi st; see [CONSI STENCY] for nmore information. Such an explicit

consi stency check woul d depend | ess upon the Cient’s current clock
and thus be nore robust at the cost of additional work.

Ot hogonal to the mechani smused to ensure consistency, it is also
important that Clients choose expiration tinestanps that are shared
by other dients. Consider, for exanple, a scenario where two
Clients consistently choose expiration tinestanps per the
recomendat i on above, but only one Cient ever requests a token
within a given expiration wi ndow Despite the consistency check in
pl ace, the actual value of the tinestanp is still unique to one of
the dients.

The neans by which inplenentations ensure that some m ni num nunber of
Clients share the sane expiration tinestanp is a depl oynent-specific
chal l enge. For exanple, in the Split Oigin, Attester, and |ssuer
depl oynents as described in Section 4.4 of [ARCH TECTURE], the

Hendri ckson & Wbod Expi res 16 Novenber 2026 [ Page 4]



I nternet-Draft Privacy Pass Token Expiration Extension May 2026

Attester is positioned to ensure that Cients do not choose

consi stent yet unique values. General purpose approaches to ensure
that some m ni mum nunber of Cients share the sane expiration
timestanp are outside the scope of this docunent; indeed, this
problemis not unique to Privacy Pass and is common to other privacy-
rel ated protocols such as Cblivious HTTP [ OHTTP] .

5. Security Considerations

Use of the expiration extension risks revealing additiona

information to parties that see the extension, including the
Attester, Issuer, and Origin. Section 4 discusses specific privacy
inmplications for use of this extension that aimto mtigate exposure
of information that can unintentionally partition the dient
anonymty set and lead to Origin-Client, Issuer-Cient, Attester-
Oigin, or redenption context unlinkability as defined in Section 3.2
of [ARCH TECTURE]. General information regarding the use of
extensions and their possible inmpact on Cient privacy can be found
in Section 3.4.3 of [ARCH TECTURE] and Section 6.1 of [ARCH TECTURE].

6. | ANA Consi der ations

Thi s docunent registers the following entry into the "Privacy Pass
Pri vat eToken Extensions" registry.

* Expiration extension
- Type: 0x0001
- Nanme: Expiration
- Value: ExpirationTinestanp value as defined in Section 3
- Reference: This document
- Notes: None
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