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2

2

* |nitial W5 docunent version
I nt roduction

Thi s docunent specifies two variants of Privacy Pass issuance
protocols (as defined in [ RFC9576]) that allow for batched issuance
of tokens. This allows clients to request nore than one token at a
time and for issuers to issue nore than one token at a timne.

The base Privacy Pass issuance protocol [RFC9578] defines stateless
anonynous tokens, which can either be publicly verifiable or not.
Wiile it is possible to run nultiple instances of the issuance
protocol in parallel, e.g., over a nultiplexed transport such as
HTTP/ 3 [HTTP3] or by orchestrating nmultiple HTTP requests, these ad-
hoc solutions vary based on transport protocol support. In addition,
in some cases, they cannot take advantage of cryptographic

optim zati ons.

The first variant (Section 5) of the issuance protocol builds upon
the privately verifiable issuance protocol in [RFCO578] that uses
VOPRF [ OPRF], and allows for batched issuance of tokens and anortizes
the cost of zero know edge proofs. This allows clients to request
nmore than one token at a tine and for issuers to issue nore than one
token at atine. |In effect, anortizing private batched issuance
reduces the per-token cost, approaching a factor of 2 for large

bat ches.

The second variant (Section 6) of the issuance protocol introduces a
new Client-1ssuer communi cati on met hod, which allows for batched

i ssuance of generic token types. This allows clients to request nore
than one token at a time and for issuers to issue nore than one token
at a time. This variant has no other effect than batching requests
and responses and the issuance performance renmains |inear

Thi s docunent registers a new token type (Section 8.1) that can
either be used with the Privately Verifiable |ssuance Protocol as
defined in [ RFC9578], or with the Anortized Privately Verifiable
Bat ch | ssuance Protocol defined bel ow

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here
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3. Motivation

Privacy Pass tokens (as defined in [RFCO576] and [ RFC9578]) are
unl i nkabl e during issuance and redenption. The basic issuance
protocol s defined in [ RFCO578], however, only allow for a single
token to be issued at a tine for every challenge. |n sonme cases,
especially where a | arge nunber of clients need to fetch a |l arge
nunber of tokens, this may introduce performance bottl enecks.

Anortized Privately Verifiable Token |Issuance Section 5 inproves upon
the basic Privately Verifiable Token issuance protocol in the
foll owi ng key ways:

1. Issuing multiple tokens at once in response to a single
TokenChal | enge, thereby reducing the size of the proofs required
for multiple tokens.

2. Inmproving server and client issuance efficiency by anortizing the
cost of the VOPRF proof generation and verification,
respectively.

Generic Token Batch Issuance Section 6 allows for a single

Generi cBat chTokenRequest to be sent that enconpasses multiple token
requests. This inproves upon the basic issuance protocols defined in
[ RFCO578] in the follow ng key ways:

1. Issuing multiple tokens at once of the same type with different
keys.
2. Issuing multiple tokens at once of different types.

4. Presentation Language

Thi s docunent uses the TLS presentation | anguage [ RFC8446] to
describe the structure of protocol nessages. |In addition to the base
syntax, it uses two additional features: the ability for fields to be
optional and the ability for vectors to have variabl e-size length
header s.

4.1. Optional Value
An optional value is encoded with a presence-signaling octet,

followed by the value itself if present. Wen decoding, a presence
octet with a value other than 0 or 1 MJST be rejected as mal f orned.
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struct {
ui nt 8 present;
sel ect (present) {
case 0: struct{};
case 1: T val ue;
H

} optional <T>;
4.2. Variable-Size Vector Length Headers

In the TLS presentation | anguage, vectors are encoded as a sequence
of encoded el enents prefixed with a length. The length field has a
fixed size set by specifying the m ni num and nmaxi num | engt hs of the
encoded sequence of el ements.

In this docunent, there are several vectors whose sizes vary over
significant ranges. So instead of using a fixed-size length field,

it uses a variable-size length using a variable-length integer
encodi ng based on the one described in Section 16 of [RFC9000]. They
differ only in that the one here requires a m ni numsize encodi ng.

I nstead of presenting mn and max val ues, the vector description
sinmply includes a V. For exanple:

struct {
ui nt 32 fixed<0. . 255>;
opaque vari abl e<Vv>;

} StructWthVectors

5. Anortized Privately Verifiable Token Batch |ssuance
This section describes a batched i ssuance protocol for select token
types, including 0x0001 (defined in [ RFC9578]) and 0x0005 (defined in
this docunment). This variant is nore efficient than Generic Token
Batch | ssuance defined below. It does so by requiring the sane key
to be used by all token requests.

5.1. dient-to-Ilssuer Request

Except where specified otherwise, the client follows the sane
protocol as described in [ RFC9578], Section 5.1

The Cient first creates a context as foll ows:
client_context = SetupVOPRFC ient(ciphersuitel D, pkl)
ciphersuitelDis the ciphersuite identifier from|[OPRF] corresponding

to the ciphersuite being used for this token version
Set upVOPRFCl i ent is defined in [OPRF], Section 3.2.
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Nr denotes the nunber of tokens the clients wants to request. For
every token, the Cient then creates an issuance request message for
a random val ue nonce with the input challenge and |Issuer key
identifier as described bel ow

nonce_ i = randon{32)
chal | enge_di gest = SHA256( chal | enge)
token_i nput = concat (token_type, nonce_i, challenge_digest,
t oken_key_id)
blind i, blinded elenent i = client_context.Blind(token_input)

token_type corresponds to the 2-octet integer in the chall enge.

The above is repeated for each token to be requested. Inportantly, a
fresh nonce MIUST be sanpl ed each tine.

The Client then creates a BatchTokenRequest structured as foll ows:

struct {
uint8 t blinded_msg[ Ne];
} Bli ndedMessage;

struct {
uint16 t token_type;
uint8 t truncated_token_key_id;
Bl i ndedMessage bl i nded_nsgs<V>;
} AnortizedBat chTokenRequest ;

The structure fields are defined as foll ows:

* "token_type" is a 2-octet integer, which matches the type in the
chal | enge

* "truncated token_key id" is the |east significant byte of the
token_key id in network byte order (in other words, the |ast 8
bits of token_key_id).

* "blinded_nsgs" is a list of Nr serialized elements, each of length
Ne bytes and conputed as SerializeEl ement (blinded_el ement i),
where blinded elenment i is the i-th output sequence of Blind
i nvocations above. Ne is as defined in [OPRF], Section 4.

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the AnortizedBat chTokenRequest as the content. The
medi a type for this request MJST be "application/private-token-
anortized-batch-request”. |If not, the Issuer responds with status
code 415. An exanple request for the Issuer Request URL
"https://issuer.exanpl e.net/request" is shown bel ow.
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POST /request HITP/ 1.1

Host: issuer. exanpl e. net

Accept: application/private-token-anortized-batch-response
Cont ent - Type: application/private-token-anortized-batch-request
Content-Length: <Length of AnortizedBatchTokenRequest >

<Byt es contai ning the AnortizedBat chTokenRequest >
5.2. Issuer-to-Cient Response

Except where specified otherwise, the client follows the sane
protocol as described in [ RFC9578], Section 5. 2.

Upon recei pt of the request, the Issuer validates the foll ow ng
condi tions:

* The AnortizedBat chTokenRequest contains a supported token_ type of
the privately verifiable token kind.

* The AnortizedBat chTokenRequest.truncated_token_key id corresponds
to a key 1D of a Public Key owned by the issuer

* Nr, as determ ned based on the size of
Anorti zedBat chTokenRequest. bl i nded_nsgs, is less than or equal to
the nunmber of tokens that the issuer can issue in a single batch

If any of these conditions is not net, the Issuer MJIST return an HTTP
422 (Unprocessable Content) error to the client.

The Issuer then tries to deseralize the i-th el enent of

Anorti zedBat chTokenRequest . bl i nded_nsgs using DeserializeEl emrent from
Section 2.1 of [OPRF], yielding blinded elenent_i of type El enent.

If this fails for any of the AnortizedBat chTokenRequest. bl i nded_nsgs
val ues, the Issuer MJUST return an HTTP 422 (Unprocessabl e Content)
error to the client. OQherwise, if the Issuer is willing to produce
a token to the Client, the issuer fornms a list of Elenent values,
denot ed blinded_el enents, and conputes a blinded response as foll ows:

server_context = Set upVOPRFServer (ci phersuitel D, skl, pkl)

eval uated_el enents, proof =
Bl i ndEval uat eBat ch(skl, pkl, blinded_el ements)
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ci phersuitelD is the ciphersuite identifier from[OPRF] corresponding
to the ciphersuite being used for this token version.

Set upVOPRFServer is defined in [OPRF], Section 3.2. The issuer uses
a list of blinded elenments to conpute in the proof generation step.
The Bl i ndEval uateBatch function is a batch-oriented version of the

Bl i ndEval uate function described in [OPRF], Section 3.3.2. The
description of BlindEval uateBatch is bel ow.

I nput :
Scal ar skS
El ement pkS

El ement bl i ndedEl ement s[ Nr]
Cut put :

El ement eval uat edEl ement s[ Nr]
Pr oof proof

Par anet ers:
Goup G

def BlindEval uat eBat ch(skS, pkS, blindedEl enents):
eval uat edEl ements = []
for blindedEl enent in blindedEl enents:
eval uat edEl enent s. append(skS * bl i ndedEl enent)

proof = GenerateProof (skS, G Generator(), pksS,
bl i ndedEl enents, eval uat edEl enent s)
return eval uat edEl enents, proof

The conput ational conmplexity of BlindEvaluateBatch is linear in the
nunber of evaluations Nr. However the anortization of proof
generation across all Nr evaluations reduces the practical cost by
approxi mately half that of Nr individual token issuance operations as
Nr i ncreases.

The Issuer then creates a AnortizedBat chTokenResponse structured as
fol | ows:
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struct {
uint8_ t eval uated_nsg[ Ne];
} Eval uat edMessage;

struct {
Eval uat edMessage eval uat ed_nsgs<V>;
uint8 t eval uated_proof [ Ns + Ns];

} AnortizedBat chTokenResponse;

The structure fields are defined as foll ows:

* "evaluated_nsgs" is a list of Nr serialized el enents, each of
I ength Ne bytes and conputed as
SerializeEl enent (eval uated_el enent _i), where eval uated_el emrent _i
is the i-th output of BlindEval uate.

* "evaluated proof" is the (Ns+Ns)-octet serialized proof, which is
a pair of Scalar val ues, conputed as
concat (Seri alizeScal ar(proof[0]), SerializeScalar(proof[1])),
where Ns is as defined in [OPRF], Section 4.

The | ssuer MJIST generate an HITP response with status code 200 whose
content consists of AnortizedBatchTokenResponse, with the content
type set as "application/private-token-anortized-batch-response”
Clients MJST ignore the response if the status code is not 200 or if
the content type is not "application/private-token-anortized-batch-
response".

HTTP/ 1.1 200 K
Cont ent - Type: application/private-token-anortized-batch-response
Content-Length: <Length of AnortizedBat chTokenResponse>

<Byt es containing the AnortizedBat chTokenResponse>
5.3. Finalization

Upon receipt, the dient handles the response and, if successful,
deserializes the body val ues

Anorti zedBat chTokenResponse. eval uat ed_nsgs and

Anorti zedBat chTokenResponse. eval uat ed_proof, vyiel ding

eval uated_el enents and proof. |f deserialization of either value
fails, the Cient aborts the protocol. GQherwi se, the dient
processes the response as foll ows:

aut henti cator_values = client_context.FinalizeBatch(token_input, blind,
eval uated_el enents, blinded_el enents, proof)
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The FinalizeBatch function is a batched variant of the Finalize
function as defined in [OPRF], Section 3.3.2. FinalizeBatch accepts
lists of evaluated el enents and blinded el enents as input paraneters,
and is inplenented as described bel ow

| nput :

Pri vat el nput i nput

Scal ar blind

El ement eval uat edEl ement s[ Nr ]
El ement bl i ndedEl enent s[ Nr]
El ement pkS

Proof proof

Cut put :
opaque out put[Nh * Nr]
Par anmet ers:
Goup G
Errors: VerifyError
def FinalizeBatch(input, blind,
eval uat edEl enent's, bl indedEl ements, pks, proof):
if VerifyProof(G Generator(), pkS, blindedEl enents,
eval uat edEl enments, proof) == fal se:
raise VerifyError
output = nil
for eval uat edEl enent in eval uat edEl enents:

N = G Scal arl nverse(blind) * eval uat edEl enent
unbl i ndedEl enent = G Seri al i zeEl enent (N)

hashl nput = [20SP(l en(input), 2) || input ||
I 20SP(1 en(unbl i ndedEl enent), 2) || unblindedEl enent ||
"Finalize"

out put = concat (out put, Hash(hashl nput))
return out put
If this succeeds, the Cient then constructs Nr Token val ues, where
authenticator is the i-th Nnh-byte Iength slice of

aut henti cat or _val ues that corresponds to nonce, the i-th nonce that
was sanpled in Section 5. 1:
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struct {
uint16_t token_type; /* 0x0001 or 0x0005 */
uint8_ t nonce[ 32];
uint8 t chall enge_digest[32];
uint8 t token key id[32];
uint8 t authenticator[Nh];
} Token;

The constant Nh is as defined in [OPRF], Section 4 and denotes the
output length of the hash function in bytes used by the token type.

If the FinalizeBatch function fails, the dient aborts the protocol
Token verification works exactly as specified in [ RFC9578].

6. GCeneric Token Batch | ssuance

Thi s section describes an issuance protocol nechanismfor issuing
multiple tokens in one round trip between Cient and |ssuer. A
generic batch token request can contain token requests for any token

type.
6.1. dient-to-Issuer Request

The Cient first generates all of the individual TokenRequest
structures that are intended to be batched together. This request
creation follows the protocol describing issuance, such as [ RFC9578],
Section 5.1 or [RFC9578], Section 6.1

The Client then creates a GenericBat chedTokenRequest structure as
fol | ows:

struct {
uint16_t token_type;
sel ect (token_type) {
case (0x0001): /* Type VOPRF(P-384, SHA-384), RFC 9578 */
TokenRequest token_request;
case (0x0002): /* Type Blind RSA (2048-bit), RFC 9578 */
TokenRequest token_request;
case (0x0005): /* Type VOPRF(ristretto255, SHA-512), this document */
TokenRequest token_request;
case (other): /* Qther token types fromthe | ANA Privacy Pass Token Types Regi
stry */
TokenRequest token_request;

} CGenericTokenRequest;
struct {

Generi cTokenRequest generic_token_request s<V>;
} GenericBat chTokenRequest
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The structure fields are defined as foll ows:

* CenericTokenRequest’s "token_type" is a 2-octet integer. The
val ue represents the token type fromthe | ANA Privacy Pass Token
Types Registry ([1ANA PRI VACYPASS TOKEN TYPES]). The rest of the
structure follows with the TokenRequest based on that type.

* "token_requests" is an array of GenericTokenRequest satisfying the
above constraint.

The Cient then generates an HTTP POST request to send to the Issuer
Request URL, with the GenericBatchTokenRequest as the content. The
medi a type for this request MJST be "application/private-token-
generic-batch-request”. If not, the Issuer responds with status code
415. An exanpl e request for the Issuer Request URL
"https://issuer.exanple.net/request” is shown bel ow.

POST /request HTTP/ 1.1

Host: issuer. exanpl e. net

Accept: application/private-token-generic-batch-response
Cont ent - Type: application/private-token-generic-batch-request
Content-Length: <Length of GenericBat chTokenRequest >

<Byt es contai ning the GenericBat chTokenRequest >
6.2. |Issuer-to-Cient Response

Upon recei pt of the request, the Issuer validates the follow ng
condi tions:

* The Content-Type is application/private-token-generic-batch-
request as registered with | ANA

If this condition is not nmet, the Issuer MJST return an HTTP 422
(Unprocessabl e Content) error to the client.

The Issuer then tries to deserialize the first 2 bytes of the i-th

el ement of GCenericBat chTokenRequest.token_requests. |If this is not a
token type registered with 1 ANA, the Issuer MIST return an HITP 422
(Unprocessabl e Content) error to the client. The issuer creates a
Generi cBat chTokenResponse structured as foll ows:
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struct {
uint16_t token_type;
sel ect (token_type) {
case (0x0001): /* Type VOPRF(P-384, SHA-384), RFC 9578 */
TokenResponse token_response;
case (0x0002): /* Type Blind RSA (2048-bit), RFC 9578 */
TokenResponse token_response;
case (0x0005): /* Type VOPRF(ristretto255, SHA-512), this document */
TokenResponse token_response;
case (other): /* Qther token types */
TokenResponse token_response;

} CGenericTokenResponse;

struct {

opti onal <Generi cTokenResponse> generi c_token _response; /* Defined by token_type */
} Optional TokenResponse;

struct {
Opt i onal TokenResponse opti onal _t oken_responses<V>;
} CenericBat chTokenResponse

For each request in CenericBatchTokenRequest.token requests, the

i ssuer generates a TokenResponse according to the token type.

Generi cBat chTokenResponse. opti onal _t oken_responses is a vari abl e-si ze
vector of Optional TokenResponses.

Opt i onal TokenResponse. t oken_response is an optional TokenResponse (as
specified in Section 4.1), where an absence of TokenResponse

i ndicates that the Issuer failed or refused to issue the associ ated
TokenRequest .

The | ssuer MJIST generate an HITP response with status code 200 whose
content consists of TokenResponse, with the content type set as
"application/private-token-generic-batch-response”. dients MJST
ignore the response if the status code is not 200, 206 or if the
content type is not "application/private-token-generic-batch-
response”.

HTTP/ 1.1 200 K
Cont ent - Type: application/private-token-generic-batch-response
Content-Length: <Length of GCenericBatchTokenResponse>

<Byt es contai ning the CenericBat chTokenResponse>
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If the Issuer issues sone but not all tokens, it MJST return an HTTP
206 Partial Content response defined in Section 15.3.7 of [RFC9110]
to the client and continue processing subsequent requests. For
instance, an |ssuer MAY return an HTTP 206 error if requests for
tokens of the sane token type refer to nore than one
truncat ed_t oken_key_i d.

If the Issuer decides not to issue any tokens, it MJST return an HTTP
400 Bad Request as defined in Section 15.5.1 of [RFC9110] to the
client.

6.3. Finalization
The Client tries to deserialize the i-th el ement of
Generi cBat chTokenResponse. t oken_responses using the protoco
associ ated to GenericBat chTokenRequest.token type. |If the el enent
has a size of 0, the Cient MJST ignore this token, and continue
processing the next token. The Cient finalizes each deserialized
TokenResponse using the matchi ng TokenRequest according to the
correspondi ng finalization procedure defined by the token type.

7. Security considerations

7.1. Anortized Privately Verifiable Token Batch |ssuance
I mpl enentors SHOULD be aware of the security considerations described
in [OPRF], Section 6.2.3 and inplement mtigation mechani sms.
Application can mtigate this issue by limting the nunber of clients
and limting the nunber of token requests per client per key.

7.2. Ceneric Token Batch |ssuance
I mpl enentors SHOULD be aware of the inherent |inear cost of this
token type. An Issuer MAY ignore GenericTokenRequest if the nunber
of tokens per request is past a limt.

8. | ANA consi derati ons
Thi s section contains | ANA codepoint allocation requests.

8.1. Token Type

Thi s document updates the "Token Type" Registry (Section 6.2 of
[ AUTHSCHEME] ) with the followi ng entry:

* Val ue: 0x0005 (suggested)

*  Name: VOPRF (ristretto255, SHA-512)
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* Token Structure: As defined in Section 2.2 of [AUTHSCHEME]

* Token Key Encoding: Serialized using SerializeEl enent from
Section 2.1 of [OPRF]

* TokenChal | enge Structure: As defined in Section 2.1 of
[ AUTHSCHEME]

* Ppublicly Verifiable: N
* Public Metadata: N
* Private Metadata: N
* Nk: 64
* Nd: 32
* Change controller: |IETF
* Reference: [RFC9578], Section 5
* Notes: None
8.2. Media Types

The following entries should be added to the | ANA "nedi a types”
registry:

* "application/private-token-anortized-batch-request”
* "application/private-token-anortized-batch-response"
* "application/private-token-generic-batch-request™

*  "application/private-token-generic-batch-response"

The tenplates for these entries are listed bel ow and the reference
shoul d be this RFC

8.2.1. "application/private-token-anortized-batch-request" nedia type

Type name: application

Subt ype nanme: private-token-anortized-bat ch-request
Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: "binary"

Security considerations: see Section 7
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Interoperability considerations: NA
Publ i shed specification: this specification
Applications that use this nmedia type: Applications that want to
issue or facilitate issuance of Privacy Pass Anortized Privately
Verifiable tokens as defined in Section 5, including Privacy Pass
i ssuer applications thensel ves.
Fragrment identifier considerations: NA
Addi tional information: Magic nunber(s): NA
Deprecated alias names for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and ennil address to contact for further information: see
Aut hors’ Addresses section
I ntended usage: COMMON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF

8.2.2. "application/private-token-anortized-batch-response" nedia type

Type name: application
Subt ype nane: private-token-anortized-batch-response
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: "binary"
Security considerations: see Section 7
Interoperability considerations: NA
Publ i shed specification: this specification
Applications that use this media type: Applications that want to
issue or facilitate issuance of Privacy Pass Anortized Privately
Verifiable tokens as defined in Section 5, including Privacy Pass
i ssuer applications thensel ves.
Fragnment identifier considerations: NA
Additional information: Magic nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and ermai|l address to contact for further information: see
Aut hors’ Addresses section
I nt ended usage: COMVON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF

8.2.3. "application/private-token-generic-batch-request” nedia type

Type name: application
Subt ype nane: private-token-generic-batch-request
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Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: "binary”
Security considerations: see Section 7
Interoperability considerations: NA
Publ i shed specification: this specification
Applications that use this nmedia type: Applications that want to
issue or facilitate issuance of Privacy Pass Generic tokens as
defined in Section 6, including Privacy Pass issuer applications
t hensel ves.
Fragrment identifier considerations: NA
Addi tional information: Magic nunber(s): NA
Deprecated alias nanes for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and enmil address to contact for further information: see
Aut hors’ Addresses section
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF

8.2.4. Mapplication/private-token-generic-batch-response" nedia type

Type name: application
Subt ype nane: private-token-generic-batch-response
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: "binary"
Security considerations: see Section 7
Interoperability considerations: NA
Publ i shed specification: this specification
Applications that use this nmedia type: Applications that want to
issue or facilitate issuance of Privacy Pass Generic tokens as
defined in Section 6, including Privacy Pass issuer applications
t hensel ves.
Fragment identifier considerations: NA
Addi tional information: Magic nunber(s): NA
Deprecated alias names for this type: NA
File extension(s): NA
Maci ntosh file type code(s): NA
Person and enmnil address to contact for further information: see
Aut hors’ Addresses section
I ntended usage: COMMON
Restrictions on usage: NA
Aut hor: see Authors’ Addresses section
Change controller: |ETF
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Appendi x A,  Test Vectors

This section includes test vectors for the two i ssuance protocols
specified in this docunent. Appendix A 3 contains test vectors for
Anortized Privately Verifiable Token Batch |ssuance (0x0005), and
Appendi x A 4 contains test vectors for Generic Token Batch |ssuance.

A.l. Privately Verifiable Token |ssuance - VOPRF (ristretto255, SHA-
512)

The test vectors below list the follow ng val ues:

* skS: The Issuer Private Key, serialized using SerializeScal ar
(Section 2.1 of [OPRF]) and represented as a hexadeci mal string.

* pkS: The Issuer Public Key, serialized according to the encoding
in Section 8.1.

* token_chall enge: A randomy generated TokenChal |l enge structure,
represented as a hexadecimal string. nonce: The 32-byte dient
nonce generated according to Section 5.1, represented as a
hexadeci mal string. blind: The blind used when conputing the OPRF
bl i nded message, serialized using SerializeScalar (Section 2.1 of
[OPRF]) and represented as a hexadeci mal string. token_request:
The TokenRequest nessage constructed according to Section 5.1,
represented as a hexadeci mal string. token_response: The
TokenResponse nessage constructed according to Section 5.2,
represented as a hexadeci mal string. token: The output token from
the protocol, represented as a hexadeci mal string.

/|l Test vector 1:

skS:
065ccab6457eac53b38c4f 174ea1498f ee99bb0c724035eledObaace5¢3223201
pkS:
28c68b4c454bb67e0138e2ca3ce77a4a92bb570de7023a1d0f c885f 9b6f a7d44
token_chal | enge: 0005000e6973737565722e6578616d706¢c65208278149d30
94c9138347d7a2bcbf 1188a262a10b1a5696c41549eabed84c129d000e6f 72696
7696e2e6578616d706¢c65
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nonce:
678dd032dc3dd290a524c9525b59e9f a2al1426f 2ebe07d71be44e410235c5bc9

bl i nd:

f 16cd9d7b9618a5a434439f 6edd5e5d053f 2781f 90169eb4057ef 94b65a9f 900

t oken_request: 0005a3987bcba79eb7bb4af bdd3acd2500417f 68eb109b420f
871ae0964481d1cf c64c

t oken_r esponse: a85598dd8eeb0e4e8ad61672alb60ch879dcb6e2bb577f 53a
6c5799605adad73f c085894a651a29be45d10431eb3a60948f 594eb1a0b82f db2
1f albcbalbd20e7e16d160b6ae31c1e3b612145b406920f 9d206a2213b8b13bee
a076c2ed4dd05

t oken: 0005678dd032dc3dd290a524c9525b59e9f a2al1426f 2ebe07d71bed4e4
10235c5bc9ead0dle696¢cchbef 94da0dd33e0e265d97a8015532f 429d968f a41f b
Oaf 0cb38547f e05el1f d8dac4eb493924ea617a4d5b950e2d6deec99806bce0589
29d0d3a386b38c783958b8f 975795b2e3544ch58ea24eadb236¢c970641bb27509
5aedf a5da76bb808f 55ba51aa407be433d5598f e708cf c3d2alf 6¢c9b40f a9d9a7
f a65c5h

/] Test vector 2:

skS:

9f 24660c54374169€9605¢c7c5431f f 93547ec2a5deOababf 4178720belc6a00f

pkS:

fala06593483ef 048e77d54214697dc5734672bb927db0b3c7e08b6db8adcesdb

t oken_chal | enge: 0005000e6973737565722e6578616d706c6500000e6f 7269
67696e2e6578616d706c65

nonce:

1543cf 07d8f 64f 9163b2487376e3e23aa36224b64bh56d982838ef 6a2f 5a0c32a

bl i nd:

€3632369f 86f 13da22089761dael2c829f cc7d9c7f 41ca8b072a2765104a7e05

t oken_request: 0005l1led4alOef 58c0f 18db88f 5f a97324cce8e8c642d92bf c452
5a58bb857a51c4b9645a

t oken_response: 30e4110f 871a6b8ef 610153df 24a0ce3d025979462e379¢c10
3908f abf €95¢8295cc5f 771b69422f e711e436a791d10f bf b86dd18300c25f cd7
7ee0abc72bdc022421875e5bf d78055f b79d8e6f c4c475899578127e595981030
8738d58f 7ed0b

t oken: 00051543cf 07d8f 64f 9163b2487376e3e23aa36224b64b56d982838ef 6
a2f 5a0c32a69hb53830c9e88ce2285ef c18a8bdc36d2225a41c4af ddOcel337411
f 9e7ec0ae50d42f 2b86f e4657a5f 2363d89c542d11a7e290d2c48ccf 06c941dcd
301el18leb52beac7a9bcb001e25ea61095ac7249¢c5923e8aedd542a608362d65d
59c3bcd3a53c0f 1910be2de4c746f 2846f 722d07dd239b0d193c670bb4eealb0l
d4a978

/] Test vector 3:

skS:

57a14d07df 82a820¢9c9d01386ef 80850ef 61690cea21432bec1366d6d997200
pkS:

184f 826f 89d9349e78d71715f 1le3e91le5lecaad4al307def 65905ce3ac76c8427¢
t oken_chal | enge: 0005000e6973737565722e6578616d706c65000017666f 6f
2e6578616d706c652c6261722e6578616d706c65
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nonce:
ff94318c0a49c08b421888076a8bf 808223bb25685f f acd1e8001ddb71ce874e
bl i nd:

8f 23a75ac79f d6361654a9d5bdb06063366c0f 918c0df eb18b2aaa4046a8300f
t oken_request: 0005d90c8f 332d31laclf af c4d4ef bb10d83a56e0c4db0bd3da
a729e7123522bf a76c4e

t oken_r esponse: 30fc1468e7e0f c9ed1d58df 1b781c4a12a65b0f f bO5ecaf 6e
642e678259cf 944c1201f f f d9382d149def 2b36a24ad5eab8daf 39878ce24b3a3
b33d0a9088f 5000a25af c2c442a5caef 39d55d862b267f 59d575ac2e190990cec
€9111414d2203

t oken: 0005ff94318c0a49c08b421888076a8bf 808223bb25685f f acd1e8001d
db71ce874e8a73b15843d93251b73e17d484d3e5467e6db28a74a042d83a31100
5df db9c61d38dbleae5d88760e75355f f 0060861137b5e5a45bd6e64e8d3da4f 5
€38155d98c06f f 991b907b45d512d5f 4cb39aeef 67c0d6e738792e1457e29¢c140
2bf 5f eb4c55f 0337aa7f 73dc366f cdf 8d2c9b823bb99ba2ef e39ab31f a4d561e8
dbb408

/|l Test vector 4:

skS:
14b3821a3b383d384141a8135191944d74b07371f b78a465521f 0867b7628006
pkS:

4429d3c5dbc68f 9280df de3ceeb4bcc0da37¢c681b83065a7319e16c886d4c856
t oken_chal | enge: 0005000e6973737565722e6578616d706c65000000
nonce:

a53148ef 0e37785a51950ef c46ee1c959a9f 2511f 8d5570df cd609d3001aldbd
bl i nd:

d85f 5a0096304a954d4d7f eba0f aaa3011a004337d70197b3b607547ed2e6508
t oken_request: 0005f 656¢c94386183dee559f ee3953b04f b9h97dcad9b5bcle
lec8d2513804e8f 71b03

t oken_r esponse: 6c2c459f e0975d59d4f 38dcf 26f 81df c28a83d45840897da0
3d729e805867843aae4c66edae05f 2f ce4b755d41c245e0841af f 2a61e1525156
55b03eee2cab00660a5¢c9d4263f 83e6e4cd9c7ce7ec7c0b4dd45b6f aB8ae9b2dlc
ff124273e6d00

t oken: 0005a53148ef 0e37785a51950ef c46eelc959a9f 2511f 8d5570df cd609
d3001aldbdb2174d8c51b010f 2f 8d73a85a8595138f 02c4082a27¢c5348a476794
56d9e350f 3f b7498d84e1b9d4f 5171blc5d238eab7d7c18cbb6829ab%9a441be65
bb4e9bf 67147573bee5e5a5bb9b50ef ac2880bd281b99eaf f 7e68lacdbbe42910
674884de84f 4d120f 7a17f 0088405174e08d08776f 13836d8a646436534663028
65d722

/|l Test vector b5:

skS:

c113b4d6182f d5a7918b8cf c938692364ad310f 56f 0b0a448e07c915e2¢c88c0c
pkS:
4c6859406c73339ed11059¢cb203e95aed9de0d29a8232bc09a02d0e6¢c0aeb934
token_chal | enge: 0005000e6973737565722e6578616d706¢c65208278149d30
94c9138347d7a2bcbf 1188a262a10b1a5696c41549eabed84c129d0000

nonce:
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d8af 21d3f 0f 186¢2219f 00d408df 3f dec225b3a385b05a14d074270e76db6adb
bl i nd:
607253ecc7635b7d308af 78dc139bf 8e50¢c5267836d62ec1dc45078d8401b90c
t oken_request: 0005576af dd999a852d2b692a0112f f af f 3b52188526659343
dd29edbf 15f f a3a30940

t oken_r esponse: 8cfd757a54027713c8d0726403d85d7870826d9eaadf b3320
e5464e446c4442b1dd74493d28f 594e240a705c69ada8edad32e3ealaf b8ae214
e31lccaebabde0602782c0e3a3960f Oc6f f 008f e32e511a5ecedd9b073d769f Oc6
9cc6be5197509

t oken: 0005d8af 21d3f 0f 186¢c2219f 00d408df 3f dec225b3a385b05a14d07427
Oe76db6adb76ee4d34d93248d8759177310d19f f 8690ccc42f 86793cdac069846
6c3c70da435ab57a2874d19f 43300be9f 3b86b9862af 2dbf 5c08c0e2103b9f 8a9
5ded2157acf c7a194756803d5b8e183bf ef f 8ebe723f 89db36b2647730ef eed7a
f 2f 2130394d57349f d2c9cb13ef b9b59160c73b2ee005aaad76ddc0a7d93112b0
9f deda

/|l Test vector 6:

skS:
0b52bee01606bb873f 3659b220bedf 6d8a796e191e0879¢22d0667f eOf e2db0d
pkS:

46a454edf 9beab6d688dd5e3b5al2ebf dOf 05057eaa07198chb59d8d77090e970
token_chal | enge: 0005000b497373756572204€616d6520152f 7d5¢c268f 3e27
82af elbd8cbh5f edd71f d63148f 629aaf ec159475876b65f b0005612¢c622¢c63
nonce:
9558a6deb372d9028cf 207997e3ec07698f 7acf 4015c5bcc8e750da5127927f d
bl i nd:
6ae499850850845939dbb3c8777d15bd01f f eda38ba8c6530cde4b4a80ec9a0f
t oken_request: 00053aa6d0b8af 416e2848e26f c07ec0969362944e7f 7635dd
bb2f c95c48abbf 6d0961

t oken_response: c8b7904959477a8845¢c27d9028d78c9a20485b5f 2c3af 091e
7831f 63a3ea0418f 65bal22¢c97f 6a999f 9ef a3685eaf 94a10297bc31bd73566f ¢
6eacf 7e51c0f 085¢c5f 0e20ec6edc0d4ec162b5bab19dedb1bc3888b483b664d7e
5cc084e1b2b08

t oken: 00059558a6deb372d9028cf 207997e3ec07698f 7acf 4015¢c5bcc8e750d
ab5127927f d90cel41c3793e0d80e94f bb79493144aeea28alc99dbcf a29443f 35
5f 8c4059050682a941d571317f d1b8f 5c45d8927e35dcbf 4d0c83c7caabd0168b
ee66083a4028260f 80b850bf be6255ac45ee2131f f ecf 807789albaf 999232f dc
431f 2ea0a834b4f ea79b5c859¢cc36b991e5dd038d8905677a9275c3f a13d853b6
e546b9

/|l Test vector 7:

skS:

89b33741579a50c0ca3ed6al0173aa2104c7f 15aeade355eca70532d33e8celf
pkS:

3c512af Oaed3blbcf 06cc960dc8a01a3b82b49851656a07c62af ed245137711f
token_chal | enge: 0005000b497373756572204e616d6520f f f bb92c0d294ce7
70961273017f e928deaad4a3d6a68572cf 47822b1c06da0f c0005612c622c63
nonce:
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4de0f 814cf d5a07bdb8dce302a62f 10e4f Oec642dd7aaeac3d5695876aed28e7

bl i nd:

141c6c01876170f 6ce2438cf 61298c7b47231f 49e810c786¢c7d8b80d7214f f 00

t oken_request: 0005d950cf 438660b794ab27ac0ddad4eb6e3abc6f 636a91ab30
028aa5bf 56¢c57c76f cO01

t oken_response: 8cf6de6a0db0477f adOf 53d6d4830bc83baa48c316536aaeb
709940af 129360155620a67d59¢c5d0325f 6f e6¢80f 981b68eb4f dacaf 03f 280cd
58d238e0cdae035f 626db1686e067bf 71a5ec57b28524e29ef 43566e0d6234090
7a517c1449008

t oken: 00054de0Of 814cf d5a07bdb8dce302a62f 10e4f Oec642dd7aaeac3d5695
876aed28e728e7ff 011f f a8bf b9de3e9988ee658468c5ea71a782b0al19151¢c293
1386d985¢3994d7c7ca66670f 7216a63f 33ef 207d109be93f 22931be749d5bf 60
bae00ed9c¢84827127118a32d35f 796f 0a9da4e572f 8f 285¢ch89c087bc2d096568
d933ece24440a9a83cc0al0bbd18558c6e3f 7b95al14f 7b1a48477b15f 3f 6f 8f 7aa
a8b207

/|l Test vector 8:

skS:

36b4ef 4f 7a058008d0e6a7c58caee618c8cece7938b02ala3e0c358a52929909
pkS:

4826b0952527af b56f 3f 413ddc08ee36¢f c8432ea96e1430f 73317f 85cd2a016
token_chal | enge: 0005000b497373756572204e616d65000005612¢c622¢63
nonce:

9c527eed31a94d8ba30bbce96d21cb509e15ec9f b476445a71d24109bcb9f bb4
bl i nd:
13987995de579c6ebd0b342bd471973eaecf f 20f 17aef 43e7dad41b0aa2ae6800
t oken_request: 000555003bf a2896dd98ca70c7f 4c3f 8ca7742551dc14f 4a32
cb55a6df 94a3f 4ca2f 08

t oken_response: 32al744ac3e0930c1990049a8b3dcef 91086183ef 68706f Oe
d51eb21f 2842e62301f 444f 2f c20e9090d7d0d6ac4e0ca382f 51ef 9cb269ee79c
dcf 67643ac9d0127248b43dbf 6d2dd04bcbf 8df 3650dea73219f d3f b3c5e3¢915
8e87b2a6e8d05

t oken: 00059c527eed31a94d8ba30bbce96d21cb509e15ec9f b476445a71d241
09bch9f bb405bebf 3881b04f bb652613bd335710f ce992e473ae4c5d860066d5f
15535bcd1a68d26e07550e8a291e69ef edf 4265e6917c2dbf 300f a8ed4ba52a780
59d60b55421c5f 6041507a7da0f 81a38065df 7b8e9d924c8a6dd1871addOf 10a7
ca3a04049baec89a325795143b5e433af 21ed4ca5b737¢c0c7203ebb9427bdd7bd
73cdd6

/|l Test vector O9:

skS:

701e295f d5029617371bc3ac4f aa7d2c2bb647968ba34d566f 4354166982bf 02
pkS:
de4d50871abce9el1b57032a000bd21e3070f af 625beblf 9cce6f 5b9aadcec51c
t oken_chal | enge: 0005000b497373756572204e€616d65207155d0bd2647b8be
3a23cc7dd3953d26bf c9a6853f 090dedOef 64cb9cca93d560005612c622¢c63
nonce:
b6adc3a36190bca49444b59577860f 9f 864elaada7aeda5a9ce3526577362c49
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bl i nd:
ca73930131684a2babbf 620f e09e6a934793372¢c9¢c741537¢3400c6a7c11110f
t oken_request: 0005a33220003093091692ad22f cd51a387300eb793563643d
ab8502¢32a8b173f d947

t oken_response: b0075c499f 42f aB8165bf 8e41de97e0277a17e9a850011329f
d6358f daf 44964e579a741312b9f 8e68254226a623¢c5eb68973e019005a15a547
bccaela471f a0087bb26f b8a5c7c7ed6051ef 7€733012736a498c4db5272d7eba
2776e43e2b30a

t oken: 0005b6adc3a36190bca49444b59577860f 9f 864elaad4a7aeda5a9ce352
6577362c495b62f cO0al5bc5ec774ca8f c347798f 19574c6e90df 5c4686eabef bf
2327c2432b77ble5e8f 7ae641c6b216ef caeef 85af c8818a90dd8e2elal696be7
6Cc716ca3726283f 6a85aa96974b3c13312d82cebe4cc54998851dce409eel0517
12f 1a3c7f 7a0aa8ccdd090b80d2783ded4a42f 6805107a9339431f eO4aaaaed4ed
52e48a

!/l Test vector 10:

skS:

c7b5f 8752844843602027071f 1d1e017b2af f a11¢c9827¢c3983f f bc4373473e00
pkS:

1ca72bdf d657985b44af b8f 79ceda220916f 37a567af d0c5943b6eedad40e5203
t oken_chal | enge: 0005000b497373756572204e616d6520e585001428e29907
00d074cf 6907cef a2df e8126b91f 6403f 1412dc89640f 3a50005612c622c63
nonce:

5b5f 7bd44239c9e3501468f b7f 8f b9915ec0734429a8f 71f e03d39a5e4f 4293a
bl i nd:

f 2803bcf 58776ea00dca81e6279c5292ddf 396977ae63188ad5bef f 405140f Of
token_request: 00058272861ee9d184ab674ed54525a3b0aelf 2d9df 41d6dch
742ec4adebc0e0f 5087c

t oken_response: fa074701c0f 023e6637e1467f 955d11209e65bcbdb8d25b16
db7c8ddf 8c7025f bdcb7a471f 1657ceOabb0f 2be50cc79ab3a7ed37043b4bcb2b
443d2e4290f 10de96e9e7daf 30b293d4872b0280d488256e7689d3b1f bf Oeleal
e47762f 763504

t oken: 00055b5f 7bd44239¢c9e3501468f b7f 8f b9915ec0734429a8f 71f e03d39
abe4f 4293ada9f b87f 5409504ded46bdce952f 2cecal9bd6d354007f cdf 043506f
5e3288dle7abc4b6addf 26139a05275f e0594375d059df 746a75211be85f f 7754
252df e82ee6403733961414f 6818eac608c70b48975ee5e571el1b7d6019aeabb2
cb7133a0b72f df 912089bf 66a977f 97c88badb9976f 0e20a7c138f 991cf 4963d2
0el768

A 2.

Anortized Privately Verifiable Token |ssuance - VOPRF (P-384, SHA-
384)

The test vector below lists the foll ow ng val ues:

*

skS: The Issuer Private Key, serialized using SerializeScalar from
Section 2.1 of [OPRF] and represented as a hexadeci mal string.
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* pkS: The Issuer Public Key, serialized according to the encoding
in Section 8.2.1 of [ RFC9578].

* token_chall enge: A randomy generated TokenChal | enge structure,
represented as a hexadeci mal string.

* nonces: An array of 32-byte client nonces generated according to
Section 5.1, represented as a hexadeci mal string.

* blinds: An array of blinds used when conputing the OPRF blinded
message, serialized using SerializeScalar from Section 2.1 of
[ OPRF] and represented as a hexadeci mal string.

* token_request: The AnortizedBat chTokenRequest nessage constructed
according to Section 5.1, represented as a hexadeci mal string.

* token_response: The Bat chedTokenResponse nessage constructed
according to Section 5.2, represented as a hexadeci nal string.

* tokens: An array of output Tokens fromthe protocol, represented
as a hexadeci mal string.

/|l Test vector 1:
skS: 16e66b97d6e2595c7c7bae5del140249d614ee3445b51f 7519a8f e2a7¢c313
031f ef 8ed1el15a614234561a4e43595¢c6126
pkS: 0244b47e6ae241020bf adec2f babbadl4c4a3e3dc43a796297121734089b
70020759358b0a093elblba3f 8c4587741eb33
token_chal | enge: 0001000e6973737565722e6578616d706¢c65205de58a52f ¢
daef 25ca3f 65448d04e040f b1924e8264acf ccf c6¢c5ad451d582b3000e6f 72696
7696e2e6578616d706¢c65
nonces:
- 17a45811bae8ef 4a3760e797f 28f def c5¢c505037411f 2267f 162f af 8d0cc4
1bd
- b2b631f 29cce6e572c304046d064499db541adc6c300084e8d9a0a7530bd7
Ola
- 2663bff 99c32a5ca5f aa2lccf 0c5dea29dd33748694846296d94648b41802
db1
bl i nds:
- al280097a2487cf 90c2bf 005f f 6eda7f 31375df b9f ee6239f 73b721edccce
748b80dc6f e86da39701f 2e6d3319f ba297
- d9ee73alale231898f 8b9a2e388baf 1b7c421f 8813b7bcf 2b8caelf b4b18a
e3e3a0722300c79bd2e90d7158954730be8
- 9f c032f baf f 9369f d5be37165f 52394c59f 4844567f 77cb8d535d9e22488e
6728694b11e33celde7cffas57c737b3a60a
t oken_request: 0001b840930262d785d05f d837d024775¢c659020a4872cabee
56c¢c13chel5dadeec12e77cd5a32904e470bb0ca51f 6f 5611aa2900f d300226b2e
el66aabe2ecl175ed24d9671572ad330a6648b781326e5951807bf 56da95f 7f 7d5
d6alcedf 5b58c3bc340917de6103766¢cf 2d6alb53b83a33089badf ea3df 0c4951
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f 488a60f 014f 2a5e2d0c8a678f 6d56f 6507e4b647f 39a742f 1981a393db
t oken_r esponse: 409302b94eed3e49b41609bf dccd700894cf 559dc642f 4b33
97af e4a5124b2196acaae8514f 24db9dd40b3cad4a5ddbb51f 741202f 72ade5e5c¢c
bd3917el17ecd9dbdbbOaaab57a637daa4c01193a93c8a28731222a182090b5f f 5
183f 893d57e1e9782b51803d0ec40df ac4e3f 5¢4855810026680a12a2cb008858
b5682f 5e879de543e31df b12f ebf 8a430a68f 5a25599768ec94930e8bbf 80b4ba
300527ce450bdeb98f 4634e9caf 368a10373f 3eabe01f cf d75102¢85731902062
826852531964f 215f c55aa0e3be32b08d7baae7134be5d92b1047b277d8f f 7cb4
f 146¢c71a8c1b025ebaba510b634cd9f 3035421cd00eced42d2f
t okens:
- 000117a45811bae8ef 4a3760e797f 28f def c5¢505037411f 2267f 162f af 8d
0cc41bd501370b494089dc462802af 545e63809581ee6ef 57890a12105¢2836
8169514bce724a0a821¢c7294180eed5785e946e9f 854ed4ca3de7ebef bf 2588e
08cabedb8a302aadf f 0a21aa348087e5290a305ee8e04a451bf 73aab8b27ac4
ac3761da0149064a932562c06d4054cddd850eaa85
- 0001b2b631f 29cce6e572¢c304046d064499db541adc6c300084e8d9a0a753
0bd701a501370b494089dc462802af 545e63809581ee6ef 57890a12105¢c2836
8169514bce724a0a821c7294180eed5785e946e9f 854ed4ca3de7ebef bf 2588e
08cabedbh8535392a7b69b6834d0cd9ce3ba99cc0424a652¢chbc91248815377bb
5¢71c1786243879595e312364690bedalad2f 77080
- 00012663bf f 99c32a5cabf aa2lccf 0c5dea29dd33748694846296d94648b4
1802db1501370b494089dc462802af 545e63809581ee6ef 57890a12105¢c2836
8169514bce724a0a821c7294180eed5785e946e9f 854ed4ca3de7ebef bf 2588e
08cabedb8d25f 38c6b1ca8007b7d08462b93ebbacc740a56800b9c762bc032e
082931956165f 190f 88567b5ce710af 993bf 7d4ebc

|/l Test vector 2:
skS: af e6f ea6d6c21f 9f c6986d2f 6e138ceabedf 61d332784415500c4f df c2b8
48d9250e547d78d1e3ad4bb30938f 7f d8b4c
pkS: 030ca71e4322481a968cc6cf 7ef 9017df 93dcO0ldef ba57bd9af 3a86705e3
a66759cf f adaa58130b5aleec3834ee923f b18
t oken_chal | enge: 0001000e6973737565722e6578616d706c6500000e6f 7269
67696e2e6578616d706c65
nonces:
- f86364dac08de021f 8454d22f 76¢cb2e397db469d1e04e0e0f ce1956bb29al
281
- f41cda22f ¢c5503294¢23e9008183397¢c42257299¢418e1d2a91d44cad1d00
aec
- 57dbea8d2f 4b0eebdf 65526d18f 5b328ca3d84c432b55d428400ef af 2180d
Tee
bl i nds:
- f8a263582248df e7f 5be7dd66albf 3db822700f 65a9b0d3f 48ae5171085ab
50ccc2a41b72466b39756f 4dd8771975b67
- ed477da7ee3b5246c0e4326da%9albac457bb128830681502343eb13ad20667
dbe68f f 1169900e66eb549780e258553767
- 52620b4bf 7f 405830d5b45f dca7bf ce51cd0486e282bea392d3e748279524
edc77820f 0Oa7bl1f 702768cdf 8a7b2d4e4a8
token_request: 0001434093024cf 79aabe62a93e92a00c9e7206baab3b11c06
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11071788e2a2c3f 7573696984f 9046f 55122b2f bf 9302c2af 2ed8aa50f 0284d82
d9c9f e3f che0c9de967bf 668ddf 09ee3chb9d9f 0c86339f d4642b6034bdaf 1d276
7f a649¢cb495bd51b9482178d4a024e71ceed6f f af 6ab26f ddd23a8af 18752910f
b73af f 9a4ccc912574950386f 5b88d2ba98b150c83a9aa46b6d4ed966ae
t oken_response: 409303ea334e7bb900alf 91b0eced551946082179f d530949
b8e2d9746b2e7301c50862bdd0234a1c88c665639e4c0a2a9bb24031dcc4b7395
2506d100151634376ccd958ca811459f 5eb7ba05e401a1264c63¢c95f d3f f 99b57
7dlad6eabf 2ef 0509a7300374e9e2b4bf 10c0b82bd6415c945e52343f 544e879c
25e345b6dddc760bf dObbaa0361c24d7f 98d73967db9597¢c1736462440f 15261
c0785f59e1166855b817ea30615f 5f d2a4f débaf c4ac813ef a1846decOf 160392
966797b8bb913374a32e83cb57a77d289¢c3edcc189d0523e307bf edech6e09b0a
74d8361859aec9202f 9551be379¢c9bc32elf 696219d87f 6195¢
t okens:
- 0001f 86364dac08de021f 8454d22f 76cb2e397db469d1e04e0e0f ce1956bb
29a1281c994f 7d5cdc2f b970b13d4e8eb6e6d8f 9dcdaa65851f b091025df e13
4bd5a62a8700ef dbdce3a004c24dab7b030094b79c5f 153¢6005de0e74d9b11
d07d1b0433c083e4d30045e8b692aaaef 9cd6cd478a2f 360f f 253a36l1la7cc7f
85cc901624ba902ed2dc0e4493d78167d53cf 75a64
- 0001f 41cda22f c5503294¢23e9008183397¢c42257299¢c418el1d2a91d44cad
1d00aecc994f 7d5cdc2f b970b13d4e8eb6e6d8f 9dcdaa65851f b091025df e13
4bd5a62a8700ef dbdce3a004c24dab7b030094b79c5f 153¢6005de0e74d9b11
d07d1b043d4f c47ca614f 0c5db31c770de014f b42e3f ec98bed5f daa097b34c
357076f 6b7f f ded0624e3632519¢816a516¢c753181
- 000157dbea8d2f 4b0Oeebdf 65526d18f 5b328ca3d84c432b55d428400ef af 2
180d7eec994f 7d5cdc2f b970b13d4e8eb6e6d8f 9dcdaa65851f b091025df el13
4bd5a62a8700ef dbdce3a004c24dab7b030094b79c5f 153¢6005de0e74d9b11
d07d1b04330927c142237a85f af 350ea61e176903f 58d6¢c1912a36b33940f 79
2f 1ecb99084758f f 4b703357f 093f cec8d8e619b7e

/|l Test vector 3:
skS: e€94b1dd394dddcc64944cc7319f 6a2631175db43abf 15f blabae4f 8f c6ef
8clcf 6b3385df 511601620a2a67c3ech6f 8b
pkS: 03d4543f e9c7bf 8481al15be8c46f 1e45be21e67be9c988ebc5el7e794a0e
8bd6a3e9adOaf 978cf 045f 873def 1aa69bf 651
t oken_chal | enge: 0001000e6973737565722e6578616d706c65000017666f 6f
2e6578616d706c652¢c6261722e6578616d706¢c65
nonces:
- 03bf 556ce55e4bf 9b228f d8849e0bdf 274975b360654a2b1996¢c2be536853
f22
- 09ec15b069bdceea683bb40a23c156a0e31e3d6¢cb2d9832dcee033374e8cc
ab7
- dba7df Of 9ceda715c8e961a013ef e99ac88f 12479043551e4e015aabl1d32e
bf 7
bl i nds:
- lcf 2f Of f ea2df 2f bd375c819c8f 3069f 74424a7ef 0a2db5b362f 41a9b2930
97f 356cb8009f 3619f 88b4c65182c83f d4c
- 2e4d20ebf 54e595a72c427c4d06df 24d6f 68824220e4a6db3642613027daa
d82237648823dc23e5ad2a96006072bf ea?
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- 7bcll1a6f8193ae37629c11e38565ef d320ef 516688alf ca32c6d48f 9be7al
77e570ab8al15b3d37b7ef 396f d31e75064c
t oken_request: 000115409302f ad381dd1ld611cf 7f abacef c59936¢cc722830f
f 6664754159ee236f aalea2b9874a670eedeld2ef 395557500e7064b6c02c6648
dOf 8ceOef 455b6d12325727ea5f 92ed40a29153a4bcddf 459cbf 90f f 9be31bf dd
8e1471245e0d6f d1dbc09d0f 9f 033d81c708f 8f 0957dda5b7949266df f 8c1267e
8ef 93a83e574a959f f 6¢33e152f 1833355f 90279561ef c021f 988c2bbec
t oken_r esponse: 409302c7alb7f 405585bcch1949da89b607e0d4851d7b8alb
f 1eb2244d778a1e6031b95d56595ebb247cf 3e18d4e212f edf 22b03daa80b5b1f
56d29ad82ccec5de24d66ac7de8eca2bf 80b145399386b838ac8bf 0e9987ded7a
f ad94c002c4695294dc4402b748b04ad6e0115¢c672e274161f 19258877906556¢
a57d9669a879f 4808cdc8bb6c9df 1e97baleO0ee39b31766588bf 0eald61415847
f 959064f cd9f 54abb269945ca42c3548ba94b7cel2f b2¢c7¢26889d2b87f 83003b
43a2489a64c1981b673b49a464b226026b4bf 04f f c91d19913536f 324683f 4363
07a0d12f e4b32af ee2dc61b036325bb39d3b690f 0694d78f a52
t okens:
- 000103bf 556ce55e4bf 9b228f d8849e0bdf 274975b360654a2b1996¢c2be53
6853f 221949f d455872478ba87e2e6¢c513c3261cddbe57220581245e4¢9¢c911
dd1c0bb83233a0f f 77¢5d21b63f b3b018ecc4b5416¢cedf 081b5115456¢43f 2b
d59ddel1157e630427c081738078ba67f 791af 80f bd21c6c8342df c90e39825e
7ee85130cc2e29a977f f 830b080dcf 64865a8f d867
- 000109ec15b069bdceeab683bb40a23c156a0e31e3d6ch2d9832dcee033374
e8ccab71949f d455872478ba87e2e6¢513¢c3261cddbe57220581245e4¢9¢911
dd1c0bb83233a0f f 77¢5d21b63f b3b018ecc4b5416¢cedf 081b5115456¢43f 2b
d59ddel1152adc03e35079112c47a664658293e13912268b30elaf b89f 12e01d
ff c0dc0050cf e60ef 20b91d2c5af 85e1354213f 198
- 0001d5a7df Of 9ceda715c8e961a013ef e99ac88f 12479043551e4e015aabl
d32ebf 71949f d455872478ba87e2e6¢c513¢c3261cddbe57220581245e4¢9¢911
dd1c0bb83233a0f f 77¢5d21b63f b3b018ecc4b5416¢cedf 081b5115456¢43f 2b
d59ddel15ecd05168dadf 2deb5156106c2f 35a6b55d26f 4f f 20f 756¢c94c5e5d
958e6d54e44271785d44c7805ea101f 94a36e83a46

!/l Test vector 4:
skS: 2d7c99b16084ee5ddd739e7e0d68ef 104e5c1lad7b01f 7a221d3356990c0f
ff87b5b95c64cdcd30838eabf 2f f 15090270
pkS: 03934blad9b27aa7e9a7c¢917941849750db8342922c87a60b8a081768220
e74a0157ca36582bf cc11eb84f 455809ed4a23
t oken_chal | enge: 0001000e6973737565722e6578616d706c65000000
nonces:
- 76d9571cf 508a54ad6a6ea8c477d9ef 54b8795456f b8c2737bf d0554406f e
5e8
- 0ecd34d2b1944d408d34b4ad8edb45047b5e412aa254c9f 3dchf a4a4082b9
cdb
- c4b6f d80945b9615ca88ba33ad4bf 39d6063857c2e70f a091a30f 0e96e7ac
983
bl i nds:
- bdb000Of f 394d1d7¢c9076284f 10203a3868974c1chb9cf 08ea08818b7683a4e
bd38d67197683205c540b8a8e9e3216351d
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- 9bf cd6c889e9b0b54b3f 8cbf 78076f c5dc0eb3d294cc9a30613f 4693dc37a
523c05bd3daf 3526a6cc65aalach6137d4f
- 11627c3d68b963f 0a233838cf f e9e5440f 66ba77cd06e7db9e7e38a824f a4
f e569c9e37cc8f e8b5al0cef 8362f 6d442a
token_request: 0001064093033f 33414705307090457029db7f 26f 71c04cae?
25e872c05aea3f 243e5506f 516¢c79688f 098657f e913c0f d68903b407e0392e55
b5e08e9cc6ae9188ed1e93bbdbba71773aa72a3112f 00551be440c11cf 1984d60
7f f bf 8e5b0bca3d4c3f 9d3b473031c74bf f 5c2b0e508e1da6562f 44e82e3f b74a
4e23cae76721ce92626d64beddf ada25f 4d7¢c39e870edchdd23632123a2
t oken_response: 409303f982b51f 6¢c99eal24bdc3b28f d4eae5e9d8659f 45a9
7242c2cc4eee9dd580a2df df 2b9adabb41b974e3bc266967ef 19e02a5630b001f
e004a3c267152432c3d636134bdf 647d06f ee05734a6394c6a593645e762f 9f 87
cc099b4f 20e64dc46568d02f e22e17a5a01807¢c8cb2b87ed22f dbb38f eaeb0b37
dOof 87b5f 92e69d2781dcdc2475¢c18322ae926c2bdc270bee2cb26916f 1290eef 6
8bel1578c5061549f ddOf a273¢c44442cd06536d2350f 70d3996608268215a83755
162e1400albebb840c301662a6e3df 1e74336b6bb8e08f b3dbf 5a603cdecha425
6c¢f fc5295bb37db9769b40c8120dac7bf e37f bOc2ce9af 53b85
t okens:
- 000176d9571cf 508a54ad6ab6ea8c477d9ef 54b8795456f b8c2737bf d05544
06f e5e8085¢cb06952044c7655b412ab7d484c97b97¢c48¢c79¢c568140b8d49a02
cad7a9cf 5bcae9c2bf f21f cb91cc8bcOf 1d5¢31697946de8eb005be5e10f 1da
70f df ab069d2e03d3f f cacb7ac8bef 87ef 2f 44cf af 4daeeea960a465f 100a66
dd9bdf d09e45ed97ef 658960af 7f 39a52264beca’e
- 00010ecd34d2b1944d408d34b4ad8edb45047b5e412aa254c9f 3dcbf a4a40
82b9cdb085ch06952044c7655b412ab7d484c97b97¢48c79¢c568140b8d49a02
cad47a9cf 5bcae9c2bff21f cb91cc8bcOf 1d5¢31697946de8eb005be5e10f 1da
70f df ab068b315b225423613928¢c321f 409697ab52d9a457740c834b8aa3837
ac86351633e96ede8dc655¢c86dbec920d6a8795201
- 0001c4b6f d80945b9615ca88ba33ad4bf 39d6063857¢c2e70f a091a30f 0e96
e7ac983085¢chb06952044c7655b412ab7d484¢c97b97¢c48¢c79¢568140b8d49a02
ca47a9cf 5bcae9c2bf f21f cb91cc8bcOf 1d5¢31697946de8eb005be5e10f 1da
70f df ab0O6ef aa503383aed6f eecale51820d3deb38cf 24c6d0586¢ca34f 852e6
8ee8b7f 31065eaalde7a00ee43c03020c575f 68f e4

/|l Test vector b5:
skS: f5c71d296e046ede287571df d75114dbf e524e7257f 4a005f c4dOebcc33b
c0069af f ef 99bb2ae601874718ca59del79a
pkS: 03eab8190ec64355abf 0696539c0b86f 68e50f b5dc73f 4199d5a7952bf 1c
a58186f a4b0dd56368856e21c58df 744317d02
token_chal | enge: 0001000e6973737565722e6578616d706c65205de58a52f ¢
daef 25ca3f 65448d04e040f b1924e8264acf ccf c6¢c5ad451d582b30000
nonces:
- 2a83f 6f 1d72773dadf 94974ebca27d64f 5a7f 469f 96104d82e755369ddc 2f
2e4
- e76c335f 6ach4691d2ba332ba7a40f 3819039555779ea66de6f 6¢739358¢c2
772
- abbb3ceb5aeb75777a5178ac561b276240ce58406d6290a26e98786ec0e2ba
5b7
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bl i nds:
- 4315e207308e508b5b9981f 035e77e46c9d45b2f 1c0bc45f 0d892ef 75e105
b15df 7¢8813d4044cc61c8ec0463c2641cl
- 461636f 21f 7822dacf 01631562f 4d16df 31f 6acd0a670d2e3b6506a0e25e3
8df d75d335db5d2868eaed9bd060c4036eb
- 7b8a01654e0f 8ad818e3a4e510c8dd5b5a115a0f 2f 03f 1089d90512f f ec2e
bdac9a285c26ac598f 17783f eacd0eab8d0
t oken_request: 000161409303ed7c83c83e9576e6b8ad80339466f 05bf d0Ode9
09670841al6a3abcelbd382deb05ce0e41680c0ccaf ae9467902d2bad8028b488
4dd62baeal659b53049236f 64745d086521a53259619b66ac62ble7e64e54ea80
3133023c66dc1f 3103903cdb520221998caf 5f 95b9f 1¢87887672795b05278b2e
9c4828c532ca31668c80e6835a4de3f a09431d3e076826172ab0a232888
t oken_r esponse: 409302429ae37954a49247504c79a77c040f 05f cbh1825c2e5
cbh25419319211cel832ee4341f 06cc2d44b1580e1e98040ed225402dd2bc61660
84134a140109edce72ef 74f 87b14e6a0bf 14a81809bb9e7aa9754d254a224c3a3
aed22b5c2f f 234a2035dd03b9af cOb48adf dd8d9600995¢c95b5bd8c468d546a09
2c4f f 6b3198a0b77b137b52a4655ddd1555a9f 19f f e90a8c9f al52e617ca3f bc2
52157¢274292026367de0cf 81f 2e9ec31a00e47d6e12503a2845eecc26196530e
cdd9c6f 22d873e83513deba2f 131f 0c2ee39cf 1f 19¢390cbf 3245ee5f 96b8e9b6
cc2ad704914f cb5775¢c2823c07c11df 3467d0f e8791631a2ec9
t okens:
- 00012a83f 6f 1d72773dadf 94974ebca27d64f 5a7f 469f 96104d82e755369d
dc2f 2e4d4380df 12a1727f 4e2calee0d7abea0d0f b1e9506507a4dd618f 9b87
e79f 9f 35ee87b759084d891eb599846514f f 6b778f 8360e8aldb74e2d05aa8c¢c
088f 8036107c24ae81dc5b6228f 81345601d20e83c48c12e35¢c429469430d4d
5785f 72e1a215438c2b380df 6bf 53c284alf 928d15
- 0001e76¢335f 6ach4691d2ba332ba7a40f 3819039555779ea66de6f 6¢7393
58¢2772d4380df 12a1727f 4e2calee0d7abea0dOf b1e9506507a4dd618f 9b87
e79f 9f 35ee87b759084d891eb599846514f f 6b778f 8360e8aldb74e2d05aa8c¢c
088f 803615c8326b73f 2c12f 07d98a97f 4371905e74a3940b8eead7a2e6f c9f
f 3f 90c7b24bf 938910ca4f b1680b78178bc83845e9
- 000l1a66b3ce5aeb75777a5178ac561b276240ce58406d6290a26e98786ec0
e2ba5b7d4380df 12a1727f 4e2calee0d7abea0dOf b1e9506507a4dd618f 9b87
e79f 9f 35ee87b759084d891eb599846514f f 6b778f 8360e8aldb74e2d05aa8c¢c
088f 803618619eaaee20d918echb4b35f 879b0ba9791f cf da086e25366a0848b
dc8940b2ded244blbe025af a8¢c5403299196¢f 883f

// Test vector 6:
skS: 2795beal931d9eb18ea8f 341f 9136d06825bf 87900aadd5cba32f 7e7501e
7e05f d867ed88b7148676¢c4f 747f d455012f
pkS: 03bll44afa4041l4baf c6d27a46ee314ecd183641c631b6d406b5d0311e7b
6a64e9dc561223f 38913a5f d299ee437275439
t oken_chal | enge: 0001000b497373756572204e616d65000005612c622¢c63
nonces:
- bal832b01f 112d463d35f 3df 65780a8af 5186f 5a036b4273f 488020e6bcda
4d7
- 2feb86d353b8af 5e75e8533b1c17cd4c18c387f be485a044a32a3164deb30
6df
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- d9d7d698370bf 231¢c1b81766a750e285a6b860069d826a9d2367f 28a79c57

21a

- 733225c695c68f 2524e364dd63d35bf 5db28ac5c3cebf 7bf f df c60dd76ed1

22e

- 2ca686c¢c3150f 70093c492bccef 6b40b34f b273be2ddd4f aeaab51f 14bldic

3ef
bl i nds:

- 1845b65b595a9f 07d737f cf 1¢9737489¢c1641bdcc889b9d6262a8f 2d977c4

b5e98ee502f e6e44e606c7bcaf 4a2f 74b04

- 123ce70d4ba8c0a3280381dc507f 59c8e986e7bc3e7leladecbbe5f 800b93

72901e651b3e9df 66879d47af 4d324b49b8

- 729cel22eadad4cae8a9daesb026daabaebf 9a9c2f 93cc74b4ef abf 6¢clcce8

8b593dbe07c1196¢c2e2c¢5f 83f 3f 5a11¢999

- 5fe96b7399af b7f c5df ce3911f c586add59838a4130bd1bc9a39da4d3f Of 6

1b2f 778bb4b6de05f 1e2f af da0d3de48670

- f815705a65ed835081cf 6cec6e72b110e4135bf 559eba7cbd8757d90c7dcd

dc573d75bdc8ad86¢cf 61cc1ae6b6883028¢c
token_request: 0001e340f 502290ec59ab9063137d3342¢c5618748059bbec22
84f 4e841a925f ea9cf af f 565634592e7f a066d0f 4d355a4aa2d5b305f 10246d9e
28f 9ec550954b22492bbdd21652da7c6ae64a8638757f f b48ba9f cdc46d5e44bf
2cef 90dd20c7clcf bb203e05d003c2db7deb628339¢c677c9f 8a39ed7cae085028
4025025ca590ac60d9f a7e5a27d6eda67f dOb8c9ec79daf e3bac404839502alab
acl19a2c¢d95121c602bd54184e7¢c8012199f 05cbf alaf 96d077130a25dc4edb0e5
5204611e76e2de7815a32f 415ab03b7907caef c6d3acbad400884ac5763eb022da
05¢134ab19186b4b5b51f 41e8b0e8966047c482c50235¢cf 01c5f d435ccf 1
t oken_response: 40f 5037f e5401091clec2f a44643227c2026195162e07f 794
92b0f 19c13cc2f f f bd8el1755f 76614f b9bd1f f 9c0467d9334d81b0285aed2f 5¢7
0a29dbee0c7081dae4ba76b75204b414a70e66e2d17cf 7c0al108930182h88222f
Oblec1435b10df b11a780037439f ed66b56b8echb393e1b2293cbd4a86acl141e04
7f 1ad891f 28c3f 062f 339¢18318f eb889c09c7ee84129bd88aad3e021098e2388
03chbab587204424f 89ef e83513d8a66ed7f 9c488d8eelbl7baf 80a5a6elb3cdcca
07ae98ada345c28ca0l1f 8103f 74cf 72200f 0aa7d630232587¢c20c4c70f 6bf d963
6681919777699e63ecc85e8965333341f 58cded92b46f 30e9033d4e8c055f 54f f
f d89089d8a979f b398b0e3d6del160b0d61bd83759057e642b77abef 3b7bedead?2
4236c1a6d804f 1974blec194bdf dc78458e252f 8a3b08f be2b18cb3c355b328a0
1d16cceb9485474854c006a5f ab32e1a63chb98c739d761be2e7e
t okens:

- 0001bal832b01f 112d463d35f 3df 65780a8af 5186f 5a036b4273f 488020e6

bcda4d74d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977

cd3bd3967ac8049af f e0727785606abbad401320f 4da956669c1f d8c3a6b544f

f 9831bde3cbb14b733¢c723655¢c93ad2e6¢c8d8d9a560665360486f 1699b4ccla

2671334875e76f 816a151f 532607ee64f 55793a6a5

- 00012f eb86d353b8af 5e75e8533b1c17cd4c18c387f be485a044a32a3164d

eb306df 4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977

cd3bd3967ac8049af f e0727785606abbad401320f 4da956669c1f d8c3a6b544f

f 9831bde3e77d754ef b404a1d034b4b6b1a8f c1520e8105f 2cc4dd13465bc11l

7b57ee2d256b69362407164d66cd4f f b91b46624e9

- 0001d9d7d698370bf 231c1b81766a750€285a6b860069d826a9d2367f 28a7
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9c5721a4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3967ac8049af f e0727785606abba401320f 4da956669c1f d8c3a6b544f
f 9831bde372af c55f b181d380ca3cb818466408427f f f bc89094d2dcf 282353
f 3f 64a8cda8bf dc7918585a15683d3b40905f 2f 720

- 0001733225c695c68f 2524e364dd63d35bf 5db28ac5c3cebf 7bf f df c60dd7
6ed122e4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3967ac8049af f e0727785606abba401320f 4da956669c1f d8c3a6b544f
f 9831bde3054b234a476ad24ccc82f c8be0515b3be455f a831b849cdcf ef 243
1c02880a27b6d7599f €93d7985db25262f 3f 0d5e3f

- 00012ca686cc3150f 70093c492bccef 6b40b34f b273be2ddd4f aeaa51f 14b
1d1c3ef 4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3967ac8049af f e0727785606abbad401320f 4da956669c1f d8c3a6b544f
f 9831bde3c9488481ad751c6e0el124d5b3da0f 7386806e5beaedlf d31cf 6e9a
4954f 0708e1c3a724d40077edb0f 4a12975d35819c¢

/|l Test vector 7:
skS: 00b22fc44750a0be95910b42350cf 889428b29822137ae7c947dbbcel211
2252955eaa044c2d1bf 04d7828a2c1a607f 3
pkS: 03fe7d3412c17f 4d9c95f d4b6664f 980903dedee3e33e4349cf 6be53eb0f
e5168aa9ba53388646¢chbcf 9742d63ec6d3ec3
t oken_chal | enge: 0001000b497373756572204e616d6520eb86d4628882f 211
a5a9901ef 73bf c808681f 803935eb278cc6741b67346d6520005612¢c622¢c63
nonces:
- 777a3fdlaf cc8f e4e2b69bad782aec122f 7517530d5f f a813d2322b12165b
0dd
- 7248c86af c2560aac6ae6725026f 5dc2c7177¢c3d1bd9f b90eca9537b8f 47f
352
- 85f92c1d25208e349270deb3ebab68eb479bef dab76a847943e80c98a6480
2cf
- 09dd90d14e95a707be4b4b0ac91f 11eb2ae87573000996a824e7b53f d7f 8e
b49
- 7e7a5d87ae34c8f 754baed42af f 353ce54121441f 6673e173324116e24d45
do7
bl i nds:
- 0c413fc7b0ba7a07786863406b814af e49f 98bef 60dd6f 4d94a322b5f c3b5
fff0a67el47f 427947b8c2d69d7al1a98d72
- 781478668ad9c06716addf 134d89d8c5b67a7402db8c35¢c52cf 628585196
f a95232ef d8f 2202277263450bd68105db7
- 70beleb3a8a03053d713f 735b4f 2981f 8bf 5bc0726e1014848af 1942f 25c0
f 6ec6a4138f 6be7d44d093c2cade22951df
- efb1173321ecc93ccc6a3292f 532de3f 8229d463dbac9a72ec9960335328f
088f aa7413c8f 6f 8df 6000f cd842a024556
- ead8b0b7e50ch3e138d49b8f 7f d382b9c570b35f bf 5af d7ce2441eac797d6
0c9911da2f 964b231d5473d5629adc50932
token_request: 00014140f 5022f aOeae8e4413e1285554348¢c51a910b685703
f 535260e024ef ce29ddbd2b6af b661bb46d723ab0047db99b228716908037ac9a
b495355f 8aca5e300c6c8c429a5d6ad7596df 529e87ee7873f f 67b5bdd5ecee3l
b6a22ee0588bd03148247876bf 0361222090acd961ee4c7d0928b4df adf c95075
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1ba8129cde0367665719f 1da0a576323152954d6cdb49598a9f 620a6e3903df b4
2521831994cf f ac87a588elf f edbf 5¢5bd617034bddf c3677ef a5d95ec9b4dbch
91c26ca23b8c03ed431albac9e402a71d2ddf 43f 161b225b8e4f 16daf e7f d2b90
4882e61336a3e461a02595ae602f f 2007251a9b3b592a458c75ea5a0b769
t oken_response: 40f50243a2a7461641abl15ff b51a55d98bca33b28c75f ba03
f42cadcf 4f 8d4599bl1cb26dd1cd284b03e4d52f 9¢509d72ccc9a70371df 152264
77f blcf 1a78b93db07b5f 7¢336ead3133¢c7f c72919dbe6249e7ce522911e68814
766ae3255040caa62c5250358f ecbda72a5a77a56ab674e6d76b55f 2b4c5b9033
abf 70cb4e56607ca0082d0d5ae82bd96985¢cd89c81e2acae628672027a50d7bc2
99756a65bcf 708ba92b5d6e9eaed44b76ac54344f dbc7e3b3ac7d202f 046d96¢cef
39c168645132aa31c669f c029f f 3e9245¢5158c7d2f 87450ebd0d743996438aa8
2205501aa0c1f 56d071f f 5¢c3f 2e98b09a738ab4f 8f 216dc3716ae7aabd1f 249f 8
65a2f 0b36b52b8f 58a66ea985f ch9dcf caaf 3bc92clec5d97ed4d6d1c88bb909a
f 64317¢c2885d140619¢c959dc6b2b58d8bd6e09f d1b8bba638bf 142e282claebed
134338cf ea2cdf df 1f 3265db8203875218b979883cca8216e394
t okens:
- 0001777a3f dlaf cc8f ed4e2b69bad782aec122f 7517530d5f f a813d2322b12
165b0dd35889a45e95bbc66bb8b042482644693997d94cbc50853af 61b34275
6828e81bd5cc36b0ae0c64bba34c5e560f f a2176a4a39f bf 8f c57e2bef ddd20
d8718e341f 7dbf a4a5e5e603dc415eacf 038964 3f 48abf 09808f e83ee82cal8
2ac89c5857ce0b9043aa0f f 3382e053a0a6401746¢
- 00017248c86af c2560aac6ae6725026f 5dc2c7177c3d1bd9f b90eca9537b8
f47f 35235889a45e95bbc66bb8b042482644693997d94cbc50853af 61b34275
6828e81bd5cc36b0ae0c64bba34c5e560f f a2176a4a39f bf 8f c57e2bef ddd20
d8718e3415¢c5326a9a877916183bf 8f 04652d9df 41e717eb4c4673030d4bd88
bf a3ef 0df 371cdb2f 50ec1a0f 994f 11bb324b355b2
- 000185f 92¢c1d25208e349270deb3ebab68eb479bef dab76a847943e80c98a
64802cf 35889a45e95bbc66bb8b042482644693997d94cbc50853af 61b34275
6828e81bd5cc36b0ae0c64bba34c5e560f f a2176a4a39f bf 8f c57e2bef ddd20
d8718e3412965c9aa4d87dc58d91bf 7ad2f c0b182d12e1019bbf c5¢c0875b763
e2edalcebf c903f 6c4d9clel20ca62c0ald409cice
- 000109dd90d14e95a707bedb4b0ac91f 11eb2ae87573000996a824e7b53f d
7f 8eb4935889a45e95bbc66bb8b042482644693997d94cbc50853af 61b34275
6828e81bd5cc36b0ae0c64bba34c5e560f f a2176a4a39f bf 8f c57e2bef ddd20
d8718e341a0e9642df 13a86061747d852d1725508895a4f 0c2e7b07057897f a
d4cad5ecbebb4b0b7169edd2c6ad33e8cc4041e721
- 00017e7a5d87ae34c8f 754baed42af f 353ce54121441f 6673e173324116e2
4d45d0735889a45e95bbc66bb8b042482644693997d94cbc50853af 61b34275
6828e81bd5cc36b0ae0c64bba34c5e560f f a2176a4a39f bf 8f c57e2bef ddd20
d8718e341e49ele468df 8ebca7f 2851a89b377¢c529b7857145d4c300228c9be
2f 9baOf f 9c97247bdad2a62d8b39daaf a8ec7b914d

/|l Test vector 8:

skS: fe9dccf471bl18e752daf 169864b11d36d52774540d30ea3cf c956a9f a2ac
356b15e3ca04357276f 9f 27575aa2264f 0e2

pkS: 03ebbel4213f bal0b5961b2ce6005c865ef 27d8a10606886e5240f d5793d
57f1c1d6136d20a20411d667180119dacca915

t oken_chal | enge: 0001000b497373756572204e616d652077c9f 82ad689b6f a
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ebObf 5e3b7bd72c220beeedf 1ef 15093f acf a9685f 3¢88950005612¢c622¢c63
nonces:
- dea96b6ebf dbe8b3f 228023159e3589e7cf f e39f d79be31baebc3dd86f c2b
f1f
- df 8231412e3f 6e568886adf dbObc270c417260delf 15aea9c20e81d0ad79c
0c6
- f9ac7d920db5da9430095b97030bdef 8d60c387122a9a239d488f bb9b2331
536
- 3caadeac6c38966e745e6c09b6d143f d8361463256de25d54chb056d5df 305
ed6
- bc9al8f 5d8188ed973f al1c346b985437aa3chb8e9cf 2395a81a08804c8183
e09
bl i nds:
- 261310108a900b80dac58206d0131b639d15f f 3f 44bef 4aea760f 286f 4af f
f c804366c86e9d5¢c655310f 3c5a4504dbba
- edeb73cc4d10cd8e53f 344c1d9f 0d5713ca9l17al7ab2ced91289c74f 6848a
bbe782b560879d8claabl1d3a07ed0Of 59e9f
- 7675f 2b9d18285f 0c70f 7f 3c345e55cf 10bf 8lachf eaaca984314af 421331
4ab6ac324f 8db66d8ed541af c797827394cd
- 7f562368a21814f a3¢9c062910cc74128315787af 90ab4a74d7bd8750a069
elc83edf f 770f 86¢cf 518e28b34a75cch243
- d007777c470c5ce0f b2123466ac3139576be4e320e2a6lbead231c793af 94
3281f 84439f 135536a8923d5aca4b40d0b6
t oken_request: 0001e840f 503de448f 06485e806c46357acc187d1d935886d2
3061dd2bbef c18bb3abada39029d976a60b6af d7e03037736f f 18ef ef 20308f a7
0011010abac2ac2c2d014f bf a5d786a5954808c42e35038de42d9de3851653d78
558273ce2f bde0c67948f 06719020e9828f f a3a98380b902a85b1elc94816a8dd
e721e66ce9c7f 75f c36b5c035de03e61e6d8c6778dd6569f 8ad7c6f f 7bc0325dc
e1625d45cd0b6a82005cd217aef 1352072ef e56f 73f 69508296f 3acf 62e174c78
0f 691b706af 621b64be94ca38080334al147c42f f 0dd7388ddaf 981e5f 5006eed?
500f d222331def 8dadbale50175294823ccd0c6b73256b57dc6520f 01cf 3
t oken_response: 40f 5037e24738ba84969dcel53f 7e87f e66b3e48409ac4c3c
1d88d99ch0c624a9a98b707e9e00990ea57916¢c5bec20e588434a0266311282d5
f 269edb?2f c082f 34f 25f 680f 091517ccObf bd7bcObf a9125a2d74f 6081f 2ae4e6
43e8917edc19454d049db038f aa3¢c1093f 701db56b2f 1f 14c422a127de6929b28
e39ecf d3d8ald632c9aed8b1728f a820f 41f 47bef 2233a228f 5bab0209909285b
d479f e86c4c027417d826df db7636a969a849ddacda503¢c24de82b90897e7229b
517f d3f 0393ba9%e19abb82023e1d5e41a056587748ef 896704dcaa7695e80605f
aaf b609b80788f d9899925736b581e6e4837a28725471ae677f d621c8ece95de3
f 1d98f ac39823ac2921ec52c7b05ch5d30ab33e0cbcael377f e40c528e23ae8853
0d852d4928775d8c1f 1def 572087592ef 6176d5790ab8adbe0523328a8e092568
2347e6ca8f a502bccal5e8ecelf f 86f 1b50c102de347d08792dd
t okens:
- 0001dea96b6ebf dbe8b3f 228023159e3589e7cf f e39f d79be31baebc3dd86
f c2bf 1f 743229db4189b04ef 5f 90ecd3cf 54a2476aab8c026alf 5af 81b7d542
5bc512318924f ee28549cdf 14f 42cf 3441cf 39759c04f 6e6a162a7c61898315
85de491e892d9133664d98050e02dce92a157306e5d9eeb3a84bbb74d40b05d
cbh3ec286a32d247012198daf 729al17f 2f 76210f 4da
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- 0001df 8231412e3f 6e568886adf dbObc270c417260delf 15aea9c20e81d0a
d79c0c6743229db4189b04ef 5f 90ecd3cf 54a2476aab8c026alf 5af 81b7d542
5bc512318924f ee28549cdf 14f 42cf 3441cf 39759c04f 6e6a162a7c61898315
85de491e8596e9a710d28167delaaa8e9bbabccabab514ca7774a890496441e5
f bc50f f bc8187¢c2b9015ae728800d190c48496cd38

- 0001f 9ac7d920db5da9430095b97030bdef 8d60c387122a9a239d488f bb9b
2331536743229db4189b04ef 5f 90ecd3cf 54a2476aab8c026alf 5af 81b7d542
5bc512318924f ee28549cdf 14f 42cf 3441cf 39759c04f 6e6a162a7c61898315
85de491e8a431c43cab90b664077608e2b34a06ac56c1827a2f 6f 78b7736848
0e4517744e8a3e10a690al1b173b745540e68f c4f 5d

- 00013caadeac6c38966e745e6c09b6d143f d8361463256de25d54cbh056d5d
f 305ed6743229db4189b04ef 5f 90ecd3cf 54a2476aab8c026alf 5af 81b7d542
5bc512318924f ee28549cdf 14f 42cf 3441cf 39759c04f 6e6a162a7¢c61898315
85de491e86ebcab5874aa2a52b7dc764addcf d76839718a13a048f cb8c2abd?2
2c3a7b90f c3f 48e38ae21072b01a415af 65b36a2b8

- 0001bc9al18f 5d8188ed973f al1c346b985437aa3ch8e9cf 2395a81a08804c
8183e09743229db4189b04ef 5f 90ecd3cf 54a2476aab8c026alf 5af 81b7d542
5bc512318924f ee28549cdf 14f 42cf 3441cf 39759c04f 6e6a162a7c61898315
85de491e8e7f 0f 3a47d721b4a408670f f ad7b27627421a6be3af 7f 75068196f
a26f e53a62¢c3693b5a1092985795f 799¢c30ca73d72

/|l Test vector O9:
skS: fala7f2ccb6651e82aef ef 530837b518946ca8df 30bf b6b629cadccea965
50a2848b649cee5c91e3dbaf 30e62f e6b407
pkS: 037bd0654b77d1b4ae8d7a4775b04d06f 2c406496f f 07274f 79e956e6€e€e8
e6b0668457894b84dd18733017b2f bec89c3f 9
t oken_chal | enge: 0001000b497373756572204e616d65000005612¢c622¢c63
nonces:
- 8bc16d866d0193d20b435d49f 58cf 869f 8c3891e7e6f 7bf Occe5c5e29a485
of d
- 3cdf 1e2db7a86eble75f dbf cac7f c044c29caf a3d40ddc769c0c21f 4286ac
5b9
- 99e334d0713e797bc836545e0dd7dcdee1993436ef 6889b2d615742665740
8fc
- 32f356152811342c0b4ab9e34ef 16939bc6422bed4e73449b09065f 19¢c057
364
- 6c¢f 58474cad44d5f 86f 22f 44da98f 15939a97645f 4c60e565¢c2be332800bas
44a
bl i nds:
- 85c3c875b12d4578f e905a61f a37cc3al6ee77d87f 09705e684833951b692
993a5bbh663427b8dd10915804e091f e5aa2
- 205c94ad910c602bd3f 29404d10ebb89b9148b0f f 4adf 065ea04f 6f c5e240
64d86bdf 7b2e00962cdeldlab48b42b3acs
- 7dbf 232de16945358b5ef 69b2740940530b651d37708e70735dcf ece2e9b2
18dc82d75a60f 6499aa5d0df 6¢818407405
- 9c¢3ch5cf 1182f 26d0f ca4c9c1c883ac78aa7b4dbecf 560cce8d495a0952b5e
2377384f acacOccf e30af d3cb50c132f d87
- 83a0546a413a3dc5dab902df cc21deb38769cf 860288b6bf 2971f f a93aace
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8f 4ec8d024eb5962e84f a67967b53bc4201
t oken_request: 00017840f 503741b71eaf 59345f c7f 7dc8d7e2f 55561ef 9053
4da58150b51b7e5e97cf 7bb20d8486b252f 162c5f eef c4ec52b222751803f cbef
bb50a51f 7c0c28a5f 078bb3be47f Of 14989ad8a07490ac39423e4d5bdb8e13e40
ece67295e5f e7d9af 6bcb2f e9f 034f eaf 7cd856dbdf af 4517913ae44720e4b184
48f Af 1bee274a56a31f b62deOf e49b280d19212609b41c6ed90c4919f f 403e77b
87842ed6160d1d36ad218f e35d8c6f 077e8b48a978ad0373546c0f e4066f ad073
acd2ee25dd22535b2c2f c20df f e029f 41b5b88625eb8cd94787bebf 272ea5¢c756
4ccaadeblada97cedal5212c2c4f 8ef dc00c4f e2e2ad58263a2ccc4cOed2
t oken_response: 40f 502e6f ad442191944d14d5¢8b467b9c0cllac06b0cdclf
3f 5a9a2d55974f 2f 2125e0475e83b50f 13620b3a817e1795436d703e76c34d0bc
d846876ca664ccd97452104c3f 7bf c035f 3¢c7c09f Oef 6a9b81c9aech6c8bb58bf
02edca7bb21590db2bd650225¢cd40a928588f 1511¢c4603616151f 69661393a42c
3126f f 3622187cf 7916872b898c633790cf 7ce42al26e4413ec593037b2bc3a2c
135098f 7¢69315db242693e411838ecddclcf 88d968ed8d72b5611dbbaadb4988
f Of 7¢53a936ba39a68f 81e028f f 4bf 6f d737al137adee95d2f b773cf c810251485
9f a419¢5e8866dd64d7c0544ec39793bab6384d1d129085cc8af 450c8689751¢c3
al5f 32c0e950624831c8525614ede7cf 92645e8747d0bla6c95648bca2d96d20e
e5b44ca44491787af 6382049ee400b719035a7e3f e2dec5f 9155e332f e24b5bb8
071c2f 3f d0OOcab8d2aldc685f 6983d043d6591f e00e2ae5a9f 89
t okens:
- 00018bc16d866d0193d20b435d49f 58cf 869f 8c3891e7e6f 7bf Occebc5e29
a4859f d4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3969e07ecf f blf aa3a20d061c88f 15292f b4cebef al311c28eb5f 37d4
75606b278f f 35f 1f cf 8ed7ce3aalObc2f Of 3302d20b0bbc1f a5¢c45be9d912d9
7303b9%9aa8aa0d28dd80d7ef b86¢c9073211f 811d93d
- 00013cdf 1e2db7a86eble75f dbf cac7f c044c29caf a3d40ddc769c0c21f 42
86ac5b94d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3969e07ecf f blf aa3a20d061c88f 15292f b4cebef al311c28eb5f 37d4
75606b27882e60cf c6e7ed2b433bdf dad3d225ed09ad3626f 67025a26311608
0a9cel7142d8565f d9ceba77182757e6202185cabe
- 000199e334d0713e797bc836545e0dd7dcdeel1993436ef 6889b2d61574266
57408f c4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3969e07ecf f blf aa3a20d061c88f 15292f b4cebef al311c28eb5f 37d4
75606b2788d8095abh268d6715f b89370bf b3c837493039506dd1a3a8d07a63f
065e8e7cd2e57dc3a210b24b7636c8484273ecccl?
- 000132 356152811342c0b4ab9e34ef 16939bc6422bed4e73449b09065f 19
c0573644d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3969e07ecf f blf aa3a20d061c88f 1e5292f b4cebef al311c28eb5f 37d4
75606b278729e03e210cc2486¢c4f 747b5f f 67a239767e32f 611f 6da82a0f f 36
c2dc047elf 48f e920677c4f 53c60aelc735644ach5
- 00016cf 58474ca44d5f 86f 22f 44da98f 15939a97645f 4c60e565¢c2be33280
Oba544a4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd3969e07ecf f blf aa3a20d061c88f 1e5292f b4cebef al311c28eb5f 37d4
75606b278911447f 48e89e5d66c5c52e2c0af 0729300e69ee6e5e39d465b836
41058cf 4f 6460bcb4672f e37de8b0ef albcdf 33c16

/'l Test vector 10:
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skS: 88af d78d73ef bd37b94183cc1d6f b8e3aldf aed2ca7f 715d76e44843e3¢c9
36a266dc3335cf 16a63ef 31f b6f b4a81771a
pkS: 0363010d08ed8eb12d29e6d11059b7a02d6d665d8212ead2f 19b43a96a5d
f 6211b2be769f 8cc87a730b814cd1013e039e6
token_chal | enge: 0001000b497373756572204e616d65000005612¢c622¢c63
nonces:
- cbb64dbf 9e920048alc5517a8al2b44a294b5ac5¢cch3b366178f 1031f 7c46
56¢
- 3156fffdf 77f 4f 0dcd23406bb121d3eb18e4d0a8b7286dc7c10bf eb58305f
e97
- ad0930ca85e54145cd8e02bc6508a0e9bc525ba9f eee3c19ec3d6258e368a
674
- a70ecbb14478c7c5af 0c5f 7a9ca4df e50c7ebc5ad0c06f 1laddcd3e406520a
f23
- T7ecf 841f b195b155f c443f 46c504840a0270464d7e10862cf 134438049¢c66
f7c
bl i nds:
- 421c533dced493799f c44c217d2999e75f 1158b256bad86e4f 13dc94e0f 9ac
a2dc09ec3ad286¢chb011d63766a0f 0679c0e
- 480f bbcb53834cddabea02c0bdf 2f 7d7af 1d9f ad3f 71534cf 2cc92818262¢
6c25df d39a7d69489balc110dd97497735d
- 819d08bbde696e245e7987b7bf 5b0cd5bc5e188565a8e3191bf 9f 11b06462
6f 504elf e6d5d1lc7ebe4e096cdbed79a79f
- 3341d181e8c09af 12a3a653a290c5977607f 85ed5e6394d1b52e0f 8976808
1561a2a46016b917d9502¢cc207f 10e164a89
- dcblb2f 72a5f 88b4182f b431911468b4f 1d1225391900c9d21c2a0ad1b795
c7801648c4f 8e3f 88c488d3b6d5109bb72¢c
t oken_request: 0001laf 40f 50201016f a016b79e0ac32a62f 05e4b3c05a8a98f
2a91d3345222e7b45d464530919bdf 7€13009d41dc7d80f f 968a5749d702c13ce
880d0198173e4f 527f b18999e9920df b6f ef baa758723b962643bf 72d09d4305f
622757f c54a7a99b718812f 91403024b6117c0953f 53e1¢c582b6847288616bc97
34bbaf c4f eec7d9b6bde5c768dblch4e7d2d3abac5e709f 861d9e4a0c8b03¢c05¢c
15addd2a8a68caf 2630d432ba5f d1d56e458869df 8885db54d006a17897919e08
95b5a570ef cadb08b81063ebb830232404a0ef 1947bc79773ce4648c35bf bd2e2
542578f bb0Of cdacd9e87c¢39ed33b36a27678f 5746¢f c4f 94099ca588ee54
t oken_response: 40f 5032f e65¢c3e5244e485¢42953503b950ch9d481f d559a0
415593120b164366d51229eab2b0f 9¢75f c8d56b6al63ac71192b02d5a761c49c
af 9c4b9a0c3019bd1f 45a59b8f 3d9acaee9af 7d0f 72e7bb47dc4da80324387a22
1b0872321188e6410f a0e038f d7f 3d7e60caa7cabdc765d8f eb463a2f 5¢7f ac60
63119dac9f eb658d7b331657156aee7794ca77e68ed6b2986a55ee02a18cdd372
c76bcof f 8a9b6aed7324345c515e8114df 9392eea70960bb2820370a71c66f ae4
8520f f c475f dbb88993f 0c03005755be30a542d4c0861aelf 7f f d584355eech8b
2f 0277254a6917661ae91a708eb5chb550cce6955f a873e755f ede7310d34e5552
f 3d542910c3ed98792d670df 9b82731ca82b8e674cad245f 6f b89b95f 114e4252
aale477707cb016f 39a297b2755043b34bbd1bbc32583e8b240f d0Odda4c8a6764
1992c04f 6d56b46b195507b7ee05¢c3c67004ef 9f 059a864c7f 52
t okens:
- 0001cbb64dbf 9e920048alc5517a8al2b44a294b5ac5cchb3b366178f 1031f
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7c4656¢c4d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd39698517059067b3eb2bd6112ce46b67b6724ae86d1767cf 8f 171daeb0
f 8bb213af c44c046b33ba4f Of 0d404b19bcd73e7c88a4691af 2ebb660592df 6
0d6d090abb7711a34c8c78ebd075918f 792804e221

- 00013156fffdf 77f 4f 0dcd23406bb121d3eb18e4d0a8b7286dc7c10bf eb58
305f e974d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd39698517059067b3eb2bd6112ce46b67b6724ae86d1767cf 8f 171daeb0
f 8bb213af 46c306c3497f 96478f 6040344d4981665eeef 7b8e4cf 5celd4dalddl
f 98773bb5albe37252dc7ec61f 814304270640572¢c

- 0001ad0930ca85e54145cd8e02bc6508a0e9bc525ba9f eee3c19ec3d6258e
368a6744d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd39698517059067b3eb2bd6112ce46b67b6724ae86d1767cf 8f 171daeb0
f 8bb213af 6823c16eabf 6871797ce45¢c17985ed3c29f f 08cb61d53be4f ef d4b
81087590826e679e2cealcf ef f bf cc82993731e5d6

- 0001a70ecbb14478c7c5af 0c5f 7a9caddf e50c7ebc5ad0c06f 1addcd3e406
520af 234d1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd39698517059067b3eb2bd6112ce46b67b6724ae86d1767cf 8f 171daeb0
f 8bb213af 60e3e68ada8f 217c129f a2eeef 3a3c312794eac23f 1f b4eb8bl2ce
672b9963443bf 1¢80583b4150d35b6c16871f 10321

- 00017ecf 841f b195b155f c443f 46c504840a0270464d7e10862cf 13443804
9c66f 7c4dl1a8f 1a708ab7ec6f 9ddf e97074859f df 87737790491e4b3af d0977
cd3bd39698517059067b3eb2bd6112ce46b67b6724ae86d1767cf 8f 171daeb0
f 8bb213af be9b2790151db3683b3ba4865e71aa2b0e6f 60c500e30995217e88
b772caalf 5b26f 94e4766872d764656e268c274cel

A. 3. Anortized Privately Verifiable Token Batch |ssuance - VOPRF
(ristretto255, SHA-512)

The test vector below lists the follow ng val ues:

* skS: The Issuer Private Key, serialized using SerializeScalar from
Section 2.1 of [OPRF] and represented as a hexadeci mal string.

* pkS: The Issuer Public Key, serialized according to the encoding
in Section 8.1.

* token_challenge: A randonmy generated TokenChal | enge structure,
represented as a hexadeci mal string.

* nonces: An array of 32-byte client nonces generated according to
Section 5.1, represented as a hexadeci mal string.

* blinds: An array of blinds used when conputing the OPRF blinded
message, serialized using SerializeScalar from Section 2.1 of
[ OPRF] and represented as a hexadeci mal string.

* token_request: The AnortizedBat chTokenRequest nessage constructed
according to Section 5.1, represented as a hexadeci nal string.
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* token_response: The Bat chedTokenResponse nessage constructed
according to Section 5.2, represented as a hexadeci mal string.

* tokens: An array of output Tokens fromthe protocol, represented
as a hexadeci mal string.

/|l Test vector 1:
skS:
91f 04a2caea9a854cd351b68d58132a6af a65d4dbee00f d55715d553d744820e
pkS:
909b2a8c70e4f 70c4acaf c87f 027d41f blac59f 7ed62845a8ef 5cda4300b5e2c
t oken_chal | enge: 0005000e6973737565722e6578616d706c65208278149d30
94¢9138347d7a2bcbf 1188a262a10b1a5696c41549eabed84c129d000e6f 72696
7696e2e6578616d706c65
nonces:
- 62dd654df f c63bbe3721648eb5bd26f 10e7e1851b7dc4e4047cc8cc042d46
8dc
- 49625ad9f ae7lef 46bf c59f 09cd74d96bd6f e82c24a4f 69ef b78662addd2a
320
- b76d2192812dbdad0579b00ab61a9cec66elecdaaac07c36dd5b70bf ae3a0
bb3
bl i nds:
- 6efdd3f 587b7a0a50e49ababf 7cbc908b345f 1425e0b8d43b3452eb592b26
f 05
- al0eed1297b917e6d807866410307f 611386858albf h528a70c96d14ead9a
10b
- 5291910b64461416cac4lellceaael7db031c5f 1f d36c070f 2a74b6f 66a44
704
t oken_request: 00052d406044d05bf bb5643c595765bd6e0cf dc87714d73a43
alb7elf e4ef 5a9388e86d97ea45908db7f 5dad5573a439ac85262f 2c7aed0df ea
10f 666cc2a7bd79027cef 351e6aa090f 165739bd3a07d0f 456157e8d93db0c7e0
5603bd995936¢cc98c6321b
t oken_r esponse: 4060a2740f 4d68e9450a975233ceaeaaldO0f eadb97ec39346
3ac783c37af 8a9b2829e2cd06c01504b39737bd06ac041910e270c18cf 6800243
fc1187035¢c9¢cd88d45¢c8d7d3153dd911f 6e5724cb0def 59739al674e2aed4calca
f 1e5f 11e686457140e4850db347edb252aa4b1004f 237318f 6079413b0693605¢
f 591b7291d8cf f 0b659bb5ee237374bc76b5836e5d9535e0c4bb39c73dcaf 0597
340c768a6eab002
t okens:
- 000562dd654df f c63bbe3721648eb5bd26f 10e7e1851b7dc4e4047cc8cc04
2d468dcead0dle696¢cchef 94da0dd33e0e265d97a8015532f 429d968f a41f b0
af 0cb385ba9dc18997f cf 0439475b67cbh5a534250d2d25f 9¢c402f 5b4f 17d9c2
d37049f 2d072877130cee8e7e5d701807193¢c2768ee9al5726ea564a2bd9of 95
1f 2ach90780f 177f c8f 5a3a8e1248a2854430223634b0aac66f 9f b2f 609ac5a
4ee223b2024
- 000549625ad9f ae71ef 46bf c59f 09cd74d96bd6f e82c24a4f 69ef b78662ad
dd2a320ead0d1e696cchef 94da0dd33e0e265d97a8015532f 429d968f a41f b0
af 0cb385ba9dc18997f cf 0439475b67cbh5a534250d2d25f 9¢c402f 5b4f 17d9c2
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d37049f 2da61b154984bda262b0581883dd386¢c1c2ea772190cc81d807f 239a
404218f 724dadc0cbh5527c05ba7cae6d5580c713d5b303853812dd2c0f 1ae2c
a9d8de43e67

- 0005b76d2192812dbdad0579b00ab6la9cec66elecdaaac07¢c36dd5b70bf a
e3albb3ead0dl1e696cchef 94da0dd33e0e265d97a8015532f 429d968f a41f b0
af 0cb385ba9dc18997f cf 0439475b67cbh5a534250d2d25f 9¢c402f 5b4f 17d9¢2
d37049f 2d61df 6682b5bf 4f 9cc8023e6ea6925767f 838b0102c06422d160421
8eb9f cc8f 6de083de3f 007f a046ded66366e9¢c7735181f c6c342e03c736f 3d7
ba2c11925al

/|l Test vector 2:
skS:
3435c4al7cec27459c6761248b4768b6ab580alee2cd58ac31f cad4af 85a171208
pkS:
f 448c01f f 45ee2140d7f a97a4c5944df 4aa862408e5134bf c468d40072b9537d
token_chal | enge: 0005000e6973737565722e6578616d706c6500000e6f 7269
67696e2e6578616d706c65
nonces:
- 97c7bcl2dleeba7c26ee40a120948d31ac622e51347669a908e36ef 5f €280
bc9
- 5375bf 400d7302584be4328f 16c385989df ea8d16d9f c18156edaal67043a
446
- 43341e4a06021cbce77¢c21039b6Ccae3dc8b7194c2f 35¢991e94157e7fd214
9f 8
bl i nds:
- 41a0baf 5b0f 33d80be266b014eda0825e7cel10769de0e777f af 3e6b673005
e05
- 7012a8096a1711f 7160bbclilcf 6150c8e7f 844d955d90d196a2ccdabee3bd
005
- be2be22c3b0ddad6edac10f b2201a7b1388d534calcf 3e03c749¢c3c65d86a
90d
t oken_request: 00056d40604a4d4d2c54280ab82e7d81277916d12c058f 13f ¢
2e6ae94d4066dc61087c102f 149f 790c28f 6382f 5c8ad67f abaf 8elbelf 771ab2
d2281a09b515c483dba85049e3f 9e6761c65f 748270e5809b1f 992cf 1d1834266
b4ela3cd389bd78f 68124a
t oken_r esponse: 4060b6259e46d25a8bf 48f 25f 673c2a0f 80c84c6013d2859e
ec86eb865e26af 64f 48b48f 7c92a124e2051414ac40c5cadadb8a55f 0f 28bc00d
6be8373cd22b1b391da6af de766f 7e2dc0b2d4d9e7c23f c50a22b5d9028ca633a
7bdf e4e3bf 67d257ada56c9d8723db2220a4f 4190c8541d8e8552ad34b30d9a65
c94347a96a6af 00d4b65b5b210471bb4413e184ac5ec98d246f 3966132d7bf 437
8b0810ae588a307
t okens:
- 000597c7bcl2dleeba7c26ee40a120948d31ac622e51347669a908e36ef 5f
e280bc969b53830c9e88ce2285ef c18a8bdc36d2225a41c4af ddOcel337411f
9e7ec0aeb5560277b39ac96f 35076570711615a322ch2f 8f 3674e64e173873f d
9f 6d6b16deb93ae2e8cf 5b447d11bb667e0badb5b191da9639649ab9a4946d1
e59cf 2b2f d2df 8de212a34442cled4e43108d2f b5f 317f b207d902beeb210b8
f 2f 66a132eb
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- 00055375bf 400d7302584be4328f 16¢385989df ea8d16d9f c18156edaal6?
043a44669b53830c9e88ce2285ef c18a8bdc36d2225a41c4af ddOcel337411f
9e7ec0ae5560277b39ac96f 35076570711615a322ch2f 8f 3674e64e173873f d
9f 6d6bl6d5ad6aef 9f 83b53ee1817cb0bOaac120683f bb3cbh2cle86adde52c5
33098cc2906bde25974eb9b62132031eead4c8037a187b84a2d406b79e55b8ed
f 7f 9b84810b

- 000543341e4a06021cbce77¢c21039b6cae3dc8b7194c2f 35¢991e94157e7f
d2149f 869b53830c9e88ce2285ef c18a8bdc36d2225a41c4af ddOcel337411f
9e7ec0ae5560277b39ac96f 35076570711615a322ch2f 8f 3674e64e173873f d
9f 6d6b16de487d2826e4e90e2e2f a24df Of db89ca90ba900b78f b126553d77a
4bbllac5f bd909511a35c53ca45841ceb32bf cf e27al7f bdf f 9b942c0aa8f ed
22b88d79d28

|/l Test vector 3:
skS:
d53e857d8c589ee11al175a4d880e498d0433e439a72c6ac7f 8222873df d89e03
pkS:
7255025¢c90d76238ced53cc4473787eal67a7017ae0c1d63e864d599ae5db452
t oken_chal | enge: 0005000e6973737565722e6578616d706c65000017666f 6f
2e6578616d706c652c6261722e6578616d706c65
nonces:
- 2607568322aa05f 59b5a0lac87c3b55ad11e9bbbe60102af 0c5¢c17f 6b99be
c02
- 9a934eb5a70436aed6af dcf 2460242912ddeeeal60b39839bc233de6a3246
b2f
- 7555220de2ac527a9c2f a2e10ad239543e2e846245e6a76a7283d1996a878
251
bl i nds:
- 8504535f f bcad52af 25¢847250d33a4ba3eec?29e79b282956d5b68348eeel
802
- d85fac3d7203ca80792f 8f 9299420aa0f 93564297f c1c6f 2d8713f 5181747
60e
- f3bdcf 1cb48cb0c10018d25bbe4138580cd90c9a0b78e3684b219e€0329d0d
609
t oken_request: 00055c406046c¢c5f 2c875f 41a6e75e579186b9f 6b0c60f cc156
1cb31227a0212a6f b122a138724033cc8d9f 03aablce5df 56f d241dbdbf b4c5ea
6cedc82d8e95da3e3da804e000ad869035bf b0d673522d0bd94b8ee75a5b79f 8e
77d66107804aaf 73f b863b
t oken_r esponse: 406070c40700200f 461cad7d144d352cf 99aeef 2958f 75442
3bf 04e92eeec2ab6cllb74ce8cc8f b24780d1d4c67bd74e57ada3901a2dddf c3ef
088ebbdd45daa54b3f f 0563e59dc3f 4f 13f ¢c574058c907468714113e6bc2dc421
c05432d757d518e553df 0b206dc7268c08ca9bc03f 67bdled92c7b3ee62bd404d
9¢17dd69066deb0477506b8a404ad27474f 71142db91e549dc0d76c44e099e3f 9
6b71bf 292e72a01
t okens:
- 00052607568322aa05f 59b5a01ac87c3b55ad11e9bbbe60102af Oc5¢c17f 6b
99bec028a73b15843d93251b73e17d484d3e5467e6db28a74a042d83a311005
df db9c6laf 60e2f 82acdaf aa9d3c6b8debb3b1b4385b3357f Ocf 60441f 97901
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91f b9865c82d2beaae48321c6e376f 3190dbf 2389b2d717481ec73734dd246f
397a217f 0894ef f 9ef 4ad3f 110bf 265285148a657b20c00457cd03edc1f 3d6e
6268862e2de

- 00059a934eb5a70436aed6af dcf 2460242912ddeeeal60b39839bc233deba
3246b2f 8a73b15843d93251b73e17d484d3e5467e6db28a74a042d83a311005
df db9c6laf 60e2f 82acdaf aa9d3c6b8debb3b1b4385b3357f Ocf 60441f 97901
91f b9865ca959e4e6015c1c5b877ec82aaf 5d1bbf 4f a4b58b684b2c1b590264
99¢998768cb87b17f 32f cc8dbf 04509e37d72810f ea6e4330341deech2d6f a4
7d974208947

- 00057555220de2ac527a9c2f a2el0ad239543e2e846245e6a76a7283d1996
a8782518a73b15843d93251b73e17d484d3e5467e6db28a74a042d83a311005
df db9c6laf 60e2f 82acdaf aa9d3c6b8debb3b1b4385b3357f Ocf 60441f 97901
91f b9865¢c7258d95e545f 122¢90e331633177409277dd59f d78e4b51b88165f
f a778blad019af 5ee8df f 21f e58f a0e31f d4a2ab0512b4ea9c487acccdca544
f a33294f bf O

/] Test vector 4:
skS:
7f 52844968e3b9%ebeb82f 8930bc02af 1ae35a91e9d699949a629f 351e7b3c00d
pkS:
182d797eaec74157c6911f 105f ¢7d99f b08d567e3da7bf ef d50340594¢c603345
t oken_chal | enge: 0005000e6973737565722e6578616d706c65000000
nonces:
- f8534e3448df 368adde4bb0609b58799425372€25359922d9382491d35525
1bd
- 4d8c92091880c44bc24d5396ecaa68140f 65ed3498a72d940bb651b3a952b
bf c
- elf 48c0ca3847ede3309e4b13cbb9edbbd65e3bf ec548ba80b3193f 96336f
ds4
bl i nds:
- 903382c558a850f 936d8a74ed4ad54ea540b451240b8b75ae65852b78e4545
e03
- 477e6b85f 1380a627627e37d07466023f 73bbe60dd6de2d47c9c6f 8805a73
509
- dffd7898231d883e1b2367f 97077d868c2d5dc0d454ac2aa74ce077133cf 2
b06
t oken_request: 0005dc406062beaalddb5c4d720329060e48228969458db99f
f 6c9a67a8f a2652f 4dalb751daeb2ca361e24b610585e52¢7a98ddc10c381d988
aa93ddb490024690884471e8a8d702f 17f 62b60ea43b0299586d4f 01d800c6ace
€318c921b27¢c3457358750
t oken_response: 406000e8cad4ba785a65ee67460c8ca95e31lade29h86cdda7d
3bdb59ecc471dd08501dc73c0f 433876b3bddb6a251f 06a056b928e0ce9202d14
a34c7454blbae7al64e6191c065b9387302241f 89a636f 742ea754b17adbad4979
7b0ec60c0690bde4b5cbc1307ff 1766a3997897939c5bf 404f f 7396462f 408497
d78f 4a4f 2b73610d0a827e4f 85a1995b9a7bab72cd982ae8c52d7a994584al77a
03d4elde4118608
t okens:
- 0005f 8534e3448df 368adde4bb0609b58799425372e25359922d9382491d3
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55251bdb2174d8c51b010f 2f 8d73a85a8595138f 02¢c4082a27¢c5348a4767945
6d9e350f ba3d0d2cdf dcf a32ba7e5a520cf eaf 05057cacf c374f d400493067c
1e85e79dc070ae23af c8d8a8led448adabf 0a8e4f Ocf 2¢285d9c7d6707f 0b817
3f dd9a007159¢5351e191937d22aa58dba713f 541d2ad54e9b25af 63b68alel
060b0a9611f

- 00054d8c92091880c44bc24d5396ecaa68140f 65ed3498a72d940bb651b3a
952bbf cbh2174d8c51b010f 2f 8d73a85a8595138f 02¢c4082a27¢c5348a4767945
6d9e350f ba3d0d2cdf dcf a32ba7e5a520cf eaf 05057cacf c374f d400493067c
1e85e79dc0cd9ef 54f 8d9a456634af 013b7da99e4c52cec576c283ee64a92ch
b9a5289ce76d492c423f 1213b6b3bc7d15c0ecc15a3f 663f 1b99b59b7667b3a
8a4d1d7794d

- 0005e1f 48c0ca3847ede3309e4b13cbb9edbbd65e3bf ec548ba80b3193f 96
336f d84b2174d8c51b010f 2f 8d73a85a8595138f 02¢c4082a27¢c5348a4767945
6d9e350f ba3d0d2cdf dcf a32ba7e5a520cf eaf 05057cacf c374f d400493067c
1e85e79dc9a05c3e96f 3abd4ed4ea700eb67¢c95816f 76ea423dada2d699a7f 92
328cd9be5d83e8f 77974e930d4eee806599ef a0d6f 3¢37749337d1223901a8b
60elbbf 991f

/|l Test vector b5:
skS:
5f 6bl12eaabbc82618be24bacad324ddf 88bb2ed80ea05e1c09c78ebb33ca2f 04
pkS:
Oaf 469e5ebe48eaf 5ecc30d2a33e715f 15aal8f 65¢c72ba7f 729331b1f 4f b847e
t oken_chal | enge: 0005000e6973737565722e6578616d706c65208278149d30
94¢9138347d7a2bcbf 1188a262a10b1a5696c41549eabed84c129d0000
nonces:
- 68286e9d5a447f 04dadb444f e70c01e89f 14305d444a462e5a38b154b6