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Abstract

Thi s docunent provi des guidance on integrating Post-Quantum
Cryptography (PQC) into resource-constrai ned devices, such as |oT
nodes and |ightwei ght Hardware Security Mdul es (HSMs). These
systens often operate with strict limtations on processing power,

RAM and flash nenory, and may even be battery-powered. The docunent

enphasi zes the role of hardware security as the basis for secure

operations, supporting features such as seed-based key generation to

m nimze persistent storage, efficient handling of epheneral keys,
and the of fl oadi ng of cryptographic tasks in | owresource

environments. It also explores the inplications of PQC on firmare
updat e nechani sns i n such constrained systens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-pquip-pgc-hsm
constrai ned/.
Di scussi on of this docunent takes place on the pquip Wrking G oup
mailing list (mailto:pgc@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/pqgc/. Subscribe at
https://ww.ietf.org/mailman/listinfol/pqc/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The transition to post-quantum cryptography (PQC) poses significant
chal | enges for resource-constrai ned devices, such as Internet of
Things (10T) devices, which are often equi pped with Trusted Execution
Envi ronnments (TEEs), secure elenents, or other forns of hardware
security nodules (HSMs). These devices typically operate under
strict limtations on processing power, RAM and flash nmenory, and in
some cases are battery-powered. Adopting PQC algorithnms in such
environments is difficult due to their substantially |arger key sizes
and, in sone cases, higher conputational demands. Consequently, the
mgration to PQC requires careful planning to ensure secure and
efficient key nanagement within constrained platforns.

Constrai ned devices are often deployed as clients initiating outbound
connections, but sone also act in server roles or enforce |oca
authentication policies. As a result, designers may need to consider
PQ solutions to address confidentiality, both outbound and i nbound
aut hentication, and signature verification used in secure boot,
firmmvare updates, and device attestation.

Thi s docunent provi des guidance and best practices for integrating
PQC al gorithms into constrained devices. It reviews strategies for
key storage, epheneral key managenent, and perfornance optim zation
tailored to | owresource environments. The docunment al so exam nes
epheneral key generation in protocols such as TLS, along with
techni ques to optim ze PQC signature operations to inprove
performance wi thin constrai ned cryptographi c nodul es.
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Thi s docunent focuses on PQC al gorithns standardized by N ST or
specified by the | RTF CFRG and that have correspondi ng | ETF protoco
speci fications, either published as RFCs or progressing through the
| ETF standards process. Specifically, it covers the follow ng

al gorithns:

* Modul e-Latti ce-Based Key-Encapsul ati on Mechani sm ( M.- KEM
[ FI PS203] .

* NMbdul e-Lattice-Based Digital Signature Al gorithm (M- DSA)
[ FI PS204] .

* Statel ess Hash-Based Digital Signature Al gorithm (SLH DSA)
[ FI PS205] .

* Hierarchical Signhature Systen Leighton-Mcali Signature (HSS/ LMS)
[ RFC8554], and the related extended Merkl e Signature Schene (XMSS)
[ RFC8391] .

Addi ti onal post-quantum al gorithns are expected to be standardised in
future, which may al so prove suitable for use in constrai ned devices
Since algorithms may change prior to standardi sation (or may end up
unst andar di sed), no concrete guidance is provided on these here, but
future specifications may provi de gui dance on the follow ng

al gorithms:

* The Fal con signature schenme [Fal con] has shorter keys and
signatures than M.-DSA, though its use of floating point
arithnmetic may nmake it challenging to inplenent on sone devices.

*  The HQC KEM [HQC] is a code-based KEM so offers algorithmc
diversity to complenent |attice-based KEMs, though it is |ess
performant than M.-KEM

* Small er SLH DSA paraneter sets [Smaller-SPH NCS] nmay be
standardi sed in future, which nay nmake use of SLH DSA nore
pal at abl e on constrai ned devi ces.

Thi s docunent focuses on device-|evel adaptations and consi derations

necessary to inplement PQC efficiently on constrained devi ces.
Actual protocol behaviour is defined in other docunents.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Key Managenent in Constrai ned Devices for PQC

The enbedded cryptographi c conponents used in constrained devices are
designed to securely manage cryptographi c keys, often under strict
limtations in RAM flash menory, and conputational resources. These
limtations are further exhausted by the increased key sizes and
comput ati onal demands of PQC al gorithns.

One mtigation of storage linmtations is to store only the seed
rather than the full expanded private key, as the seed is far smaller
and can derive the expanded private key as necessary. [FlPS204]
Section 3.6.3 specifies that the seed M generated during M-

DSA. KeyGen can be stored for later use with M.-DSA. KeyGen_i nternal

To reduce storage requirenments on constrai ned devices, private keys
for Initial Device ldentifiers (I1DevlDs), Locally Significant Device
Identifiers (LDeviDs), and the optional attestation private key can
be stored as seeds instead of expanded key naterial.

3.1. Seed Managenent

To conply with [FIPS203], [FIPS204], [FIPS205] and [ REC- KEM
gui del i nes

3.1.1. Seed Storage

Several post-quantum algorithns use a seed to generate their private

keys (e.g., M.--KEM and M.-DSA). Those seeds are snmller than private
keys, hence sone inplenentations nay choose to retain the seed rather
than the full private key to save on storage space. The private key

can then be derived fromthe seed when needed or retained in a cache

within the security nodul e.

The seed is a Critical Security Paraneter (CSP) as defined in
[1SO19790], from which the private key can be derived, hence it nust
be safeguarded with the sane | evel of protection as a private key.
Seeds shoul d be securely stored within a cryptographi c nodul e of the
devi ce whet her hardware or software-based to protect against

unaut hori zed access.
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The choi ce between storing a seed or an expanded private key invol ves
trade-of fs between storage efficiency and performance. Sone
constrai ned cryptographic nodul es may store only the seed and derive
the expanded private key on demand, whereas others nmay prefer storing
the full expanded key to reduce conputational overhead during key
usage.

The choi ce between storing the seed or the expanded private key has
direct inplications on performance, as key derivation incurs

addi tional conputation. The inpact of this overhead varies depending
on the algorithm For instance, M.-DSA key generation, which
primarily invol ves polynoni al operations using the Nunmber Theoretic
Transform (NTT) and hashing, is conmputationally efficient conpared to
ot her post-quantum schemes. |In contrast, SLH DSA key generation
requires constructing a Merkle tree and multiple Wnternitz One-Tine
Signature (WOTS+) key generations, making it significantly nore
conputationally intensive. |n many enbedded depl oynents, SLHDSA is
expected to be used primarily for firmvare verification, in which
case key generation is performed offline and does not inpact device
performance. However, in scenarios where the device generates its
own SLH DSA key pairs, the higher key generation cost may influence
seed- st orage desi gn deci sions and depend on performance

consi derations or standards conpliance (e.g., PKCS#11).

While vulnerabilities Iike the "Unbindabl e Kenmy Schmidt" nisbinding
attack [BIND] denmonstrate the risks of manipul ati ng expanded private
keys in environnents |acking hardware-backed protections, these
attacks generally assune an adversary has sone |evel of control over
the expanded key fornmat. However, in a hardware-backed protected
environment, where private keys are typically protected from such
mani pul ation, the primary notivation for storing the seed rather than
the expanded key is not directly tied to mitigating such m sbinding
att acks.

The expanded private key is derived fromthe seed using a one-way
cryptographic function. As aresult, if the seed is not retained at
key generation tinme, it cannot be reconstructed fromthe expanded key
(as the reverse operation is conputationally infeasible).

I mpl enent ati ons shoul d account for this non-recoverability when

desi gni ng seed managenent .
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A chal l enge arises when inporting an existing private key into a
system designed to store only seeds. Wen a user attenpts to inport
an al ready expanded private key, there is a msmatch between the key
format used internally (seed-based) and the expanded private key.
This issue arises because the internal format is designed for
efficient key storage by deriving the private key fromthe seed,
whil e the expanded private key is already fully conputed. As N ST
has not defined a single private key format for PQC algorithns, this
creates a potential gap in interoperability.

3.1.2. Efficient Key Derivation

When storing only the seed in a constrained cryptographic nodule, it
is crucial that the device is capable of deriving the private key
efficiently whenever required. However, repeatedly re-deriving the
private key for every cryptographic operation may introduce
significant performance overhead. In scenarios where performance is
a critical consideration, it my be nore efficient to store the
expanded private key directly (in addition to the seed).

| mpl enent ati ons may choose to retain (cache) several recently-used or
frequently-used private keys to avoid the conputational overhead and
del ay of deriving private keys fromtheir seeds with each request.

The key derivation process, such as M-KEM KeyGen_internal for M-KEM
or simlar functions for other PQC al gorithms, nust be inplenmented in
a way that can securely operate within the resource constraints of
the device. |If using the seed-only nodel, the derived private key
should only be tenporarily held in nenory during the cryptographic
operation and discarded inmedi ately after use. However, storing the
expanded private key may be a nore practical solution in tinmne-
sensitive applications or for devices that frequently perform

crypt ographi ¢ operati ons.

3.1.3. Exporting Seeds and Private Keys

G ven the potential for hardware failures or the end-of-life of

devi ces containing keys, it is essential to plan for backup and
recovery of cryptographic seeds and private keys. Constrained

devi ces shoul d support secure seed- or key-backup mechani sms,

| everagi ng protections such as encrypted storage and ensuring that
security neasures are in place so that the backup data is protected
from unaut hori zed access.

There are two distinct approaches to exporting private keys or seeds
froma constrai ned device
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3.1.3.1. Direct Transfer Over TLS

In scenari os where the constrai ned device supports nutually
authenticated TLS with a peer, the device can securely transfer
encrypted private key material directly to another cryptographic
modul e over a nutual ly authenticated TLS connecti on.

3.1.3.2. Export of Encrypted Seeds and Private Keys

In nore common constrai ned device scenarios for secure exporting of
seeds and private keys, a strong synmmetric encryption algorithm such
as AES in key-wap node ([ RFC3394]), should be used to encrypt the
seed or private key before export. This ensures that the key renmains
protected even if the export process is vulnerable to quantum

att acks.

perationally, the exported data and the symretric key used for
encryption nust both be protected agai nst unauthorized access or
nmodi fi cati on.

3.1.3.3. Security Requirenments for Export Operations

The encryption and decryption of seeds and private keys nust occur
entirely within the cryptographic nodules to reduce the risk of
exposure and ensure conpliance to established security standards.

3.2. Epheneral Key Managenent

G ven the increased size of PQC key material, epheneral key
managenent will have to be optinized for both security and
per f or mance.

For PQC KEMs, epheneral key pairs are generated from an ephenera
seed, that is used imediately during key generation and then

di scarded. Furthermore, once the shared secret is derived, the
epheneral private key will have to be deleted. Since the private key
resides in the constrai ned cryptographic nodule, renoving it
optinizes menory usage, reducing the footprint of PQC key material in
the cryptographic nodule. This also ensures that that no unnecessary
secrets persist beyond their intended use.

Addi tionally, ephemeral keys, whether fromtraditional ECDH or PQC
KEM al gorithms, are intended to be unique for each key exchange

i nstance and kept separate across connections (e.g., TLS). Deleting
epheneral keying material after use hel ps ensure that key materia
cannot be reused across connections, which would otherw se introduce
security and privacy issues.
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Constrai ned devices inplenenting PQC epheneral key nanagenent will
have to:

* Cenerate epheneral key pairs on-demand from an epheneral seed
stored tenporarily within the cryptographi c nodul e.

* Enforce i mMmediate seed erasure after the key pair is generated and
the cryptographic operation is conpl eted.

* Delete the private key after the shared secret is derived.
* Prevent key reuse across different algorithmsuites or sessions.
4. Optimzing Menory Footprint in Post-Quantum Sighature Schenes

A key consideration when depl oyi ng post-quantum cryptography in

crypt ographic nodules is the anount and type of nenory available. In
constrained devices, it is inportant to distinguish between volatile
menory (RAM), used for internediate conputations during cryptographic
operations, and non-volatile storage (e.g., flash), used for storing
keys, firmware, and configuration data. For instance, M-DSA, unlike
traditional signature schenes such as RSA or ECDSA, requires
significant RAM during signing due to nultiple Nunber Theoretic
Transform (NTT) operations, matrix expansions, and rejection sanpling
| oops. These steps involve storing |arge pol ynom al vectors and

i ntermedi at e val ues, maki ng M.- DSA nore menory-intensive

Sone constrained systens, particularly battery-operated devices, may
have |imted RAM avail abl e for cryptographic operations, even if
sufficient non-volatile storage is available. |n such cases,
straightforward inpl ementati ons of PQ schenmes nmay exceed avail abl e
RAM naki ng them infeasible wi thout optimzation

Several post-quantum schenes can be optim zed to reduce the nenory
footprint of the algorithm For instance, SLH DSA has two flavours:
the "f" variants which are paraneterized to run as fast as possible,
and the "s" variants which produce shorter signatures. Devel opers

wi shing to use SLH DSA may wish to utilize the "s" variants on
devices with insufficient RAMto use the "f" variants. Further

optim zations may be possible by running the signature algorithmin a
"stream ng manner" such that constrai ned devi ce does not need to hold
the entire signature in nenory at once, as discussed in

[ St ream SPHI NCS] .
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I mpl enent ati ons may trade off resource usage across CPU, RAM and
non-vol atile storage. For exanple, techniques such as |azy expansion
reduce RAM usage at the cost of increased conputation, while storing
expanded key in non-volatile storage can reduce runtine overhead.

Desi gners shoul d bal ance these trade-offs based on the target

pl at f or m

Both the M.- KEM and M.- DSA al gorithms were sel ected for general use.
Two optim zation techniques that can be applied to nake M.- DSA nore
feasible in constrai ned cryptographi c nodul es are di scussed in
Section 4.1.1 and Section 4. 2.

4.1. Menory requirenments of Lattice-Based Schenes

The dom nant source of menory usage in M-DSA cones from hol ding the
expanded matrix A and the associ ated pol ynom al vectors needed to
conpute the noisy affine transformation t = A*sl + s2, where Ais a
large public matrix derived froma seed, and t, s1, s2 are pol ynoni al
vectors involved in the signing process. The elenments of those
matrices and vectors are polynomals with integer coefficients nodul o
Q M-DSA uses a 23-bit long nodulus Q where in case of M.-KEM it
is 12 bits, regardless of security level. Conversely, the sizes of
those matrices depend on the security |evel

To conpute nenory requirenents, we need to consider the di nensions of
the public matrix A and the size of the polynom al vectors. Using
M.- KEM 768 as an exanple, the public matrix A has di nensi ons 5x5,

wi th each pol ynom al having 256 coefficients. Each coefficient is
stored on 2 bytes (uintl6), leading to a size of 5 5 256 2 =
12,800 bytes (approximately 12.5 KB) for the matrix A alone. The
pol ynomi al vectors t, sl1, and s2 also contribute significantly to
menory usage, with each vector requiring 5_ 256 _2 = 2,560 bytes
(approximately 2.5 KB) each. Hence, for straightforward

i npl ementation, the mninmal anount of nenory required for these
vectors is 12,800 + 3_ 2,560 = 20,480 bytes (approxi mately 20 KB)
Sinmlar conputation can be easily done for other security levels as
well as M.-DSA. The M.-DSA has nuch hi gher menory requirenents due
to larger matrix and pol ynom al sizes (i.e. M-DSA-87 requires
approxi mately 79 KB of RAM during signing operations).

It is worth noting that different cryptographi c operations may have
different nmenory requirenents. For exanple, during M- DSA
verification, the menory usage is |lower since the private key
components are not needed.
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4.1.1. Lazy Expansion as a Menory Optim zation Techni que

The | azy expansion technique is an optim zation that significantly
reduces nenory usage by avoiding the need to store the entire
expanded matrix A in nmenory at once. Instead of pre-conputing and
storing the full matrix, |azy expansion generates parts of it on-the-
fly as needed for the process. This approach |everages the fact that
not all elements of the matrix are required sinultaneously, allow ng
for a nore efficient use of nmenory.

As an exanple, we can | ook at the conputation of matrix-vector
multiplication t=A*sl. The matrix A is generated froma seed using a
PRF, neaning that any el enment of A can be conputed i ndependently when
needed. Similarly, the vector sl is expanded fromrandom seed and a
nonce using a PRF

The | azy expansion would first generate first element of a vector sl
(s1(0)) and then iterate over each row of matrix Ain a first col um.
Thi s approach generates partial result, that is a vector t. To
finalize the conputation of a vector t, the next element of sl
(s1(1)) is generated, and the process is repeated for each col um of
Auntil all elenments of sl have been processed. This nethod requires
significantly |l ess nenory, in case of M.-KEM 768, size of elenent sl
(512 bytes) and a vector t (2560 bytes) is 256 2 = 512 bytes,
meani ng that only 512 bytes + one row of matrix A (5_ 256 _2 = 2560
bytes) + one element of t (5_ 2 = 10 bytes) need to be stored in
menory at any time, leading to a total of approximately 3 KB of
menory usage, conpared to the approximately 20 KB required for a
straightforward i npl ementation. The savings are even nore pronounced
for higher security levels, such as M-DSA-87, where | azy expansion
can reduce nenory usage from approximately 79 KB to around 12 KB

Wth | azy expansion, the inplementation differs slightly fromthe
straightforward version. Also, in sone cases, |azy expansi on may

i ntroduce additional conputational overhead. Notably, applying it to
M.- DSA si gnhing operation may require to reconpute vector y

([ FI PS204], Algorithm7, line 11) twice. |In this case inplenenters
need to weigh the trade-off between nmenory savings and additiona
comput at i on.

This nmenory optimzation was initially described in [Bot19]. Oher
optinizations can be found in [Ge20] and [ BBosRS22].
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4.2. Pre-hashing as a Menory Optim zation Techni que

To address the menory consunption challenge, algorithns |ike M.-DSA
offer a formof pre-hash using the & (nessage representative) val ue
described in Section 6.2 of [FIPS204]. The %& val ue provides an
abstraction for pre-hashing by allowi ng the hash or nessage
representative to be conputed outside the cryptographic nmodule. This
feature offers additional flexibility by enabling the use of

di fferent cryptographic nodules for the pre-hashing step, reducing
menory consunption within the cryptographic nodule. The pre-conputed
& value is then supplied to the cryptographic nodule, elimnating the
need to transmt the entire nessage for signing. [RFC9881] discusses
| everagi ng External 5%-M.- DSA, where the pre-hashing step (External %&-
M.- DSA. Prehash) is performed in a software cryptographi c nodul e, and
only the pre-hashed nmessage (%&) is sent to the hardware cryptographic
nmodul e for signing (External 52-M.-DSA. Sign). By inplenenting

Ext er nal 5% - M- DSA. Prehash in software and External 56- M.-DSA. Sign in an
har dwar e cryptographi c nodul e, the cryptographic workload is
efficiently distributed, making it practical for high-volune signing
operations even in nenory-constrai ned cryptographi c nodul es.

The main advantage of this nethod is that, unlike HashM.- DSA, the

Ext er nal 5& - M.- DSA approach is interoperable with the standard version
of M.-DSA that does not use pre-hashing. This nmeans a nessage can be
signed using M-DSA. Sign, and the verifier can independently conpute
5¢ and use External %&-M.-DSA Verify for verification -- or vice versa.
In both cases, the verifier does not need to know whet her the signer
used internal or external pre-hashing, as the resulting signature and
verification process remain the sane.

5. Optimnmzing Performance in PQC Signature Schenes

VWhen i npl emrenti ng PQC signature algorithnms in constrained

crypt ographi ¢ nodul es, performance optim zation becones a critica
consideration. Transmitting the entire nessage to the cryptographic
modul e for signing can lead to significant overhead, especially for

| arge payl oads. To address this, inplenenters can |everage

techni ques that reduce the data transmtted to the cryptographic
modul e, thereby inproving efficiency and scalability.

One effective approach invol ves sending only a nessage digest to the
cryptographic nodule for signing. By signing the digest of the
content rather than the entire content, the conmunication between the
application and the cryptographic nodule is mnimzed, enabling
better performance. This method is applicable for any PQC signature
al gorithm whether it is M-DSA, SLH DSA, or any future signature
schene. For such algorithns, a nechanismis
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often provided to pre-hash or process the nmessage in a way that
avoi ds sending the entire raw nessage for signing. |In particular,
al gorithms |ike SLH DSA present chall enges due to

their construction, which requires nmultiple passes over the nessage
di gest during the signing process. The signer does not retain the
entire message or its full digest in nenory at once. |nstead,
different parts of the message digest are processed sequentially
during the signing procedure. This differs fromtraditiona
algorithms |ike RSA or ECDSA, which allow for nore efficient
processing of the message, without requiring multiple passes or

i ntermedi at e processing of the digest.

5.1. Inpact of rejection sanpling in M.-DSA Signing on performance

In constrained and battery-powered |oT devices that perform M.-DSA
signing, the rejection-sanpling |oop introduces variability in
signing |latency and energy consunption due to the probabilistic
nature of the signing process. Wile this results in a variable
nunber of iterations in the signing algorithm the expected nunber of
retries for the standardi zed M.- DSA paraneter sets is quantified

bel ow.

The analysis in this section follows the algorithmc structure and
assunptions defined in [FIPS204]. Accordingly, the numerical results
are analytically derived and characterize the expected behavi or of
ML- DSA.

The M.- DSA signhature schenme uses the Fiat-Shamir with Aborts
construction [Lyu09]. As a result, the signature generation
algorithmis built around a rejection-sanpling loop. This section
exam nes the rejection-sanpling behavior of M-DSA, as rejection
sampling is not cormmonly used as a core nechanismin traditiona
digital signature schenes.

Rej ection sanpling is used to ensure that intermedi ate and out put

val ues follow the distributions required by the security proof. In
particul ar, after conputing candi date signature conponents, the
si gner checks whet her certain norm bounds are satisfied. |If any of

these bounds are violated, the entire signing attenpt is discarded
and restarted with fresh randommess.

The purpose of rejection sampling is twfold. First, it prevents

| eakage of information about the secret key through out-of-range

val ues that could otherw se bias the distribution of signatures.
Second, it ensures that the distribution of valid signatures is
statistically close to the ideal distribution assuned in the security
reducti on.
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The nunber of rejections during signhature generation depends on four
factors:

* the message (i.e., the value of %)
* the secret key material

* when hedged signing is used (see [FI PS204], Section 3.4), the
random seed

* the context string (see [FIPS204], Section 5.2)

As a result, some nmessage-key conbinations may |l ead to a higher
nunber of rejection iterations than others.

Usi ng Equation (5) from[Li32] and assunming an RBG as specified in
[ FI PS204] (Section 3.6.1), the rejection probability during M.-DSA
signing can be conputed. These probabilities depend on the M.-DSA
paraneter set and are summari zed bel ow.

[ e ————— = ——(———(———————(—————— L
| M.-DSA Variant | Acceptance Probability |
[ ey Ll el
| M.- DSA-44 | 0.2350 |
o a o o +
| M.-DSA-65 | 0.1963 |
o e o e e e e e e e e oo o - +
| M- DSA-87 | 0.2596 |
o a o Fom e e e e a e e oo +

Table 1: Acceptance probability - per-
attenpt probability of successful
signing for the given M.-DSA vari ant.

Each signing attenpt can be nodel ed as an i ndependent Bernoul |

trial: an attenpt either succeeds or is rejected, with a fixed per-
attenpt acceptance probability. Under this assunption, the expected
nunber of iterations until a successful signature is generated is the
reci procal of the acceptance probability. Hence, if r denotes the
per-iteration rejection probability and p = 1 - r the acceptance
probability, then the expected nunber of signing iterations is 1/p.
Using this nodel, the expected nunmber of signing attenpts for each
M.- DSA variant is shown bel ow
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| M.-DSA Variant | Expected Nunmber of Attenpts

[ e —————— e —_—(—————(———————————————
| M- DSA-44 | 4.255 |
. O +
| M- DSA- 65 | 5.094 |
. T T re e +
| M.- DSA- 87 | 3.852 |
o e o e e e e e e e e m o +

Tabl e 2: Expected Nunmber of Attenpts for the
gi ven M.- DSA vari ant.

This nodel also allows conmputing the probability that the rejection-
sampling | oop conpletes within a given nunber of iterations.
Specifically, the m nimum nunber of iterations n required to achieve
a desired conpletion probability can be conputed as: n >= In(1 -
desired probability) / In(1 - p), where p is the per-iteration
acceptance probability. For exanple, achieving a 99% probability of
compl eting the signing process for M-DSA-65 requires at nost 21
iterations of the rejection-sanpling |oop

Finally, based on these results, the cunulative distribution function
(CDF) can be derived for each M.-DSA variant. The CDF expresses the
probability that the signing process conpletes within at nost a given
nurber of iterations.
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R ety ety gty Sl gty
| lterations | M.-DSA-44 | M.-DSA-65 | M- DSA- 87

[ el s e el e el
| 1 | 0.2350 | 0.1963 | 0.2596 |
Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo +
| 2 | 0.4148 | 0.3541 | 0.4518 |
e S S S +
| 3 | 0.5523 | 0.4809 | 0.5941 |
R I F--- - - - F--- - - - F--- - - - +
| 4 | 0.6575 | 0.5828 | 0.6995 |
Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo +
| 5 | 0.7380 | 0.6647 | 0.7775 |
e S S S +
| 6 | 0.7996 | 0.7305 | 0.8353 |
R I F--- - - - F--- - - - F--- - - - +
| 7 | 0.8467 | 0.7834 | 0.8780 |
Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo +
| 8 | 0.8827 | 0.8259 | 0.9097 |
e S S S +
| 9 | 0.9103 | 0.8601 | 0.9331 |
R I F--- - - - F--- - - - F--- - - - +
| 10 | 0.9314 | 0.8876 | 0.9505 |
Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo Fommm e e e e oo +
| 11 | 0.9475 | 0.9096 | 0.9634 |
e S S S +

Tabl e 3: CDF val ues denote the probability of
conpl eting the signing process within the
gi ven nunber of iterations, for each M.- DSA
vari ant.

The table Table 3 shows that while acceptance rate is relatively high
for M.-DSA, the probability quickly grows with increasing number of
iterations. After 11 iterations, each M-DSA variant achi eves over
90% probability of conpleting the signing process.

5.1.1. Practical Inplications for Constrai ned Cryptographic Mdul es

As shown above, the rejection-sanpling |oop in M-DSA signing | eads
to a probabilistic runtine with a geonetrically distributed nunber of
iterations. Wile the expected execution tinme is snmall, the tail of
the distribution inplies that, with | ow probability, a signing
operation may require significantly nore iterations than average.
Thi s unfavorabl e tail behavior represents a practical concern for M-
DSA depl oynents on constrained devices with limted execution
capability and may require additional consideration
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As discussed in Section 3.1, in many depl oyment scenari os,
constrai ned devices primarily perform signature verification, while
signature generation is perforned on nore capable systens (e.qg.,
firmvare signing infrastructure). Therefore, the inpact of rejection
sanmpling is primarily relevant for devices that perform M- DSA

si gni ng.

Devices that only verify signatures are not affected, as those
operations do not involve rejection sanpling and have determnistic
execution tines.

In firmvare update and secure boot scenarios, signature verification
is typically perforned during early boot stages, where the bootl oader
has excl usive access to systemresources. |n such environments, the
practical inpact of resource constraints on signature verification is
reduced conpared to general runtine environnents.

5.1.2. Suggestions for benchmarki ng M.- DSA Si gni ng Perfornmance

When benchmar ki ng M.- DSA si gni ng performance in constrained
cryptographic nodules, it is inportant to account for the
probabilistic nature of the rejection-sanpling | oop. Reporting only
a single timng neasurenent or a best-case execution tine may lead to
m sl eadi ng concl usi ons about practical performance.

To provide a nore conprehensive assessnent of M.- DSA si gni ng
performance, benchmarks should report the following two nmetrics:

1. Single-iteration signing tine: The signing tine for a signature
operation that conpletes within a single iteration of the
rejection-sanpling loop. This netric reflects the best-case
performance of the signing algorithmand provides insight into
the efficiency of the core signing operation without the overhead
of repeated iterations.

2. Average signing tine: The average signing time neasured over a
sufficiently | arge nunber of signing operations, using
i ndependent nessages and, where applicable, independent
randommess. Alternatively, an inplenentation MAY report the
signing tinme corresponding to the expected nunber of iterations
(see Table 2). This approach requires identifying a nessage,
key, and randomess conbi nation that results in the expected
iteration count.
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6

6

6

1.

2

Li braries inplementing M.- DSA shoul d provide a nechanismto report
the nunber of rejection-sanpling iterations used during the nost
recent signing operation. This enables benchmarking tools to
accurately conmpute average signing tinmes across nmultiple signing
operati ons.

Addi tional Considerations for PQC Use in Constrained Devices
Key Rotation and Renewa

I n constrai ned devices, managing the lifecycle of cryptographic keys
i ncluding periodic key rotation and renewal is critical for

mai ntai ning long-term security and supporting cryptographic agility.
VWi |l e constrained devices may rely on integrated secure elenments or

I i ghtwei ght HSMs for secure key storage and operations, the
responsibility for orchestrating key rotation typically resides in
the application | ayer or external device managenent infrastructure.

Al t hough the underlying cryptographic nmodule nay offer primtives to
securely generate new key pairs, store fresh seeds, or delete

obsol ete keys, these capabilities nust be integrated into the

devi ce’s broader key managenent franmework. This process is
especially inmportant in the context of PQC, where evolving research
may | ead to changes in recomended al gorithns, paraneters, and key
managenent practi ces.

The security of PQC schenes continues to evolve, with potential risks
ari sing fromadvances in post-quantum al gorithns, cryptanal ytic or

i npl ementation vulnerabilities. As a result, constrained devices
shoul d be designed to support flexible and updatabl e key managenent
policies. This includes the ability to:

* Rotate keys periodically to provide forward-secrecy,

* Update al gorithmchoices or key sizes based on energi ng security
gui dance,

* Reconfigure cryptographic profile of the device via firnware
updat es.

Cryptographic Artifact Sizes for Post-Quantum Al gorithns

The sizes of keys, ciphertexts, and signatures of post-quantum
algorithms are generally larger than those of traditiona
cryptographic algorithns. This increase in size is a significant
consi deration for constrained devices, which often have limted
menory and storage capacity. For exanple, the key sizes for M.-DSA
and M- KEM are | arger than those of RSA or ECDSA, which can lead to
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i ncreased nenory usage and sl ower performance in constrained

envi ronment s.

The following table lists the sizes of cryptographic artifacts for
representative instantiations of SLH DSA and M.-KEM at NI ST Security

Level
Level

1, as defined in [ NI STSecuritylLevel s],
2, and HSS/LMs and XMSS at N ST Security Level

3;

M.- DSA at NI ST Security

these are the

| onest defined security levels for the respective schenes.

‘o4 oo ooo4-o————=——-=—====+
| Algorithm | Type | Size (bytes) |
E e oo el e e s e
| M.-DSA- 44 | Public Key | 1312 |
R I I I R R I I i I e ] +
| | Private Key | 2560 |
S I IR I I I I I +
| | Signature | 2420 |
I I Fom e e a - - Fom e e m - - +
| SLH DSA- SHA2-128s | Public Key | 32 |
R I I I R R I I i I e ] +
Table 4

B e ool e e e g

| | Private Key | 64 |

[ s s sl el ool )

| | Signature | 7856 |

S I IR I I +------ +

| SLH DSA- SHA2-128f | Public Key | 32 |

I I Fom e e a - - +------ +

Table 5
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B ool e e o1
| | Private Key | 64 |
[ sy ey e pej e pe e o1
| | Signature | 17088 |
e S +
| LMS_SHA256 M24 H15 WA | Public Key | 48 |
e . I +
| | Private Key | 44 |
o e e e e T R, +
| | Signature | 2004

e S +
| XMSS-SHA2 10 192 | Public Key | 48 |
e . I +
| | Private Key | 104 |
o e e e e T R, +
| | Signature | 1492

e S +
| M- KEM 512 | Public Key | 800 |
e . I +
| | Private Key | 1632 |
o e e e e T R, +
| | G phertext | 768 |
e S +
| | Shared Secret | 32 |
e . I +
| X25519 | Public Key | 32 |
o e e e e T R, +
| | Private Key | 32 |
e S +
| | Shared Secret | 32 |
e . I +
| Ed25519 | Public Key | 32 |
o e e e e T R, +
| | Private Key | 32 |
e S +
| | Signhature | 64 |
e . I +

Table 6

Correspondi ng sizes for higher security levels will typically be
| arger - see [FIPS203], [FIPS204], [FIPS205], [SP800-208] for sizes
for all paraneter sets.
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7

Post - quant um Fi rmvar e Upgrades for Constrai ned Devices

Constrai ned devices deployed in the field require periodic firmare
upgrades to patch security vulnerabilities, introduce new
cryptographic al gorithns, and inprove overall functionality.

However, the firmvare upgrade process itself can becone a critica
attack vector if not designed to be post-quantum |If an adversary
comprom ses the update mechanism they could introduce malicious
firmvare, undermning all other security properties of the

crypt ographi ¢ nodul es. Therefore, ensuring a post-quantum firmare
upgrade process is critical for the security of deployed constrained
devi ces.

CRQCs pose an additional risk by breaking traditional digita
signatures (e.g., RSA, ECDSA) used to authenticate firmware updates.
If firmvare verification relies on traditional signature al gorithns,
attackers could generate forged signatures in the future and
distribute malicious updates.

1. Post-Quantum Firmnare Authentication

To ensure the integrity and authenticity of firnmwvare updates,
constrai ned devices will have to adopt PQC digital signature schenes
for code signing. These algorithnms nust provide |long-termsecurity,
operate efficiently in | owresource environnents, and be conpatible
wi th secure update nechani snms, such as the firmwvare update
architecture for 10T described in [ RFCO9019].

[I-Dietf-suit-nti] defines nmandatory-to-inplenent cryptographic
algorithms for 10T devices, and recomrends use of HSS/ LMS [ RFC8554]
to secure software devices. The SU T working group rmay consi der
addi ng post-quantum al gorithms, such as SLH DSA and M.-DSA, in future
speci fications.

St at eful hash-based signature schenes, such as HSS/LMS or the simlar
XMSS [ RFC8391], are good candi dates for signing firmvare updates.
Those schenmes offer efficient verification tinmes, making them nore
practical choices for constrai ned environnents where perfornmance and
menory usage are key concerns. Their security is based on the
security of the underlying hash function, which is well-understood.

A maj or downsi de of stateful hash-based signatures is the requirenent
to keep track of which One-Tine Signature (OTS) keys have been
reused, since reuse of a single OIS key allows for signature
forgeries. However, in the case of firmnare updates, the OTS keys
wi |l be signing versioned updates, which may nake state managenent
easier. [I-D.ietf-pquip-hbs-state] discusses various strategies for
a correct state and backup nanagenment for stateful hash-based

si gnatures
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O her post-quantum signature algorithnms may al so be viable for
firmnare signing:

* SLH DSA, a statel ess hash-based signature specified in [FlIPS205],
al so has wel | -understood security based on the security of its
under|lying hash function, and additionally doesn’'t have the
conmpl exities associated with state nanagenment that HSS and XMSS
have.

However, signature generation and verification are conparatively

sl ow, and signature sizes are generally |arger than other post-
quantum al gorithnms. SLH DSA s suitability as a firmware signing
algorithmw Il depend on the capabilities of the underlying hardware.

* M-DSA is a lattice-based signature algorithmspecified in
[FIPS204]. It is nore performant than SLH DSA, with significantly
faster signing and verification tines, as well as shorter
si gnatures

This will make it possible to inplenent on a w der range of
constrai ned devices. The mathematical probl em underpi nni ng M- DSA,
Modul e Learning Wth Errors (MLWE), is believed to be a hard probl em
by the cryptographic conmunity, and hence M.-DSA is believed to be
secure. Cryptographers are nore confident still in the security of
hash- based signatures than M LWE, so devel opers may wi sh to factor
that in when choosing a firmwvare signing algorithm

7.2. Hybrid Signature Approaches

To enabl e secure nigration fromtraditional to post-quantum security,
PQ T hybrid digital signature nmethods can be used for firnware

aut henti cation, conbining a traditional and a post-quantum al gorithm
usi ng either non-conposite or conposite constructions as defined in

[ RFC9794] .

A non-conposi te approach, where both signatures are generated and
carried separately, is sinple to inplenent, requires mniml changes
to existing signing, and aligns well with current secure boot and
updat e architectures.

Conposite constructions, which conbine multiple algorithns into a
single signature, require changes to cryptographic processing. In
such constructions, the additional cost of including a traditiona
algorithmis typically small compared to the post-quantum component,
but overall resource usage remai ns dom nated by the post-quantum
algorithm particularly in terns of key size, signature size, code
size, and verification cost.
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9

10.

11.

11.

Re

I mpl ement ati ons should ensure that verification enforces the intended
hybrid authentication property, nanely that authentication remains
secure as long as at |east one conponent al gorithmremins secure.

I ANA Consi derations
Thi s docunent requires no | ANA acti ons.
Security Considerations

The security considerations for key managerment in constrai ned devices
for PQC focus on the secure storage and handling of cryptographic
seeds, which are used to derive private keys. Seeds nust be
protected with the same security neasures as private keys, and key
derivation should be efficient and secure within resource-constrained
crypt ographi c nodul e. Secure export and backup nechani sns for seeds
are essential to ensure recovery in case of hardware failure, but
these processes nust be encrypted and protected from unauthori zed
access.

1. Side Channel Protection

Si de-channel attacks exploit physical |eaks during cryptographic
operations, such as timng information, power consunption,

el ectromagnetic enissions, or other physical characteristics, to
extract sensitive data |like private keys or seeds. G ven the
sensitivity of the seed and private key in PQC key generation, it is
critical to consider side-channel protection in cryptographic nodul e
design. Wile side-channel attacks renmain an active research topic,
their significance in secure hardware design cannot be understated.
Crypt ographi ¢ nmodul es nmust incorporate strong countermeasures agai nst
si de-channel vulnerabilities to prevent attackers from gaining
insights into secret data during cryptographic operations.
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