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Abstract

The advent of a cryptographically rel evant quantum conputer (CRQC)
woul d render state-of-the-art, traditional public key algorithmns

depl oyed t oday obsol ete, as the mathemati cal assunptions under pi nni ng
their security would no | onger hold. To address this, protocols and
infrastructure nust transition to post-quantum al gorithnms, which are
designed to resist both traditional and quantum attacks. This
docunent expl ai ns why engi neers need to be aware of and understand
post - quant um crypt ography (PQC), detailing the inmpact of CRQCs on

exi sting systens and the challenges involved in transitioning to

post - quantum al gorithms. Unlike previous cryptographic updates, this
shift may require significant protocol redesign due to the unique
properties of post-quantum al gorithns.
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This note is to be renoved before publishing as an RFC
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https://datatracker.ietf.org/doc/draft-ietf-pquip-pqgc-engineers/.

Di scussi on of this docunent takes place on the pquip Wrking G oup
mailing list (mailto:pgc@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/pqgc/. Subscribe at
https://ww.ietf.org/mailman/listinfol/pqc/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Banerjee, et al. Expi res 27 February 2026 [ Page 1]



I nternet-Draft PQC for Engi neers August 2025

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 27 February 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 3
2. Termnology . . . 6
3. Threat of CRCﬁs on Cryptography . 7
3.1. Symetric Cryptography 8
3.2. Asymmetric Cryptography . . e e e e 9
3.3. Quantum Si de- channel Attacks . 10
4. Traditional Cryptographlc Primtives that Could Be Replaced by
PQC . . . e . 10
5. N ST PQC Algorlthns L A
5.1. NI ST Candi dates Selected for St andardi zation . . . . . . 11
5.1.1. PQC Key Encapsul ati on Mechani sns (KENB) I |
5.1.2. PQC Signatures . . . e 22
6. |SO Candi dates Sel ected for Standardlzatlon e
6.1. PQC Key Encapsul ati on Mechani sns (KENB) e 72
7. Tinmeline for Transition . . . . 4
8. PQC Categories . . e . . . . . . . . 15
8.1. Lattice-Based PUb|IC Key Cryptography . e o . . . . . . . 15
8.2. Hash-Based Public Key Cryptography . . . . . . . . . . . 16
8.3. Code-Based Public Key Cryptography . . . . . . . . . . . 17
9. KEMs . . . . . .o s e e

Banerjee, et al. Expi res 27 February 2026 [ Page 2]



I nternet-Draft PQC for Engi neers August 2025

9.1. Authenticated Key Exchange . . . . . . . . . . . . . . . 18
9.2. Security Properties of KEM . . . . . . . . . . . . . . . 22
9.2.1. INDCCA2 . . . . . . . . . . . o s, 22
9.2.2. Binding . . . . . . . . . . . . . . . ... ... 22
9.3. HPKE . . . . . . . . . . . . . . ... ... ... ... 23
10. PQC Signatures . . A
10.1. Security Propertles of PCC Slgnatures 2
10.1.1. EUF-CMA and SUF-CMVA . . e e ... 24
10.2. Details of FN-DSA, M.-DSA and SLH-DSA e e ... 24
10.3. Details of XMSS and LMs . . e e . . ... ..., 26
10.3.1. LM Key and Signature Slzes Y 4
10.4. Hash-then-Sign . . . .. 27
11. NI ST Reconmendati ons for Securlty / Perfornance Tradeoffs .. 29
12. Comparing PQC KENB/Slgnatures vs. Traditional KEMs
(KEXs)/ Si gnatures . . < )
13. Post - Quantum and Tradrtronal Fybrid Schenes . . . . . . . . . 33
13.1. PQT Hybrid Confidentiality . . . . . . . . . . . . . . 33
13.2. PQT Hybrid Authentication . . . ... . .. 34
13.3. Hybrid Cryptographic Algorlthn1Cbnb|nat|ons
Consi derati ons and Approaches . . . .. . . . . . 35
13.3.1. Hybrid Cryptographlc Cbnblnatlons e e . . . . .. 35
13.3.2. Conposite Keys in Hybrid Schenres . . . . . . . . . . 35
13.3.3. Key Reuse in Hybrid Schenmes . . . < ¥ 4
13.3.4. Future Directions and Ongoi ng Research P Y
14. I mpact on Constrai ned Devices and Networks . . . . . . . . . 37
15. Security Considerations . . . . . . . . . . . . . . . . . . . 238
15.1. Cryptanalysis . . T 1
15.2. Cryptographic Agrlrty e e e e . ... ... .. . . . . 38
15.3. Jurisdictional Fragnentation . . - 1
15.4. Hybrid Key Exchange and Slgnatures Bridging the Gap
Bet ween Post - Quant um and Tradi ti onal Cryptography .. . 39
15.5. Caution: C phertext commitment in KEMvs. DH . . . . 40
16. | ANA Consi derations . . . e
17. Further Reading & Resources e X
18. References . . e 3 |
18.1. Nornative References e M
18.2. Informative References . . . . . . . . . . . . . . . . . 43
Acknowl edgenents . . . . . . . . . . . . . . . . . . . . . . . . 49
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 49
1. Introduction

Quantum conputing is no longer just a theoretical concept in
comput ati onal science and physics; it is now an active area of
research with practical inplications. Considerable research efforts
and enornous corporate and governnment funding for the devel opnent of
practical quantum conputing systens are currently being invested. At
the time this document is published, cryptographically relevant
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quant um computers (CRQCs) that can break wi dely used asymetric

al gorithms (al so known as public key algorithns) are not yet
avai l abl e. However, there is ongoing research and devel opnent in the
field of quantum conputing, with the goal of building nore powerfu
and scal abl e quantum conputers

One comon nyth is that quantum conmputers are faster than
conventional CPUs and GPUs in all areas. This is not the case; mnuch
as GPUs out perform general - purpose CPUs only on specific types of
probl ems, so will quantum conputers, too, have a niche set of

probl ems on which they excel. Unfortunately for cryptographers,

i nteger factorization and discrete logarithns, the mathematica

probl ems under pi nni ng much of classical public key cryptography,
happen to fall within the niche that quantum conputers are expected
to excel at. As quantumtechnol ogy advances, there is the potentia
for future quantum conputers to have a significant inpact on current
cryptographic systens. Predicting the date of energence of a CRQC is
a chal l enging task, and there is ongoing uncertainty regardi ng when
they will becone practically feasible [ CRQCThreat].

Ext ensi ve research has produced several post-quantum cryptographic
algorithms that offer the potential to ensure cryptography’s surviva
in the quantum conputing era. However, transitioning to a post-
quantuminfrastructure is not a straightforward task, and there are
nunerous chall enges to overconme. It requires a conbination of

engi neering efforts, proactive assessnent and eval uation of avail abl e
technol ogi es, and a careful approach to product devel opnent and

depl oynent .
PQC is sonmetines referred to as "quantum proof", "quantum safe", or
"quantumresistant”. It is the devel opment of cryptographic

al gorithms designed to secure conmmuni cation and data in a world where
quant um comput ers are powerful enough to break traditiona

crypt ographic systens, such as RSA (Rivest & # hanir Z £fdl eman) and ECC
(Elliptic Curve Cryptography). PQC algorithns are intended to be
resistant to attacks by quantum conputers, which use quantum
mechani cal phenomena to sol ve nat hemati cal problens that are

i nfeasi ble for classical computers.

As the threat of CRQCs draws nearer, engineers responsible for

desi gni ng, nmaintaining, and securing cryptographic systens nust
prepare for the significant changes that the existence of CRQCs will
bring. Engineers need to understand how to inplenent post-quantum
algorithms in applications, howto evaluate the trade-offs between
security and performance, and how to ensure backward conpatibility
with current systenms where needed. This is not nerely a one-for-one
repl acenent of algorithns; in many cases, the shift to PQC will

i nvol ve redesigning protocols and infrastructure to accommodate the
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significant differences in resource utilization and key sizes between
traditional and PQC al gorithnms. Due to the w de-ranging nature of
these inpacts, discussions of protocol changes are integrated

t hroughout this docunent rather than being confined to a single
section.

Thi s docunent ainms to provide general guidance to engi neers working
on cryptographic libraries, network security, and infrastructure
devel opment, where |long-termsecurity planning is crucial. The
docunent covers topics such as selecting appropriate PQC al gorithns,
under st andi ng the differences between PQC key encapsul ati on
mechani sms (KEMs) and traditional Diffie-Hellman and RSA style key
exchanges, and provides insights into expected key, ciphertext, and
signature sizes and processing tinme differences between PQC and
traditional algorithnms. Additionally, it discusses the potentia
threat to symmetric cryptography and hash functions from CR(Cs.

It is inportant to renenber that asymretric algorithns (al so known as
public key algorithnms) are largely used for secure comuni cations

bet ween organi zati ons or endpoints that may not have previously
interacted, so a significant anount of coordination between

organi zations, and within and between ecosystens needs to be taken
into account. Such transitions are sone of the nost conplicated in
the tech industry and will require staged migrations in which
upgraded agents need to co-exi st and communi cate wi th non-upgraded
agents at a scal e never before undertaken

The National Security Agency (NSA) of the United States rel eased an
article on future PQC algorithmrequirenents for US national security
systens [ CNSA2-0] based on the need to protect agai nst depl oynents of
CRQCs in the future. The German Federal O fice for Information
Security (BSI) has also released a PQC migration and reconmendati ons
docunent [BSI-PQC] which largely aligns with United States Nationa
Institute of Standards and Technol ogy (NI ST) and NSA gui dance, but
differs in aspects such as specific PQC algorithm profiles.

CRQCs pose a threat to both symretric and asymetric cryptographic
schenes. However, the threat to asymmetric cryptography is
significantly greater due to Shor’s [Shors] algorithm which can
break wi del y-used public key schenes |like RSA and ECC. Symetric
crypt ography and hash functions face a lower risk from Grover’'s
[Grovers] algorithm although the inpact is | ess severe and can
typically be mtigated by doubling key and di gest | engths where the
risk applies. 1t is crucial for the reader to understand that when
the word "PQC" is nmentioned in the docunent, it nmeans asymetric
cryptography (or public key cryptography), and not any symmetric

al gorithms based on stream ci phers, block ciphers, hash functions,
MACs, etc., which are |less vulnerable to quantum conputers. This
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docunent does not cover such topics as when traditional algorithns
m ght becone vul nerable (for that, see docunents such as [ QC-DNS|] and
ot hers).

Thi s docunent does not cover unrel ated technol ogies |ike quantum key
distribution (QKD) or quantum key generation, which use quantum
hardware to exploit quantumeffects to protect commrunications and
generate keys, respectively. PQC is based on conventional math (not
on quant um nechani cs) and software and can be run on any genera

pur pose conputer.

Thi s docunent does not go into the deep mathematics or technica
specification of the PQC algorithns, but rather provides an overview
to engineers on the current threat |andscape and the rel evant

al gorithnms designed to help prevent those threats. Also, the

crypt ographic and al gorithm c guidance given in this docunent should
be taken as non-authoritative if it conflicts with emergi ng and

evol ving guidance fromthe IRTF' s Crypto Forum Research G oup (CFRG.

2. Term nol ogy

Quantum conputer: A conputer that perfornms conputations using
quant um mechani cal phenonena such as superposition and entangl enent.

Physi cal qubit: The basic physical unit in a quantum conputer, which
is prone to noise and errors.

Logical qubit: A fault-tolerant qubit constructed fromnultiple
physi cal qubits using quantumerror correction; it is the effective
unit for reliable quantum conputation

Post - Quant um Crypt ography (PQC): Cryptographic al gorithns designed to
be secure agai nst quantum and cl assi cal attacks.

Cryptographical |y Rel evant Quantum Conputer (CRQC): A quantum
conmputer with sufficient logical qubits to break traditiona
asymetric cryptographic algorithnms (e.g., RSA or ECC) within a
practical tinefrane.

Public Key Cryptography (also called Asymmetric Cryptography): A
class of cryptographic algorithnms in which separate keys are used for
encryption and decryption, or for signing and verification

Throughout this docunent, the terns Public Key Cryptography and
Asymretri c Cryptography are used interchangeably.

There is ongoi ng di scussi on about whether to use the term "post-

quantunt, "quantumready", "quantumresistant”, or "quantum secure",
to describe algorithnms that resist CRQCs, and a consensus has not yet
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been reached. N ST has coined the term"post-quantuni to refer to
the algorithms that participated in its conpetition-like selection
process; in this context, the termcan be interpreted to nean "the
set of algorithns that are designed to still be relevant after
quant um conputers exist", and not a statenment about their security.
"Quantum resi stant” or "quantum secure" is obviously the goal of
these al gorithnms, however some peopl e have raised concerns that

| abelling a class of algorithms as "quantumresistant” or "quantum
secure” could lead to confusion if one or nore of those algorithns
are later found to be insecure or to not resist quantum conputers as
much as theory predicted. "Quantumready" is often used to refer to
a solution -- device, appliance, or software stack -- that has
reached maturity with regards to integration of these new
cryptographic algorithns. That said, the authors recognize that
there is great variability in how these terms are used. This
docunent uses any of these terns interchangeably to refer to such

al gorithns.

The ternms "current," "state-of-the-art,"” and "ongoing," as used in
this document, refer to work, research, investigations, deploynents,
or devel opments that are applicable at the tine of publication

3. Threat of CRQCs on Cryptography

When considering the security risks associated with the ability of a
quant um computer to attack traditional cryptography, it is inportant
to distinguish between the inpact on symretric al gorithns and public
key ones. Dr. Peter Shor and Dr. Lov G over devel oped two al gorithns
that changed the way the world thinks of security under the presence

of a CRQC.

Quantum conputers are, by their nature, hybrids of classical and
quant um comput ational units. For exanple, Shor’s algorithmconsists
of a conbination of quantum and cl assi cal conputational steps. Thus,
the term "quantum adversary" shoul d be thought of as "quantum
enhanced adversary", meani ng they have access to both classical and
quant um conput ati onal techniques

Despite that |arge-scale quantum conputers do not yet exist to
experinment on, the theoretical properties of quantum conputation are
very well understood. This allows engineers and researchers to
reason about the upper limts of quantum enhanced conputation, and

i ndeed to design cryptographic algorithnms that are resistant to any
concei vabl e form of quantum cryptanal ysis.
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3.1. Symetric Cryptography

For unstructured data such as symretric encrypted data or

crypt ographi ¢ hashes, although CRQCs can search for specific
solutions across all possible input conbinations (e.g., Gover’s
algorithm, no quantumalgorithmis known to break the underlying
security properties of these classes of algorithns. Symetric-key
crypt ography, which includes keyed prinitives such as bl ock ciphers
(e.g., AES) and nessage authentication mechanisnms (e.g., HVAC
SHA256), relies on secret keys shared between the sender and receiver
and renmai ns secure even in a post-quantumworld. Symetric

crypt ography al so i ncludes hash functions (e.g., SHA-256) that are
used for secure nmessage digesting without any shared key materi al
HVAC is a specific construction that utilizes a cryptographic hash
function and a secret key shared between the sender and receiver to
produce a nessage authentication code.

Gover’s algorithmis a quantum search algorithmthat provides a
theoretical quadratic speedup for searching an unstructured database,
compared to traditional search algorithms. This has led to the
comon m sconception that symretric key | engths need to be doubl ed
for quantum security. \When you consider the mappi ng of hash val ues
to their correspondi ng hash inputs (also known as pre-inmge), or of

ci phertext blocks to the corresponding pl ai ntext blocks, as an
unstructured dat abase, then Gover#{H algorithmtheoretically requires
doubling the key sizes of the symretric algorithns that are currently
depl oyed at the time of publication to counter the quadratic speedup
and maintain current security level. This is because G over & H

al gorithm reduces the anount of operations to break 128-bit symmetric
cryptography to 27{64} quantum operations, which m ght sound
computationally feasible. However, quantum operations are
fundanmentally different fromclassical ones as 2"{64} classica
operations can be efficiently parallelized, 2"{64} quantum operations
nmust be performed serially, naking theminfeasible on practica
guant um conput er s.

Gover’'s algorithmis highly non-parallelizable and even if one

depl oys 2”c conputational units in parallel to brute-force a key

using Gover’s algorithm it will conplete in time proportional to
27M{(128¥F )/ 2}, or, put sinply, using 256 quantum conputers will only
reduce runtine by a factor of 16, 1024 quantum conputers will only
reduce runtime by a factor of 32 and so forth (see [NIST] and
[Coudflare]). Due to this inherent Iimtation, the general expert
consensus i s that AES-128 (Advanced Encryption Standard) remains
secure in practice, and key sizes do not necessarily need to be

doubl ed.
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It woul d be natural to ask whether future research will develop a
superior algorithmthat could outperform Gover’s algorithmin the
general case. However, Christof Zal ka has shown that G over’s

al gorithm achi eves the best possible conplexity for this type of
search, meaning no significantly faster quantum approach is expected
[ Grover-search]

Finally, in their evaluation criteria for PQC, N ST is assessing the
security levels of proposed post-quantum al gorithms by conparing them
agai nst the equivalent traditional and quantum security of AES-128,
AES- 192, and AES-256. This indicates that NNST is confident in the
stabl e security properties of AES, even in the presence of both
traditional and quantum attacks. As a result, 128-bit algorithnms can
be consi dered quantum safe for the foreseeable future. However, for
compl i ance purposes, some organizations, such as the French Nationa
Agency for the Security of Information Systenms (ANSSI) [ANSSI] and
CNSA 2.0 (Commrercial National Security Algorithm Suite 2.0)

[ CNSA2- 0], recomrend the use of AES-256

3.2. Asynmetric Cryptography

#Edhor#/H algorithnéefficiently solves the integer factorization
problem (and the related discrete | ogarithm problem, which underpin
the foundations of the vast majority of public key cryptography that
the world uses today. This inplies that, if a CRQC is devel oped,
today’ s public key algorithns (e.g., RSA, Diffie-Hellman and elliptic
curve cryptography, as well as |ess comonl y-used variants such as

El Gamal [ RFC6090] and Schnorr signatures [ RFC8235]) and protocols
woul d need to be replaced by al gorithns and protocols that can offer
cryptanal ytic resistance against CRQCs. Note that Shor’ s algorithm
cannot run solely on a classical conputer, it requires a CRQC.

For exanple, studies showthat, if a CRQC existed, it could break
RSA- 2048 in hours or even seconds dependi ng on assunptions about
error correction [ RSAShor][ RSA8HRS] [ RSA10SC]. While such nachi nes
are purely theoretical at the tine of witing, this illustrates the
eventual vulnerability of RSA to CRQCs.

For structured data such as public keys and signatures, CRQCs can
fully solve the underlying hard problens used in traditiona
cryptography (see Shor’s algorithm. Because an increase in the size
of the key-pair would not provide a secure solution (short of RSA
keys that are many gi gabytes in size [PQRSA]), a conplete repl acenent
of the algorithmis needed. Therefore, post-quantum public key
cryptography nmust rely on problens that are different fromthe ones
used in traditional public key cryptography (i.e., the integer
factorization problem the finite-field discrete |ogarithm problem
and the elliptic-curve discrete |ogarithm problem
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3.3. Quantum Si de-channel Attacks

Crypt ogr aphi ¢ side-channel attacks exploit physical inplenmentations,
such as timng, power consunption, or electromagnetic |eakage to
recover secret keys.

The field of cryptographic side-channel attacks potentially stands to
gain a boost in attacker power once cryptanal ytic techni ques can be
enhanced wi th quantum conputation techniques [QuantSide]. Wile a
full discussion of quantum side-channel techniques is beyond the
scope of this docunent, inplenenters of cryptographic hardware shoul d
be aware that current best-practices for side-channel resistance may
not be sufficient agai nst quantum adversari es.

4. Traditional Cryptographic Primtives that Could Be Replaced by PQC

Any asymmetric cryptographic al gorithm based on integer
factorization, finite field discrete logarithns, or elliptic curve
discrete logarithms will be vulnerable to attacks using Shor’s
algorithmon a CRQC. This docunment focuses on the principa
functions of asynmmetric cryptography:

* Key agreenent and key transport: Key agreenent schenes, typically
referred to as Diffie-Hellman (DH) or Elliptic Curve Diffie-
Hel | man (ECDH), as well as key transport, typically using RSA
encryption, are used to establish a shared cryptographic key for
secure conmuni cation. They are one of the nechanisns that can be
replaced by PQC, as they are based on existing public key
cryptography and are therefore vulnerable to Shor’'s algorithm A
CRQC can enploy Shor’s algorithmto efficiently find the prine
factors of a large public key (in the case of RSA), which in turn
can be exploited to derive the private key. In the case of
Diffie-Hell man, a CRQC has the potential to calculate the discrete
| ogarithm of the (short or long-term) Diffie-Hellnman public key.
This, in turn, would reveal the secret required to derive the
symretric encryption key.

* Digital signatures: Digital signature schenes are used to
authenticate the identity of a sender, detect unauthorized
nodi fi cations to data, and underpin trust in a system Sinmilar to
key agreenent, signatures al so depend on a public-private key pair
based on the sane mathenatics as for key agreenent and key
transport, and hence a break in existing public key cryptography
will also affect traditional digital signatures, hence the
i mportance of devel opi ng post-quantum di gital signatures.
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* BBS signatures: BBS (Boneh-Boyen-Shachan) signatures are a
privacy-preserving signature schene that offers zero-know edge
proof-1like properties by allow ng selective disclosure of specific
signed attributes without revealing the entire set of signed data.
The security of BBS signatures relies on the hardness of the
di screte logarithm problem nmneking themvulnerable to Shor’s
algorithm A CRQC can break the data authenticity security
property of BBS but not the data confidentiality (Section 6.9 of
[I-D.irtf-cfrg-bbs-signatures])

* Content encryption: Content encryption typically refers to the
encryption of the data using symmetric key al gorithns, such as
AES, to ensure confidentiality. The threat to symetric
cryptography is discussed in Section 3.1

NI ST PQC Al gorithns

At time of witing, N ST have standardi zed three PQC algorithnms, with
nmore expected to be standardised in the future ([ NI STFINAL]). These
al gorithms are not necessarily drop-in replacements for traditiona
asymetric cryptographic algorithnms. For instance, RSA [ RSA] and ECC
[ RFC6090] can be used as both a key encapsul ati on nmethod (KEM and as
a signature schene, whereas there is currently no post-quantum

al gorithmthat can perform both functions. Wen upgradi ng protocols,
it is inportant to replace the existing use of traditional algorithns
with either a PQC KEM or a PCQC si gnature nethod, dependi ng on how the
tradi tional algorithmwas previously being used. Additionally, KEMs,
as described in Section 9, present a different APl than either key
agreenent or key transport prinmtives. As a result, they may require
protocol -1 evel or application-level changes in order to be

i ncor por at ed.

NI ST Candi dates Sel ected for Standardi zation
1. PQC Key Encapsul ati on Mechani sns ( KEMs)

* [M-KEM: Mdul e-Lattice-based Key-Encapsul ati on Mechani sm
St andard (Fl PS-203).

* [HQC]: Hanming Quasi-Cyclic coding algorithmwhich is based on the
hardness of the syndrone decodi ng problem for quasi-cyclic
concat enat ed Reed- Mul |l er and Reed- Sol onon (RVRS) codes in the
Hamring netric. Reed-Miuller (RM codes are a class of block
error-correcting codes commonly used in wireless and deep-space
communi cati ons, while Reed-Sol onon (RS) codes are widely used to
detect and correct nultiple-bit errors. HQC has been sel ected as
part of the NI ST post-quantum cryptography project but has not yet
been standardi zed.
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2. PQC Signatures

* [ M-DSA]: Mdul e-Lattice-Based Digital Signature Standard (FlPS-
204) .

* [SLHDSA]: Statel ess Hash-Based Digital Signature (FIPS-205).

* [FN-DSA]: FN-DSA is a lattice signature schenme (FlPS-206)
(Section 8.1 and Section 10. 2).

| SO Candi dates Sel ected for Standardi zation

At the tine of witing, |SO has selected three PQC KEM al gorithns as
candi dates for standardi zation, which are nmentioned in the follow ng
subsecti on.

PQC Key Encapsul ati on Mechani sns ( KEMB)

* [ FrodoKEM : Key Encapsul ati on nmechani sm based on the hardness of
learning with errors in algebraically unstructured |attices.

* [C assicMEiece]: Based on the hardness of syndrone decodi ng of
Coppa codes. Coppa codes are a class of error-correcting codes
that can correct a certain nunber of errors in a transmitted
message. The decodi ng probl eminvol ves recovering the original
message fromthe recei ved noi sy codeword.

* [NTRU]: Key encapsul ati on mechani sm based on the "N-th degree
Truncated polynomial Ring Units" (NTRU) lattices. Variants
include Stream ined NTRU Prine (sntrup761), which is |everaged for
use in SSH [I-D.ietf-sshmntruprine-ssh].

Tinmeline for Transition

The tineline, and driving notivation for transition differs slightly
bet ween data confidentiality (e.g., encryption) and data
aut hentication (e.g., signature) use-cases.

For data confidentiality, one is concerned with the so-called
"harvest now, decrypt later" (HNDL) attack where a nalicious actor

wi th adequate resources can launch an attack to store sensitive
encrypted data today that they hope to decrypt once a CRQC is
available. This inplies that, every day, sensitive encrypted data is
susceptible to the attack by not inplenenting quantum safe
strategies, as it corresponds to data possibly being deciphered in
the future.
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For authentication, it is often the case that signatures have a very
short lifetime between signing and verifying (such as during a TLS
handshake) but some authentication use-cases do require |ong
lifetimes, such as signing firmvare or software that will be active
for decades, signing |egal docunments, or signing certificates that
will be enbedded into hardware devices such as smartcards. Even for
short-lived signatures use cases, the infrastructure often relies on
I ong-lived root keys which can be difficult to update or replace on
in-field devices.

e e +
I I I
I y I X I
o e e e e e a oo Fomm oo - o e e e e oo - +
| | <--------emae--- >
| z | Security gap

o m oo oo +

Figure 1: Msca nodel

These chall enges are illustrated nicely by the so-called Mdsca node
di scussed in [Threat-Report]. In Figure 1, "x" denotes the tine that
systens and data need to remain secure, "y" the nunber of years to
fully migrate to a PQC infrastructure, and "z" the tine until a CRQC
that can break current cryptography is available. The nodel assunes
either that encrypted data can be intercepted and stored before the
mgration is conpleted in "y" years, or that signatures will still be
relied upon for "x" years after their creation. This data remains
vul nerable for the conplete "x" years of their lifetine, thus the sum
"X+y" gives us an estimate of the full timefranme that data renmain

i nsecure. The nopdel essentially asks how one is preparing I T systens
during those "y" years (in other words, how one can minimze those
"y" years) to mnimze the transition phase to a PQC infrastructure
and hence mnimze the risks of data being exposed in the future.

Finally, other factors that could accelerate the introduction of a

CRQC shoul d not be under-estimated, |ike for exanple faster-than-
expect ed advances in quantum conputing and nore efficient versions of
Shor’ s algorithmrequiring fewer qubits. Innovation often comes in

waves, so it is to the industry’ s benefit to remain vigilant and
prepare as early as possible. Bear in mnd also that while the

i ndustry tracks advances from public research institutions such as
uni versities and conpanies that publish their results, there is also
a great deal of |arge-budget quantumresearch being conducted
privately by various national interests. Therefore, the true state
of quantum conputer advancenent is |likely several years ahead of the
publicly avail able research at the date this is published.
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Organi zations shoul d al so consider carefully and honestly what their
mgration tineline "y" actually is. |If you think only of the tinme
bet ween receiving a patch fromyour technol ogy vendor, and rolling
that patch out, then "y" mght seemas short as a few weeks.

However, this represents the mnority of migration cases; nore often,
a PQC migration will involve at |east sone ampunt of hardware

repl acenent. For exanple, perfornmance-sensitive applications wll
need CPUs with PQC hardware acceleration. Security-sensitive
applications will need PQC TPMs, TEEs, Secure Encl aves, and ot her
crypt ographi c co-processors. Snmartcard applications will require
repl acenent of the cards as well as of the readers which can cone in
many formfactors: tap-for-entry door and turnstile readers, PIN pad
machi nes, laptops with built-in snmartcard readers, and many ot hers.

Included in "y" is not only the deploynment time, but also preparation
time: integration, testing, auditing, and re-certification of
cryptographi c environnments. Consider also upstreameffects that
contribute to "y", including lead-times for your vendors to produce
PQC-ready products, which nmay itself include auditing and
certification delays, tine for regulating bodies to adopt PQC
policies, tine for auditors to becone famliar with the new
requirenents, etc. |If you neasure the full mgration tinme "y" from
when your vendors begin inplenenting PQC functionality, to when you
switch of f your |ast non-PQC-capabl e device, then "y" can be quite
long; likely nmeasured in years for even nost noderatel y-sized

organi zations, this long tail should not discourage early action

Organi zations responsible for protecting long-lived sensitive data or
operating critical infrastructure will need to begin transitioning

i mredi ately, particularly in scenarios where data is vulnerable to
HNDL attacks. PQ T Section 13 or PQ key exchange is relatively self-
contained, typically requiring changes only to the cryptographic
library (e.g., OpenSSL). 1In contrast, migrating to post-quantum or
PQ T digital signatures involves broader ecosystem changes, including
updates to certificates, CAs, Certificate Managenent Protocols, HSMs,
and trust anchors. Starting early with hybrid key exchange

depl oynents all ows organi zati ons to gain operational experience,
whil e prototyping and planning for PQ T or PQ digital signature
integration helps identify ecosystemw de inpacts early. This phased
approach reduces long-termmgration risks and ensures readi ness for
nmore conpl ex updates.
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8.

8.

PQC Cat egori es

The post-quantum crypt ographi c schenes standardi zed by NI ST can be
categorized into three main groups: |lattice-based, hash-based, and
code-based. Oher approaches, such as isogeny-based, nultivariate-
based, and MPC-i n-the-Head-based cryptography, are al so being

expl ored in research and standardi zation efforts. |In addition, N ST
issued a call for additional digital signature proposals to expand
the set of post-quantum signatures under eval uation [AddSig].

1. Lattice-Based Public Key Cryptography

Lattice-based public key cryptography |everages the sinple
construction of lattices (i.e., a regular collection of points in a
Eucl i dean space that are evenly spaced) to create "trapdoor”

probl enms. These problens are efficient to conpute if you possess the
secret information but challenging to conpute otherw se. Exanples of
such problens include the shortest vector, closest vector, short

i nteger solution, learning with errors, nmodule learning with errors,
and learning with rounding problens. All of these problenms feature
strong proofs for worst-to-average case reduction, effectively

rel ati ng the hardness of the average case to the worst case.

Lattice-based public keys and signatures are |larger than those of

cl assi cal schenes such as RSA or ECC, but typically by less than an
order of nmagnitude for public keys (about 610x) and by roughly one
to two orders of mmgnitude for signatures (about 10100x), rather
than by several orders of magnitude, naking themthe best available
candi dates for general - purpose use such as replacing the use of RSA
in PKIX certificates

Exanmpl es of this class of algorithns include M-KEM FN-DSA, M.-DSA
and Fr odoKEM

It is noteworthy that lattice-based encryption schenes require a
roundi ng step during decryption which has a non-zero probability of
"roundi ng the wong way" and |leading to a decryption failure, meaning
that valid encryptions are decrypted incorrectly. However, the
paraneters of N ST PQC candi dates are carefully chosen so that the
probability of such a failure is cryptographically negligible, far
| ower than the probability of randomtransnission errors and

i mpl ementation bugs. In practical terns, these rare decryption
failures can be treated the same way as any fatal transport error
both sides simply performa fresh KEM operati on, generating a new
ci phertext and shared secret.
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In cryptanal ysis, an oracle refers to a systemthat an attacker can
query to | earn whether decryption succeeded or failed. |If such an
oracle exists, an attacker could significantly reduce the security of
| attice-based schemes that have a relatively high failure rate.
However, for nobst of the NI ST PQC proposals, the nunber of required
oracle queries to force a decryption failure is above practica
limts, as has been shown in [LattFaill]. Mre recent works have

i mproved upon the results in [LattFaill], showi ng that the cost of
searching for additional failing ciphertexts after one or nore have
al ready been found, can be sped up dramatically [LattFail 2].
Neverthel ess, at the tine this docunent is published, the PQC

candi dates by NI ST are consi dered secure under these attacks and
constant nonitoring as cryptanalysis research i s ongoing.

8.2. Hash-Based Public Key Cryptography

Hash based PKC has been around since the 1970s, when it was devel oped
by Lanport and Merkle. It is used to create digital signature
algorithms and its security is based on the security of the
under | yi ng cryptographi c hash function. Many variants of hash-based
signatures (HBS) have been devel oped since the 70s including the
recent XMSS [ RFC8391], HSS/ LMs [ RFC8554] or BPQS [ BPQS] schenes.

Unli ke many other digital signature techniques, npbst hash-based
signature schenes are stateful, which neans that signing necessitates
the update and careful tracking of the state of the secret key.
Producing nultiple signatures using the same secret key state results
in loss of security and may ultimately enable signature forgery
attacks agai nst that key.

St at eful hash-based signatures with long service lifetinmes require
addi tional operational conplexity conmpared with other signature
types. For exanple, consider a 20-year root key; there is an
expectation that 20 years is longer than the expected lifetinme of the
hardware that key is stored on, and therefore the key will need to be
m grated to new hardware at sone point. Disaster-recovery scenarios
where the prinmary node fails without warning can be sinilarly tricky.
This requires careful operational and conpliance consideration to
ensure that no private key state can be reused across the mgration
or disaster recovery event. One approach for avoiding these issues
is to only use stateful HBS for short-termuse cases that do not
require horizontal scaling, for exanple signing a batch of firmare

i mges and then retiring the signing key.
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The SLH DSA al gorithm which was standardi zed by NI ST, |everages the
HORST (hash to obtain random subset with trees) technique and remains
the only standardi zed hash based signature schene that is stateless,
thus avoiding the conplexities associated with state nmanagenent.

SLH DSA i s an advancenent on SPHI NCS whi ch reduces the signature
sizes in SPHI NCS and nmakes it nore conpact.

8.3. Code-Based Public Key Cryptography

This area of cryptography started in the 1970s and 80s based on the
sem nal work of MEliece and Niederreiter which focuses on the study
of cryptosystens based on error-correcting codes. Sone popul ar error
correcting codes include Goppa codes (used in MEiece
cryptosystens), encodi ng and decodi ng syndronme codes used in Hamn ng
quasi -cyclic (HQC, or quasi-cyclic noderate density parity check
(QC- MDPC) codes.

Exanpl es include all the unbroken NI ST Round 4 finalists: Cassic
McEl i ece, HQC (sel ected by N ST for standardization), and [BIKE].

9. KEMs

A Key Encapsul ati on Mechanism (KEM is a cryptographic techni que used
for securely exchanging symetric key material between two parties
over an insecure channel. It is comonly used in hybrid encryption
schenes, where a conbination of asymretric (public key) and symretric
encryption is employed. The KEM encapsul ation results in a fixed-

|l ength symmetric key that can be used with a symretric algorithm
typically a block cipher, in one of two different ways:

* Derive a data encryption key (DEK) to encrypt the data
* Derive a key encryption key (KEK) used to wap a DEK

These techniques are often referred to as "hybrid public key
encryption (HPKE)" [ RFC9180] mechani sm

The term "encapsul ati on" is chosen intentionally to indicate that KEM
al gorithms behave differently at the APl |evel fromthe key agreenent
or key enci phernment / key transport nechani sns that are in use today.
Key agreenent schenes inply that both parties contribute a public /
private key pair to the exchange, while key enci phernment / key
transport schenes inply that the symretric key material is chosen by
one party and "encrypted" or "wrapped" for the other party. KEMs, on
the ot her hand, behave according to the following APl primtives

[ PQCAPI ] :
* def kenKeyGen() -> (pk, sk)
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* def kenmEncaps(pk) -> (ss, ct)
* def kemDecaps(ct, sk) -> ss

where pk is the public key, sk is the secret key, ct is the

ci phertext representing an encapsul ated key, and ss is the shared
secret. The following figure illustrates a sanple flow of a KEM
based key exchange:

R + - - - +
| dient | | Server |
. e +
T + | |
| pk, sk = kenKeyGen() |-| |
o e e e e o - - + | |
I I
| pk I
|---------- >|
| [ +
| | -] ss, ct = kenEncaps(pk)|
| |+ ----------------------- +
I I
I ct |
| <---------- I
T + | |
ss = kenmDecaps(ct, sk) |-| |
o e e e e e o oo +| |
I I

Figure 2: KEM based key exchange
9.1. Authenticated Key Exchange

Aut henti cated Key Exchange (AKE) with KEMs where both parties
contribute a KEM public key to the overall session key is interactive
as described in Section 9.4 of [RFC9528]. However, single-sided KEM
such as when one peer has a KEMkey in a certificate and the other
peer wants to encrypt for it (as in SIMME or OpenPGP enuil), can be
achi eved using non-interactive HPKE [ RFC9180]. The followi ng figure
illustrates the Diffie-Hellman (DH) Key exchange:
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e + o ommema - +
| dient | | Server |
S R + Femmm oo +
Tt +| |
| Long-termclient key: | | |
| skl, pkl | -] |
Fem e e e e e + | |
I I
| pkl |
|---------- >|
| I R +
| | -] Long-term server key: |
| | | sk2, pk2 |
| | | ss = KeyEx(pkl, sk2) |
| | o e e e e e e o oo +
I I
I pk2|
| <---------- I
S + | |
| ss = KeyEx(pk2, sk1l) | | |
| encrypt Content(ss) | -] |
o e e e e e e oo oo +| |
| encrypted |
| content |
[---------- >|
| | o m e e e e e e e aao o +
| | | decryptContent(ss)
| | o e e e e o o +

Figure 3: Diffie-Hellman based AKE

VWhat's inportant to note about the sanple flow above is that the
shared secret ss is derived using key material fromboth the Cient
and the Server, which classifies it as an AKE. There is another
property of a key exchange, called Non-Interactive Key Exchange
(NIKE) which refers to whether the sender can compute the shared
secret ss and encrypt content without requiring active interaction
(an exchange of network nmessages) with the recipient. Figure 3 shows
a Diffie-Hell man key exchange which is an AKE, since both parties are
usi ng |l ong-term keys which can have established trust (for exanple,
via certificates), but it is not a NIKE, since the client needs to
wait for the network interaction to receive the receiver’s public key
pk2 before it can conpute the shared secret ss and begin content
encryption. However, a DH key exchange can be an AKE and a N KE at
the sanme tine if the receiver’s public key is known to the sender in
advance, and many Internet protocols rely on this property of DH
based key exchanges.
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S R +
| dient | | Server |
S R + Femmm oo +

o e e e e e e oo + | |

| Long-termclient key: | | |

| skl, pkl | -] |

| Long-term server key: | | |

I pk2 | | I

| ss = KeyEx(pk2, sk1) | | |

| encrypt Content(ss) | -] |

e + | |
I I
| pk1, I
| encrypted |
| content |
EEREEREEEE >
| I R +
| | -] Long-term server key: |
I | | sk2, pk2 I
| | | ss = KeyEx(pkl, sk2) |
| | | decryptContent(ss) |
| | e +

Figure 4: Diffie-Hellman based AKE and N KE si rmul t aneously

The conplication with KEMs is that a KEM Encaps() is non-
deterministic; it involves randomess chosen by the sender of that
message. Therefore, in order to performan AKE, the client nust wait
for the server to generate the needed randommess and perform Encaps()
agai nst the client key, which necessarily requires a network round-
trip. Therefore, a KEM based protocol can either be an AKE or a

NI KE, but cannot be both at the sane tine. Consequently, certain
Internet protocols will necessitate a redesign to accomodate this
distinction, either by introducing extra network round-trips or by
maki ng trade-offs in security properties.
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| ss2 = kenDecaps(ct2, sk2)]|
| ss = Conbiner(ssl, ss2) |

S R +
| dient | | Server
S R + Femmm oo +

o e e e e e e oo oo oo + | |
| pk1, skl = kenKeyGen() |-| |
e e e e ee e e eaaa + | |
I I
| Pkl I
[---------- >|

| | e +

| | -] ss1, ctl = kenkEncaps(pkl)|

| | | pk2, sk2 = kenKeyGen() |

| [ R +
I I
| ct 1, pk2|
| <mmmmee |
S + | |
| ss1 = kenDecaps(ctl, skl)|-]| |
| ss2, ct2 = kenkEncaps(pk2)| |
| ss = Conbiner(ssl, ss2)| | |
o e e e e e o oo + | |
I I
| ct2 |
|---------- >|

[ R +
I
|
I

Fi gure 5: KEM based AKE

Here, Conbiner(ssl, ss2?2), often referred to as a KEM Conbiner, is a
crypt ographi ¢ construction that takes in two shared secrets and
returns a single conbined shared secret. The sinplest conbiner is
concatenation ssl1 || ss2, but conbiners can vary in conplexity
dependi ng on the cryptographic properties required. For exanple, if
the conbi nati on shoul d preserve | ND-CCA2 Section 9.2.1 of either
input even if the other is chosen maliciously, then a nore conplex
construct is required. Another consideration for conbiner design is
so-cal |l ed "binding properties" introduced in [ KEEPI NGUP], which may
require the ciphertexts and recipient public keys to be included in
the conbiner. KEM conbi ner security anal ysis becones nore
complicated in hybrid settings where the two KEMs represent different
al gorithms, for exanple, where one is M--KEM and the other is ECDH
For a more thorough discussion of KEM combi ners, see [ KEEPI NGUP],
[1-D. draft-ounsworth-cfrg-kem conbi ners], and
[I-Dirtf-cfrg-hybrid-kens].
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9.2. Security Properties of KEMs

The security properties described in this section (I ND CCA2 and

bi nding) are not an exhaustive list of all possible KEM security
consi derations. They were sel ected because they are fundanental to
evaluating KEM suitability in protocol design and are conmnonly

di scussed in current PQC work.

9.2.1. | ND CCA2

I ND- CCA2 (I NDi stinguishability under adaptive Chosen-Ci phertext
Attack) is an advanced security notion for encryption schenes. It
ensures the confidentiality of the plaintext and resistance agai nst
chosen-ci phertext attacks. An appropriate definition of |ND CCA2
security for KEMs can be found in [CSO01] and [BHKO9]. M.-KEM

[ ML-KEM and d assic MEliece provide | ND-CCA2 security.

Under st andi ng | ND- CCA2 security is essential for individuals involved
in designing or inplenmenting cryptographic systens and protocols in
order to evaluate the strength of the algorithm assess its
suitability for specific use cases, and ensure that data
confidentiality and security requirenments are net. Understanding

I ND- CCA2 security is generally not necessary for devel opers mgrating
to using an | ETF-vetted key establishnent method (KEM w thin a given
protocol or flow IND-CCA2 is a widely accepted security notion for
public key encryption mechanisnms, making it suitable for a broad
range of applications. Wen an | ETF specification defines a new KEM
its security considerations should fully describe the rel evant

crypt ographi c properties, including |ND CCA2.

9.2.2. Binding

KEMs al so have an orthogonal set of properties to consider when

desi gning protocols around them binding [ KEEPINGUP]. This can be
"ci phertext binding", "public key binding", "context binding", or any
other property that is inportant to not be substituted between KEM

i nvocations. In general, a KEMis considered to bind a certain val ue
if substitution of that value by an attacker will necessarily result
in a different shared secret being derived. As an exanple, if an
attacker can construct two different ciphertexts which will
decapsul ate to the sane shared secret; or can construct a ciphertext
which will decapsulate to the sane shared secret under two different
public keys, or can substitute whol e KEM exchanges from one session
into another, then the construction is not ciphertext binding, public
key binding, or context binding respectively. Simlarly, protoco
designers may wi sh to bind protocol state information such as a
transaction I D or nonce so that attenpts to replay ciphertexts from
one session inside a different session will be blocked at the

Banerjee, et al. Expi res 27 February 2026 [ Page 22]



I nternet-Draft PQC for Engi neers August 2025

9. 3.

10.

10.

cryptographic | evel because the server derives a different shared
secret and is thus is unable to decrypt the content.

The solution to binding is generally achieved at the protocol design
level: It is recomended to avoid using the KEM out put shared secret
directly without integrating it into an appropriate protocol. Wile
KEM al gorithms provi de key secrecy, they do not inherently ensure
source authenticity, protect against replay attacks, or guarantee
freshness. These security properties should be addressed by
incorporating the KEMinto a protocol that has been anal yzed for such
protections. Even though nodern KEMs such as M.- KEM produce full -

entropy shared secrets, it is still advisable for binding reasons to
pass it through a key derivation function (KDF) and al so include al
val ues that you wish to bind; then finally you will have a shared

secret that is safe to use at the protocol |evel
HPKE

Modern cryptography has |ong used the notion of "hybrid encryption"
where an asymmetric algorithmis used to establish a key, and then a
symretric algorithmis used for bulk content encryption. The

previ ous sections expl ained i nportant security properties of KEMs,
such as | ND-CCA2 security and binding, and enphasi zed that these
properties nmust be supported by proper protocol design. One widely
depl oyed schene that achieves this is HPKE (Hybrid Public Key
Encryption) [RFC9180].

HPKE (hybrid public key encryption) [ RFC9180] works with a

conbi nation of KEMs, KDFs and AEAD (aut henticated encryption with
addi tional data) schenmes. HPKE includes three authenticated
variants, including one that authenticates possession of a pre-shared
key and two optional ones that authenticate possession of a key
encapsul ati on nechani sm (KEM private key. HPKE can be extended to
support hybrid post-quantum KEM [I-D.ietf-hpke-pq]. M.-KEM does not
support the static-epheneral key exchange that allows HPKE based on
DH based KEMs and its optional authenticated nodes as discussed in
section 1.5 of [I-D.draft-connolly-cfrg-xw ng-kenj.

PQC Si gnat ures
Any digital signature schene that provides a construction defining
security under a post-quantum setting falls under this category of
PQC si gnat ures

1. Security Properties of PQC Signatures
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10.

10.

1.1. EUF-CMA and SUF- CVA

EUF- CVA (existential unforgeability under chosen nessage attack)
[GVRB8] is a security notion for digital signature schenes. It
guarantees that an adversary, even with access to a signing oracle,
cannot forge a valid signature for an arbitrary nessage. EUF- CMVA
provi des strong protection against forgery attacks, ensuring the
integrity and authenticity of digital signatures by preventing

unaut hori zed nodi fications or fraudul ent signatures. M.-DSA, FN- DSA,
and SLH DSA provi de EUF-CVA security.

SUF- CMA (strong unforgeability under chosen nmessage attack) builds
upon EUF-CVA by requiring that an adversary cannot produce a
different valid signature for a nessage that has al ready been signed
by the signing oracle. Like EUF-CMA, SUF-CMA provides robust
assurances for digital signature schenes, further enhancing their
security posture. M.-DSA, FN-DSA, and SLH DSA al so achi eve SUF- CVA
security.

Under st andi ng EUF- CMA and SUF- CMA security is essential for designing
or inplenmenting cryptographic systens in order to ensure the
security, reliability, and robustness of digital signature schenes.
These notions allow for informed decision-making, vulnerability

anal ysis, conpliance with standards, and designing systens that
provi de strong protection against forgery attacks. For devel opers
mgrating to using an | ETF-vetted PQC signhature schenme within a given
protocol or flow, a deep understandi ng of EUF-CMA and SUF- CVA
security may not be necessary, as the schenes vetted by | ETF adhere
to these stringent security standards.

EUF- CMA and SUF- CVA are considered strong security benchmarks for
public key signature algorithms, naking them suitable for nost
applications. |ETF specification authors should include all security
concerns in the "Security Considerations" section of the relevant RFC
and shoul d not assune that inplenenters are experts in cryptographic
t heory.

2. Details of FN-DSA, M.-DSA, and SLH DSA

M.- DSA [ M.-DSA] is a digital signature al gorithm based on the
hardness of lattice problens over nodule lattices (i.e., the Mdule
Learning with Errors problem (MMVWE)). The design of the algorithmis
based on the "Fiat-Shamir with Aborts" [Lyu09] framework introduced
by Lyubashevsky, that |everages rejection sanpling to render lattice-
based Fi at-Shamr (FS) schenmes conpact and secure. M.-DSA uses

uni form y-distributed random nunber sanpling over snmall integers to
conmpute coefficients in error vectors, which nmakes the schene easi er
to inplenent conpared with FN-DSA [ FN- DSA] whi ch uses Gaussi an-

Banerjee, et al. Expi res 27 February 2026 [ Page 24]



I nternet-Draft PQC for Engi neers August 2025

di stributed nunbers, necessitating the need to use floating point
arithmetic during signature generation

M.- DSA offers both determnistic and randonm zed signing and is
instantiated with 3 paraneter sets providing different security

|l evels. Security properties of M.-DSA are discussed in Section 9 of
[I-D.ietf-lanps-dilithiumcertificates].

FN-DSA [ FN-DSA] is based on the GPV hash-and-sign lattice-based
signature framework introduced by Gentry, Peikert, and

Vai kunt anat han, which is a framework that requires a certain class of
lattices and a trapdoor sanpler technique.

The main design principle of FNNDSA i s conpactness, i.e., it was
designed in a way that achieves mnimal total menory bandw dth
requirenent (the sumof the signature size plus the public key size).
This is possible due to the conpactness of NTRU lattices. FN DSA

al so offers very efficient signing and verification procedures. The
mai n potential downsides of FN-DSA refer to the non-triviality of its
algorithms and the need for floating point arithnetic support in
order to support Gaussian-distributed random nunber sanpling where
the other lattice schemes use the less efficient but easier to
support uniform y-distributed random nunber sanpli ng.

I mpl ementers of FN-DSA need to be aware that FN-DSA signing is highly
susceptible to side-channel attacks, unless constant-time 64-bit

fl oati ng-point operations are used. This requirenment is extrenely

pl at f orm dependent, as noted in NIST's report.

The performance characteristics of M.-DSA and FN-DSA may differ based
on the specific inplementation and hardware platform Generally, M-
DSA is known for its relatively fast signature generation, while FN
DSA can provide nore efficient signature verification. The choice
may depend on whether the application requires nore frequent
signature generation or signature verification (See [LIBOQ]). For
further clarity on the sizes and security levels, please refer to the
tables in Section 11 and Section 12

SLH DSA [ SLH- DSA] utilizes the concept of statel ess hash-based
signatures, where each signature is unique and unrelated to any
previous signhature (as discussed in Section 8.2). This property
elimnates the need for maintaining state information during the
signing process. SLH DSA was designed to sign up to 2764 nessages
under a given key pair, and it offers three security levels. The
paraneters for each of the security levels were chosen to provide 128
bits of security, 192 bits of security, and 256 bits of security.

SLH DSA of fers snmaller public key sizes, |arger signature sizes,

sl ower signature generation, and slower verification when conpared to
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10.

M.- DSA and FN-DSA. SLH DSA does not introduce a new hardness
assunpti on beyond those inherent to the underlying hash functions.
It builds upon established foundations in cryptography, making it a
reliable and robust digital signature schene for a post-quantum
wor | d.

Al'l of these algorithns, M-DSA FN DSA and SLH DSA incl ude two
si gnature nodes: pure node, where the entire content is signed
directly, and pre-hash node, where a digest of the content is signed.

3. Details of XMSS and LMS

The eXtended Merkle Signature Scheme (XMSS) [RFC8391] and

Hi erarchical Signature Scheme (HSS) / Leighton-Mcali Signature (LMS)
[ RFC8554] are stateful hash-based signature schemes, where the secret
key state changes over tine. |In both schenes, reusing a secret key
state conproni ses cryptographic security guarantees

XMSS and LMS can be used for signing a potentially large but fixed
nunber of nessages and the number of signing operations depends upon
the size of the tree. XMSS and LMS provide cryptographic digita
signatures without relying on the conjectured hardness of

mat hemat i cal probl ens, instead | everaging the properties of

crypt ographi ¢ hash functions. Milti-tree XMSS and LMS (i.e., XMBS-MI
and HSS, respectively) use a hyper-tree based hierarchical approach
with a Merkle tree at each level of the hierarchy. [RFC3391]
describes both single-tree and nmulti-tree variants of XMSS, while

[ RFC8554] describes the Leighton-Mcali One-Tinme Signhature (LM OTS)
systemas well as the LM5S and HSS N-tine signature systens.

Conpari son of XMSS and LMS is discussed in Section 10 of [RFC8554].

The nunber of tree layers in multi-tree XMSS and HSS provi des a
trade-of f between signature size on the one side and key generation
and signing speed on the other side. Increasing the nunber of |ayers
reduces key generation tine exponentially and signing tine linearly
at the cost of increasing the signature size linearly. HSS allows
for custom zation of each subtree whereas XMSS-MI does not, electing
instead to use the same structure for each subtree.

Due to the conplexities described above, the XMSS and LMS are not a
sui tabl e replacenent for traditional signature schenes |ike RSA or
ECDSA. Applications that expect a long lifetime of a signature, |ike
firmvare update or secure boot, are typical use cases where those
schenes can be successfully applied.
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10.

3.1. LMs Key and Signature Sizes

The LMS schene is characterized by four distinct paraneter sets: the
under | yi ng hash function (SHA2-256 or SHAKE-256), the length of the
digest (24 or 32 bytes), the LMS tree height paraneter that controls
a maxi mal nunber of signatures that the private key can produce, and
the width of the Wnternitz coefficients (see [ RFC8554], section 4.1)
that can be used to trade-off signing tine for signhature size

Par anet ers can be m xed, providing 80 possible paraneterizations of

t he schene.

The public (PK) and private (SK) key size depends on the | ength of
the digest (M. The signhature size depends on the digest, the
Wnternitz paranmeter (W, the LM5 tree height (H), and the |ength of
the digest. The table bel ow provides key and signature sizes for
paraneterization with the digest size M32 of the schene.

| 56 | 52 | 1| 8684
P S S S S +
| 56 | 52 | 2| 4460 | 4620 | 4780 | 4940 | 5100 |
T E E E E +
| 56 | 52 | 4| 2348 | 2508 | 2668 | 2828 | 2988 |
S Y Fommm - Fommm - Fommm - Fommm - +
| 56 | 52 | 8| 1292 | 1452 | 1612 | 1772 | 1932 |
P S S S S +

Table 1
4. Hash-then-Sign

Wthin the hash-then-sign paradigm the nmessage is hashed before
signing it. By pre-hashing, the onus of resistance to existential
forgeries becomes heavily reliant on the collision-resistance of the
hash function in use. The hash-then-sign paradigmhas the ability to
i mprove application performance by reducing the size of signed
messages that need to be transmtted between application and

crypt ographi ¢ nodul e, and nmaki ng the signature size predictable and
manageabl e. As a corollary, hashing remains nmandatory even for short
messages and assigns a further conputational requirenent onto the
verifier. This makes the performance of hash-then-sign schenmes nore
consi stent, but not necessarily nore efficient.

Using a hash function to produce a fixed-size digest of a nessage
ensures that the signature is conpatible with a wi de range of systens
and protocols, regardl ess of the specific nessage size or fornat.
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Crucially for hardware security nodul es, Hash-then-Sign al so
significantly reduces the anount of data that needs to be transmtted
and processed by a Hardware Security Mdule (HSM. Consider
scenari os such as a networked HSM | ocated in a different data center
fromthe calling application or a smart card connected over a USB
interface. In these cases, streanming a nessage that is negabytes or
gi gabytes long can result in notable network | atency, on-device

si gni ng del ays, or even depletion of avail abl e on-device menory.

Note that the vast mpjority of Internet protocols that sign |arge
nmessages al ready perform sone form of content hashing at the protoco
|l evel, so this tends to be nore of a concern with proprietary
cryptographic protocols, and protocols from non-I|ETF standards
bodies. Protocols like TLS 1.3 and DNSSEC use the Hash-then-Si gn
paradigm In TLS 1.3 [RFC3446] CertificateVerify nmessages, the
content that is covered under the signature includes the transcript
hash output (Section 4.4.1 of [RFC8446]), while DNSSEC [ RFC4034] uses
it to provide origin authentication and integrity assurance services
for DNS data. Simlarly, the Cryptographic Message Syntax (CMV5)

[ RFC5652] includes a mandatory nessage di gest step before invoking
the signature algorithm

In the case of M.-DSA, it internally incorporates the necessary hash
operations as part of its signing algorithm M-DSA directly takes
the original nessage, applies a hash function internally, and then
uses the resulting hash value for the signature generation process.
In the case of SLH-DSA, it internally perforns random zed nessage
conpressi on using a keyed hash function that can process arbitrary

| ength nessages. 1In the case of FN-DSA, the SHAKE-256 hash function
is used as part of the signature process to derive a digest of the
message bei ng signed.

Therefore, M-DSA, FN-DSA, and SLH DSA of fer enhanced security over
the traditional Hash-then-Si gn paradi gm because by incorporating
dynanmic key material into the nessage digest, a pre-conputed hash
collision on the nessage to be signed no | onger yields a signature
forgery. Applications requiring the performance and bandwi dth
benefits of Hash-then-Sign may still pre-hash at the protocol |eve
prior to invoking M-DSA, FN-DSA, or SLH DSA, but protocol designers
shoul d be aware that doing so re-introduces the weakness that hash
collisions directly yield signature forgeries. Signing the full un-
di gested nessage is recomended where applications can tolerate it.
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11. N ST Recommendations for Security / Performance Tradeoffs

This information is a re-print of information provided in the NI ST
PQC project [NIST] as of the tine this docurment is published. The
Table 2 denotes the five security levels provided by NI ST for PQC
algorithms. Neither N ST nor the | ETF nake any specific
recommendat i ons about which security level to use. |In general,
protocols will include algorithmchoices at nmultiple levels so that
users can choose the | evel appropriate to their policies and data
classification, simlar to how organi zati ons today choose which size
of RSA key to use. The security levels are defined as requiring
conmput ational resources conparable to or greater than an attack on
AES (128, 192 and 256) and SHA2/ SHA3 al gorithns, i.e., exhaustive key
recovery for AES and optinmal collision search for SHA2/ SHA3.

[} e ———— e p—p——————————————————— e pp—p—_
| PQ Security | AES/ SHA(2/3) | PQC Algorithm
| Level | hardness | |
| 1 | AES-128 (exhaustive | M-KEM 512, FN- DSA-512, |
| | key recovery) | SLH DSA- SHA2/ SHAKE- 128f/ s
S o e e e e m oo oo o e e e e e e e oo +
| 2 | SHA-256/ SHA3- 256 | M- DSA-44 |
| | (collision search) | |
R S o e e e e e e e e e e oo - +
| 3 | AES-192 (exhaustive | M.-KEM 768, M.- DSA-65, |
| | key recovery) | SLH DSA- SHA2/ SHAKE- 192f/ s
S o e e e e m oo oo o e e e e e e e oo +
| 4 | SHA- 384/ SHA3- 384 | No algorithmtested at |
| | (collision search) | this |evel |
R S o e e e e e e e e e e oo - +
| 5 | AES-256 (exhaustive | M.-KEM 1024, FN DSA-1024,
| | key recovery) | M.- DSA-87, SLH- DSA- SHA2/
| | | SHAKE- 256f/s |
Fom e o - Fom e e e e e oo s e e e e e e e eaea oo n +
Tabl e 2

The SLH DSA-x-yf/s "f/s" in the above tabl e denotes whet her SLH DSA
is using SHAKE or SHA-2 as an underlying hash function "x" and
whether it is the fast (f) or small (s) version for "y" bit AES
security level. Refer to [I-D.ietf-lanps-cns-sphincs-plus] for
further details on SLH DSA al gorithmns.

The foll owi ng table conpares the signature sizes for different SLH
DSA al gorithm categories at equival ent security |levels, using the
"sinple" version. The categories include "(f)" for fast signature
generation, and "(s)" for snaller signature size and faster

Banerjee, et al. Expi res 27 February 2026 [ Page 29]



I nternet-Draft PQC for Engi neers August 2025

verification, although with slower signature generation. Both
SHA- 256 and SHAKE- 256 paraneteri zations produce the sane signature
sizes and are therefore included together in the table.

B ettty ey Py e s j—j—t—t——
| PQ | Algorithm | Public |Private| Signature
| Security | | key | key | size (in |
| Level | | size | size | bytes)
I I | (in | (in I I
I I | bytes) |bytes) | I
B ettty ey Py e s j—j—t—t——
| 1 | SLH DSA-{ SHA2, SHAKE}- 128f | 32 | 64 | 17088 |
I I I I I F---- - - F---- - I I +
| 1 | SLH DSA-{ SHA2, SHAKE} - 128s | 32 | 64 | 7856 |
F--- - - - I T +-------- +------- I I +
| 3 | SLH DSA-{ SHA2, SHAKE} - 192f | 48 | 96 | 35664 |
I R I I I I F---- - - - F------- Fo-m - - - - +
| 3 | SLH DSA-{ SHA2, SHAKE} - 192s | 48 | 96 | 16224 |
I I I I I F---- - - F---- - I I +
| 5 | SLH DSA-{ SHA2, SHAKE} - 256f | 64 | 128 | 49856 |
F--- - - - I T +-------- +------- I I +
| 5 | SLH DSA-{ SHA2, SHAKE} - 2565 | 64 | 128 | 29792 |
I R I I I I F---- - - - F------- Fo-m - - - - +
Table 3
The following table illustrates the inpact of performance on

different security levels in terns of private key sizes, public key
si zes, and ci phertext/signature sizes.
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b ool s s e e e s st o}
| PQ | Algorithm | Public key | Private | G phertext/

| Security | | size (in | key size | signature |
| Level | | bytes) | (in bytes) | size (in |
I I I I | bytes) I
B el e e e s 3
| 1 | M.-KEM512 | 800 | 1632 | 768 |
R i I R R R +
| 1 | FN-DSA-512 | 897 | 1281 | 666 |
F--- - - i i I i I i I I +
| 2 | M.-DSA-44 | 1312 | 2560 | 2420 |
R I I I I I +
| 3 | M.-KEM 768 | 1184 | 2400 | 1088 |
R i I R R R +
| 3 | M.-DSA-65 | 1952 | 4032 | 3309 |
F--- - - i i I i I i I I +
| 5 | FN-DSA-1024 | 1793 | 2305 | 1280 |
R I I I I I +
| 5 | M.-KEM 1024 | 1568 | 3168 | 1588 |
R i I R R R +
| 5 | M.-DSA-87 | 2592 | 4896 | 4627 |
F--- - - i i I i I i I I +

Table 4

Conparing PQC KEMs/ Si gnatures vs. Traditional KEMs
(KEXs)/ Si gnat ur es

This section provides two tables for conparison of different KEMs and
signatures respectively, in the traditional and post-quantum
scenarios. These tables focus on the secret key sizes, public key
sizes, and ci phertext/signature sizes for the PQC al gorithnms and
their traditional counterparts of simlar security |evels.

The first table conpares traditional vs. PQC KEMs in terns of
security, public and private key sizes, and ciphertext sizes.
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f pf e S
| PQ Security |
| Level |
I I
I I
I I
f pf e S
| Traditional |
F-- - - - - - +-
| Traditional |
L i +-
| Traditional |
I i +-
| 1 I
F-- - - - - - +-
| 3 I
L i +-
| 5 I
I i +-

The next table c
terns of securit

ety
| PQ Security |
| Level |
I I
e
| Traditional |
I +
| Traditional |
i i +
| 1 I
I +
| 2 I
I +
| 3 I
i i +
| 5 I
I +
| 5 I
I +

Banerjee, et al.
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Al gorithm | Public | Private

| key | key

| size | size

| (in | (in

| bytes) | bytes)
P256_HKDF_SHA- 256 | 65 | 32
____________________ e
P521_HKDF_SHA- 512 | 133 | 66
____________________ o
X25519 HKDF_SHA- 256 | 32 | 32
.................... N
M.- KEM 512 | 800 | 1632
____________________ e
M.- KEM 768 | 1184 | 2400
____________________ o
M.- KEM 1024 | 1568 | 3168
.................... N

Table 5

onpares traditional vs. PQC signature s
y, public, private key sizes, and signha

Algorithm | Public key | Private
| size (in | key size
| bytes) | (in bytes)
RSA2048 | 256 | 256
............. o
ECDSA- P256 | 64 | 32
_____________ e e e e e e e e e e e e e e e e e e e e - - -
FN- DSA-512 | 897 | 1281
_____________ o e e e e e e e e e e e e e e e e - -
M.- DSA-44 | 1312 | 2560
............. o
M- DSA- 65 | 1952 | 4032
_____________ e e e e e e e e e e e e e e e e e e e e - - -
FN- DSA- 1024 | 1793 | 2305
_____________ o e e e e e e e e e e e e e e e e - -
M_- DSA- 87 | 2592 | 4896
............. o
Table 6
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===
| G phertext |
| size (in |
| bytes) I
I I
I I
===
| 65 I
R I +
| 133 |
I +
| 32 I
I +
| 768 |
R I +
| 1088 |
I +
| 1568 |
I +
chenes in
ture sizes.
===+
| Signature |
| size (in |
| bytes) I
[ e e
| 256 |
R +
| 64 I
F-- - - - +
| 666 |
I +
| 2420 |
R +
| 3309 |
F-- - - - +
| 1280 |
I +
| 4627 |
R +
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13.

As is clear fromthe above table, PQC KEMs and signhature schenes
typically have significantly | arger keys and ci phertexts/signatures
than their traditional counterparts. These increased key and
signatures sizes could introduce problens in protocols. As an
exanple, I KEv2 uses UDP as the transport for its nessages. One
challenge with integrating a PQC KEMinto |KEv2 is that |IKE
fragmentation cannot be utilized in the initial KE_SA IN T exchange.
To address this issue, [RFC9242] introduces a solution by defining a
new exchange called the "Internedi ate Exchange" which can be
fragnmented using the | KE fragnentation nechanism [RFC9370] then
uses this Internedi ate Exchange to carry out the PQC key exchange
after the initial | KEv2 exchange and before the | KE_AUTH exchange.
Anot her exanple from [ SP-1800-38C] section 6.3.3 shows that increased
key and signature sizes cause protocol key exchange messages to span
more networ k packets, therefore it results in a higher total |oss
probability per packet. In lossy network conditions, this may
increase the | atency of the key exchange.

Post - Quant um and Traditional Hybrid Schenes

The migration to PQC is unique in the history of nmodern digita
cryptography in that neither the traditional algorithns nor the post-
quantum al gorithnms are fully trusted to protect data for the required
lifetimes. The traditional algorithns, such as RSA and ECDH, will
fall to quantum cryptanal ysis, while the post-quantum al gorithns face
uncertainty about the underlying mathematics, conpliance issues,
unknown vul nerabilities, and hardware and software inplenentations
that have not had sufficient maturing tine to rule out traditiona
cryptanal ytic attacks and i npl enmentation bugs.

During the transition fromtraditional to post-quantum al gorithmns,
there may be a desire or a requirenent for protocols that use both
algorithmtypes. [I-D.ietf-pquip-pqt-hybrid-term nology] defines the
term nol ogy for the post-quantumand traditional (PQT) hybrid
schenes.

1. PQT Hybrid Confidentiality

The PQ T Hybrid Confidentiality property can be used to nmitigate both
"harvest now, decrypt now' and HNDL attacks described in Section 7.

If the PQ portion were to have a flaw, the traditional (T) algorithm
which is secure against today s attackers, prevents i mediate
decryption ("harvest now, decrypt now'). |If the T algorithmis
broken in the future by CRQCs, the PQ portion, assuming it remains
secure, prevents later decryption ("harvest now, decrypt later"). A
hybrid construction therefore provides confidentiality as |ong as at

| east one conponent remains secure. Two types of hybrid key
agreenment schenes are di scussed bel ow.
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* Concatenated hybrid key agreenent scheme: The final shared secret
that will be used as an input of the key derivation function is
the result of the concatenation of the secrets established with
each key agreenent schene. For exanple, in
[I-D.ietf-tls-hybrid-design], the client uses the TLS supported
groups extension to advertise support for a PQ T hybrid schene,
and the server can select this group if it supports the schene.
The hybrid-aware client and server establish a hybrid secret by
concatenating the two shared secrets, which is used as the shared
secret in the existing TLS 1.3 key schedul e.

* Cascaded hybrid key agreement schene: The final shared secret is
comput ed by applying as many iterations of the key derivation
function as the nunmber of key agreenment schemes conposing the
hybrid key agreement schenme. For exanple, [RFC9370] extends the
I nternet Key Exchange Protocol Version 2 (I1KEv2) to allow one or
more PQC algorithns in addition to the traditional algorithmto
derive the final | KE SA keys using the cascade nethod as expl ai ned
in Section 2.2.2 of [RFC9370].

Various instantiations of these two types of hybrid key agreenent
schenes have been explored. One nust be careful when selecting which
hybrid scheme to use. The chosen schene for protocols like TLS 1.3
[I-D.ietf-tls-hybrid-design] has | ND-CCA2 robustness. That is, |ND
CCA2 security is guaranteed for the schenme as |ong as at |east one of
the conponent algorithms is | ND-CCA2 secure.

2. PQT Hybrid Authentication

The PQ T hybrid authentication property provides resilience against
catastrophi ¢ breaks or unforeseen vulnerabilities in PQC al gorithmns,
all owi ng systens additional tine to stabilize before mgrating fully
to pure PQ depl oynments
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13.

This property ensures authentication using a PQ T hybrid schene, as
|l ong as at | east one conponent algorithmremins secure. For
exanple, a PQ T hybrid certificate [I-D.ietf-|anps-pg-conposite-sigs]
can be enployed to facilitate a PQ T hybrid authentication protocol
However, a PQ T hybrid authentication protocol does not need to use a
PQ T hybrid certificate; separate certificates could be used for

i ndi vi dual component al gorithns
[I-D.ietf-lanmps-cert-binding-for-multi-auth]. Wen separate
certificates are used, it may be possible for attackers to take them
apart or put themtogether in unexpected ways, including enabling
cross-protocol attacks. The exact risks this presents are highly
dependent on the protocol and use case, so a full security analysis
is needed. Best practices for ensuring that pairs of certificates
are only used as intended are discussed in nore detail in

Section 13.3.2 and Section 13.3.3 of this docunent.

The frequency and durati on of system upgrades and the tine when CRQCs
will becone widely avail able need to be wei ghed to determ ne whet her
and when to support the PQ T Hybrid Authentication property.

3. Hybrid Cryptographic Al gorithm Conbi nati ons: Consi derations and
Appr oaches

3.1. Hybrid Cryptographic Conbinations

It is also possible to use nore than two algorithns together in a
hybrid scheme, with various nethods for conbining them For post-
quantum transition purposes, the conbination of a post-quantum
algorithmwith a traditional algorithmis the nost straightforward
and recommended. The use of multiple post-quantum al gorithns with
di fferent mathemati cal bases has al so been considered. Conbining
algorithms in a way that requires both to be used together ensures
stronger security, while conbinations that do not require both wll
sacrifice security but offer other benefits |ike backwards
conpatibility and crypto agility. Including a traditional key

al ongsi de a post-quantum key often has nininal bandw dth inpact.

3.2. Composite Keys in Hybrid Schenes

When conbi ning keys in an "and" nobde, it nmay nake nore sense to
consider themto be a single conposite key, instead of two keys.
This generally requires fewer changes to various conponents of PK
ecosystens, many of which are not prepared to deal with two keys or
dual signatures. To those protocol- or application-layer parsers, a
"conposite" algorithm conposed of two "conponent” algorithnms is
sinmply a new al gorithm and support for adding new al gorithns
generally already exists. Treating nultiple "conponent" keys as a
single "conposite" key al so has security advantages such as
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preventing cross-protocol reuse of the individual component keys and
guar ant ees about revoking or retiring all conponent keys together at
the sanme tine, especially if the conmposite is treated as a single
object all the way down into the cryptographi c nodul e.

Al'l that needs to be done is to standardize the formats of how the
two keys fromthe two algorithnms are conbined into a single data
structure, and how the two resulting signhatures or KEMs are combi ned
into a single signature or KEM The answer can be as sinple as
concatenation, if the lengths are fixed or easily determined. At the
time this docunent is published, security research is ongoing as to
the security properties of concatenation-based conposite signatures
and KEMs vs. nore sophisticated signature and KEM conbi ners, and in
whi ch protocol contexts those sinpler conbiners are sufficient.

One | ast consideration is the specific pairs of algorithns that can
be conmbined. A recent trend in protocols is to only allow a snall
nunmber of "known good" configurations that nake sense, often referred
to in cryptography as a "ciphersuite", instead of allowing arbitrary
combi nations of individual configuration choices that may interact in
dangerous ways. The current consensus is that the sane approach
shoul d be followed for conbining cryptographic algorithns, and that
"known good" pairs should be explicitly listed ("explicit

conposite"), instead of just allowi ng arbitrary conbi nati ons of any
two cryptographic algorithns ("generic conposite").

The sane considerations apply when using multiple certificates to
transport a pair of related keys for the sanme subject. Exactly how
two certificates should be managed in order to avoid sone of the
pitfalls nmentioned above is still an active area of investigation
Using two certificates keeps the certificate tooling sinple and
straightforward, but in the end sinply noves the problems with
requiring that both certs are intended to be used as a pair, nust
produce two signatures which nust be carried separately, and both
must validate, to the certificate nmanagenent |ayer, where addressing
these concerns in a robust way can be difficult.

At | east one scheme has been proposed that allows the pair of
certificates to exist as a single certificate when being issued and
managed, but dynamically split into individual certificates when
needed ([I-D.draft-bonnell-Ianps-chanel eon-certs]).
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3.3. Key Reuse in Hybrid Schenes

An inportant security note, particularly when using hybrid signature
keys, but also to a | esser extent hybrid KEM keys, is key reuse. In
traditional cryptography, problens can occur with so-called "cross-
protocol attacks" when the same key can be used for nultiple
protocol s; for exanple signing TLS handshakes and signing S/M Me
emails. Wiile it is not best-practice to reuse keys within the sane
protocol, for exanple using the same key for multiple S/M M
certificates for the same user, it is not generally catastrophic for
security. However, key reuse becones a |arge security problemwithin
hybri ds.

Consi der an {RSA, M.-DSA} hybrid key where the RSA key al so appears
within a single-algorithmcertificate. 1In this case, an attacker
could performa "stripping attack"” where they take sone piece of data
signed with the {RSA, M.-DSA} key, renpove the M.- DSA signhature and
present the data as if it was intended for the RSA only certificate.
This leads to a set of security definitions called "non-separability
properties", which refers to how well the signature schene resists
various conplexities of downgrade / stripping attacks
[1-D.draft-ietf-pquip-hybrid-signature-spectruns]. Therefore, it is
recomrended that inplenenters either reuse the entire hybrid key as a
whol e, or performfresh key generation of all conponent keys per
usage, and rust not take an existing key and reuse it as a conponent
of a hybrid.

3.4. Future Directions and Ongoi ng Research

Many aspects of hybrid cryptography are still under investigation
LAMPS WG at |ETF is actively exploring the security properties of
these conbi nations, and future standards will reflect the evolving

consensus on these issues.
I npact on Constrai ned Devices and Networks

PQC al gorithms generally have | arger keys, ciphertext, and signature
sizes than traditional public key algorithms. This has particul ar

i mpact on constrained devices that operate with limted data rates.
In the |oT space, these constraints have historically driven
significant optim zation efforts in the IETF (e.g., LAKE, CoRE) to
adapt security protocols to resource-constrai ned environnents.

As the transition to PQC progresses, these environnents will face
simlar challenges. Larger message sizes can increase handshake

| at ency, raise energy consunption, and require fragnentation | ogic.
Work is ongoing in the |ETF to study how PQC can be deployed in
constrai ned devices (see [I-D.ietf-pquip-pgc-hsm constrained]).
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Security Considerations
1. Cryptanalysis

Traditional cryptanalysis exploits weaknesses in al gorithm design,
mat hemati cal vulnerabilities, or inplenentation flaws, that are
exploitable with classical (i.e. non-quantun) hardware, whereas
quant um crypt anal ysi s harnesses the power of CRQCs to solve specific
mat hemat i cal problens nore efficiently. Another form of quantum
cryptanal ysis is "quantum si de-channel " attacks. In such attacks, a
device under threat is directly connected to a quantum conputer

whi ch then injects entangl ed or superinposed data streans to exploit
hardware that |acks protection agai nst quantum si de-channels. Both
pose threats to the security of cryptographic al gorithns, including
those used in PQC. Devel oping and adopti ng new cryptographic
algorithms resilient against these threats is crucial for ensuring

|l ong-term security in the face of advancing cryptanal ysis techni ques.

Recent attacks on the side-channel inplenmentations using deep

| earni ng based power analysis have al so shown that one needs to be
cautious while inplementing the required PQC al gorithns in hardware.
Two of the nobst recent works include one attack on M.- KEM [ Kyber Si de]
and one attack on Saber [SaberSide]. An evolving threat |andscape
points to the fact that lattice based cryptography is indeed nore

vul nerabl e to side-channel attacks as in [SideCh], [LatticeSide].
Consequently, there were some mitigation techniques for side channel
attacks that have been proposed as in [Mtigatel], [Mtigate2], and
[Mtigate3].

2. Cryptographic Agility

Cryptographic agility is recoormended for both traditional and quantum
cryptanal ysis as it enabl es organi zati ons to adapt to emerging
threats, adopt stronger algorithns, conply with standards, and plan
for long-termsecurity in the face of evolving cryptanal ytic

techni ques and the advent of CRQCs.

Several PQC schenes are available that need to be tested;

crypt ography experts around the world are pushing for the best
possi bl e solutions, and the first standards that will ease the

i ntroduction of PQC are being prepared. It is of paranount

i nportance and a call for inmmnent action for organizations, bodies,
and enterprises to start evaluating their cryptographic agility,
assess the conplexity of inplenenting PQC into their products,
processes, and systens, and develop a m gration plan that achieves
their security goals to the best possible extent.
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An inmportant and often overl ooked step in achieving cryptographic
agility is maintaining a cryptographic inventory. Mdern software
stacks incorporate cryptography in nunerous places, making it
challenging to identify all instances. Therefore, cryptographic
agility and inventory nanagenent take two major forns: First,
appl i cation devel opers responsible for software nmai ntenance shoul d
actively search for instances of hard-coded cryptographic al gorithns
within applications. Wen possible, they should design the choice of
algorithmto be dynam c, based on application configuration. Second,
adm nistrators, policy officers, and conpliance teans shoul d take
note of any instances where an applicati on exposes cryptographic
configurations. These instances should be nanaged either through
organi zation-wi de witten cryptographic policies or autonmated

crypt ographi c policy systens.

Nuner ous conmercial solutions are available for both detecting hard-
coded cryptographic algorithnms in source code and conpil ed binaries,
as well as providing cryptographic policy managenent control planes
for enterprise and production environnents.

3. Jurisdictional Fragmentation

Anot her potential application of hybrids bears nentioning, even
though it is not directly PQC-related. That is using hybrids to
navigate inter-jurisdictional cryptographic connections. Traditiona
cryptography is already fragnmented by jurisdiction: consider that
whil e nost jurisdictions support Elliptic Curve Diffie-Hellmn, those
inthe United States will prefer the NIST curves while those in
Germany will prefer the Brainpool curves. China, Russia, and other
jurisdictions have their own national cryptography standards. This
situation of fragnented gl obal cryptography standards is unlikely to
improve with PQC. If "and" node hybrids beconme standardi zed for the
reasons menti oned above, then one could inagine | everaging themto
create "ciphersuites"” in which a single cryptographic operation
simul taneously satisfies the cryptographic requirenents of both
endpoi nts.

4. Hybrid Key Exchange and Signatures: Bridging the Gap Between
Post - Quant um and Traditi onal Cryptography

Post - quantum al gorithns sel ected for standardi zation are relatively
new and they have not been subject to the same depth of study as
traditional algorithms. PQC inplenentations will also be new and
therefore nore likely to contain inplementation bugs than the battle-
tested crypto inplenentations that are relied on today. |In addition,
certain deploynents may need to retain traditional algorithns due to
regul atory constraints, for exanple FIPS [ SP-800-56C] or PCl
compliance [PCI]. Hybrid key exchange is recomrended to enhance
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security against the "harvest now, decrypt later" attack
Additionally, hybrid signatures provide for time to react in the case
of the announcement of a devastating attack agai nst any one
algorithm while not fully abandoning traditional cryptosystens.

Hybrid key exchange perforns both a classical and a post-quantum key
exchange in parallel. It provides security redundancy agai nst
potential weaknesses in PQC algorithns, allows for a gradua
transition of trust in PQC algorithms, and, in backward-conpatible
desi gns, enabl es gradual adoption wi thout breaking conpatibility with
exi sting systens. For instance, in TLS 1.3, a hybrid key exchange
can conbine a wi dely supported classical algorithm such as X25519,
with a post-quantumalgorithmlike M.-KEM This allows | egacy
clients to continue using the classical algorithmwhile enabling
upgraded clients to proceed with hybrid key exchange. |In contrast,
over head- spreadi ng hybrid designs focus on reducing the PQ overhead.
For exanpl e, approaches |ike those described in

[1-D. hal e-m s-conbi ner] anortize PQ costs by selectively applying PQ
updates in key exchange processes, allow ng systens to bal ance
security and efficiency. This strategy ensures a post-quantum secure
channel while keeping the overhead nanageable, making it particularly
suitable for constrained environments.

Wi |l e sone hybrid key exchange options introduce additiona
comput ati onal and bandwi dt h overhead, the inpact of traditional key

exchange al gorithns (e.g., key size) is typically small, helping to
keep the overall increase in resource usage manageabl e for nost
systens. |n highly constrained environnments, however, those hybrid

key exchange protocols nay be inpractical due to their higher
resource requirenments conpared to pure post-quantumor traditiona
key exchange approaches. However, sonme hybrid key exchange designs
distribute the PQC overhead, making them nore suitable for
constrai ned environnents. The choice of hybrid key exchange design
depends on the specific systemrequirenents and use case, so the
appropri ate approach may vary.

5. Caution: C phertext commitnent in KEMvs. DH

The ciphertext generated by a KEMis not necessarily directly |inked
to the shared secret it produces. KEMs allow for nultiple

ci phertexts to encapsul ate the sane shared secret, which enables
flexibility in key managenent wi thout enforcing a strict one-to-one
correspondence between ciphertexts and shared secrets. This allows
for secret reuse across different recipients, sessions, or

operational contexts w thout the need for new secrets for each use,
sinmplifying key distribution and reduci ng conputational overhead. In
contrast, cryptographic schenes |like Diffie-Hellnan inherently |ink
the public key to the derived shared secret, neaning any change in
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the public key results in a different shared secret.
16. | ANA Consi derations

Thi s docunent has no | ANA consi derati ons.
17. Further Reading & Resources

A good book on nodern cryptography is Serious Cryptography, 2nd
Edition, by Jean-Philippe Aumasson, | SBN 9781718503847.

The Open Quantum Safe (0OQS) Project [OQS] is an open-source project
that ainms to support the transition to quantumresistant

crypt ogr aphy.

The 1ETF's PQUI P Wrking Goup [PQU P-WF nmmintains a |ist of PQC
rel ated protocol work within the | ETF.
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