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Abstract
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hybrid signature, backwards/forwards conpatibility, hybrid
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1. Introduction

Plans to transition protocols to post-quantum cryptography sometines
focus on confidentiality, given the potential risk of store and
decrypt attacks, where data encrypted today using traditiona

al gorithms could be decrypted in the future by an attacker with a
sufficiently powerful quantum conputer, also known as a

Crypt ogr aphi cal | y- Rel evant Quant um Conput er ( CRQC) .

It is inportant to al so consider transitions to post-quantum

aut henti cation; delaying such transitions creates risks. For
exanpl e, attackers may be able to carry out quantum attacks agai nst
RSA- 2048 [ RSA] years before the public is aware of these
capabilities. Furthernore, there are applications where algorithm
turn-over is conplex or takes a long time. For exanple, root
certificates are often valid for about 20 years or longer. There are
al so applications where future checks on past authenticity play a
role, such as long-lived digital signatures on | egal docunents.

Still, there have been successful attacks against al gorithms using
post - quant um crypt ogr aphy, as well as inplenentations of such
algorithms. Sometines an attack exploits inplenmentation issues, such
as [ KYBERSLASH], which exploits timng variations, or [HQC CVE] which
exploits inplenentation bugs. Sonetinmes an attack works for al

i mpl ementations of the specified algorithm Research has indicated
that inplenmentation-independent attacks published in 2023 or earlier
had broken 48% of the proposals in Round 1 of the NI ST Post-Quantum
Crypt ogr aphy Standardi zati on Project, 25% of the proposals not broken
in Round 1, and 36% of the proposals selected by NI ST for Round 2

[ QRCSP] .

Such cryptanal ysis and security concerns are one reason to consi der
"hybrid cryptographic algorithnms, which conbine both traditional and
post -quantum (or nore generally a conbination of two or nore)
algorithms. A core objective of hybrid algorithns is to protect

agai nst quantum conputers while at the same tine nmaking clear that
the change is not reducing security. A prem se of security of these
algorithnms being that if at |east one of the two conmponent al gorithns
of the hybrid schenme holds, the confidentiality or authenticity
offered by that scheme is maintained. It should be noted that the
word ' hybrid has many uses, but this docunent uses "hybrid only in
this algorithmsense
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Whet her or not hybridization is desired depends on the use case and

security threat nodel. Users nmay recognize a need to start post-
quantum transition, even while issues such as those described above
are a concern. For this, hybridization can support transition. It

shoul d be noted that hybridization is not necessary for all systens;
recomendati ons on systemtypes or anal ysis nethods for such
determnati on are out of scope of this docunent. For cases where
hybridi zation is determ ned to be advantageous, a decision on howto
hybri di ze needs to be made. Wth nany options available, this
docunent is intended to provide context on sone of the trade-offs and
nuances to consider.

Hybridi zati on of digital signatures, where the hybrid signhature may
be expected to attest to both standard and post-quantum conmponents,
is subtle to design and inplenment due to the potential separability
of the hybrid/ dual signatures and the risk of downgrade/stri pping
attacks. There are also a range of requirenents and properties that
may be required fromhybrid signatures, which will be discussed in
this docunent. Some of these are mutually exclusive, which

hi ghl i ghts the inportance of considering use-case specific
requirenents.

Thi s docunent focuses on explaining a spectrumof different hybrid
signature schene design categories and different security goals for
them It is intended as a resource for designers and inplenmenters of
hybrid signature schenes to hel p them deci de what properties they do
and do not require fromtheir use case. 1In scope limtations, it
does not attenpt to give concrete recomendati ons for any use case.

It also intentionally does not propose concrete hybrid signature
conbiners or instantiations thereof. As with the data authenticity
guarantees provided by any digital signature, the security guarantees
di scussed in this docunent are reliant on correct provisioning and
managenent of the keys involved, e.g. entity authentication, key
revocation etc. This docunment only considers scenarios with a single
signer and a single verifier, constructions with nmultiple signers or
verifiers are out of scope.

1.1. Term nol ogy
We follow existing Internet docunents on hybrid term nol ogy [ RFC9794]

and hybrid key encapsul ati on nmechani sns ( KEM
[I-D.ietf-tls-hybrid-design] to enable settling on a consistent

| anguage. We will rmake clear when this is not possible. In
particular, we follow the definition of ’'post-quantum al gorithni,
"traditional algorithms’, and ’conbiner’. Mreover, we use the

definition of 'certificate’ to nean 'public-key certificate as
defined in [ RFC4949].
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* Signature scheme: A signature schene is defined via the follow ng
three al gorithns:

- KeyGen() -> (pk, sk): A probabilistic key generation al gorithm
whi ch generates a public verifying key pk and a secret signing
key sk.

- Sign(sk, m -> (sig): A probabilistic signature generation,
whi ch takes as input a secret signing key sk and a message m

and outputs a signature sig. In this draft, the secret signing
key sk is assunmed to be inplicit for notational sinplicity, and
the followi ng notation is used: Sign(n) -> (sig). |If the
message mis conprised of nmultiple fields, ml, n2, ..., m\,
this is notated Sign(n) = Sign (nml, nm2, ... mM\) -> (sig).

- Verify(pk, sig, m ->b: Averification algorithm which takes
as input a public verifying key pk, a signature sig and a
message m and outputs a bit b indicating accept (b=1) or
reject (b=0) of the signature for message m

* Hybrid signature schene: Follow ng [ RFC9794], we define a hybrid
signature schene to be "a multi-algorithmdigital signature schene
made up of two or nore conponent digital signature algorithns".
Wiile it often makes sense for security purposes to require that
the security of the conmponent schenes is based on the hardness of
di fferent cryptographic assunptions, in other cases hybrid schenes
m ght be notivated, e.g., by interoperability of variants on the
sanme schene and as such both conponent schenes are based on the
sanme hardness assunption (e.g., both post-quantum assunptions or
even both the same concrete assunption such as Ring LVWE). W
allow this explicitly. This neans in particular that in contrast
to [ RFC9794], we will use the nmore general term’hybrid signature
schene’ instead of requiring one post-quantum and one traditiona
algorithm (i.e., PQT hybrid signature schenes) to allow al so the
conbi nation of several post-quantum algorithns. The term
"conposite schene’ has sonetines been used as a synonym for
"hybrid schene’. This is different from[RFC9794] where the term
is used as a specific instantiation of hybrid schemes such that
"where multiple cryptographic algorithns are conbined to forma
single key or signature such that they can be treated as a single
atom c object at the protocol level." To avoid confusing we will
avoid the term’ conposite schene’.
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*

Hybrid signature: A hybrid signature is the output of the hybrid
signature schene’s signature generation. As synonyns we m ght use
"dual signature’. For example, N ST defines a dual signature as
"two or nore signatures on a commobn nessage" [N ST _PQC FAQ . For
the sane reason as above we will avoid using the term’conposite
signature’ although it sonetinmes appears as a synonym for ' hybrid/
dual signature’

Conponent (signature) scheme: Conponent signature schenes are the
cryptographic algorithns contributing to the hybrid signature
schene. This has a simlar purpose as in [RFCO794]. 'Ingredient
(signature) schenme’ nmay be used as a synonym

Next - generation al gorithms: Foll ow ng
[I-D.ietf-tls-hybrid-design], we define next-generation algorithns
to be "algorithnms which are not yet wi dely depl oyed but which may
eventual ly be wi dely deployed". Hybrid signatures are nostly
nmot i vated by preparation for post-quantumtransition or use in

| ong-t erm post - quant um depl oynent, hence the reference to post-
quantum al gorithms through this document. However, the ngjority
of the discussion in this docunent applies equally well to future
transitions to other next-generation al gorithns.

Policy: Throughout this docunent we refer to "policy’ in the
context of e.g., a systempolicy requiring verification of two
signatures, an RFC description, guidance docunentation, etc.
Simlar term nology may include 'security configuration settings’,
or related phrasing. W treat these terns as equivalent for the
pur poses of this docunent.

Artifact: An artifact is evidence of the sender’s intent to
hybri di ze a signature that remains even if a conponent signature
is removed. Artifacts can be e.g., at the algorithmc |eve
(e.g., within the digital signature), or at the protocol |eve
(e.g., within the certificate), or on the systempolicy |eve
(e.g., within the message). Artifacts should be easily
identifiable by the receiver in the case of signature stripping.

Stripping attack: A stripping attack refers to a case where an
adversary takes a nessage and hybrid signature pair and attenpts
to subnmit (a potential nodification of) the pair to a conponent
algorithmverifier, meaning that the security is based only on the
remai ni ng conponent scheme. A common exanple of a stripping
attack includes a nmessage and hybrid signature, conprised of
concat enat ed post-quantum and traditional signatures, where an
adversary with a quantum conputer sinply renpves the post-quantum
conponent signature and submts the (potentially changed) nessage
and traditional conponent signature to a traditional verifier.

Bi ndel, et al. Expi res 22 Decenber 2025 [ Page 6]



I nternet-Draft i etf-pquip-hybrid-spectruns June 2025

1.

1.

This could include an authentic traditional certificate authority
signature on a certificate that was originaly hybrid-signed. An
attribute of this is that the an honest signer would attest to
generating the signature. Stripping attacks should not be
confused with conponent nessage forgery attacks

* Conponent nessage forgery attacks: A forgery attack refers to a

case where an adversary attenpts to forge a (non-hybrid) signature
on a nessage using the public key associated with a component
algorithm An conmon exanpl e of such an attack would be a quantum
attacker conprom sing the key associated with a traditiona
conmponent al gorithm and forging a nmessage and signature pair.
Message forgery attacks may be formalized with experinments such as
exi stential unforgeability under chosen-nessage attack (EUF- CVA)
[ EUFCMVA], while the difference introduced in conponent nessage
forgery attacks is that the key is accepted for both hybrid and
single algorithmuse. Further discussions on this appear under
Section 5.

2. Mtivation for Use of Hybrid Signature Schenes

Before diving into the design goals for hybrid digital signatures, it
is worth taking a | ook at notivations for them As many of the
argunents hold in general for hybrid algorithns, we again refer to
[I-D.ietf-tls-hybrid-design] that summarizes these well. In
addition, we explicate the notivation for hybrid signatures here.

2.1. Conplexity

Next - generation algorithns and their underlying hardness assunptions
are often nore conplex than traditional algorithns. For exanple, the
si gnature schene M.- DSA [ MLDSA] (al so known as CRYSTALS-DI LI TH UM
follows the well-known Fiat-Shamir transform[FS] to construct the
signature schene, but also relies on rejection sanpling that is known
to give cache side channel infornmation (although this does not |ead
to a known attack). Likewi se, the signature schene Fal con [ FALCON
uses conpl ex sanpling during signature generation. Furthernore,
attacks agai nst the next-generation multivariate schenmes Rai nbow

[ RAINBON and GeMSS [ GEMSS] might raise concerns for conservative
adopters of other algorithns, which could hinder adoption.

As such, sone next-generation algorithms carry a higher risk of

i npl ement ati on ni stakes and revision of parameters conpared to
traditional algorithms, such as RSA. RSA is a relatively sinple
algorithmto understand and explain, yet during its existence and use
there have been nmultiple attacks and refinenments, such as adding
requirenents to how paddi ng and keys are chosen, and inplenentation

i ssues such as cross-protocol attacks (e.g., conponent algorithm
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forgeries). Thus, even in a relatively sinple algorithmsubtleties
and caveats on inplementation and use can arise over time. Gven the
compl exity of next generation algorithns, the chance of such

di scoveries and caveats needs to be taken into account.

O note, some next-generation algorithns have recei ved consi derabl e
anal ysis, for exanple, follow ng attention gathered during the N ST
Post - Quant um Crypt ogr aphy St andardi zati on Process [N ST_PQC FAQ .
However, if and when further information on caveats and

i npl ementation issues cone to light, it is quite possible that
vulnerabilities will represent a weakening of security rather than a
full "break". Such weakening may al so be offset if a hybrid approach
has been used.

1.2.2. Tine

In large systens, including national systens, space systens, |arge
heal t hcare support systens, and critical infrastructure, acquisition
and procurenent time can be nmeasured in years and al gorithm

repl acenent may be difficult or even practically inpossible. Long-
termcomm tnent creates further urgency for inmedi ate post-quantum
al gorithm sel ection, for exanple when generating root certificates
with their long validity windows. Additionally, for sone sectors,
future checks on past authenticity plays a role (e.g., nmany |egal,
financial, auditing, and governnmental systens). This nmeans there is
a need to transition some systems to post-quantum signature
algorithms immnently. However, as described above, there is a need
to remain aware of potential, hidden subtleties in next-generation
al gorithnms’ resistance to standard attacks, particularly in cases
where it is difficult to replace algorithns. This conbination of
time pressure and conplexity drives some transition designs towards
hybri di zati on.

1.3. Goals

There are various security and usability goals that can be achieved
through hybridi zation. The follow ng provides a summary of these
goal s, while also noting where goals are in conflict, i.e., that
achi evenment of one goal precludes another, such as backwards
conpatibility.
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1.3.1. Hybrid Authentication

One goal of hybrid signature schenes is security. As defined in

[ RFC9794], ideally a hybrid signature scheme can achieve ' hybrid
aut hentication’ which is the property that (cryptographic)

aut hentication is achieved by the hybrid signature schene provided
that a | east one conponent signature al gorithmrenains 'secure’
There m ght be, however, other goals in conpetition with this one,
such as backward-conpatibility - referring to the property where a
hybrid signature may be verified by only verifying one conponent
signature (see description below). Hybrid authentication is an
unmbrella termthat enconpasses nore specific concepts of hybrid
signature security, such as 'hybrid unforgeability’ described next.

1.3.1.1. Hybrid Unforgeability

Hybrid unforgeability is a specific type of hybrid authentication,
where the security assunption for the schene, e.g. EUF-CMA is

mai ntai ned as long as at | east one of the conponent schemes maintains
that security assunption. W call this notion 'hybrid

unforgeability’ ; it is a specific type of hybrid authentication. For
exanpl e, the concatenation conbiner in [HYBRIDSIG is 'hybrid
unforgeable’. As nentioned above, this might be inconpatible with

backwar d-conpatibility, where the EUF-CVA security of the hybrid
signature relies solely on the security of one of the conponent
schenes instead of relying on both, e.g., the dual nessage conbi ner
using nesting in [HYBRIDSIG. For nore details, we refer to our

di scussi on bel ow.

Use cases where a hybrid schene is used with, e.g., EUF-CMA security
assuned for only one conmponent schene generally use hybrid techniques
for their 'functional transition’ pathway support. For exanple,
hybrid signatures may be used as a transition step for gradual post-
quant um adoption, while ensuring interoperability when a system

i ncludes both verifiers that only support traditional signatures and
verifiers that have been upgraded to support post-quantum signatures.

In contrast, use cases where a hybrid schene is used with e.g., EUF-
CMVA security assuned for both conmponent schenes without
prioritisation between them can use hybrid techni ques for both
functional transition and security transition (i.e., a transition to
ensure security even if it may not be known which al gorithm shoul d be
relied upon).

Bi ndel, et al. Expi res 22 Decenber 2025 [ Page 9]



I nternet-Draft i etf-pquip-hybrid-spectruns June 2025

1.3.2. Proof Conposability

Under proof comnposability, the conponent algorithns are comnbined in
such a way that it is possible to prove a security reduction fromthe
security properties of a hybrid signature scheme to the properties of
the respective conponent signature schenes and, potentially, other
bui I di ng bl ocks such as hash functions, key derivation functions,
etc. Oherwise, an entirely new proof of security is required, and
there is a | ack of assurance that the conbination builds on the

st andardi zati on processes and anal ysis perforned to date on conponent
algorithms. The resulting hybrid signature would be, in effect, an
entirely new algorithmof its own. The nore the conponent signature
schenes are entangled, the nore likely it is that an entirely new
proof is required, thus not neeting proof conposability.

1.3.3. Weak Non-Separability

Non- Separability was one of the earliest properties of hybrid digital
signatures to be discussed [HYBRIDSIG. It was defined as the
guarantee that an adversary cannot sinply "renmove" one of the
component signatures w thout evidence left behind. For exanple,
there are artifacts that a carefully designed verifier my be able to
identify, or that are identifiable in later audits. This was |ater
ternmed Weak Non-Separability (WNS) [HYBRIDSI GDESIGN]. Note that WNS
does not restrict an adversary frompotentially creating a valid
component digital signature froma hybrid one (a signature stripping
attack), but rather inplies that such a digital signature wll
contain artifacts of the separation. Thus, authentication that is
nornmal |y assured under correct verification of digital signature(s),
is now potentially also reliant on further investigation on the

recei ver side that may extend well beyond traditional signature
verification behavior. For instance, this can intuitively be seen in
cases of a nessage containing a context note on hybrid

aut hentication, that is then signed by all conponent algorithns/the
hybrid signature schene. |If an adversary renoves one conponent
signature but not the other, then artifacts in the nmessage itself
point to the possible existence of hybrid signature such as a | abe
stating, "this message must be hybrid signed". This mght be a
counter measure against stripping attacks if the verifier expects a
hybrid signature schene to have this property. However, it places
the responsibility of signature validity not only on the correct
format of the nessage, as in a traditional signature security
guarantee, but the precise content thereof.
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1.3.4. Strong Non-Separability

Strong Non-Separability (SNS) is a stronger notion of WNS, introduced
in [HYBRI DSI GDESI GN] . SNS guarantees that an adversary cannot take
as input a hybrid signature (and nessage) and output a valid
conmponent signature (and potentially different nessage) that will
verify correctly. 1In other words, separation of the hybrid signature
i nto conponent signatures inplies that the conmponent signature wll
fail verification (of the conmponent signature schene) entirely.
Therefore, authentication is provided by the sender to the receiver
through correct verification of the digital signature(s), as in

traditional signature security experinents. It is not dependent on
ot her components, such as nessage content checking, or protocol |eve
aspects, such as public key provenance. As an illustrative exanple

di stinguishing WNS from SNS, consider the case of component
algorithms Sigma_1.Sign and Signa_2.Sign where the hybrid signature
is computed as a concatenation (sig 1, sig 2), where sig 1 =
Sigma_1. Sign(hybridAlglD, m) and sig 2 = Sigma_2. Sign(hybridAl gl D
m. In this case, a new nessage mi = (hybridAlglD, n) along with
signature sig_ 1 and Sigma_1.pk, with the hybrid artifact enbedded in
the message instead of the signature, could be correctly verified.
The separation would be identifiable through further investigation,
but the signature verification itself would not fail. Thus, this
case shows WNS (assuming the verification algorithmis defined
accordi ngly) but not SNS.

Sonme work [I-D.ietf-I|anps-pg-conposite-sigs] has | ooked at reliance
on the public key certificate chains to explicitly define hybrid use
of the public key. Nanely, that Sigma_1.pk cannot be used without
Sigma_2.pk. This inplies pushing the hybrid artifacts into the
protocol and system | evel and a dependency on the security of other
verification algorithns (nanely those in the certificate chain).
This further requires that security analysis of a hybrid digita
signature requires analysis of the key provenance, i.e., not sinply
that a valid public key is used but howits hybridization and hybrid
artifacts have been managed throughout the entire chain. Externa
dependenci es such as this may inply hybrid artifacts lie outside the
scope of the signature algorithmitself. SNS may potentially be
achi evabl e based on dependenci es at the system| evel

1.3.5. Backwards/Forwards Conpatibility

Backwards conpatibility refers to the property where a hybrid
signature may be verified by only verifying one conponent signature,
all owi ng the schene to be used by | egacy receivers. In general, this
means verifying the traditional conponent signature scheneg,
potentially ignoring the post-quantum signature entirely. This
provides an option to transition sender systens to post-quantum
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algorithms while still supporting select |egacy receivers. Notably,
this is a verification property; the sender has provided a hybrid
digital signature, but the verifier is allowed, due to interna
policy and/or inplenentation, to only verify one conponent signature.

Forwards conpatibility has al so been a consideration in hybrid
proposal s [|-D. becker-guthrie-nonconposite-hybrid-auth]. Forward
compatibility assumes that hybrid signature schenes will be used for
some time, but that eventually all systens will transition to use
only one (particularly, only one post-quantum algorithm As this is
very simlar to backwards conpatibility, it also may inply
separability of a hybrid algorithm however, it could also sinply
inmply capability to support separate component signatures. Thus, the
key distinction between backwards and forwards conpatibility is that
backwards conpatibility may be needed for |egacy systens that cannot
use and/or process hybrid or post-quantum signatures, whereas in
forwards conpatibility the system has those capabilities and can
choose what to support (e.g., for efficiency reasons).

As noted in [I-D.ietf-tls-hybrid-design], ideally, forward/backward
compatibility is achieved using redundant information as little as
possi bl e.

1.3.6. Simultaneous Verification

Si nmul t aneous Verification (SV) builds on SNS and was first introduced
in [HYBRIDSI GDESIGN]. SV requires that not only is the entire hybrid
signature (e.g., all conponent signature elenments) needed to achieve
a successful verification present in the signature presented for
verification, but also that verification of both conponent al gorithns
occurs roughly sinultaneously. Nanely, "mssing" information needs
to be conputed by the verifier so that a normally functioning
verification algorithmcannot "quit" the verification process before
the hybrid signature el enents attesting for both conponent al gorithns
are verified. This may additionally cover sone error-injection and
simlar attacks, where an adversary attenpts to nake an otherw se
honest verifier skip conmponent algorithmverification. SV minics
traditional digital signatures guarantees, essentially ensuring that
the hybrid digital signature behaves as a single algorithmvs. two
separate conponent stages. Alternatively phrased, under an SV
guarantee it is not possible for an otherw se honest verifier to
initiate termnation of the hybrid verification upon successfu
verification of one conmponent algorithmw thout also knowing if the
ot her component succeeded. Note that SV does not prevent di shonest
verification, such as if a verifier maliciously inplements a

custom zed verification algorithmthat is designed with intention to
subvert the hybrid verification process or skips signature
verification altogether.
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1.3.7. Hybrid Cenerality

Hybrid generality neans that a general signature conbiner is defined,
based on inherent and common structures of conponent digita
signatures "categories." For instance, since nmultiple signature
schenes use a Fiat-Shamir Transform a hybrid schene based on the
transformcan be nade that is generalizable to all such signatures
Such generality can also result in sinplified constructions whereas
more tailored hybrid variants m ght be nore efficient in ternms of

si zes and perfornmance.

1.3.8. Hi gh Perfornmance

Simlarly to performance goals noted for hybridization of other

crypt ographi ¢ conponents [I-D.ietf-tls-hybrid-design] hybrid
signature constructions are expected to be as performant as possi bl e.
For nost hybrid signatures this nmeans that the conputation tine
should only nminimally exceed the sum of the conponent signature
computation tine. It is noted that performance of any variety may
come at the cost of other properties, such as hybrid generality.

1.3.9. High Space Efficiency

Simlarly to space considerations in [I-D.ietf-tls-hybrid-design],
hybrid signature constructions are expected to be as space perfornmant
as possible. This includes nmessages (as they might increase if
artifacts are used), public keys, and the hybrid signature. For the
hybrid signature, size should no nore than mninally exceed the
signature size of the two conponent signatures. |In sone cases, it
may be possible for a hybrid signature to be snaller than the

concat enation of the two conponent signatures.

1.3.10. Mnimal Duplicate Information

Duplicated i nformati on shoul d be avoi ded when possible, as a genera
poi nt of efficiency. This might include repeated information in
hybrid certificates or in the conmunication of conponent certificates
in additional to hybrid certificates (for exanple, to achieve

backwar ds/ f or war ds- conpati bility) or sending rmultiple public keys or
signatures of the same conponent al gorithm

2. Non-Separability Spectrum
Non-separability is not a singular definition but rather is a scale,

representing degrees of separability hardness, visualized in
Fi gure 1.
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| **No Non- Separability**

| no artifacts exist

| **Weak Non- Separability**

| artifacts exist in the nessage, signature, system application, or protoco

| ............................................................................
| **Strong Non- Separability**

| artifacts exist in hybrid signature

| **Strong Non-Separability w Sinultaneous Verification**

| artifacts exist in hybrid signature and verification or failure of both

| components occurs simultaneously

Figure 1: Spectrum of non-separability from weakest to strongest.

At one end of the spectrum are schenmes in which one of the conponent
signatures can be stripped away with the verifier not being able to
detect the change during verification. An exanple of this includes
sinmpl e concatenation of signatures without any artifacts used.

Nest ed signhatures (where a nessage i s signed by one conponent

al gorithm and then the nessage-signature conbination is signed by the
second conponent algorithn) may also fall into this category,
dependent on whether the inner or outer signature is stripped off

wi thout any artifacts renaining.

Next on the spectrum are weakly non-separabl e signatures. Under Wak
Non- Separability, if one of the conponent signatures of a hybrid is
renoved artifacts of the hybrid will remain (in the nmessage,
signature, or at the protocol level, etc.). This may enable the
verifier to detect if a conponent signature is stripped away froma
hybrid signature, but that detectability depends highly on the type
of artifact and perm ssions. For instance, if a nessage contains a

| abel artifact "This nmessage nust be signed with a hybrid signature"
then the system nust be allowed to anal yze the nessage contents for
possible artifacts. Wether a hybrid signature offers (Wak/ Strong)
Non- Separabi lity m ght al so depend on the inplenentati on and policy
of the protocol or application the hybrid signature is used in on the
verifier side. Such policies may be further anbiguous to the sender,
meani ng that the type of authenticity offered to the receiver is

uncl ear. 1 n another exanple, under nested signhatures the verifier
could be tricked into interpreting a new nessage as the nessage/inner
signature conbination and verify only the outer signature. |In this

case, the inner signature is an artifact.
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Third on the scale is the Strong Non-Separability notion, in which
separability detection is dependent on artifacts in the signature
itself. Unlike in Wak Non-Separability, where artifacts may be in
the actual nessage, the certificate, or in other non-signature
conmponents, this notion nore closely ties to traditional algorithm
security notions (such as EUF-CMA) where security is dependent on the
internal construct of the signature algorithmand its verification
In this type, the verifier can detect artifacts on an algorithmc

| evel during verification. For exanple, the signature itself may
encode the information that a hybrid signature schene is used.
Exampl es of this type may be found i n [ HYBRI DSI GDESI GV] .

For schenes achi eving the nost demandi ng security notion, Strong Non-
Separability with Sinultaneous Verification, verification succeeds
only when both of the conponent signatures are present and the
verifier has verified both signatures. Mreover, no information is

| eaked to the receiver during the verification process on the
possible validity of the conponent signatures until both verify (or
verification failure may or may not be attributable to a specific
component algorithm. This construct nost closely mrrors
traditional digital signatures where, assumng that the verifier does
verify a signature at all, the result is either a positive
verification of the full signature or a failure if the signature is
not valid. For fused hybrid signatures, a full signhature inplies the
fusion of both component algorithnms, and therefore this type of
construction has the potential to achieve the strongest non-
separability notion which ensures an all-or-nothing approach to
verification, regardl ess of adversarial action. Exanples of

al gorithms providing this type of security can be found in

[ HYBRI DSI GDESI GV .

3. Artifacts

Hybridi zati on benefits fromthe presence of artifacts as evidence of
the sender’s intent to decrease the risk of successful stripping
attacks. This, however, depends strongly on where such evi dence
resides (e.g., in the nessage, the signature, or sonewhere on the
protocol level instead of at the algorithnmic level). Even comonly
di scussed hybrid approaches, such as concatenation, are not
inherently tied to one type of security (e.g., WNS or SNS). This can
| ead to anbiguities when conparing different approaches and
assunpti ons about security or lack thereof. Thus, in this section we
cover artifact locations and al so wal k through a high-1|evel

compari son of a few hybrid categories to show how artifact |ocation
can differ within a given approach. Artifact locationis tied to
non-separability notions above; thus the selection of a given
security guarantee and general hybrid approach nmust al so include
finer grained selection of artifact placenent.
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3.1. Artifacts vs. Separability

Not e that non-separability is a security notion of the signature
schene and not directly related to artifacts artifacts nmay be used
for detection of separation, however. For instance, under strong
non-separability, the scheme would fail verification if separation
occurs, while for weak non-separability some artifacts exist if

separation occurs but verification would not necessarily fail. The
verifier could indeed ignore the artifact, hence the schene achieving
only weak non-separability and not strong non-separability. It is

rather that an artifact exists that could be identified if an

i nvestigation occurred, etc. Under weak non-separability, detection
of separation may depend on non-cryptographic configurations or other
dependenci es. Al so, strong non-separability and weak non-
separability are properties of the signature scheme artifacts are
not necessarily in the signature and nay appear in the signed
message, the certificate, the protocol, or policy (hence them not
necessarily being related to the strong non-separability and weak
non-separablity security notions). Artifacts may still be usefu

(al beit dependent on system configurations) even if separable
signatures are used.

3.2. Artifact Locations

There are a variety of artifact |ocations possible, ranging from
within the nessage to the signhature algorithmto the protocol |eve
and even into policy, as shown in Table 1. For exanple, one artifact
| ocation could be in the nessage to be signed, e.g., containing a

| abel artifact. Depending on the hybrid type, it mght be possible
to strip this away. For exanple, a quantum attacker could strip away
t he post-quantum signature of a concatenated dual signature, and,
being able to forge the traditional signature, renove the |abe
artifact fromthe nmessage as well. So, for many applications and
threat nodels, adding an artifact in the nmessage m ght be

i nsufficient under stripping attacks. Another artifact |ocation
could be in the public key certificates as described in

[1-D.ietf-1anps-pg-conmposite-sigs]. In such a case, the artifacts
are still present even if a stripping attack occurs. 1In yet another
case, artifacts may be present through the fused hybrid nethod, thus
maki ng them part of the signature at the algorithnmic level. Note

that in this latter case, it is not possible for an adversary to
strip one of the conponent signatures or use a conponent of the
hybrid to create a forgery for a conponent algorithm Such
signatures provide SNS. This consequently also inplies that the
artifacts of hybridization are absolute in that verification failure
woul d occur if an adversary tries to renpve them
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Eventual security analysis may be a consideration in choosing between
|l evels. For exanple, if the security of the hybrid schene is
dependent on system policy, then cryptographic anal ysis nust
necessarily be reliant on specific policies, and it may not be

possi ble to describe a schene’s security in a standal one sense. In
this case, it is necessary to consider the configuration of a
particul ar inplementation or use to assess security, which could
increase the risk of unknown and unantici pated vul nerabilities,
regardl ess of the algorithnms in use.

[ ety ety o}
| Location of Artifacts of Hybrid Intent | Level |
| Signature | Algorithm|
oo e m e e e e e e e e e e e e e e e e e e e e e e e R +
| Certificate | Protocol |
. S +
| Al gorithm agreenent / negotiation | Protocol

T S IR +
| Message | Policy |
oo e m e e e e e e e e e e e e e e e e e e e e e e e R +

Table 1: Artifact placenent |evels
3.3. Artifact Location Conparison Exanpl e

Here we provide a high-level example of how artifacts can appear in
different | ocations even within a single, common approach. W | ook
at the follow ng categories of approaches: concatenation, nesting,
and fusion. This is to illustrate that a given approach does not

i nherently inmply a specific non-separability notion and that there
are subtleties to the selection decision, since hybrid artifacts are
related to non-separability guarantees. Additionally, this
conparison highlights how artifacts placenent can be identical in two
di fferent hybrid approaches.

We briefly summari ze the hybrid approach categories (concatenation,
nesting, and fusion) for clarity in description, before show ng how
each one may have artifacts in different locations in Table 2

* Concatenation: variants of hybridization where, for conponent
algorithms Signa_1.Sign and Signma_2.Sign, the hybrid signhature is
cal cul ated as a concatenation (sig_1l, sig_2) such that sig_1 =
Sigma_1. Sign(hybridAlgiD || n) and sig_2 =
Sigma_2.Sign(hybridAlgiD || m.
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* Nesting: variants of hybridization where for conmponent al gorithns
Sigma_1.Sign and Signma_2.Sign, the hybrid signature is cal cul ated
in a |layered approach as (sig 1, sig_2) such that, e.g., sig 1l =
Sigma_1. Sign(hybridAlgiD || m and sig_2 =
Sigma_2.Sign(hybridAlgiD || (m]] sig 1)).

* Fused hybrid: variants of hybridization where for conponent
algorithms Signma_1.Sign and Sigma_2.Sign, the hybrid signature is
calculated to generate a single hybrid signature sig _h that cannot
be cleanly separated to formone or nore valid conponent
constructs. For exanple, if both signature schenes are signatures
schenes constructed through the Fiat-Shamr transform the
component signatures would include responses r_1 and r_2 and
challenges c¢_1 and c_2, where c_1 and c_2 are hashes conputed over
the respective commitnents conm1l and conm 2 (and the message). A
fused hybrid signature could consist of the conponent responses,

r 1 and r_2 and a challenge c that is conputed as a hash over both
commitnents, i.e., ¢ = Hash((comm1 || comm?2) || Hash2(nessage)).
As such, c does not belong to either of the conmponent signatures
but rather both, neaning that the signatures are 'entangled .
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+
| Location of artifacts | Category |
| | of hybrid intent | |
o m

I

e s o
*Concat enat ed* |

| 1 | None No | abel in nmessage, public

| | | keys are in separate certs
o m e e e e e e e e a oo - o e e e e e e e e m o +
| 2 | I'n nmessage | Label in nessage, public |
| | | keys are in separate certs
T T T TSR o mm e e e e e e e i +
| 3 | In cert | No label in nmessage, public

| | | keys are in conbined cert |
o m e e e e e e e e a oo - o e e e e e e e e m o +
| 4 | In nmessage and cert | Label in nessage, public |
| | | keys are in conbined cert |
T T T TSR o mm e e e e e e e i +
| | | *Nested* |
o o e e e e e e e ememao - +
| 5 | I'n nessage | Label in message, public |
| | | keys are in separate certs
T SRy o m e e e e e iee i +
| 6 | In cert | No | abel in nessage, public

| | | keys are in conbined cert |
o o e e e e e e e ememao - +
| 7 | I'n nessage and cert | Label in message, public |
| | | keys are in conbined cert |
T SRy o m e e e e e iee i +
| | | *Fused* |
o e e e e e e e e oo s Fom e e e e i +
| 8 | In signature | Public keys are in separate

| | | certs

o e e e e e e i oo oo - oo e e e e e e e e oo - - +
| 9 | In signhature and | Label in nmessage, public |
| | nessage | keys are in separate certs
o e e e e e e e e oo s Fom e e e e i +
| 10 | In signature and cert | Public keys are in conbi ned

| | | cert |
o e e e e e e i oo oo - oo e e e e e e e e oo - - +
| 11 | In signature and | Label in message, public |
| | nessage and cert | keys are in conbined cert |
o e e e e e e e e oo s Fom e e e e i +

Table 2: Artifact |ocations depending on the hybrid
signature type
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As can be seen, while concatenation may appear to refer to a single
type of conbiner, there are in fact several possible artifact

| ocati ons dependi ng on inplenentation choices. Artifacts help to
support detection in the case of stripping attacks, which neans that
different artifact locations inply different overall system

i npl ement ati on considerations to be able to achieve such detection

Case 1 provides the weakest guarantees of hybrid identification, as
there are no prescribed artifacts and therefore non-separability is
not achi eved. However, as can be seen, this does not inply that
every inplenentation using concatenation fails to achi eve non-
separability. Thus, it is advisable for inplenentors to be
transparent about artifact |ocations.

In cases 2 and 5 the artifacts lie within the nessage. This is
notabl e as the authenticity of the nessage relies on the validity of
the signature, and the artifact |ocation neans that the signature in
turn relies on the authentic content of the nmessage (the artifact

|l abel). This creates a risk of circular dependency. Alternative
approaches such as cases 3, 4, 6 and 7 solve this circul ar dependency
by provisioning keys in a conbined certificate.

Anot her observation fromthis conparison is that artifact |ocations
may be simlar anong sone approaches. For instance, case 3 and case
6 both contain artifacts in the certificate. Naturally these
exanpl es are high-level and further specification on concrete schenes
in the categories are needed before prescribing non-separability
guarantees to each, but this does indicate how there could be a
strong sinmlarity between such guarantees. Such conparisons all ow
for a systenmatic decision process, where security is conpared and
identified and, if schenes are simlar in the desired security goal,
then deci si ons between schenmes can be based on performance and

i npl ement ati on ease.

A final observation that this type of conparison provides is how
various conbi ners may change the security analysis assunptions in a
system For instance, cases 3, 4, 6, and 7 all push artifacts - and
therefore the signature validity - into the certificate chain.
Naturally the entire chain nust then also use a simlar conmbiner if a
straightforward security argunent is to be made. O her cases, such
as 8, 9, 10, and 11 put artifacts within the signature itself,
meani ng that these bear the cl osest resenblance to traditiona

schenes where nessage authenticity is dependent on signature
validity.
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4.

Need For Approval Spectrum

In practice, use of hybrid digital signatures relies on standards
where applicable. This is particularly relevant in the cases where
use of FIPS (Federal Information Processing Standard) approved
software nodules is required, but applies equally to any guidance or
policy direction that specifies that at |east one conmponent al gorithm
of the hybrid has passed sone certification type while not specifying
requi renents on the other conponent. N ST provides the foll ow ng

gui dance (enphasi s added),

Assunme that in a [hybrid] signature, _one signature is generated
with a N ST-approved signhature schene as specified in FIPS 186,
whi | e anot her signature(s) can be generated using different
schenes_, e.g., ones that are not currently specified in N ST
standards... _hybrid signatures can be accomodated by current
standards in FIPS node, as defined in FIPS 140, provided at |east
one of the conponent nethods is a properly inplenented, N ST-
approved signature algorithm. For the purposes of FIPS 140
validation, any signature that is generated by a non-approved
component schene woul d not be considered a security function,
since the N ST-approved conponent is regarded as assuring the
validity of the hybrid signature. [N ST_PQC FAQ

This draft does not define a formal interpretation of the NI ST
statenment; however, we use it as notivation to highlight some points
that inplenmentors of hybrids may wi sh to consider when foll owi ng any
gui dance docunents that specify that 1) the signature schene for one
of the conponent al gorithns nust be approved and 2) the said

al gorithm nust be a well inplenented or a certified inplenentation.
This type of need for approval (i.e., a requirenment that an

i mpl ementor is looking to foll ow regardi ng approval or certification
of the software nodul e i nplementation of hybrid or its component

al gorithms) can drive sone |ogistical decisios on what types of
hybrids an inpl enentor shoul d consi der

In this respect, there is a scale of approval that devel opers nmay
consider as to whether they are using at |east one approved component
al gorithminplementation (1-out-of-n approved software nodul e), or
whet her every conponent algorithminplenentation is individually
approved (all approved software nodul e).

W provide a scale for the different nuances of approval of the
hybrid conbi ners, where "approval " means that a software

i mpl ement ati on of a conponent al gorithm can be used unnodified for
creation of the hybrid signature. This may be related to whether a
hybrid conbiner is likely to need dedicated certification
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| **New Al gorithnt*
| New signature schenme based on a sel ection of hardness assunptions
| Separate approval needed

| **No Approved Software Mdul e**

| Hybrid combiner supports security analysis that can be reduced to

| approved conponent algorithmnms, potentially changing the conponent i npl enentations
| Uncertainty about whether separate approval is needed

| **1-out-of-n Approved Software Mdul e**

| Comnbi ner supports one conponent algorithmand inplenmentation in a black-box way
| but potentially changes the other conmponent algorithminplenmentation(s)

| No new approval needed if the bl ack-box conponent (inplementation) is approved

| **Al'l Approved Software Mdul es**

| Hybrid combiner acts as a wapper, fully independent of the conponent

| signature schene inplenentations

| No new approval needed if at |east one conponent inplenmentation is approved

Figure 2: Generality / Need for Approval spectrum

The first listed "conbiner"” would be a new construction with a
security reduction to different hardness assunptions but not
necessarily to approved (or even existing) signature schenes. Such a
new, singular algorithmrelies on both traditional and next-gen
princi pl es.

Next, is a combiner that might take inspiration from existing/
approved signature schemes such that its security can be reduced to
the security of the approved al gorithns. The conbi ner may, however
alter the inplementations. As such it is uncertain whether new
approval would be needed as it might depend on the conbiner and
changes. Such a case nmay potentially inply a distinction between a
need for fresh approval of the algorithm's) and approval of the

i mpl enent ati on(s).

The 1-out-of-n conbiner uses at |east one approved al gorithm
i npl ementation in a black-box way (i.e., without nodification to the

software nodul e inplenentaton for that algorithm. It may
potentially change the specifics of the other conmponent algorithm
impl ementations. |If the prenmise is that no new approval is needed so

Il ong as at | east one conponent is approved, then this is likely
consi dered sufficient.
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In an all-approved conbiner, every algorithminplenentation is used
in a black-box way. A concatenation conbiner is a sinple exanple
(where a signature is valid if all conponent signatures are valid)
Thus, as all algorithminplenmentations are approved, a requirenent
that at | east one of hybrid conponent algorithns is approved woul d be
sati sfi ed.

5.  EUF-CMA Chal | enges

Unforgeability properties for hybrid signature schenes are nore
nuanced than for single-algorithm schenes.

Under the traditional EUF-CMA security assunption, an adversary can
request signatures for nmessages of their choosing and succeeds if
they are able to produce a valid signature for a nmessage that was not
part of an earlier request. EUF-CMA can be seen as applying to the
hybrid signature schene in the same way as single-al gorithm schenes.
Nanel y, the nost straightforward extension of the traditional EUF-CVA
security game would be that an adversary can request hybrid
signatures for messages of their choosing and succeeds if they are
able to produce a valid hybrid signature for a nmessage that was not
part of an earlier request. However, this has several |ayers of
nuance under a hybrid construct.

Consi der, for exanple, a sinplistic hybrid approach using

concat enat ed component algorithnms. |If the hybrid signature is
stripped, such that a single conponent signature is submitted to a
verification algorithmfor that conponent along with the nessage that
was signed by the hybrid, the result would be an EUF-CVA forgery for
the component signature. This is because as the conponent signing

al gorithmwas not previously called for the message - the hybrid
signing algorithmwas used to generate the signature. This is an
exanpl e of a component algorithmforgery, a.k.a. a case of cross-

al gorithm attack or cross-protocol attack

The conponent al gorithmforgery verifier target does not need to be
the intended recipient of the hybrid-signed message and may even be
in an entirely different system This vulnerability is particularly
an i ssue among concatenated or nested hybrid signature schenes where
i ndi vi dual conponent verification could be possible. It should be
noted that policy enforcenent of a hybrid verification does not
mtigate the i ssue on the intended nessage recipient: the conponent
forgery could occur on any systemthat accepts the conponent keys.

Thus, if EUF-CVA security for hybrids is considered to be informally
defined in the straightfoward way as that an adversary can request
hybrid signatures for nessages of their choosing and succeeds if they
are able to produce a valid hybrid signature for a nessage that was
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not part of an earlier request, inplicit requirenents nust hold in
order to avoid real-world inplications. Nanely, either conmponent
algorithmforgeries, a.k.a. cross-protocol attacks, must be out of
scope for the use case or the hybrid signature choice nust be
strongly non-separable. Oherw se, conponent al gorithm forgeries,

whi ch can be seen as a type of cross-protocol attack, affect the type
of EUF-CMA properties offered and are a practical consideration that
system desi gners and managers shoul d be aware of when sel ecti ng anong
hybri d approaches for their use case.

There are a coupl e approaches to alleviating this issue, as noted
above. One is on restricting key reuse. As described in
[I-D.ietf-lanmps-pg-conposite-sigs], prohibiting hybrid al gorithm and
component al gorithm signers and verifiers fromusing the same keys
can hel p ensure that a conponent verifier cannot be tricked into
verifying the hybrid signature. This would effectively put conponent
forgeries out of scope for a use case. One neans for restricting key
reuse is through allowed key use descriptions in certificates. Wile
prohi biting key reuse reduces the risk of such conponent forgeries,
and is the mtigation described in
[I-D.ietf-lanps-pg-conposite-sigs], it is still a policy requirenent
and not a cryptographic assurance. Conponent forgery attacks may be
possible if the policy is not followed or is followed inconsistently
across all entities that nmight verify signatures using those keys.
This needs to be accounted for in any security analysis. Since

crypt ographi ¢ provabl e security nodeling has not historically
accounted for key reuse in this way, it should not be assuned that
systens with existing analyses are robust to this issue.

The ot her approach noted for alleviating the component forgery risk
i s through hybrid signature selection of a schene that provides
strong non-separability. Under this approach, the hybrid signature
cannot be separated into conponent al gorithm signatures that wll
verify correctly, thereby preventing the signature separation
required for the conmponent forgery attack to be successful

It should be noted that weak non-separability is insufficient for
mtigating risks of conponent forgeries. As noted in
[I-D.ietf-|anps-pg-conposite-sigs], Sect. 11.3, in cases of hybrid
al gorithm sel ection that provide only weak non-separability, key
reuse shoul d be avoi ded, as nentioned above, to mtigate risks of

i ntroduci ng EUF-CVA vul nerabilities for conmponent al gorithmns.
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6. Discussion of Advantages/ D sadvant ages

The design (and hence, security guarantees) of hybrid signature
schenes depend heavily on the properties needed for the application
or protocol using hybrid signatures. It seens that not all goals can
be achi eved sinultaneously as exenplified bel ow

6.1. Backwards Conmpatibility vs. SNS

There is an inherent rmutual exclusion between backwards conpatibility
and SNS. Wile WNS allows for a valid separation under |eftover
artifacts, SNS will ensure verification failure if a receiver
attenpts separation.

6.2. Backwards Conmpatibility vs. Hybrid Unforgeability

Simlarly, there is an inherent nmutual exclusion between backwards
conpatibility, when acted upon, and hybrid unforgeability as briefly
menti oned above. Since the goal of backwards compatibility is
usually to allow | egacy systems w thout any software change to be
abl e to process hybrid signatures, all differences between the | egacy
signature format and the hybrid signature format nust be allowed to
be ignored, including skipping verification of signatures additiona
to the classical signature. As such, if a systemdoes skip a
component signature, security does not rely on the security of al
component signatures. Note that this nutual exclusion occurs at the
verification stage, as a hybrid signature that is verified by a
systemthat can process both conponent schenes can provide hybrid
unforgeability even if another (legacy) system processing the sane
hybrid signature, |oses that property.

6.3. Simultaneous Verification vs. Low Need for Approva

Hybrid algorithns that achieve sinmultaneous verification tend to fuse
(or "entangle’) the verification of conponent al gorithns such that
verification operations fromthe different conponent schenes depend
on each other in sone way. Consequently, there nay be a natura
connecti on between achieving simultaneous verification and a hi gher
need-for-approval. As a contrasting exanple, N ST accommopdate
concatenation of a FIPS approved signature and another (potentially
non- FI PS approved) signature without any artifacts in FIPS 140
validation [Nl ST_PQC FAQ, however as the conponent signatures are
verified separately it is not possible to enforce ’sinultaneous
verification

Bi ndel, et al. Expi res 22 Decenber 2025 [ Page 25]



I nternet-Draft i etf-pquip-hybrid-spectruns June 2025

7.

10.

10.

10.

Security Considerations

Thi s docunent discusses digital signhature constructions that may be
used in security protocols. It is an informational docunment and does
not directly affect any other Internet-Draft. The security
considerations for any specific inplenentation or incorporation of a
hybrid scheme shoul d be discussed in the relevant specification
docunent s.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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