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Abst ract

St at eful Hash-Based Signature Schemes (Stateful HBS) such as LMs,
HSS, XMSS and XMBS*MI' conbi ne Merkle trees with One-Ti me Signatures
(OTS) to provide signatures that are resistant against attacks using
| arge-scal e quantum conputers. Unlike conventional stateless digita
signature schenes, Stateful HBS have a state to keep track of which
OTS keys have been used, as double-signing with the sane OIS key
al l ows forgeries.

Thi s docunent provides gui dance and catal ogs security considerations
for the operational and technical aspects of deploying systens that
rely on Stateful HBS. Managenent of the state of the Stateful HBS,

i ncludi ng any handling of redundant key material, is a sensitive
topic. This document describes sone approaches to handl e the
associ ated challenges. It also describes the challenges that need to

be resol ved before certain approaches shoul d be consi dered.
About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://hbs-

gui dance. github.io/draft-hbs-state/draft-ietf-pquip-hbs-state. htni.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-pquip-hbs-state/.

Di scussion of this docunent takes place on the Post-Quantum Use In
Protocols Wirking G oup mailing list (rmailto:pgc@etf.org), which is
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1. Introduction

St at eful Hash-Based Signature Schemes (Stateful HBS) such as LMs,
HSS, XMSS and XMBS*MI conbi ne Merkle trees with One-Ti me Signatures
(OTS) in order to provide digital signature schemes that remain
secure even when | arge-scal e quantum conputers becone avail able. The
theoretic security of Stateful HBS is well understood and depends
only on the security of the underlying hash function. As such,
Stateful HBS can serve as an inmportant building block for quantum
resistant information and conmuni cation technol ogy. Stateful HBS are
specified in [ RFC8391], [RFC8554], and NI ST [ SP-800-208].

The private key of an Stateful HBS is a finite collection of OIS keys
and an associ ated data structure which keeps track of which OIS keys
have been used. This data structure is typically a sinple counter
and often called an index; we refer to it as the *state* of the
private key. Each Stateful HBS private key can be used to sign a
finite nunber of messages, and the state nust be updated with each
gener at ed signature.

One nust not reuse any OIS key that is part of an Stateful HBS
private key. |If an attacker is able to obtain signatures for two
different messages created using the same OIS key, it is
computationally feasible for that attacker to create forgeries [BHL6]
[Fluhrer23]. As noted in [ MCGREW and [ ETSI-TR-103-692], extrene
care should be taken in order to avoid the risk that an OIS key wil|
be reused accidentally. Wereas [ MCGREW identifies the fundanental
failure nodes of Stateful HBS and proposes architectural strategies
such as a reservation approach, and [ETSI-TR-103-692] provides a
broad anal ysis of state managenent chall enges and risks, this
docunent conpl enments both by catal ogi ng concrete operational patterns
in Section 5 and by addressi ng backup and recovery consi derations
Section 6 not covered in prior work.
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In particular, the challenges bel ow highlight why careful state and
backup management are essential in Stateful HBS

* | nplementers nmust ensure that each creation of a signature updates
the state correctly.

* |f the Stateful HBS private key is distributed to nultiple signers
at the sane tine, inplementers nmust ensure that they never use the
same OIS key. This may require synchronizati on between al
si gners.

* Additional operational complexity arises when part of the
avai l abl e OIS signatures are allocated to different devices
(partial state transfer), or when state fromdifferent devices
needs merging; these introduce risks of overlap, failure, and
require careful coordination

* | f key backups are required, inplenmenters nust ensure that any
backup nechani sm can not |lead to re-using a previously used OIS
key.

The foll owi ng sections present, recall, and discuss various
strategies for a correct state and backup managenent for Stateful
HBS.

1.1. Wen are Stateful HBS Appropriate?

The issues with state nanagenent described above, as well as (for
nost paraneter sets) the limted nunber of signatures, |lead to new
requi renents that nost developers will not be familiar with and that
require careful handling in practice: Stateful HBS are not general -
pur pose signature schenmes. Mst applications, especially those that
may produce unrestricted nunbers of signatures, should use

_statel ess_ hash-based signature schenmes |ike SLH DSA [ Fl PS205],

whi ch use the sane security assunptions, or schemes based on ot her
assunptions, such as M.-DSA [ FI PS204], instead. However, if run
time, inplenentation size, or signature or key sizes of stateless
alternatives are prohibitive, and the specific use case allows a very
tight control of the signing environment, using Stateful HBS may be
an appropriate solution. It seens |likely that in many scenari os,
this will only be possible when using purpose-desi gned hardware, such
as hardware-security nodul es

2. Specific Terminology in the Context of Stateful HBS

In this section we specify certain notions which are inportant in the
context of Stateful HBS
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2.1. Private Key Conponents

This section describes the two conceptual conponents that nake up the
private key material used in Stateful HBS

private key the static, long-lived secret(s) fromwhich OIS private
keys are derived. This material is stateless: given the schene
paraneters, it determnistically defines the set of OIS private
keys but does not change over tine.

state the dynamcally updated data structure that records which OIS
key indi ces have been consuned (often a nonotone counter). This
material is nutable and nmust change on every successful signature.

Conceptual ly, the private key and the state are distinct and shoul d
be handl ed accordingly: the private key is a static secret, while the
state is nutable, evolves with each signature, and nust be naintai ned
with integrity and correctness. In sone inplenentations, these two
components may be packaged together and not directly separable; in
such cases, this docunent 85 gui dance applies to the conbined
artifact.

2.2. State Mnagenent

In this docunment, _state managenent refers to the handling and
i npl ementation of the state of the private key.

Thi s includes nechani sns, which aim

* to securely update the state before the signature is rel eased,

* to set up Stateful HBS with a split state and/or private key, so
that signatures can be generated fromeither part w thout risk of

state reuse,

* to enable partial transfer of unused signature capacity between
devi ces, and optionally nerging state fragments wi thout overl ap,

* to enable effective but secure handling of private key and state
backup material,

* to guarantee the availability of both the private key and its
state across the lifetime of the key.
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Note that in particular inplenentations of Stateful HBS, or in
alternative signature nechanisns, the state and private key m ght be
i nseparabl e. For example, puncturable schenmes [BSW6] represent such
an alternative; they are research-1level constructions and are not
currently standardi zed or deployed in practice. However, even in
these scenarios, this docunment’s guidance should still apply.

2.3. Backup Managenent

In order to mitigate failure of, e.g., devices storing key materi al
and to facilitate other types of disaster recovery, backups of
private keys and their associated states should be considered as part
of a security architecture

In this docunment, _backup managenment_refers to all nechanisns
surrounding the goal to guarantee the availability of the private key
and state, but with special care to avoid state reuse by rolling back
to a state in which already-used OTS keys are still avail able.

These nechani sns i ncl ude procedures and protocols, which aim

* to securely store this private key and state material outside the
i n-use signing devi ce,

* to inport an externally stored private key and state to a newy
initiated signing device,

* allow practicing with backup recovery and to ensure backups are
val id.

Backup managenent can be viewed as a nore specific type of state
managenent; we nmake this distinction to clarify the ains of our
reconmmendat i ons.

2.4. Key Export, Key Inport and Key Transfer

As part of state and backup managenent, we will discuss nechanisns to

export, inport or transfer private key and state material. |n order
to avoi d m sunderstandi ngs we now specify these notions nore
preci sel y.

key export nechani sm of exporting secret data, which yields
(partial) private key and state material, fromthe signing device
to external storage. This external storage may be given in
digital or non-digital form

key inmport nechanismof inporting secret data, which | oads (partial)
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private key and state material, fromexternal storage to the
si gni ng devi ce

key transfer a cryptographically protected transfer of ownership of
private key and state material from one signing device to another

Systens and architectures relying on key transfer are generally
expected to require fewer operational and manual | y-executed steps and
checks to avoid state reuse

Note that, at times, secure variants of the aforenentioned primtives
may be required (e.g., securely inporting/exporting the key). In
these situations cryptographi c mechani sms should be utilized to
provi de assurances related to the confidentiality (e.g., utilizing
symretric/asymetric encrypti on nechani sns) and/or integrity/
authenticity (e.g., utilizing digital signatures, hash functions, and
keyed nmessage aut hentication codes) of the associ ated operations.

3. Operational Considerations

An important aspect of the evaluation of various HBS state and backup
managenment options is to consider the operational costs associated
with the option(s) being evaluated. 1In the past, a traditional trust
infrastructure solution could utilize straightforward archiva
procedures to make copi es of the keys, which could then be

di stributed geographically to ensure their availability and deliver a
sufficiently resilient solution, all the while enforcing whatever
security protocols and procedures were required. Unfortunately,
Stateful HBS introduce an additional constraint in that they need to
ensure the state is never re-used. Hence, archival procedures used
for traditional trust infrastructures have to be anended/redesi gned
to be used as viable options.
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One of the nost problematic aspects of providing a |ong-1lived
resilient solution is sinply managi ng the physical nedia on which the
keys/state are stored externally (i.e., outside of the signing

devi ce) throughout the course of their lifetinme. Physical nedial

devi ces degrade over tinme, and the nore conplex the nedi a/ device, the
more likely it is to fail at some point intinme (e.g., data stored on
a CDvs. data stored on a USB drive vs. data stored in a Hardware
Security Mdule). Combine that fact with the long lifetines
associated with Stateful HBS keys (e.g., 10-20+ years) and the
difficulties associated with transferring keys between devices, and
one finds themself with a perplexing set of challenges that needs to
be accounted for in any state selection process of a proper state and
backup managenment sol ution. Conpoundi ng these conplexities is the
fact any resilient state managenment system should al so provi de sone
means to verify the integrity of these long-lived backups to ensure
they will be valid when they are required, and to ensure the
operators know how to execute the necessary recovery procedure(s).

Sinmlarly, many of the prescribed state managenent options require a
hi gh degree of operator involvenent which nmeans one shoul d consi der
the costs associated with training the operator element to ensure
processes and procedures are adhered to and failures caught early and
corrected before a catastrophic |oss of security can occur (e.g.,
accidentally instantiating nultiple instances of a Stateful HBS key/
state). Note that training is not a fixed one-tinme cost either as
long lifetimes will necessitate succession planni ng anongst the
operator elenment, and training of each successive generation of
participants. Mechanisns al so should be put in place to mtigate the
ever-present insider threat via nechanisns such as Mof-N controls,
ensuring | east-privil eges anongst participants, and enforcing a
segregation of duties to ensure nultiple parties are required to
collude to undermne a solution’s security. Note that the
segregation of duties nust persist across successive generations to
ensure participants do not acquire nultiple roles over tine, thereby
underm ni ng the i ntended segregation.

In addition to the state managenent, inplenenters may consi der

i mpl ementi ng mechani sms to prevent abrupt signature exhaustion

I mpl enent ati ons may consi der providing a configurable warning
threshold, M which is triggered when M signatures renain. Wen the
nunber of avail able signatures reaches this threshold, the system
shoul d return a ’signatures nearing exhaustion’ warning. This
war ni ng condition should require explicit acknow edgnent fromthe
user through a nechani smthat cannot be trivially skipped.

Anot her inportant consideration in deploying Stateful HBS is the

sel ection of an appropriate paraneter set. Gven the flexibility of
t hese schenmes #such as adjustable tree heights or Wnternitz
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paraneters — there exists a large variety of possible configurations.
The availability of these different configurations offers nmany trade-
of fs between signature generation/verification time, signature size,
and key generation tinme. Hence, careful attention during the design
phase is essential to ensure that the chosen paraneter set aligns
optinmally with the specific requirenents of the intended use case.

Lastly, costs associated with any external dependencies required by a
particular solution (e.g., access to a public | edger or transparency
| og, providing accurate tinme references and synchroni zati on

mechani sns, access to attestation facilities, etc.) nust be accounted
for as well, particularly if a systemis operating in an offline node
that nakes delivering these additional capabilities all the nore
compl i cated and expensi ve.

4. Requirenents for Secure State Managenent

A system depl oying Stateful HBS should fulfill certain requirements
to allow securely handling the state. The system nust ensure that no
two signing operations can ever be issued fromthe sane state. In
addition, the generation of a signature and update of the state
shoul d appear to be an _atom c transaction_. This neans that the
system nmust not release a signature without irrevocably and correctly
updating the state.

St at e managenent systens should satisfy all _ACID_ properties:

* Atomcity : each operation on the state nust be indivisible —
such that it either conmts conpletely or |eaves the state
unchanged.

* _Consistency_: the state before and after each update nmust reflect
a valid progression of available OIS indices, and no invalid or
conflicting state is ever observable.

* _Isolation_: concurrent or overlapping operations (e.g., from
separate processes or devices) nmust not interfere in ways that
could lead to state reuse.

* Durability : once a state transition (e.g., before issuing a
signature) is committed, that transition nust survive crashes,
power |oss, or device failure.

These requirements inpose significant restrictions on the underlying
techni cal approach and a careful inplementation of how the state will
be updated or synchronized. The abstraction |ayers of npbdern systens
can nake it particularly difficult to guarantee that no two versions
of the sane state are present. The mmin concerns here are
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* how the actual storage for the state is inplenented,
* howit is nodified,

* how an accidental/intentional failure/glitch m ght affect the
state security.

A system may have a version of the private key stored in non-volatile
menory (e.g. a disk) and will load it into volatile menory (e.g. RAM
whil e processing. Here, an inplenenter nust ensure that these are

al ways perfectly synchronized [ MCGREW, neaning that no parts of the
systemare allowed to read any version of the key during procedures
which load, wite or nodify keys. This can be particularly
challenging if there are additional abstraction |ayers present in the
system |ike additional caches which may affect reading/witing the
state and its potential existence in nultiple |ocations.

Cloning is another concern, as it can easily lead to re-using the
same state. This can happen for instance if a process which issues a
signing operation is forked, and no proper synchronization is
enforced in the inplenmentation to guarantee correct state update.
Virtual machine (VM cloning is another potential security risk here,
as both backing up a VMinto non-volatile nmenory or live cloning of a
VM can easily lead to a state re-use [ MCGREW. Wth users shifting
wor kl oads to cloud service providers, the issue of VM cloning may
becone nore preval ent.

Usi ng dedi cated cryptographic hardware is recommended to enforce
these requirenents, ensure correct behavior and handl e the complexity
of state managenment. In particular, this enables inplenenting
rol I back resistant counters which can be difficult to achieve in a
sof tware-only fashion.

On the verifier side, no state managenent is required. However, the
verifier needs to trust the signer to not have re-used the state. A
verifier may want to check that no state re-use happened in the past
by a signer, before accepting a signature.

In practice, this can be done if the verifier has access to all
signatures issued by the signer. As the signatures contain the index
of the OIS key used, detecting if an index was used nore than once

becones trivial. |In practice, such a (public) data structure which
contains all signatures may al ready be present in some use cases
(e.g. certificate transparency [RFC9162]) or could be built. It is

worth noting that while trusting the signer to not re-use the state
is a strong assunption, other signature schemes |ike ECDSA introduce
simlar assunptions for the verifier, by requiring the signer to
never re-use the nonce.
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5.

5

5.

Pot ential Sol utions

A variety of potential solutions have been proposed both within the
[ SP-800-208] specification, as well as fromexternal sources. This
section describes a nunber of approaches and their potentia

advant ages/ di sadvant ages.

1. Miltiple Public Keys (SP-800-208)

[ SP-800- 208] proposes generating multiple Stateful HBS keypairs and
configuring devices and clients to accept signhatures created by any
of these keys.

This negatively inpacts one of the advantages of using Stateful HBS
by increasing the public key footprint within the client, which can
be problematic if it has limted public key storage capacity.
(Though public keys are typically equivalently sized to ECDSA rat her
than larger classical RSA keys often currently found.) [ SP-800-208]
addresses storage capacity concerns by suggesting using a mechani sm
such as that proposed in [ RFC8649] to update the stored public key by
havi ng the current key endorse the next key that is to be installed.
Unfortunately, for many constrai ned devices the public key is
enbedded in i mutable ROM or fuses due to security reasons, so it
cannot be updated in this manner.

The proposal of using nultiple Stateful HBS keypairs for a single

i nstance al so generates questions as to how to establish that
approach in existing public key infrastructures. For exanple,
issuing multiple certificates adds the storage needs of the
certificate material to the public key footprint. 1In order to
alternatively issue multiple public keys encoded inside a single
certificate one would need a standardi zed format if interoperability
is a concern

2. Distributed Multi-trees (SP-800-208)

[ SP-800- 208] al so proposes creating nultiple Stateful HBS keys across
mul ti ple cryptographic nodul es using a distributed nulti-tree
approach that is a variant of the standard hyper-tree based Stateful
HBS schenes HSS and XMSS*"MI. | n this approach, trees are
instantiated on a root device (HSMroot), as well as one or nore
subordi nat e devices (HSM (sub{{i}})), and the root tree is used to
sign the root nodes of the subordinate trees to synthesize a nulti-

| evel Stateful HBS key. The root device is only ever used to sign
subor di nat e devi ce root nodes, while the subordi nate device(s)
is(are) used to sign nessages. This is relatively straightforward to
do using HSS, and [SP-800-208] describes the necessary algorithmc
nmodi fications when usi ng XMSSMMT.
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One drawback of this approach is the increased signature size as an
additional OTS needs to be generated, effectively doubling the
overal | signature size. Another concern is the single point of
failure nature of relying on the root tree nodule to sign all of the
subordinate trees; if the root tree device fails then no new
subordinate trees can be signed. [SP-800-208] suggested that as many
subordi nate trees as possible be generated during the initial root
key generation and subordi nate-signing procedure. Unfortunately,
this can incur a large capital expenditure to procure all of the
necessary devi ces, many of which may not be used for a | ong period of
time, if at all. The subordinate tree root node signing process nust
al so be carefully nmanaged to ensure top |level trees are only ever
used to sign the root nodes of trusted/ approved subordinate trees to
ensure that no malicious signing request is accepted, which would
effectively give a rogue entity the ability to generate valid
signatures, thereby undernmining the security of the entire system

[ SP-800- 208] al so suggests conbining distributed nulti-trees with
mul ti ple root public keys as a neans to mitigate sone of the concerns
regardi ng having a single point of failure in the root tree.

However, even if a system operator does everything right, use cases
with exceptionally long lifetinmes of 10-20+ years (e.g., autonotive
and aerospace/satellite applications) will require system operators
to rely on devices well beyond their expected lifetinmes of 5-10
years, which may constitute an unacceptabl e busi ness risk

5.3. Sectorization

Distributed multi-trees attenpt to partition a Stateful HBS signing
space anmpongst nultiple cryptographi c nodul es by breaking up the
signing space al ong the boundaries of the subordinate trees generated
during the multi-tree key generation process. An alternative
approach would be to use only a single tree, and partition its
signature space al ong sone power-of-2 |l ess than the total nunber of

| eaves in the tree (e.g., 2"s for a tree of height h > s), creating N
= 2"(h-s) partitions or sectors, which are instantiated as N height-s
Merkl e trees whose root nodes are considered interior nodes of the
overall height-h Merkle tree. Hence, there is no additional OIS
required to sign their root nodes; their values are used as-is in the
tree ascent nechani smof the underlying Stateful HBS schene, yielding
a conmon public key (i.e., root node) for all sectors. Care nust be
taken to ensure that each sector uses the same root tree identifier
(i.e., the "I" value for HSS/LMsS and "root" val ue for XMSS/ XMSS"M).

Each of the N sectors’ OIS private key val ues can be generated
pseudo-randomy from a uni que seed val ue generated from an
appropriate source of randomess. The private keys fromdifferent
sectors are independent when generated by this process. This
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requires that the path information for the root node of each sector
(i.e., all off-path nodes between the sector root node and the top

| evel node value) be stored with each sector’s private key at key
generation tinme since a sector will not know the seed infornmation
required to conpute any of the other sectors’ root nodes during the
tree ascent phase of a signature generation operation. During
signature generation the signer appends the stored path information
to the path information it conputes to ascend fromthe |leaf OIS to
the sector’s root node (which it can conpute given that it knows its
own seed val ue).

Hence, sectorized key generation results in a single public key val ue
and 2~(h-s) private key val ues, each capable of generating 2"s
signatures, after which the sectorized key is exhausted.

In addition to avoiding an increased signature size; when unique
seeds are utilized sectorization breaks a given Stateful HBS key/
state into nultiple independent fragnments that can be nmanaged as

i ndependent objects. As a result, systemoperators may distribute
sectors to nmultiple cryptographic devices, providing scalability
through parallelization and inproved resiliency/availability. This
approach offers isolation between sectors, ensuring that a conprom se
in one does not extend to others, thereby supporting damage
containment. At the same time, it sinplifies operational robustness
by removing the need for cross-device state coordination, since each
sector is restricted to its own signhature space

5.4. Key/State Transfer

Stateful HBS key/state transfer between cryptographic nodules entails
having a nmeans to nigrate one instance of a Stateful HBS key/state on
a source device to a separate destination device, while ensuring that
any copy of the key/state is deleted fromthe source device.

This capability may help alleviate the aforenentioned concern
regardi ng operating devices beyond their expected lifetines by

all owing operators to nmigrate Stateful HBS key/state to a newer

devi ce when the original device begins to approach its end-of-life.
However, it still |eaves the operator vul nerable to having the source
device fail before the key/state can be transferred, effectively
causing the loss of the key/state. Hence, it will not be of nuch
hel p addressing the single point of failure issue identified for root
trees, but may be useful for nanagi ng subordi nate trees.

In addition to conplete key/state transfer, a device holding part of
the total available OIS signatures may transfer sone unused capacity
to anot her device (partial state transfer). In nore advanced

depl oynents, state fragnments fromtwo devices may be nerged to
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reconstruct or continue signature operations. These operations carry
ri sk: ensuring no overlap in used indices, ensuring atomcity of
transfer/ merge operations, managi ng consi stency, possible conflicts,
and durability of state across devices. Such approaches require
robust synchronization, auditability, and appropriate backup
mechani sms to avoi d doubl e-signing or |oss of capacity.

A nore el aborate variant of key transfer, going beyond what

[ SP-800-208] allows, can be found described in Section 6 where key
transfer is acconplished using a two-step export and inmport process
wi th hash-based transfer validation to yield a nore robust transfer
mechani sm

Key Rotation

Key rotation, such as that defined in [ RFC8649], woul d generate new
Stateful HBS keys on an as-needed basis, and provide a neans to
transition the systemon to using this new Stateful HBS key, while
generating the next key in the chain in preparation of a future
rotation/update. However, this just shifts the problemto the PKl
and certificate handling.

Key rotation is not fool proof since in nbst use cases it will require
redundancy to ensure there is at |east one Stateful HBS signing key
available to attest to newy generated keys. 1In addition, for nany
appl i cations the device keys cannot be updated due to engi neering
constraints or security reasons.

Vari abl e-1 engt h Si gnature Chains

A variant of the key rotation approach is to have an avail able
signing tree endorse a new subordinate tree when it is about to
becone exhausted (e.g., use its final OIS to sign the root node of a
new subordinate tree, creating a {n+l1}-layer multi-tree froman {n}-
layer multi-tree). This process can in theory be repeated as nmany
times as necessary. However, this entails having a nulti-tree schene
with a variable nunber of |evels, and hence, variable Iength
signatures. Such dynanically extensible constructions are research-
class and are not currently standardi zed or depl oyed.

In addition to departing quite significantly fromthe current

Stateful HBS specifications and [ SP-800-208], this approach has a
nunmber of significant challenges on both the engineering and
operational fronts. Firstly, the variable I ength nature of the
signature can lead to variable length verification of signatures,

whi ch may cause significant issues for use cases with strict tine
constraints (e.g., secure booting of a sem conductor device). From
an operational perspective, the ability of a subordinate tree to sign
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ei ther messages or new subordinate trees | eads to severe security
implications as the rigor around authorizing those two types of
operations will vary dramatically, leading to either a rmuch nore
onerous message signing operation, or a nuch nore risky subordinate
tree signing operation. This nmay put the system operator in an
untenabl e situation where no users are satisfied with the resulting
sol ution, and hence, should not be considered as a viable solution

5.7. Pre-assigning States

In sone applications, individual one-tine signatures (or states) can
be pre-assigned to the to-be-signed objects. This may for exanple be
possible if the signed objects are nonotonically increasingly
nunbered. One exanple of such a use case may be software signing.
This solution basically externalizes the state managenent to the to-
be signed nmessages.

Expandi ng on the given exanple, for software that is released with
strictly increasing, sinple single-position version nunbers (i.e.,
versions 1, 2, 3...), this can be trivially inplenmented. As versions
have a one-to-one correspondence to a Stateful HBS signing state,
operators nust ensure that versions can only be mnted a single tine.
This may require skipping version nunbers if a rel ease process
failed, to avoi d doubl e-si gni ng.

Thi s schene can be adapted to nore conplicated rel ease schenes: for
exanpl e, m nor update-releases 1.0 to 1.99 can be accommodat ed by
assigning signatures 1-100 for these version nunbers, while rel ease
2.0-2.99 woul d get signatures 101-200. The assignnents nust be fixed
as the schene is set up, and operators should take into account that
they are strictly limting the nunber of update releases. |In the
described solution to state managenent, one nust nove up a mgjor

rel ease nunber after 99 minor releases, even if this would break,
e.g., semantic versioning conventions.

A variant of pre-assigning signatures is doing this on the basis of
time, which we describe in the next section

5.8. Time-based State Managenent

As a variant of pre-assigning one-tine signatures based on externa
counters, it is in theory possible to base the selection of one-tine
signature indexes on the current date and tinme. For exanple, if a
given Stateful HBS instance offers 1024 total signatures, they could
be broken up into 8 groups of 128 OIS instances each, with the first
128 allowed to be used in the first tinme w ndow, the second 128 in
the second tine wi ndow, and so on, until the signature space is

ef fectively exhausted after 8 tinme windows. Note that a time-based
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approach to state managenent will "waste" any OIS keys that are
unused in past tine wi ndows. One must not attenpt to use these keys
after the time wi ndow has gone by.

Any tine-based approach has a very strict reliance on accurate time-
keepi ng and synchroni zation of clocks. |In particular, we identify
that at |east the follow ng engineering-related chall enges need to be
consi der ed:

* Signing devices nust have accurate tinekeeping (which is a very
chal | engi ng engi neering probl em [ TI MEFALSEHOODS] ) .

* Tinme on signing devices nust not be allowed to ever nove
backwards, as this can cause doubl e-si gni ng.

* Wthin time wi ndows, signers nust track the nunber of signatures
produced to ensure it does not exceed the nunber allowed within
t he wi ndow.

* Signing devices nust still operate consistently with the
requirenents of state keeping for Stateful HBS: the signature
index within a tinme wi ndow should still appear to be updated

atomical ly, and signatures nust not be rel eased before state
changes have been recorded.

* A system shoul d be robust agai nst exhaustion of the number of
signatures available in a time window, as in this case it is
required to wait until the next time w ndow starts before new
nmessages can be signed.

* Time on signing devices should not be allowed to be noved forward
mal i ci ously or accidentally, which would allow for a sinple
deni al - of -servi ce attack by skipping over portions of the
si gnature space

* |f a signing device needs to be replaced, the replacenent device
must be set up with its time in sync with or ahead of the device
it istoreplace. This inplies the current tine on signing
devi ces shoul d be continuously recorded.

* Rate limting nay need to be considered, as exhausting the
avai l abl e signatures in a given tine wi ndow may ot herw se be easy.

* It may be necessary for signers to keep a separate clock for tine-
based state nmanagenent, and one for not necessarily nonotonically
increasing "wall-tinme", e.g., if signed artifacts are expected to
be time-stanped with real-world tine.
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If these concerns can not be sufficiently addressed, tine-based state
managenent as described in this paragraph should not be used. Note
that this list of concerns is not exhaustive, and other, unmentioned,
concerns nay also be relevant to the security of a tine-based

sol uti on.

Ti me- based systems can be backed up by sinply recording the private
keys and the configuration of the tine windows. In case of loss of a
signing device, a time-based state nanagement system can be recovered
by using this information to bring online a new device in the next
time window This approach nmay al so be used as a recovery nmechani sm
in the case of (suspected) state consistency problens during a tine
wi ndow. However, the operator nmust not allow new signatures to be
produced before the new time wi ndow starts, unless they know t he
exact state at which the previous device becane unavail abl e and are
able to set up the new device accordingly. Wiiting until the start
of the next tine wi ndow avoi ds doubl e signing, as the OIS keys
assigned to future time wi ndows are guaranteed to have not yet been
used. However, this nmight incur significant downtine of the signing
systens. Downtime may be avoi ded by forcibly noving the signing
device to the next time wi ndow by increnmenting its clock; however,
this induced clock drift will then need to be accounted for in the
future. If clock drift is to be avoided, this approach should
account for availability considerations.

5.9. Interval -based Approaches

The State Reservation Strategy described in section 5 of [ MCGREW
provi des anot her neans of managing the state by allowi ng users to
reserve intervals of the signing space, marking the interval’s
associ ated OTS keys as being used in the overall HBS state, which is
then witten back to non-volatile nenory prior to their usage. The
OIS keys within the reservation interval are then consumed as-needed,
wi t hout having to update the state again until they have all been
consuned and additional OTS keys are required. Note that the
reserved OTS keys are kept in dynamic nenory so they will be lost if
the signing device | oses power or is reset, resulting in a reduction
in the nunber of usable signatures for a given HBS instantiation

Over provisioning can be used to ensure a sufficient nunber of
signatures can be provided in the presence of unexpected | osses due
to power | oss or resets. Over provisioning will cause a mnor

i ncrease between 2% and 12% on signature | ength as the MIS validation
pat hs increase to accomodate the increased Merkle tree height.
However, reservation elimnates the need to update the state after
each OIS key is used, minimzing the likelihood of state reuse due to
state update failures and coherency i ssues.
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Mul tiple signing devices can in theory utilize reservation intervals
to carve out portions of signing space so that a single S HBS key can
be shared anongst multiple devices, |leading to potential performance
and di saster-recovery benefits. However, great care nust be taken to
manage the reservations to ensure there is no overlap or repeated
reservation of a given interval, either in part or in whole.

6. Backup Managenent Beyond N ST SP-800-208

In this section, an alternative backup nmechanismfor Stateful HBS is
presented in a generic form which nakes the strategy applicable for
both nulti-tree instances XMSS"MI' and HSS. However, follow ng the
same argunents as in Section 5.3, with minor nodifications, the
presented strategy is also applicable for single-tree instances such
as XMsS and LMS

The strategy presented in this section builds upon the multi-tree
vari ant approach from [ SP-800-208], and ains to nitigate its
limtations described in Section 5.2. Thus, it is assuned that
already a top-level Merkle tree (for signing the root-nodes of sub-
trees) and several bottomlevel Merkle trees (for signing nessages)
are initiated. These bottomlevel trees may be inplenented on
different hardware nodul es in order to obtain redundancy and i nprove
availability. Let R be the nunber of these already initiated bottom
Il evel trees. Let h_O be the height of the top-level-tree. It is
assuned that R+ 1 is strictly smaller than 2*(h_0), the nunber of

| eaves of the top-level tree.

In this new strategy, after the conpl eted key generation procedure
fromthe multi-tree variant approach from [ SP-800-208], further
bottom | evel trees are generated, one by one, in one of the hardware
modul es.  These new bottom |l evel trees are each generated froma
different seed, which is chosen uniformy at random For the sake of
clarity, let us introduce sonme notation

* S denotes the nunber of these newly generated bottoml evel trees.
Note that at nost 272(h_0) - R new bottom|evel trees can be

generated, i.e. Sis lower or equal to 2*(h_0) - R In the
foll owi ng we suppose that Sis _strictly smaller_ than 2*(h_0) -
R

* | _new denotes the set of indices that belong to these newy
generated bottomlevel trees, i.e. | _new = {R R+l, ..., R+S-1}.

| _new is zero-indexed here.

For each new bottomlevel tree, after it has been generated, the
foll owi ng steps nust be perforned:
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* sign the correspondi ng root node with an unused OIS key fromthe
top-1evel tree,

* securely _key export_ (as described in Section 2.4) the seed,
whi ch was used to generate the bottoml evel tree,

* export the signature of the root node, the correspondi ng OTS key
index and finally the hash of the seed, using appropriate domain
separation (i.e. ensuring there is no domain overlap with the
hashes in the Stateful HBS scherme, and the hash of the seed
i ncludes the public key and leaf index to mitigate nulti-target
attacks),

* irreversibly delete the seed and the bottomlevel tree fromthe
har dwar e nodul e.

The newly generated bottom | evel trees (i.e. those bottom| eve
trees, whose indices belong to | _new) are only used in order to
guarantee availability in the _worst-case scenario_, where at the
same tinme both

* none of the R bottomlevel Merkle trees (which were generated
according to the nulti-tree variant approach from [ SP-800-208])
are avail abl e for signing nessages and

* the top-level Merkle tree (which is used for signing the root-
nodes of sub-trees) is also not avail abl e anynore.

This scenario may, for exanple, happen if all hardware nodul es are
broken at the same tine.

As soon as this worst-case scenario occurs, the newly generated
bottom | evel trees (i.e. those bottom!|evel trees, whose indices
belong to I _new) need to be initiated in order to ensure
availability. |In order to do this the follow ng steps nust be
per f or med:

* initiate a new hardware nodul e

* securely key inport_(as decribed in Section 2.4) the first
unused seed into this hardware nodul e

* generate the bottomlevel tree corresponding to the seed
* irreversibly delete the seed fromthe backup nedi um

* performa correctness check by letting the hardware nodul e out put
the hash of the seed
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Now this bottomlevel tree can be used to sign nessages. As soon as
no nore OTS on the bottom | evel tree are avail able or as soon as the
hardware nodul e i s broken, the above steps with a new seed fromthe
backup nedi um can be repeat ed.

Note that the resulting signatures generated fromthese backed up
seeds do not require any special processing on the verifier side.

The signature stored al ongsi de the backed up seed, and the signature
generated fromthe bottomlevel trees created fromthe backed up seed
can be conbined to match the format of a signature over the conplete
tree.

7. Security Considerations

Security considerations are given throughout this docunent. Further
security considerations, which are not already covered in this
docunent, are given in [SP-800-208], [MCGREW, [FIPS205], [RFC8391]
and [ RFC8554].
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