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Abst ract

A Prio Verifiable Distributed Aggregation Function is defined that
supports vector or histogram addition, where the sumof the values in
the contribution is less than a chosen val ue.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://martinthonson. gi thub.i o/ prio-I|1-bound-sunfdraft-thonmson-ppm

| 1- bound-sum htm . Status information for this docunment may be found
at https://datatracker.ietf.org/doc/draft-ietf-ppml 1-bound-suni.

Di scussion of this docunent takes place on the Privacy Preserving
Measurement Working Group mailing list (mailto: ppm@etf.org), which
is archived at https://mailarchive.ietf.org/arch/browse/ppm .
Subscribe at https://ww.ietf.org/mailman/listinfol/ppnt.

Source for this draft and an issue tracker can be found at
https://github. com martint honson/ prio-1 1- bound- sum

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 7 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

Existing Prio instantiations of a Verifiable Distributed Aggregation
Function (VDAF) [VDAF] all support a sinple summation of
measurenents. From Prio3Count (Section 7.4.1 of [VDAF]), which adds
measur enents containing a single one or a zero value, to Prio3SunVec
(Section 7.4.3 of [VDAF]), which adds neasurenments containing a
vector where each dinmension is a limted nunber of bits, al
instantations take the sanme basic form

One case that is presently not included in the suite of
instantiations is the addition of vectors or histogram contributions,
where each neasurenent has an L1 bound. The L1 normof a vector is
defined as the sumof its conponents. An L1 bound Iimts that sumto
sone nmaxi mum
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Thi s document defines the Prio3L1BoundSum instantiation. This
instantiation limts the L1 normof a vector or histogramto a val ue
that is one less than a chosen power of 2, or 2"n-1. This choice
significantly reduces the size of the encoding relative to a nore
flexible limt.

This instantiation has similarities with other instantiations.

Unl i ke Prio3Hi stogram (Section 7.4.4 of [VDAF]), in which
measurenents need to have an L1 normof exactly 1, a valid

measur enent for Prio3L1BoundSum can have an L1 norm equal to any

val ue between 0 and the chosen limt. Unlike Prio3MiltiHotCountVec
(Section 7.4.5 of [VDAF]), in which each conponent can only be zero
or one, conponents in Prio3L1BoundSum can take any value up to the L1
bound as long as their sumis within that bound.

Section 3 defines the Prio3L1BoundSum VDAF.

2. Conventions and Definitions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the term nology and functions defined in Section 2
of [ VDAF].

3. Prio3L1BoundSum Definition

The Prio3L1BoundSum i nstantiation of Prio [ CGBl7] supports the
addition of a vector of integers.

The instantiation is sunmari zed in Table 1.

| Parameter | Val ue |
| field | Fieldl28 (Section 6.1.2 of [VDAF]) |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| valid | L1BoundSum(field, length, bits, chunk_| ength)

Fom e oo o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| PROOFS | 1 |
N o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| XOF | Xof Tur boShakel28 (Section 6.2.1 of [VDAF]) |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +

Table 1: Prio3L1BoundSum Par anet ers
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The function takes three paraneters: length, bits, and chunk_| ength.
The vector contains "length" conponents, each of which is a non-
negative integer |ess than 2”bits.

3.1. Chunk Length Sel ection

The chunk_l ength paraneter can be chosen in approximately the sane
way as for Prio3SumVec, as detailed in Section 7.4.3.1 of [VDAF].
The difference is that Prio3L1BoundSum involves validation of bits *
(length + 1) values, which mght increase the nost efficient value
for chunk_| ength.

3.2. Encodi ng and Decodi ng

The encoded form of each neasurenent appends a bitw se deconposition
of the L1 norm (the sum of the vector conponents) to the encoding:

def encode(self, nmeasurenent: list[int]) -> list[F]:
encoded = []
wei ght = self.field(0)
for v in measurenent:
wei ght += v
encoded += self.field.encode_into bit vec(v, self.bits)
w bits = self.field.encode into bit_vec(weight, self.bits)
return encoded + w bits

The encoded neasurenent has a total length of (length + 1) * bhits.

This extra information is not included in the output share that is
submitted for aggregation. That is, the truncate() function enits
only the core neasurenents.

def truncate(self, neas: list[F]) -> list[F]:
return [
self.field.decode frombit vec(m
for min chunks(neas, self.bits)

]

This uses a chunks(v, c) function that takes a list of values, v, and
a chunk length, ¢, to split v into nultiple lists fromv, where each

chunk has a length c.

The decode() function is therefore identical to that in Prio3SunVec.

def decode(self, output: list[F], _count) -> list[int]:
return [x.int() for x in output]
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3.3. Validity Crcuit

The validity circuit for Prio3L1BoundSum uses an extended version of
the validity circuit used by Prio3Sumvec, see Section 7.4.3 of
[ VDAF] .

The encoded neasurenent is checked to ensure that every conponent of
the vector plus the added L1 norm is encoded in the specified
nunber of bits. That is, the circuit checks that each conponent has
a val ue between 0 (inclusive) and 2"bits (exclusive) by checking that
each of the first "bits" bits of the value are either zero or one.
This process is identical to the Prio3Sumvec check, except that one
addi tional value is checked.

The validity circuit then checks whether the added L1 normvalue is
consistent with the encoded vector elenents. The L1 normis checked
by decodi ng the neasurenent val ues, including the encoded L1 norm
reconputing the L1 normas the sum of the individual conponents, and
subtracting the reported and conputed values to confirmthat they are
i denti cal

The conplete circuit is specified in Figure 1.
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def eval (self, meas: list[F],
joint_rand: list[F], numshares: int) -> list[F]:
assert len(neas) == (self.length + 1) * self.bits

shares_inv = self.field(numshares).inv()
paral l el _sum = Parallel Sum Ml (), chunk_I ength)

num chunks = ceil (I en(nmeas) / self.chunk_| ength)
pad_| en = sel f.chunk_l ength * num chunks - | en(mnmeas)
meas += [self.field(0)] * pad_len

range_check = self.field(0)
for (r, m in zip(joint_rand, chunks(neas, self.chunk_|ength)):

inputs = []
for i in range(self.chunk_|length):
inputs += [

r**(i + 1) * nfi],

nmi] - shares_inv,
range_check += parallel _sumeval (self.field, inputs)

components = |
self.field.decode frombit vec(m
for min chunks(neas, self.bits)
]
observed_wei ght = sum(conponents[:self.length])
cl ai mred_wei ght = conponent s[ sel f. | engt h]
wei ght _check = observed_wei ght - cl ai ned_wei ght

return [range_check, weight check]
Figure 1: Evaluation function for Prio3L1BoundSum
4. Security Considerations
The Prio3L1BoundSum VDAF is subject to the sane considerations as
ot her Prio-based VDAFs. These considerations are detailed in
Section 9 of [VDAF].
In particular, this instantiation uses Fieldl28 to ensure robustness
despite the use of joint randommess in proofs. Joint randonmess
increases the risk of an attacker finding a conbination of invalid

i nputs that passes validation. A larger field increases the
comput ational cost of finding such a conbination

Thonson & Cook Expires 7 May 2026 [ Page 6]



Internet-Draft Prio L1 Bound Sum Novenber 2025

5. | ANA Consi derati ons

Thi s docunent registers a codepoint for Prio3L1BoundSumin the
"Verifiable Distributed Aggregation Functions (VDAF)" registry as
defined by Section 10 of [VDAF]. This entry contains the follow ng
fields:

Val ue: 0x00000007

Scheme: Prio3L1BoundSum

Type: VDAF

Ref erence: RFCXXXX (this docunent)
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