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Abst ract

An extension for the Distributed Aggregation Protocol (DAP) is
specified that cryptographically binds the paranmeters of a task to
the task’s execution. |In particular, when a client includes this
extension with its report, the servers will only aggregate the report
if all parties agree on the task paraneters. This docunent al so
specifies an optional nechanismfor in-band task provisioning that
builds on the report extension.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
ppm gi thub.io/draft-ietf-ppm dap-taskprov/draft-ietf-ppm dap-
taskprov.htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-ppmdap-taskprov/.

Di scussion of this docunent takes place on the Privacy Preserving
Measur enent Working Goup mailing list (mailto:ppm@etf.org), which
is archived at https://mail archive.ietf.org/arch/browse/ppm .
Subscribe at https://ww. ietf.org/mailman/listinfo/ppm.

Source for this draft and an issue tracker can be found at
https://github.comietf-wy-ppnidraft-ietf-ppm dap-taskprov.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

(RFC EDI TOR Renove this paragraph.) This draft is maintained in
https://github.comietf-wy-ppnidraft-ietf-ppm dap-taskprov.

The DAP protocol [DAP] enabl es secure aggregation of a set of reports
submitted by Cients. This process is centered around a "task" that
det erm nes, anong other things, the cryptographic schenme to use for
the secure conputation (a Verifiable Distributed Aggregati on Function
[ VDAF]), how reports are partitioned into batches, and privacy
paraneters such as the mnimum size of each batch. See Section 4.2
of [DAP] for a conplete listing.

In order to execute a task securely, it is required that all parties
agree on all paraneters associated with the task. However, the core
DAP specification does not specify a mechani smfor acconplishing
this. |In particular, it is possible that the parties successfully
aggregate and collect a batch, but sone party does not know the
paraneters that were enforced

A desirabl e property for DAP to guarantee is that successfu
execution inplies agreenent on the task paraneters. On the other
hand, di sagreenent between a Client and the Aggregators shoul d
prevent reports uploaded by that Cient from being processed.

Section 3 specifies a report extension (Section 4.5.3 of [DAP]) that
endows DAP with this property. First, it specifies an encodi ng of
all task paraneters that are relevant to all parties. This excludes
crypt ographi c assets, such as the secret VDAF verification key
(Section 5 of [VDAF]) or the public HPKE configurations [ RFC9180] of
the aggregators or collector. Second, the task IDis computed by
hashi ng the encoded parameters. |If a report includes the extension,
then each aggregator checks if the task 1D was conputed properly: if
not, it rejects the report. This cryptographic binding of the task
to its paraneters ensures that the report is only processed if the
Client and Aggregator agree on the task paraneters.
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One reason this task-binding property is desirable is that it nakes
the process by which parties are provisioned with task parameters
more robust. This is because m sconfiguration of a party woul d
mani fest in a server’'s telenetry as report rejection. This is
preferable to failing silently, as msconfiguration could result in
privacy | oss.
Section 4 specifies one possible nechani smfor provisioning DAP tasks
that is built on top of the extension in Section 3. Its chief design
goal is to make task configuration conpletely in-band, via HITP
request headers. Note that this nechanismis an optional feature of
this specification; it is not required to inplenent the DAP report
extension in Section 3.

1.1. Change Log
(RFC EDI TOR Renobve this section.)

(*) Indicates a change that breaks wire conpatibility with the
previous draft.

03:

* Handl e repeated extensions in the TaskprovExtension field of the
TaskConfig as an error.

* Go back to calling the extension "Taskprov". The nane "Taskbi nd"
didn't stick.

* Add task enumeration attacks to security considerations.
* Add registration of the "DAP-Taskprov" to | ANA considerations.
* Bunp draft-ietf-ppmdap-13 to 16 [ DAP].

* Bunp draft-irtf-cfrg-vdaf-13 to 15 [ VDAF].

* Don't specify a lower Iimt for vector bounds.
* Update nornmative references

* Recommend including the report extension in the public extensions
list.

01:
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* Add an extension point to the TaskConfig structure and define
rul es for processing extensions. (*)

* Renove DP nechanisms. (*)

* Add guidelines for extending this docunent to account for new
VDAFs or DAP batch nodes. |Inprove the extension points for these
in TaskConfig in order to make this easier. (*)

* Add a salt to the task I D conputation. (%)

* Harnonize task lifetime parameters with [DAP] by adding a task
start time and replacing the task end tine with a task duration

(")

* Harnoni ze batch node parameters with [ DAP] by renoving the
deprecat ed max_bat ch_query _count and max_batch_si ze paraneters

(*)
* Task provisioning: Renpve gui dance for per-task HPKE
configurations, as this feature was deprecated by DAP
* Bunp draft-ietf-ppmdap-12 to 13 [DAP]. (*)
* Bunp draft-irtf-cfrg-vdaf-12 to 13 [ VDAF].

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses the same conventions for error handling as [DAP].
In addition, this docunment extends the core specification by adding
the followi ng error types:

[ oo bl e s oo oo e o e o}
| Type | Description |
[ ey s e e e e e e e e e e s s s s s s e e e e e e s s s s e
| invalidTask | An Aggregator has opted out of the |
| | indicated task as described in Section 4.4

o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
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The terms used foll ow those described in [DAP]. The followi ng new
terns are used:

Task configuration: The non-secret paraneters of a task

Task author: The entity that defines a task’s configuration in the
provi si oni ng mechani sm of Section 4.

3. The Taskprov Extension

To use the Taskprov extension, the Cient includes the follow ng
extension in the report extensions for each Aggregator as descri bed
in Section 4.5.3 of [DAP]:

enum {
t askprov(0xff00),
(2n16-1)

} Ext ensi onType;

The payl oad of the extension MJST be enpty. |If the payload is non-
enpty, then the Aggregator MJIST reject the report.

When the client uses the Taskprov extension, it conputes the task ID
(Section 4.2 of [DAP]) as follows:

task_id = SHA- 256( SHA- 256( "dap-taskprov task id") || task_config)

where task config is a TaskConfig structure defined in Section 3.1
Function SHA-256() is as defined in [SHS].

The task IDis bound to each report share (via HPKE authenticated and
associ ated data, see Section 4.5.2 of [DAP]). Binding the paraneters
to the IDthis way ensures, in turn, that the report is only
aggregated if the dient and Aggregator agree on the paraneters.

This is acconplished by the Aggregator behavi or bel ow.

During aggregation (Section 4.6 of [DAP]), each Aggregator processes
a report with the Taskprov extension as foll ows.

First, it looks up the ID and paraneters associated with the task
Note the task has already been configured; otherw se the Aggregator
woul d have al ready aborted the request due to not recognizing the

t ask.

Next, the Aggregator encodes the parameters as a TaskConfi g defined
in Section 3.1 and conputes the task I D as above. |[|f the derived
task I D does not match the task ID of the request, then it MJST
reject the report with error "invalid nessage"

Wang & Patton Expires 9 March 2026 [ Page 6]



I nternet-Draft DAP- Taskpr ov

During the upload interaction (Section 4.5 of [DAPF]),

Sept enber 2025

t he Leader

SHOULD abort the request with "unrecogni zedTask"” if the derived task

I D does not match the task I D of the request.
3.1. Task Encoding

The task configuration is encoded as foll ows:

ui nt 32 Vdaf Type; /* As defined in Section 10 of [ VDAF]

struct {
/* Info specific for a task. */
opaque task_info<l..278-1>;

/* Leader APl endpoint. */
Url | eader_aggregator _endpoint;

/* Hel per APl endpoint. */
Url hel per_aggr egat or _endpoi nt;

[* Time precision. */
Duration time_precision;

/* Mnimmbatch size. */
ui nt 32 m n_bat ch_si ze;

[* The batch node and its parameters. */
Bat chMbde bat ch_node;
opaque batch_confi g<0..2716-1>;

*/

[* The earliest timestanp that will be accepted for this task. */

Time task_start;

[* The duration of the task. */
Duration task _duration;

/* Determines the VDAF type and its config paraneters. */

Vdaf Type vdaf _type;
opaque vdaf_config<0..2716-1>;

[ * Taskprov Extensions. */
Taskpr ovExt ensi on ext ensi ons<0. .2"16- 1>;
} TaskConfi g;

The purpose of TaskConfig is to define all paranmeters that are

necessary for configuring each party. It includes al

paramet ers

listed in Section 4.2 of [DAP] as well as two additional fields:
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* task_info is an opaque field whose contents are specific to the
depl oynent. For exanple, this mght be a human-readabl e string
describing the purpose of this task.

* extensions is a list of extensions to this docunent. The fornmat
and semantics of extensions are describe in Section 3. 3.

This structure does not include cryptographic assets shared by only a
subset of the parties, including the secret VDAF verification key
[ VDAF] or public HPKE configurations [ RFC9180].

The batch_node field indicates the DAP batch node and corresponds to
a codepoint in the Batch Mbdes Registry.

TODO Add a reference to the 1ANA registry for batch nodes created
by [ DAP].

The batch_config field contains any paraneters that are required for
configuring the batch node. For the time-interval and |eader-

sel ected batch modes specified in [DAP], the payload is enpty. Batch
nmodes defined by future docunents may specify a non-enpty payl oad;
see Section 8 for details. The length prefix of the batch config
ensures that the batch config can be decoded even if the batch node

i s unrecogni zed.

The vdaf _type field indicates the VDAF for the task and corresponds
to a codepoint in the VDAF ldentifiers registry.

TODO. Add a reference to the | ANA registry created by [ VDAF].

The vdaf _config field contains paraneters necessary to configure an

i nstance of the VDAF. Section 3.2 defines a suitable encoding of the
configuration for each VDAF specified in [VDAF]. VDAFs defined by
future docunents may also use this field as well; see Section 8 for
details.

The length prefix of the vdaf_config ensures that VDAF config can be
decoded even if the VDAF type is not recognized.

The definition of Tinme, Duration, Ul, and BatchMde foll ow those in
[ DAP] .

3.2. VDAF config
This section defines the payl oad of TaskConfig.vdaf _config for each
VDAF specified in [VDAF]. In sone cases, the VDAF supports nore than

two Aggregators; but since DAP only supports two Aggregators, we do
not include the nunber of Aggregators in the encoding.
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3.2.1. Prio3Count
The payl oad is enpty.
3.2.2. Prio3Sum
struct {
ui nt 32 max_rmneasurenent; /* |argest sumand */

} Prio3SunConfi g;

3.2.3. Prio3Sunvec

struct {
ui nt 32 | engt h; /* length of the vector */
uint8 bits; /* bit length of each sunmand */

uint 32 chunk | ength; /* size of each proof chunk */
} Prio3SunVvecConfi g;

3.2.4. Prio3Histogram
struct {
ui nt 32 | engt h; /* nunber of buckets */
ui nt 32 chunk_ | ength; /* size of each proof chunk */
} Prio3Hi st ogranmConfig;

3.2.5. Pri o3Mul ti hot Count Vec

struct {
ui nt 32 | engt h; /* length of the vector */
ui nt 32 chunk_l ength; /* size of each proof chunk */
ui nt 32 nmax_wei ght ; /* largest vector weight /

} Prio3Miltihot Count VecConfi g;

3.2.6. Poplarl
struct {

uintl6 bits; /* bit length of the input string */

} Popl ar 1Confi g;

3.3. Extensions
The TaskConfig structure includes a list of extensions. |In general,
extensions can be used to bind additional, application-specific
information to the task. For exanple, an extension mght be used to
encode the identity of the Collector. (Only the Aggregators are
identified in TaskConfig.)

Each extension is structured as fol |l ows:
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struct {
Taskpr ovExt ensi onType extensi on_type;
opaque extensi on_dat a<0..2"16-1>;

} Taskpr ovExt ensi on;

enum {
reserved(0),
(2n16-1)
} Taskpr ovExt ensi onType;

The extension_type identifies the extension and extension data is
structured as specified by the extension

Extensions are treated as nandatory-to-inplenent in the protocol
described in Section 4. In particular, protocols participants MJST
opt-out of tasks containing unrecogni zed extensions. See

Section 4. 4.

If the same extension type appears nore than once anong the Taskprov
extensions in the TaskConfig structure, then protocols participants
MUST opt-out of tasks with repeated extensions.

Not e that Taskprov extensions are semantically distinct from DAP
report extensions and do not share the sane codepoint registry
(Section 7.2). Future docurments nmay want to define both a Taskprov
extension and a report extension, but there may al so be situations
where a document defines one but not the other

4. In-band Task Provisioning with the Taskprov Extension

Before a task can be executed, it is necessary to first provision the
Clients, Aggregators, and Collector with the task’s configuration

The core DAP specification does not define a nechanismfor

provi sioning tasks. This section describes a nechani sm whose key
feature is that task configuration is performed conpletely in-band,
via HTTP request headers

Thi s met hod presunes the existence of a |ogical "task author”
(witten as "Author" hereafter) who is capable of pushing
configurations to Clients. Al paraneters required by downstream
entities (the Aggregators) are carried by HTTP headers piggy-backed
on the protocol flow

This mechanismis designed with the same security and privacy

consi derations of the core DAP protocol. The Author is not regarded
as a trusted third party: it is incunbent on all protoco
participants to verify the task configuration di ssem nated by the
Aut hor and opt-out if the parameters are deenmed insufficient for
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privacy. |In particular, adopters of this mechani smshould presume
the Author is under the adversary’s control. |In fact, we expect in a
real -worl d depl oynent that the Author may be co-located with the
Col | ector.

The DAP protocol also requires configuring the entities with a
variety of assets that are not task-specific, but are inportant for
establishing Cient-Aggregator, Collector-Aggregator, and Aggregator-
Aggregator relationships. These include:

* The Collector’s HPKE [ RFC9180] configuration used by the
Aggregators to encrypt aggregate shares.

* Any assets required for authenticating HITP requests.

Thi s section does not specify a nechanismfor provisioning these
assets; as in the core DAP protocol; these are presuned to be
configured out-of - band.

Note that we consider the VDAF verification key [VDAF], used by the
Aggregators to aggregate reports, to be a task-specific asset. This
docunent specifies howto derive this key for a given task froma
pre-shared secret, which in turn is presuned to be configured out- of -
band.

4.1. Overview

The process of provisioning a task begi ns when the Author

di ssem nates the task configuration to the Collector and each of the
Clients. Wen a dient issues an upload request to the Leader (as
described in Section 4.5 of [DAP]), it includes in an HTTP header the
task configuration it used to generate the report. W refer to this
process as "task advertisenment”. Before consum ng the report, the
Leader parses the configuration and decides whether to opt-in; if

not, the task’s execution halts.

O herwise, if the Leader does opt-in, it advertises the task to the
Hel per during the aggregation interaction (Section 4.6 of [DAP]). In
particular, it includes the task configuration in an HTTP header of
each aggregation job request for that task. Before proceeding, the
Hel per nmust first parse the configuration and deci de whether to opt-
in; if not, the task’s execution halts.
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4.2. Task Adverti senent

To advertise a task to its peer, a protocol participant includes the
header "DAP-Taskprov" with an HTTP request incident to the task
execution. The value is the TaskConfig structure defined

Section 3.1, expanded into its URL-safe, unpadded Base 64
representation as specified in Sections 5 and 3.2 of [RFC4648].

4.3. Deriving the VDAF Verification Key

When a Leader and Hel per inplenent this mechanism they SHOULD
conpute the shared VDAF verification key [ VDAF] as described in this
section.

The Aggregators are presuned to have securely exchanged a pre-shared
secret out-of-band. The length of this secret MJST be 32 bytes. Let
us denote this secret by verify key init.

Let VERI FY_KEY_SI ZE denote the length of the verification key for the
VDAF i ndicated by the task configuration. (See [VDAF], Section 5.)

The VDAF verification key used for the task is conputed as follows:
verify_key = HKDF- Expand(

HKDF- Ext r act (
SHA- 256( " dap-t askprov"), # salt

verify key init, # 1 KM
) i)
task _id, # info
VERI FY_KEY_SI ZE, # L

)

where task _id is as defined in Section 3. Functions HKDF-Extract ()
and HKDF- Expand() are as defined in [RFC5869]. Both functions are
instantiated with SHA-256() as defined in [SHS].

4.4. Opting into a Task

Prior to participating in a task, each protocol participant nust
determne if the TaskConfig di ssem nated by the Author can be
configured. The participant is said to "opt in' to the task if the
derived task I D (see Section 3) corresponds to an al ready configured
task or the task IDis unrecognized and therefore corresponds to a
new t ask.

A protocol participant MAY "opt out” of a task if:
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1. The derived task ID corresponds to an already configured task,
but the task configuration dissem nated by the Author does not
mat ch the exi sting configuration

2. The VDAF config or other paraneters are deenmed insufficient for
privacy.

3. A secure connection to one or both of the Aggregator endpoints
coul d not be established.

4. The task lifetine is too |ong.

A protocol participant MJST opt out if:

1. The task has ended.

2. The DAP batch node or VDAF is not inplenented.

3. One of the extensions is not recognized.

4. One of the extension types appear nore than once.

The behavi or of each protocol participant is determ ned by whet her or
not they opt in to a task

4.5. dient Behavior

Upon receiving a TaskConfig fromthe Author, the Cient decides
whether to opt into the task as described in Section 4.4. |f the
Client opts out, it MJUST NOT attenpt to upload reports for the task

Once the client opts into a task, it may begin upl oading reports for
the task to the Leader. The extension codepoint taskprov MJST be
offered in both the Leader and the Hel per’s report extensions. The
extension may be included in either the public or private report
extensions; it is RECOWENDED that the extension be included in the
public extensions. In addition, each report’s task I D MJST be
comput ed as described in Section 3.

The Cient SHOULD advertise the task configuration by specifying the
encoded TaskConfig described in Section 3 in the "DAP-Taskprov" HTTP
header, but MAY choose to onit this header in order to save network
bandwi dth. However, the Leader may respond with "unrecogni zedTask"

if it has not been configured with this task. 1In this case, the
Client MJST retry the upload request with the "DAP-Taskprov" HITP
header .
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4.6. Leader Behavi or
4.6.1. Upload Protoco

Upon receiving a Cient report, if the Leader does not support the
Section 4 mechanism it will ignore the "DAP-Taskprov"' HTTP header.
In particular, if the task IDis not recognized, then it MJST abort
the upl oad request with "unrecogni zedTask".

O herwise, if the Leader does support this nmechanism it first checks
i f the "DAP-Taskprov" HTTP header is specified. |f not present, that

means the Cient has skipped task advertisenent. |f the Leader
recogni zes the task ID, it will include the client report in the
aggregation of that task ID. Qherwi se, it MJST abort with
"unrecogni zedTask"”. The Client will then retry with the task

adverti senent.

If the Cient advertises the task, the Leader checks that the task ID
i ndi cated by the upload request matches the task ID derived fromthe
" DAP- Taskprov" HITP header as specified in Section 3. |If the task ID
does not match, then the Leader MJUST abort with "unrecogni zedTask".

The Leader then decides whether to opt in to the task as described in
Section 4.4. If it opts out, it MJST abort the upload request with
"invalidTask".

Finally, once the Leader has opted in to the task, it conpletes the
upl oad request as usual

During the upload flow, if the Leader’'s report share does not present
a taskprov extension type, the Leader MJST abort the upl oad request
with "invalidMessage".

4.6.2. Aggregation Protocol
When the Leader opts in to a task, it SHOULD derive the VDAF
verification key for that task as described in Section 4.3. The
Leader MJST advertise the task to the Hel per in every request
incident to the task as described in Section 3.

4.6.3. Collection Protoco

The Collector m ght create a collection job for a task provisioned by

this mechanismprior to opting into the task. In this case, the
Leader would need to abort the collect request with
"unrecogni zedTask". When it does so, it is up to the Collector to

retry its request.
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OPEN | SSUE: This semantics is awkward, as there’'s no way for the
Leader to distinguish between Coll ectors who support this
mechani sm and those that don’t.

The Leader MUST advertise the task in every aggregate share request
i ssued to the Hel per as described in Section 4. 2.

4.7. Hel per Behavi or

The Leader advertises a task to the Hel per during each step of an
aggregation job and when it requests the Hel per’s aggregate share
during a collection job.

Upon receiving a task advertisenent fromthe Leader, If the Hel per
does not support this nechanism it will ignore the "DAP-Taskprov"
HTTP header and process the request as usual. In particular, if the
Hel per does not recognize the task ID, it MJST abort the request with
error "unrecogni zedTask". Oherwise, if the Hel per supports this
mechani sm it proceeds as follows.

First, the Hel per attenpts to parse payl oad of the "DAP-Taskprov"
HTTP header. |If this step fails, the Hel per MJST abort with
"inval i dMessage".

Next, the Hel per checks that the task ID indicated in the request
mat ches the task I D derived fromthe TaskConfig as defined in
Section 3. If not, the Hel per MUST abort with "unrecogni zedTask"

Next, the Hel per decides whether to opt in to the task as descri bed
in Section 4.4. If it opts out, it MJST abort the request with
"invalidTask".

Finally, the Hel per conpl etes the request as usual, deriving the VDAF
verification key for the task as described in Section 4.3. During an
aggregation job, for any report share that does not include the
taskprov extension with an enpty payl oad, the Hel per MUST nark the
report as invalid with error "invalid_nessage" and reject it.

4.8. Collector Behavior
Upon receiving a TaskConfig fromthe Author, the Collector first
deci des whether to opt into the task as described in Section 4.4. |If

the Collector opts out, it MJUST NOT attenpt to initialize collection
jobs for the task.
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O herwi se, once opted in, the Collector MAY begin to issue coll ect
requests for the task. The task ID for each request MJST be derived
fromthe TaskConfig as described in Section 4.4. The Collector MJST
advertise the task as described in Section 4.2.

If the Leader responds to a collection request with an
"unrecogni zedTask" error, the Collector MAY retry its request after
wai ting an appropriate anount of tine.

5. Security Considerations

The Taskprov extension has the same security and privacy

consi derations as the core DAP protocol. |In addition, successfu
execution of a DAP task inplies agreenent on the task configuration
This is provided by binding the parameters to the task ID, which in
turn is bound to each report uploaded for a task. Furthernore,

i nclusion of the Taskprov extension in the report neans Aggregators
that do not inplenment this extension will reject the report as
required by (Section 4.5.3 of [DAP]).

The task provisioning nechanismin Section 4 extends the threat node
of DAP by including a new logical role, called the Author. The
Author is responsible for configuring Clients prior to task
execution. For privacy we consider the Author to be under control of
the adversary. It is therefore incunbent on protocol participants to
verify the privacy paranmeters of a task before opting in.

Anot her risk is that the Author could configure a unique task to
fingerprint a Client. Although Cient anonym zation is not
guaranteed by DAP, sone systens built on top of DAP nmay hope to

achi eve this property by using a proxy server with Oblivious HTTP

[ RFC9458] to forward Client reports to the Leader. |If the Author
colludes with the Leader, the attacker can | earn sone netadata
informati on about the Cient, e.g., the dient |IP, user agent string,
whi ch may deanonymize the Cient. However, even if the Author
succeeds in doing so, the Author should |l earn nothing other than the
fact that the Cient has uploaded a report, assuming the dient has
verified the privacy parameters of the task before opting into it.
For exanple, if a task is uniquely configured for the dient, the
Client can enforce the mninmumbatch size is strictly nore than 1.

Anot her risk for the Aggregators is that a malicious coalition of
Clients might attenpt to pollute an Aggregator’s |ong-term storage by
upl oadi ng reports for many (thousands or perhaps nillions) of
distinct tasks. Wile this does not directly inpact tasks used by
honest Cients, it does present a Denial-of-Service risk for the
Aggregators thenselves. This can be mitigated by limting the rate
at which new tasks are configured. |In addition, deploynents SHOULD
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arrange for the Author to digitally sign the task configuration so
that dients cannot forge task creation, e.g., via an extension to
Taskprov (Section 3.3).

Support for the Taskprov extension may render a depl oynent of DAP
nmore susceptible to task enuneration attacks (Section 8.6.1 of

[DAP]). For exanple, if the Leader’s upload endpoint is

unaut henti cated, then any HTTP client can learn if a Leader supports
a particular task configuration by uploading a report for it with the
Taskprov extension. Aggregators can nmtigate these kinds of attack
by:

1. Requiring authentication of all APlIs, including the upload
endpoi nt (see Section 3.3 of [DAPF]);

2. Enforcing rate limts on unauthenticated APls; or

3. Including entropy in the task info field of the TaskConfig in
order to make the task ID harder to predict (e.g., 16 bytes of
out put of a CSPRNG .

6. Operational Considerations

The Taskprov extension does not introduce any new operationa
consi derations for DAP.

The task provisioning nechanismin Section 4 is designed so that the
Aggregators do not need to store individual task configurations |ong-
term Because the task configuration is advertised in each request
in the upload, aggregation, and collection protocols, the process of
opting-in and deriving the task I D and VDAF verify key can be re-run
on the fly for each request. This is useful if a |arge number of
concurrent tasks are expected. Once an Aggregator has opted-in to a
task, the expectation is that the task is supported until it ends.

In particular, Aggregators that operate in this manner MJST NOT opt
out once they have opted in.

7. | ANA Consi der ati ons

Thi s docunent requests a codepoint for the taskprov report extension
and for creation of a new registry for Taskprov extensions.

(RFC EDI TOR Replace "XXXX'" with the RFC nunber assigned to this
docunent .)
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7

7

7

7

1.

2

3.

4.

Report Extension

The following entry will be (RFC EDITOR change "will be" to "has
been") added to the "Report Extension Identifiers" registry of the
"Di stributed Aggregation Protocol (DAP)" page created by [DAP]:

Val ue: OxffO0O0

Nane: taskprov

Ref erence: RFC XXXX

Regi stry for Taskprov Extensions

A newregistry will be (RFC EDI TOR change "will be" to "has been")
created for the "Distributed Aggregation Protocol (DAP)" page called
"Taskprov Extensions". This registry contains the foll ow ng col ums:
Val ue: The two-byte identifier for the extension

Nane: The nane of the extension

Reference: Were the nmechanismis defined

The initial contents of this registry are listed in the follow ng
tabl e.

B sty ety s ey
| Value | Nane | Reference |
[ bbb oo ool e el
| Ox0000 | reserved | Section 3.3 of RFC XXXX

+-------- R i I T +

Table 2: Initial contents of the Taskprov
Ext ensi ons registry.

DAP Sub- nanespace for DAP
TODO Figure out howto ask ANA to register the errors in Table 1.

See https://github.conietf-wy-ppmidraft-ietf-ppm dap-taskprov/
i ssues/ 34

HTTP Fi el d Nane Regi stration
A new entry to the "Hypertext Transfer Protocol (HTTP) Field Nane

Registry" will be (RFC EDI TOR change "will be" to "has been") added
for the in-band task-provisioning header
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8.

B bl oo el oo
| Field Nane | Status | Reference |
[ e s e s sl
| DAP-Taskprov | permanent | Section 4 of RFC XXXX |
I I LI R I I I I I ] +

Table 3: Updates to the Hypertext Transfer
Protocol (HTTP) Field Nanme Registry

Ext endi ng thi s Docunent

The behavi or of the taskprov extension nmay be extended by future
docunents that define:

1. A new DAP batch node
2. A new VDAF
3. A new Taskprov extension

Docunent s defining either a new DAP batch node or VDAF SHOULD i ncl ude
a section titled "Taskprov Considerations"” that specifies the payl oad
of TaskConfig.batch _config or TaskConfig.vdaf _config respectively.

Note that the registry for batch nodes is defined by [DAP]; the
registry for VDAFs is defined by [VDAF]; and the registry for
Taskprov extensions is defined in Section 7.2 of this docunent.
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