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Abst ract

Thi s docunent surveys current problems with existing protocols for
automatically assigning nulticast |P addresses in zero-configuration
("zeroconf") networking environments. It addresses key chall enges,
such as link-layer address collisions, hardware |limtations,
mul ti cast snooping inefficiencies, and the need to avoid nanual
configuration. Based on these challenges, it derives requirenents
for a Iightweight, decentralized solution for dynam cally allocating
uni que nulticast group addresses wi thout central coordination

The docurent presents explicit requirenments covering di scovery,

al l ocation, conflict detection and resolution, and | ease nanagemnent.
It al so eval uates considerations specific to IPv6 and | Pv4 mul ticast
address ranges, and identifies approaches that are unsuited for
zeroconf deploynent. This foundation serves as a reference for
devel opi ng future solutions for nulticast address all ocation that
operate autononously within | ocal networks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 21 August 2026
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1. I nt roduction

Mul ticast comunication is conmonly used in networks that need to
distribute data fromone sender to nultiple receivers efficiently.
In some environnments, such as snall or isolated networks, multicast
must operate w thout centralized servers or manual configuration
These are referred to as zero-configuration (zeroconf) multicast
net wor ks.

One exanpl e of such an environnent is nmarine networks, which
typically include a mix of sensors, controls, and displays. These
networ ks vary in conplexity depending on the size and design of the
vessel . Devices may range from |l ow cost temperature or fluid sensors
to hi gh-bandw dth sources such as radar, sonar, or video feeds. Mny
mari ne networks are built on a single subnet and rely on Layer 2

Et hernet swi tches to connect devices.
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In these networks, nulticast is the nost efficient nethod for
distributing sensor data to multiple displays. However, challenges
ari se when hi gh-bandwi dth nmulticast streans overload links to | ow
bandwi dt h devices. Cost-effective switches often do not support
source-specific multicast (SSM because their address table only nmaps
destination MAC addresses. |Instead, each nulticast streamis
assigned a unique destination nulticast |P address, and | Gw/ M.D
snoopi ng [ RFC4541] is used to control nulticast delivery. This

met hod introduces Iimtations, especially in environments where
switch hardware | acks advanced nulticast filtering capabilities.

Wil e marine networks illustrate these issues well, the challenges
they face are not unique. Many other zeroconf nulticast
environments, such as industrial automation, small-scale AV systens,
or ad hoc sensor networks, share simlar constraints.

[ RFC2730] ( MADCAP) describes a nethod for nulticast |IP address

al l ocation, but its server-based nodel does not suit a zeroconf
environment. [RFC3306] and [ RFC4489] both di scuss simlar approaches
to host-based nmulticast | Pv6 address all ocation, but neither
adequately prevents |link-layer address collisions. Although

[ RFC3307] establishes a framework to avoid nulticast address
collisions at both IPv6 and Iink |ayers, additional refinement is
needed to put this into practice (see Section 4).

Thi s docunent outlines the problem space for zeroconf mnulticast
address all ocation, describes the key Iimtations of current
protocols, details sources of |ink-layer address collisions, and
defines a set of requirenents for decentralized, zero-configuration
mul ti cast address allocation solutions. Milticast applications

depl oyed in a zeroconf environnent can use these solutions to
dynanically allocate multicast group addresses. The nmanner in which
a multicast group address is used after allocation is outside the
scope of this docunent.

The organi zation of | Pv6 multicast and i nmense vol ume of possible
mul ti cast addresses makes | Pv6 well-suited for zeroconf multicast
networ ks. However, IPv4 is still considered by this docunent for
net wor ks where transitioning to I Pv6 remains inpractical

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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The requirenents | anguage is used in Section 3 and applies to
i mpl ementations conformant to the listed requirenents

2. Link-Layer Address Collisions

Li nk-1 ayer address collisions are a key concern in multicast
networks, particularly when devices rely on zero-configuration
operation. Collisions occur when two or more nulticast groups are
assigned the same |ink-1ayer (MAC) address, |eading to performance or
forwarding i ssues. This section outlines three scenarios where such
col l'i sions can cause probl ens.

First, many host network interfaces allow filtering of multicast
traffic directly in hardware. When an application joins a multicast
group, the host network stack typically prograns the hardware to
accept only traffic for that group. However, if two groups share the
sanme |ink-1ayer address, the network interface cannot distinguish
them The network stack is then forced to process unwanted traffic
in software, reducing performance and increasi ng CPU usage.

Second, link-layer address collisions reduce the benefit of using
mul ti cast snooping switches on a network. Section 4 of [RFC4541]

i ndi cates sone switches forward multicast traffic based solely on the
link-1ayer address, wi thout considering the network-Iayer group (see
the results for @ and @B). Although the survey is outdated,
switches with these Iimtations still exist in some of the target
depl oynents. In such cases, if two multicast streans share the sane
MAC address, traffic nay be sent to devices that did not request it.
This is especially problematic when | ow bandwi dth |inks are
overwhel med by hi gh-bandw dth streams. Additional concerns related
to the overlap of IPv6 and Iink-layer addresses are discussed in

[ RFC4541], Section 3.

Third, the internal design of sone switches can also contribute to
collisions. For exanple, certain switch inplenmentations use a hash
table with fixed buckets to store forwarding entries based on MAC
addresses (see [US6690667B1]). If nultiple addresses hash to the
same | ocation and the bucket fills up, additional entries may be
dropped or rejected, resulting in forwarding failures.

These exanpl es highlight why a collision-resistant nulticast address
al l ocati on nechanismis essential in zeroconf environnents. The
success of this approach depends on the capabilities of the hardware
(such as the nunber of addresses supported by the filters in host
network interfaces and the size of the tables nmaintained in swtches/
routers) and on the nunber of nulticast groups that are subscribed to
by a particular receiver. Wen the nunber of entries in the filter
tabl es exceeds availability, a typical fallback nechanismis to
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bypass the filter entirely and flood traffic to the receiver. This
subsequently incurs a per-packet cost for any software-based
filtering that is needed.

3. Sol ution Requirenents

A solution intended for decentralized, zero-configuration nulticast
| P address assignment is expected to operate in dynam c,
infrastructure-free environments. To be effective in such contexts,
the solution needs to exhibit the followi ng characteristics:

1. [REQ 1] Unique Address Assignment: Use of the solution SHALL
result in a unique address being assigned to the nulticast group
at both the network and link |ayers.

2. [REQ 2] Resilience to Single Points of Failure: The solution
SHALL be designed to minimze introduction of a single point of
failure, ensuring that operation continues even if individua
devi ces or |inks becone unavail abl e.

3. [REQ 3] Zero User Configuration: It SHALL operate w thout
requiring user or admnistrator configuration, allow ng seanl ess
depl oynent in unmanaged networks

4. [REQ 4] Coexistence with Miulticast Address Allocation Sol utions:
The design SHALL all ow coexi stence with other nmulticast IP
address all ocation solutions, including both manual assignnent
and exi sting dynanic protocols.

5. [REQ5] Single-Subnet Operation: It SHALL support operation
within a single I P subnet, which is typical in link-local or
i sol ated network environments.

6. [REQ 6] No External Connectivity: The solution SHALL NOT require
I nternet access or connectivity to external infrastructure.

7. [REQ 7] Supports Miltiple Host Applications: It SHALL support
mul tiple applications on the sane host, each independently
all ocating nulticast addresses and transmtting to those
addr esses.

8. [REQ8] Collision Detection and Resol ution: The solution SHALL

i ncl ude nmechani sns to detect and resolve nmulticast address
collisions at both the network and |ink | ayers.
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Note: In rare cases, collisions may arise after a tenporary network
partition, when different parts of the network allocate the sane
mul ti cast address independently. Upon reconnection, such collisions
SHALL be detectable and resolved gracefully by ensuring that
conflicting streans are migrated to uni que addresses.

In addition to the above, the follow ng characteristics are
consi dered desirable, but are left as recommendations to all ow for
flexibility in solution design:

1. [CONS-1] Milti-Subnet Support: Operation across nultiple subnets
is beneficial in nore conplex or routed environments and SHOULD
be supported.

2. [CONS-2] Standards Conpatibility: The solution SHOULD aimto
m nimze the need for changes to existing protocols or standards
that affect backwards conpatibility or deploynent in existing
net wor ks.

3. |[CONS-3] Cross-PlatformAvailability: It SHOULD use capabilities
that are wi dely avail able across host platforns and operating
systens.

4. |[CONS-4] M ninal Dependency on Manufacturing Data: |t SHOULD
avoid reliance on pre-loaded configuration or device-specific
manuf act uri ng dat a.

5. [CONS-5] Low Overhead: The solution SHOULD m nim ze the vol une
and frequency of network traffic generated during nornal
operati on.

6. [CONS-6] Advertisenent: The solution SHOULD descri be a nechani sm
for advertising and discovering nulticast addresses allocated for
an application.

7. [CONS-7] Network Topol ogy: To allow conpatibility with a variety
of networks, the solution SHOULD work independent of the dynam cs
of the underlying topol ogy and adj acenci es.

4. | Pv6 Considerations

The rules for IPv6 nulticast addresses, described in [ RFC3307], are
conmpr ehensi ve and wel | -organi zed. These rules nmust be foll owed by
any solution allocating IPv6 multicast addresses, including solutions
that nmeet the requirenents defined in this docunent. However, sone
aspects of its current organi zation need to be inproved to ensure
that a zeroconf nulticast address assignnent sol ution can coexi st
with other I Pv6 nulticast address assignhnment protocols.
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For exanple, Section 2 of [RFC3307] explains that the last 32 bits of
an I Pv6 multicast address, called the group I D, are mapped directly
to the Ethernet MAC address. Different parts of the group ID range
are assigned based on how the address is allocated. Section 4.3 of

[ RFC3307] describes two ways to assign group IDs dynam cally: one
where a server assigns addresses, and one where hosts assign
addresses thensel ves. However, both methods use the sanme group ID
range, which creates a risk of address collisions if both are used at
the sane tine.

An additional concern is that the group IDs used for this dynanic
range overlap with the range used for Solicited-Node multicast
addresses, a special type of nmulticast used by IPv6 for nei ghbor

di scovery (see Section 2.7.1 of [RFC4291]). This overlap increases
the risk of unintentional conflicts with |ink-1ayer addresses.

Note that [ RFC3307] focuses on 48-bit addresses on Ethernet, but
simlar issues would be seen on any mediumthat generates |ink-Iayer
mul ti cast addresses by truncating an | Pv6 nulticast address.

5. | Pv4 Consi derations

In I Pv4, multicast addresses can sonetines cause conflicts at the
data link layer. For exanple, as explained with Ethernet in

Section 6.4 of [RFC1112], this happens because only the lower 23 bits
of an IPv4 nulticast address are used to generate the Ethernet
mul ti cast address. Since an IPv4 nmulticast address is 32 bits and
starts with a fixed 4-bit prefix (leaving 28 bits), this means up to
27 (28-23) = 32 different nulticast | P addresses can map to the sane
Et hernet address. As a result, devices may receive nulticast traffic
they didn't ask for.

The address allocation guidelines in [RFC5771] did not account for
this type of collision when they were created. Because of this
limtation, the recommended approach for new designs that need
dynanmic multicast | P address assignnent is to use |Pv6 instead of
| Pv4.

However, if using IPv4 is necessary, then nulticast addresses SHOULD
be chosen carefully fromwi thin the Adm nistratively Scoped Bl ock
(239.0.0.0/8). Additionally, solutions for zeroconf multicast
address allocation SHOULD try to avoi d usi ng addresses that may

al ready be in use by other applications on the same network, to
mnimze the risk of conflicts.
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Zeroconf coexi stence with other |IPv4 multicast address allocation
solutions may not be possible, in which case it nmay be necessary to
require manual configuration or to limt the solutions that are
depl oyed.

Security Considerations

Zeroconf multicast address allocation nmechani sns are vulnerable to
accidental or nalicious address collisions, which may |ead to denial
of service or msdirection of traffic. Solutions derived fromthese
requi renents SHALL include neasures for collision detection and
conflict resolution [REQ 7], and SHOULD i ncl ude neasure to prevent
unaut hori zed address use. Specific security mechani snms are outside
the scope of this docunent.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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Appendi x A.  Excl uded Sol utions

The way multicast | P addresses are mapped to |ink-layer nulticast
addresses is already defined in existing standards, such as [RFCl1112]
for 1 Pv4d over Ethernet and [ RFC2464] for |Pv6 over Ethernet. These
standards specify a fixed prefix used in creating the Ethernet
mul ti cast address. Changing this prefix would open the door to new
solutions, but those are not being considered here for practica
reasons.

One idea is to reduce the size of the fixed prefix, which would | eave
more bits available for the group ID. This would nmake address
collisions less likely. Another idea is to create a new protoco

that dynamically maps multicast | P addresses to |ink-layer addresses,
simlar to how DHCP assigns | P addresses. This protocol could work

| ocally on a subnet, and routers could adjust the mapping for
incomng nulticast traffic at the network edge.

However, these ideas would require significant changes to how network
devices handle multicast traffic. Since existing hardware and
operating systems are built around the current standards, it’s
unlikely that such changes woul d be wi dely supported anytinme soon

Anot her potential solution for |Pv4d was to assign 32 separate, non-
over |l appi ng address ranges to avoid collisions altogether (e.g.,
assign 224.0.0. 254, 224.128.0.254, 225.0.0.254, etc.). But this was
rejected because [ RFC5771] discourages new al |l ocations, given how
limted the IPv4 nulticast address space already is.
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