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Abstr act
Thi s docunent describes a network that requires unique multicast

addresses to distribute data. Various challenges are di scussed, such
as the use of nulticast snooping to ensure efficient use of

bandwi dth, limtations of switch hardware, problens associated with
address collisions, and the need to avoid user configuration. After
all limtations were considered it was determ ned that multicast

addresses need to be dynanical |l y-assigned by a decentralized, zero-
configuration protocol

Requi rements and recomrendations for suitable protocols are listed
and specific considerations for assigning |Pv4 and | Pv6 addresses are
reviewed. The docurment closes with several solutions that are

precl uded from consi derati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 January 2026
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provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Marine networks contain a conbination of sensors, controls, and
displays. Installations vary w dely depending on the design and

i nt ended purpose of the boat and the anpbunt of redundancy required.
Sensors on these networks can be a mx of |ow cost, |ow bandw dth
devices, like tenperature or fluid sensors, and hi gh-bandw dth
devices, |ike radar, sonar, and video caneras. In nobst cases, these
networ ks use a single subnet and therefore require |ayer-2 swtches
to be depl oyed.

The nost optimal way to distribute sensor data to all displays on the
network is nmulticast. However, use of traditional swi tches can be
probl emati ¢ when both hi gh-bandw dth and | ow bandwi dt h devi ces are
installed. Low bandwi dth devices are comonly designed with a | ow
speed link to reduce cost, and the nulticast streamfromthe high-
bandwi dt h devi ce can overwhelmthis link. Switch hardware at the | ow
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price points that are acceptable to the market do not support source-
specific nulticast. |Instead, nulticast streans are differentiated by
destination address and switches with nmulticast snooping [ RFC4541] in
a defaul t-block configuration are used to isolate nulticast streans
to the ports with devices that request the data.

Thi s techni que presents several challenges. First, defining an

i ndustry-standard set of pre-allocated addresses is not practical due
to the wide variety of network designs. Manually configuring
addresses for each device is not a user-friendly solution. MADCAP

[ RFC2730] coul d be used to dynam cally assign addresses, but its
reliance on a dedicated server results in a single point of failure
for the system which is not acceptable for the target environnent.
Finally, this method is susceptible to |ink-layer address collisions
(see Section 2 for further discussion).

The desired solution needs to be a decentralized, zero-configuration
protocol for dynam cally assigning nmulticast addresses. This
docunent serves as a basis for devel opi ng suitable protocols by
defining the problem discussing constraints, and listing
requirenents.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Address Collisions
Li nk-1 ayer address collisions are a concern in three cases.

First, many Ethernet chips include the ability to filter out unwanted
traffic. This is typically configured by the network stack in
response to an application joining a multicast group. Any l|ink-I|ayer
address collision wuld require that the network stack use CPU time
to filter out traffic by its network-layer nulticast address, which
reduces performance.
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Net wor ks that use nulticast snooping switches are al so susceptible to
address collisions. According to Section 4 of [RFC4A541], nost switch
vendors forward nulticast traffic based only on the link-Iayer
address (see the results for @ and @@). This neans that unwanted
data will be transmitted over the |link and, depending on the nature
of the data, may result in a |l owbandwi dth |ink being saturated by a
hi gh-bandwi dth stream Additional concerns related to the overlap of
I Pv6 and |ink-1ayer addresses are discussed in [ RFC4541], Section 3.
Functionality of the network infrastructure may also result in
address collisions. For exanple, the switch described in
[ US6690667B1] uses a hash table with buckets to store forwarding
informati on for each link-layer address. |If all of the buckets at a
given location in the hash table are used, then any subsequent
attenpt to use an address that hashes to that sane |ocation wll
fail

3. Protocol Requirenents

A decentralized, zero-configuration protocol for dynam c multicast
address assi gnnent MJUST have the foll owi ng characteristics:

1. Does not rely on a single point of failure

2. Does not depend on user configuration

3. Coexists with other nmulticast address assignnent protocols
4. Supports operation on a single subnet

5. Does not require an Internet connection

6. Supports multiple applications on the sane host

7. Detects and resolves address collisions

Note that an extrene case of address collision may occur after a
network partition, when intermttent link failure tenporarily divides
the network into multiple segnents.

A protocol SHOULD ideally have the foll owi ng characteristics

1. Supports operation across nultiple subnets

2. Does not require significant changes to existing standards

3. Uses functionality commonly available on a variety of platforns
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4.

4. Uses capabilities comonly provided to unprivileged applications

5. Avoi ds depending on configuration data | oaded during device
manuf act ure

6. Mnimzes network traffic
| Pv6 Consi derations

The 1 Pv6 nulticast address guidelines specified in [ RFC3307] are

wel | -structured and robust. Section 2 defines the |ower 32 bits of
the 1 Pv6 address, which are mapped directly to the Iink-layer, as the
group I D, and then assigns ranges of group |ID val ues based on how
they are allocated. Section 4.3 describes dynam ¢ assi gnment of
group ID values and lists two different approaches (server allocation
and host allocation). However, both approaches are assigned the sane
range of group ID val ues, which nmeans they cannot coexist without

ri sking an address collision. Al so concerning is that the range for
dynani ¢ assi gnnent overlaps with the range used for solicited-node
mul ti cast addresses (see Section 2.7.1 of [RFC4291]).

| Pv4 Consi derations

Section 6.4 of [RFC1112] recogni zes that nore than one | Pv4 multicast
address can be mapped to the sanme Ethernet nulticast address. This
is because the | owest 23 bits are mapped to the Ethernet mnulticast
address. A 32-bit IPv4 nulticast address has a 4-bit prefix, which

| eaves 5 bits inconsequential to the operation, or 32 addresses.

The guidelines for allocating I Pv4 multicast addresses in [ RFC5771]
did not anticipate a need to avoid address collisions. As such, the
recomrendation for all new designs using dynam c assignment is to use
IPv6. If this is not feasible, then the recommendation is for the
protocol to assign addresses froma suitable range in the

Admi ni stratively Scoped Bl ock (239.0.0.0/8) and be aware of other
applications on the network using addresses it may collide with.

Excl uded Sol utions

The prefix for IPv4d and | Pv6 nulticast nessages being transmtted on
Et hernet are specified in [ RFC1112], Section 6.4 and [ RFC2464],
Section 7, respectively. Alowing a different prefix would support
at least two solutions that are being excluded from consi derati on.

First, reducing the size of the prefix would increase the size of the
group I D, thereby reducing the probability of an address collision
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10.

10.

Because |ink-layer addresses are only relevant on the |ocal subnet,

it would al so be possible to develop a new protocol to dynanmically
map network-|ayer nulticast addresses to |ink-layer multicast
addresses in an operation sonmewhat anal ogous to DHCP. Milti cast
packets routed from outside the network could have the address nmapped
at ingress without any assignment protocol

Utimately, it was determ ned that using a different prefix would be
a significant change, and would be unlikely to receive w despread
pl atform support for quite sonme tine.

Wth | Pv4, assigning 32 separate address ranges in the registry could
prevent address collisions. However, this approach was rejected
because of the caution in [RFC5771] agai nst further assignments due

to the relatively small size of the IPv4 nulticast address space.
Security Considerations

Security considerations will be discussed by any proposed zero-
configuration nulticast address allocation al gorithm

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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