I nt ernet Engi neering Task Force V. CGovi ndan

I nternet-Draft S. Venaas
bsol etes: 8059, 9798 (if approved) G sco
I ntended status: Standards Track 14 March 2026

Expires: 15 Septenber 2026

PIMJoin Attributes for Locator/I1D Separation Protocol (LISP)
Envi ronment s
draft-ietf-pi mrfc8059-9798bis-01

Abst ract

Thi s docunent defines two PIM Join/Prune attributes that support the
construction of multicast distribution trees where the root and
receivers are located in different Locator/ID Separation Protoco
(LISP) sites. These attributes allow the receiver site to sel ect
bet ween uni cast and mul ticast underlying transport, to convey the
RLOC (Routing Locator) address of the receiver ETR (Egress Tunne
Router) to the control plane of the root ITR (Ingress Tunnel Router)
and to signal the underlay nulticast group to the control plane of
the root ITR This docunent updates RFC 8059 and RFC 9798.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

The construction of multicast distribution trees where the root and
receivers are located in different LISP sites [ RFC9300] is defined in
[I-Dietf-lisp-rfc6831lbis]. Creation of (root-EID, G state in the
root site requires that unicast LISP-encapsul ated Join/ Prune nessages
be sent froman ETR on the receiver site to an ITR on the root site.
The term"EID' is short for "Endpoint ID'. [RFCO300] specifies that
(root-EID G data packets are to be LISP- encapsul ated into (root-
RLOC, G nulticast packets. However, a w de depl oynment of multicast
connectivity between LISP sites is unlikely to happen any tinme soon.
In fact, some inplenmentations are initially focusing on unicast
transport with head-end replication between root and receiver sites.
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1.

1.

The uni cast LI SP-encapsul ated Joi n/ Prune nmessage specifies the (root-
EID, G state that needs to be established in the root site, but
conveys not hing about the receiver’s capability or desire to use

mul ticast as the underlying transport. This docunent specifies a
Join/Prune attribute that allows the receiver ETR to select the
desired transport.

The term"transport” in this docunent is intentionally somewhat
vague. Currently, it is used just to indicate whether nulticast or
head-end replication is used; this neans that the outer destination
address is either a unicast or multicast address. Future docunents
may specify how other types of delivery, encapsul ation, or underlay
are used.

Know edge of the receiver ETR s RLOC address is essential to the
control plane of the root ITR The RLOC address determ nes the
downstream destination for unicast head-end replication and
identifies the receiver ETR that needs to be notified should the root
I TR of the distribution tree nove to another site. The root |ITR can
change when the source EIDis roanming to another LISP site.

Service providers may inplenment unicast reverse path forwarding
(uRPF) policies requiring that the outer source address of the LI SP-
encapsul at ed Joi n/ Prune nessage be the address of the receiver ETR s
core-facing interface used to physically transmt the message.
However, due to policy and | oad-bal anci ng consi derations, the outer
source address may not be the RLOC on which the receiver site w shes
to receive a particular flow. This docunent specifies a Join/Prune
attribute that conveys the appropriate receiver ETR s RLOC address to
the control plane of the root ITR

Thi s docunent uses term nol ogy defined in [ RFCO300] and [ RFC9301],
such as EID, RLOC, ITR, and ETR

The construction of nulticast distribution trees where the root and
receivers are located in different LISP sites [RFC9300] is defined in
[I-D.ietf-1isp-rfc6831bis].

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here
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2. PIMJoin/Prune Attri butes

PI M Join/Prune attributes are defined in [ RFC5384] by introducing a
new Encoded- Source type that, in addition to the Join/Prune source,
can carry nmultiple Type-Length-Value (TLV) attributes. These
attributes apply to the individual Join/Prune sources on which they
are stored.

The attributes defined in this docunent conformto the format of the
encodi ng type defined in [ RFC5384]. The attributes would typically
be the sane for all the sources in the Join/Prune nessage. Hence, we
RECOMMEND usi ng the hierarchical Join/Prune attribute schene defined
in [RFC7887]. This hierarchical systemallows attributes to be
conveyed in the Upstream Nei ghbor Address field, thus enabling the
efficient application of a single attribute instance to all the
sources in the Join/Prune nessage.

LI SP Tunnel Routers (xTRs) do not exchange PIM Hell o Messages, and
hence no Hello option is defined to negotiate support for these
attributes. Systens that support unicast head-end replication are
assuned to support these attributes.

3. The Transport Attribute

It is essential that a nechani sm be provi ded by which the desired
transport can be conveyed by receiver sites. Root sites with

mul ticast connectivity will want to | everage nmulticast replication
However, not all receiver sites can be expected to have multicast
connectivity. It is thus desirable that root sites be prepared to
support (root-EID, G state with a mixture of nmulticast and uni cast
output state. This docunment specifies a Join/Prune attribute that
all ows the receiver to select the desired underlying transport.

3.1. Transport Attribute Format

0 1 2
012345678901234567890123
B R s i T Tk ST B R R S TR S S e i e i i
| FIE] Type =5 | Length =1 | Transport |
R i i I e e S s sl o ot ST N S S S R R S SR

Figure 1
* F-bit: The Transitive bit. Specifies whether the attribute is

transitive or non-transitive. MJST be set to zero. This
attribute is ALWAYS non-transitive.
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3.

4.

4.

* End-of-Attributes bit. Specifies whether this attribute is the
last. Set to zero if there are nore attributes. Set to 1 if this
is the last attribute.

* The Transport Attribute type is TBD.

* Length: The length of the Transport Attribute value. MJST be set
to 1.

* Transport: The type of transport being requested. Set to O for
multicast. Set to 1 for unicast. The values from2 to 255 may be
assigned in the future

2. Using the Transport Attribute

Hi erarchical Join/Prune attribute instances [ RFC7887] SHOULD be used
when the sane Transport Attribute is to be applied to all the sources
within the Join/Prune message or all the sources within a group set.
The root | TR MJUST accept Transport Attributes in the Upstream

Nei ghbor Encoded- Uni cast address, Encoded- Group addresses, and
Encoded- Sour ce addr esses.

There MUST NOT be nore than one Transport Attribute within the same
encoded address. |f an encoded address has nobre than one instance of
the attribute, the root | TR MUST discard all affected Join/Prune
sources. The root | TR MJUST al so discard all affected Joi n/ Prune
sources if the Transport Attribute value is unknown.

Recei ver ETR RLOC Attribute
1. Using the Received ETR RLOC Attribute for Unicast Underl ays

When a receiver ETR requests unicast head-end replication for a given
(root-EID, G entry, the PIMcontrol plane of the root |ITR nust

mai ntain an outgoing interface list ("oif-list") entry for the
receiver ETR and its correspondi ng RLOC address. This allows the
root I TR to perform unicast LISP-encapsul ation of multicast data
packets to each and every receiver ETR that has requested uni cast
head-end replication.

The PI M control plane of the root I TR could potentially deternine the
RLOC address of the receiver ETR fromthe outer source address field
of the LISP-encapsul ated Joi n/ Prune nessage. However, receiver ETRs
are subject to uRPF checks by the network providers on each core-
facing interface. The outer source address nust therefore be the
RLOC of the core-facing interface used to physically transnit the

LI SP- encapsul at ed Joi n/ Prune nessage. Due to policy and | oad-

bal anci ng consi derations, that may not be the RLOC on which the
receiver site wishes to receive a particular flow. This docunent
specifies a Join/Prune attribute that conveys the appropriate
receiver RLOC address to the PIMcontrol plane of the root ITR
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To support root-EID mobility, receiver ETRs nmust al so be tracked by
the LISP control plane of the root ITR regardl ess of the underlying
transport. Wen the root-EID noves to a newroot ITRin a different
LISP site, the receiver ETRs do not know the root-ElID has noved and
therefore do not know the RLOC of the newroot ITR This is true for
bot h unicast and nulticast transport nodes. The new root | TR does
not have any receiver ETR state. Therefore, it is the responsibility
of the old root ITRto informthe receiver ETRs that the root-ElID has
moved. Wien the old root I TR detects that the root-El D has noved, it
sends a LISP Solicit-Mp-Request (SVMR) nessage to each receiver ETR
The receiver ETRs do a nmappi ng dat abase | ookup to retrieve the RLCC
of the newroot ITR The old root |ITR detects that the root-ElID has
moved when it receives a Map-Notify fromthe Map-Server. The

transm ssion of the Map-Notify is triggered when the new root |TR
registers the root-EID [EID-MOBILITY]. When a receiver ETR

determ nes that the root I TR has changed, it will send a LI SP-
encapsul ated PI M prune nessage to the old root xTR and a LI SP-
encapsul ated PIMjoin nessage to the new root XTR

4.2. Using the Received ETR RLOC Attribute for Milticast Underlays

When LI SP based Miulticast trees are constructed using IP Milticast in
the underl ay, the mappi ng between the overlay group address and the
underl ay group address becones a crucial engineering decision:

Three distinct types of overlay to underlay group nmappi ngs are
possi bl e:

Many to one mappi ng:
Many (root-EID, G flows originating froman RLOC can be napped to
a single underlay multicast (root-RLOC, Gu) flow

One to nmany nmappi ng:
Conversely a single sanme overlay flow can be napped to two or nore
flows, e.g., (root-RLOC, Gul) and (root-RLOC, G u2) to cater to
the requirements of downstream xTR nodes.

One to one mappi ng:
Every (root-EID, G flowis mapped to a unique (root-RLOC, G u)
flow
4.2.1. Milticast Address Range constraints:
Under certain conditions, different subsets of XxTRs subscribing to

the sanme overlay multicast stream nmay be constrained to use distinct
underl ay nulticast mappi ng ranges.
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This introduces a trade-off between replication overhead and the
flexibility of address range assignnment, which may be necessary in
specific use-cases |ike Proxy Tunnel Routers or when using nodes wth
limted hardware resources as expl ai ned bel ow

Inter-site Proxy Tunnel Routers (PxTR):
When nultiple LISP sites are interconnected through a LI SP-based
transit, the site border node (PxTR) connects the site-facing
interfaces with the external LISP core. 1n such cases, different
ranges of nulticast group addresses nay be used for constructing
(SSRLOC, G trees within the LISP site and in the external LISP
core. This distinction is desirable for various operational
reasons.

Har dware resource restrictions:
Platformlimtations may necessitate engi neering decisions to
restrict nulticast address ranges in the underlay due to hardware
resource constraints.

4. 3. Recei ver RLOC Attri bute format

0 1 2 3

01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| FIE] Type = 6 | Lengt h | Addr Fanmily | Receiver RLCC
B i T o T il i S S I S S S S i S S S

Figure 2

* F bit: The Transitive bit. Specifies whether this attribute is
transitive or non-transitive. MJST be set to zero. This
attribute i s ALWAYS non-transitive.

* E bit: End-of-Attributes bit. Specifies whether this attribute is
the last. Set to zero if there are nore attributes. Set to 1 if
this is the last attribute.

Type: The Receiver RLOC Attribute type is TBD[ suggested: 6].
Length: The length in octets of the attribute value. MJST be set
to the length in octets of the receiver RLOC address plus 1 octet
to account for the Address Fam ly field.

* Addr Fanmily: The PIM Address Famly of the receiver RLCC as
defined in [ RFC7761].
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* Receiver RLOC. The RLOC address on which the receiver ETR w shes
to receive the encapsul ated flow. A unicast |IP Receiver RLCC
address is used for unicast-encapsul ated flows. Alternately, a
mul ti cast | P Receiver RLOC address is used for for nulticast-
encapsul ated flows. A nulticast |IP address MJST be used only when
the underlay network of the LISP core supports IP Milticast
transport.

VWhen the I TR needs to track the Iist of ETRs from which the PIMjoins
are received, the I TR MUST use the source | P address field of the

i ncom ng PI M Join/Prune nessage. The source |P address of the PIM
Joi n/ Prune MJUST be an ETR RLOC | P addr ess.

4.4. Using the Receiver RLOC Attribute

Hi erarchical Join/Prune attribute instances [ RFC7887] SHOULD be used
when the sane Receiver RLOC Attribute is to be applied to all the
sources within the message or all the sources within a group set.
The root | TR MJUST accept Transport Attributes in the Upstream

Nei ghbor Encoded- Uni cast address, Encoded- G oup addresses, and
Encoded- Sour ce addr esses.

There MUST NOT be nore than one Receiver RLOC Attribute within the
sane encoded address. |f an encoded address has npbre than one
instance of the attribute, the root | TR MJST discard all affected
Joi n/ Prune sources. The root | TR MJST al so discard all affected
Joi n/ Prune sources if the address famly is unknown or the address
length is incorrect for the specified address famly.

Wien the ETR determines to use the nulticast underl ay:

* It chooses an underlay nulticast group that it can join. This is
a matter of |ocal decision, beyond the scope of this docunent.

* |t identifies the upstream LI SP site where the underlay mnulticast
tree needs to be rooted.

* It constructs the PIM Join/Prune nmessage as specified in RFC 8059
[ RFC8059] and RFC 9798 [ RFC9798]. Only the Receiver RLOC
attribute is encoded as above.

When the I TR receives a PI M Joi n/ Prune nmessage:

* |t allocates a new entry in the Qutgoinglnterfaceli st
[I-D.ietf-lisp-rfc6831lbis] for every unique underlay multicast

mappi ng.
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5.

* The I TR MAY apply local policy to performany kind of rate-
limting on the nunber of copies it needs to make in the underl ay.
Such actions are beyond the scope of this docunent.

Acknowl edgenent s
Thanks to Amanda Baber for refining the text in the | ANA section
I ANA Consi derati ons

Fol |l owi ng the guidelines of [RFC8126], | ANA is asked to update the
references for the follow ng registrations as foll ows:

Two PIMJoin attribute types need to be updated: value 5 for the
Transport Attribute and value 6 for the Receiver RLOC Attribute
earlier allocated through [ RFC8059] and [ RFC9798] are to be updated
to be owned by this docunent.

The "PI M Joi n/ Prune Transport Types" registry exists for the Join/
Prune Transport attribute. The registration policy is |ETF Review

[ RFC5226], and the values are in the range 0-255. This docunent
shoul d be the updated reference for value 0 for nulticast and value 1
for unicast. These values were earlier owned by [ RFC8059] and

[ RFC9798] .

Security Considerations

Security of Join/Prune attributes is only guaranteed by the security
of the PIMpacket. The attributes specified herein do not enhance or
di m ni sh the privacy or authenticity of a Join/Prune nessage. A site
that legitimately or maliciously sends and delivers a Join/Prune
message to another site will equally be able to append these and any
other attributes it wi shes. See [RFC5384] for general security

consi derations for Join/Prune attributes.

An attack vector arises where an attacker sends numerous PIM Join
messages with different group addresses. This could interfere with
legitimate nmulticast traffic if the group addresses overl ap
Additionally, resource exhaustion may occur if replication is
requested for a |large nunber of groups, potentially resulting in
significant resource consunption.

To mitigate these risks, PIMauthentication mechani sms RFC 5796

[ RFC5796] coul d be enployed to validate join requests. Furthernore,

i npl ementations nmay consider explicit tracking nechani sns to manage
joins nore effectively. Configurable controls could be introduced,

al l owi ng for a maxi mum perm ssi bl e nunmber of groups for each ETR RLCC
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used as the source of overlay joins. These controls would limt the
i mpact of such attacks and ensure that resource allocation is nanaged
appropriately.
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