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1. STATUS OF THI S MEMO

This meno specifies the extensions required of a host inplenmentation
of the Internet Protocol (IP) to support IP rmulticast with the IP
service interface "Any Source Multicast” (ASM. This specification
applies to both versions 4 and 6 of the Internet Protocol
Distribution of this menp is unlimted.

Thi s docunent replaces RFC1112 for everything except for its
specification of the | GW version 1 protocol

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

2. | NTRODUCTI ON
2.1. Summary

This nmenp specifies the extensions required of a host inplenmentation
of the Internet Protocol (IP) to support IP nulticast. 1t replaces
[ RFC791] for everything except for the specification of the protoco
I|GW version 1 in Appendix |. of RFCL112. This docunent decl ares
RFC1112 including I GW version 1 historic.

RFC1112 specified IP nulticast for version 4 of the |IP protocol
(IPv4, [RFC791]), and refers to that version as IP. This docunent
applies both to version 4 of the IP protocol and version 6 of the IP
protocol (I1Pv6, [RFC8200]). The termIP is used in this docunent to
refer to both versions. Were specifications in support of IP

mul ticast for version 6 of the I P protocol where already provided by
other RFCs, this docunment provides references to those pre-existing
specifications, so that this docunent can serve as a conplete single
poi nt of reference for the host extensions for IP nulticast with
either versions of IP

"Source Specific Multicast", (SSM [SSM) introduced a conpl enentary
extension to the IP service fromthe one specified here. It is
relying on conponents specified here, such as {#ethernet}, and
extendi ng or superseding others. The service specified here is
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called "Any Source Miulticast" (ASM to distinguish it explicitly from
SSM  This docunent al so describes, where SSM changes specifications
from RFC1112.

Due to the existence of both ASMand SSM the term"IP nulticast”
best refers to the conplete set of |IP host extensions in support of
either service options: this specification for ASMplus [SSM). Wen
the termIP rmulticast is used to refer to the IP rmulticast service

wi thout further qualification, then ASMis to be inplied.

This specification ainms to nmaintain all the original text of RFCL112
where technically appropriate. This incurs the use of sone historic
| anguage, such as "(internet) gateway" to refer to IP routers, and
capitalization of chapter headings.

See Section 9 and Section 10 for a detailed Iist of changes from
RFC1112.

2.2. Overview

IP multicasting is the transm ssion of an I P datagramto a "host
group”, a set of zero or nore hosts identified by a single IP
destination address. A nulticast datagramis delivered to all
menbers of its destination host group with the sane "best-efforts"”
reliability as regular unicast |IP datagrans, i.e., the datagramis
not guaranteed to arrive intact at all nenbers of the destination
group or in the sanme order relative to other datagrans.

The nenbership of a host group is dynanmic; that is, hosts may join
and | eave groups at any tine. There is no restriction on the

| ocation or number of menbers in a host group. A host may be a
menber of nore than one group at a tinme. A host need not be a nemnber
of a group to send datagrans to it.

A host group may be permanent or transient. A pernanent group has a
wel | -known, adninistratively assigned |IP address. It is the address,
not the menbership of the group, that is permanent; at any tine a

per manent group may have any nunber of menbers, even zero. Those IP
mul ti cast addresses that are not reserved for pernmanent groups are
avai l abl e for dynami c assignnment to transient groups which exist only
as long as they have nenbers.

Internetwork forwarding of I P nmulticast datagrans is handl ed by

"mul ticast routers" which may be co-resident with, or separate from
internet gateways. A host transmits an IP nulticast datagramas a

| ocal network multicast which reaches all i mediatel y-nei ghboring
menbers of the destination host group. |f the datagram has an | Pv4
time-to-live or IPv6 hop linit greater than 1, the multicast
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router(s) attached to the local network take responsibility for
forwarding it towards all other networks that have menbers of the
destination group. On those other nenber networks that are reachabl e
within the IPv4 tine-to-live or IPv6 hop limt, an attached nulticast
router conpletes delivery by transnmitting the datagramas a | oca

mul ti cast.

This meno specifies the extensions required of a host IP

i mpl ementation to support IP multicasting, where a "host" is any
i nternet host or gateway other than those acting as nulticast
routers. The algorithnms and protocols used within and between
mul ticast routers are transparent to hosts and will be specified in
separate docunents. This neno al so does not specify how | oca
network multicasting is acconplished for all types of network,

al though it does specify the required service interface to an
arbitrary |l ocal network and gives an Ethernet specification as an
exanple. Specifications for other types of network will be the
subj ect of future nmenos.

3. LEVELS OF CONFORMANCE

There are three levels of conformance to this specification. They
apply independently for |Pv4 and | Pv6.

Al'l Internet hosts and gateways are RECOMMVENDED to conformto Level 2
for the versions of IP that they support.

Hosts or gateways supporting IPv4 that can not conformto Level 2 for
it are RECOWENDED to conformto Level 2L

Hosts or gateways supporting |IPv4 that can not conformto Level 2 for
it are REQURED to conformto Level 2L in support of the requirenents
from[RFC4291], section 2.8.

3.1. Level 0: no support for IP nulticasting.

Level 0 hosts will, in general, be unaffected by nulticast activity.
The only exception arises on some types of |ocal network, where the

presence of level 1 or 2 hosts may cause nmisdelivery of nulticast IP
datagrans to level 0 hosts. Such datagrans can easily be identified
by the presence of a class D IP address in their destination address
field; they SHOULD be quietly discarded by hosts that do not support
IP multicasting. Cass D addresses in support of multicasting with

| Pv4 are described in section 4 of this meno, |Pv6 addresses for IP

mul ticasting are described in [ RFC4291] and [ RFC7371].
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3.

3.

3.

2. Level 1: support for sending but not receiving nulticast IP
dat agr ans.

Level 1 allows a host to partake of some nulticast-based services,
such as resource location or status reporting, but it does not allow
a host to join any host groups. An IP inplenentation may be upgraded
fromlevel O to level 1 very easily and with little new code. Only
sections 4, 5, and 6 of this meno are applicable to level 1

i mpl ement ati ons.

3. Level 2: full support for IP nulticasting.

Level 2 allows a host to join and | eave host groups, as well as send
| P datagrans to host groups. Mdst |IPv6 hosts require Level 2 support
because |1 Pv6 Nei ghbor Discovery ([ RFC4861], as used on most |ink
types, see [ RFC8504], section 5.4), depends on nulticast and requires
that nodes join Solicited Node nmulticast addresses.

Level 2 requires inplenmentation of the host side of the Internet

G oup Managenent Protocol (I1GW) for |IPv4 and the equival ent host
side of the Multicast Listener Discovery Protocol (M.D) for IPv6 and
extension of the IP and | ocal network service interfaces within the
host as specified or referred to in the follow ng sections.

The current protocol versions for full Level 2 support of IP
multicasting are [1 GWv3] and [ M_Dv2] or |ightweight versions of
either protocol [IGWv3lite].

Al'l of the followi ng sections of this nmeno are applicable to level 2
i mpl ement ati ons.

4. Level 2L: support for only link local IP multicasting.

Level 2L has the same functionality as Level 2 except that it does
not include the inplenmentation of 1GW for IPv4 or M.D for |Pv6.
Level 2L hosts can only send/receive IP nmulticast to their |oca
net wor k.

Level 2L hosts SHOULD only join/leave Link-Local host groups (see
Section 4) and send | P datagrans to Link-Local host groups - but not
ot her host groups.

HOST GROUP ADDRESSES

| Pv4 Host groups are identified by class D | Pv4 addresses, i.e.,
those with "1110" as their high-order four bits. Cass E |IPv4
addresses, i.e., those with "1111" as their high-order four bits, are
reserved for future addressi ng nodes.
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In Internet standard "dotted decimal" notation, |Pv4 host group
addresses range from 224.0.0.0 to 239. 255. 255. 255. | Pv4 host group
addresses in the "Local Network Control Block”, 224.0.0.0 -

224.0.0. 255 are called Link-Local |IPv4 host group addresses. |IP
datagrans with a Link-Local destination address are called Link-Loca
mul ti cast packets. The |Pv4 Link-Local addresses 224.0.0.0 is
guaranteed not to be assigned to any group, and 224.0.0.1 is assigned
to the permanent group of all IPv4 hosts (including gateways). It is
called the all-hosts group. This is used to address all IP multicast
hosts (including gateways) on the directly connected network. There
is no multicast address (or any other |IP address) for all hosts on
the total Internet.

The addresses of well-known, permanent |Pv4 multicast groups are to
be published in "Assigned Nunbers", see [RFC3232], currently through
the 1ANA "I Pv4 Milticast Address Space Registry". [RFC5771] and

[ RFC6034] refine nore detailed allocation and uses of different sub-
bl ocks of 224.0.0.0/4.

Al l ocation guidelines for Link-Local 1Pv6 nulticast group addresses
are specified in [RFC5771]. The 1Pv6 Link-Local all-hosts group
address is FF02::1. |Pv6 Host groups are identified by |IPv6
addresses as defined in [ RFC4291] section 2.7 and updated by

[ RFC7346], [RFC7371]. The addresses of other groups are currently
publi shed via the ANA "I Pv6 Multicast Address Space Registry".

| P addresses as specified in [SSM are not used for ASMIP mul ticast
and are not considered |IP host groups by [SSM. They are instead
only the destination address part G of Source Specific Milticast
(SSM IP multicast (S, G channels.

Appendi x | contains some background di scussi on of several issues
related to host group addresses.

5. MODEL OF A HOST | P | MPLEMENTATI ON

The nulticast extensions to a host IP inplenmentation are specified in
terns of the layered nodel illustrated belowin Figure 1. 1In this
nmodel , | CWMP/ I CWPv6 and (for level 2 hosts) | GW/ M.D are considered to
be inplenmented within the I P nodul e, and the mapping of |P addresses
to local network addresses is considered to be the responsibility of

| ocal network modules. This nodel is for expository purposes only,
and shoul d not be construed as constraining an actual inplenmentation.
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| Upper - Layer Protocol Mdul es |

————————————————————— IP Service Interface -----------------------

| Pv4:

I

| | PV6:
| 1 CVP+l GWP

I

| CMPV6+M_.D

I

I

| IP [IPv4 and/or |Pv6]
| Modul e( s)

I
I

———————————————— Local Network Service Interface -----------------

I
Local | I'P-to-local address mapping
Net wor k | (e.g., ARP/ND)
I

I
I
I
| Modul es
| (e.g., Ethernet)
I

Figure 1: nulticast extensions to a host |IP inplenmentation

To provide level 1 nulticasting, a host IP inplenentation MIST
support the transmi ssion of nmulticast |IP datagrans. To provide |eve
2 nulticasting, a host MJST al so support the reception of multicast

| P datagrans. Each of these two new services is described in a
separate section, below For each service, extensions are specified
for the IP service interface, the I P nodule, the [ocal network
service interface, and an Ethernet |ocal network modul e. Extensions
to | ocal network modul es other than Ethernet are nentioned briefly,
but are not specified in detail

SENDI NG MULTI CAST | P DATAGRAMS
1. Extensions to the |IP Service Interface

Multicast | P datagrans are sent using the sane "Send | P" operation
used to send unicast | P datagrans; an upper-layer protocol nodul e
merely specifies an | P host group address, rather than an individua
| P address, as the destination. However, a number of extensions nay
be necessary or desirable.

First, the service interface SHOULD provide a way for the upper-|ayer
protocol to specify the IPv4d tine-to-live or IPv6 hop limt of an
outgoing nulticast datagram if such a capability does not already
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exist. |If the upper-layer protocol chooses not to specify a tine-to-
live/hop limt, it SHOULD default to 1 for all multicast IP

dat agrams, so that an explicit choice is required to nulticast beyond
a singl e network.

Second, for hosts that nmay be attached to nore than one network, the
service interface SHOULD provide a way for the upper-|ayer protoco

to identify which network interface is be used for the nulticast
transm ssion. Only one interface is used for the initial

transm ssion; mnulticast routers are responsible for forwarding to any
other networks, if necessary. |f the upper-layer protocol chooses
not to identify an outgoing interface, a default interface SHOULD be
used, preferably under the control of system managenent.

Third (level 2 inplementations only), for the case in which the host
is itself a nenber of a group to which a datagramis being sent, the
service interface SHOULD provide a way for the upper-|ayer protoco
to inhibit local delivery of the datagram by default, a copy of the
datagramis | ooped back. This is a performance optim zation for
upper -1l ayer protocols that restrict the menbership of a group to one
process per host (such as a routing protocol), or that handle

| oopback of group communication at a higher layer (such as a

mul ticast transport protocol).

| Pv6 socket extensions supporting these functions are defined in
[ RFC3493], section 5.2.

6.2. Extensions to the |IP Mdule

To support the sending of multicast | P datagranms, the | P nodul e MUST
be extended to recogni ze | P host group addresses when routing

out goi ng datagrams. Most | P inplenmentations include the follow ng

| ogi c:

if IP-destination is on the sanme |ocal network,
send datagramlocally to | P-destination
el se
send datagramlocally to GatewayTo( |P-destination )

To allow nulticast transm ssions, the routing | ogic MIJST be changed
to:

if IP-destination is on the same |ocal network
or I P-destination is a host group,
send datagramlocally to | P-destination
el se
send datagramlocally to GatewayTo( |P-destination )
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If the sending host is itself a menber of the destination group on
the outgoing interface, a copy of the outgoing datagram MJST be

| ooped- back for |ocal delivery, unless inhibited by the sender
(Level 2 inplenentations only.)

The I P source address of the outgoing datagram MJST be one of the
i ndi vi dual addresses corresponding to the outgoing interface.

A host group address or | P address from an SSMrange MJST never be
pl aced in the source address field or anywhere in a source route or
record route option of an outgoing |P datagram These packets are
not I P nulticast packets but sinply invalid packets.

6. 3. Extensions to the Local Network Service Interface

No change to the local network service interface is required to
support the sending of nulticast |IP datagrans. The |IP nodule nerely
specifies an | P host group destination, rather than an individual IP
destination, when it invokes the existing "Send Local" operation

6. 4. Ext ensions to an Ethernet Local Network Mdul e

The Ethernet directly supports the sending of local nulticast packets
by allowing nulticast addresses in the destination field of Ethernet
packets. All that is needed to support the sending of multicast IP
datagrams is a procedure for mapping | P host group addresses to

Et hernet nulticast addresses.

An | Pv4 host group address is mapped to an Ethernet nulticast address
by placing the | oworder 23-bits of the |Pv4 address into the | ow
order 23 bits of the Ethernet nulticast address 01-00-5E-00-00-00
(hex). Because there are 28 significant bits in an | Pv4 host group
address, nore than one host group address may map to the sane

Et hernet multicast address.

Mappi ng of 1 Pv6 host group addresses to Ethernet is defined in
[ RFC2464] and [ RFC6085].

The address mappings for | P addresses do apply not only to I P host
group addresses, but also to destination |IP addresses used for SSM
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6

7

7

5. Extensions to Local Network Mbdul es ot her than Ethernet

O her networks that directly support multicasting, such as rings or
buses conform ng to the | EEE 802.2 standard, may be handl ed the sane
way as Ethernet for the purpose of sending nmulticast |P datagrans.
For a network that supports broadcast but not nulticast, such as the

Experimental Ethernet, all |P host group addresses may be mapped to a
singl e | ocal broadcast address (at the cost of increased overhead on
all local hosts). For a point-to-point link joining two hosts (or a

host and a multicast router), nmulticasts SHOULD be transnitted
exactly like unicasts. For a store-and-forward network |ike the
ARPANET or a public X. 25 network, all I P host group addresses i ght
be mapped to the well-known | ocal address of an IP nulticast router;
a router on such a network would take responsibility for completing
mul ticast delivery within the network as well as anmpbng networ ks.

RECEI VI NG MULTI CAST | P DATAGRANS
1. Extensions to the |IP Service Interface

Incoming nmulticast | P datagrans are received by upper-|ayer protoco
nmodul es using the sane "Receive | P" operation as nornmal, unicast
datagrans. Sel ection of a destination upper-|ayer protocol is based
on the protocol field in the |P header, regardl ess of the destination
| P address. However, before any datagrans destined to a particul ar
group can be received, an upper-|ayer protocol must ask the IP nodule
to join that group. Thus, the IP service interface MIST be extended
to provide two new operations:

Joi nHost Group ( group-address, interface )
LeaveHost G oup ( group-address, interface )

The Joi nHost Group operation requests that this host becone a nenber
of the host group identified by "group-address” on the given network
interface. The LeaveGroup operation requests that this host give up
its nmenbership in the host group identified by "group-address" on the
given network interface. The interface argument may be omitted on
hosts that support only one interface. For hosts that may be
attached to nore than one network, the upper-I|ayer protocol my
choose to |l eave the interface unspecified, in which case the request
will apply to the default interface for sending nulticast datagrans
(see section 6.1).

It is permssible to join the same group on nore than one interface,
in which case duplicate nmulticast datagrans may be received. It is
al so permissible for nore than one upper-layer protocol to request
menber ship in the same group.
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Bot h operations SHOULD return imedi ately (i.e., they are non-

bl ocki ng operations), indicating success or failure. Either
operation may fail due to an invalid group address or interface
identifier. JoinHostGoup may fail due to lack of |ocal resources
LeaveHost Group may fail because the host does not belong to the given
group on the given interface. LeaveHostG oup nmay succeed, but the
menbership persist, if nore than one upper-1|layer protocol has
requested nenbership in the sane group

| Pv6 socket extensions supporting these functions are defined in

[ RFC3493], section 5.2. [RFC3678] specifies socket options for these
functions for ASM and al so i ncludes socket options in support of SSM
Note that these are UDP socket extensions but not |P socket

ext ensi ons due to the absence of w dely adopted/required IP |eve
socket APIs.

7.2. Extensions to the |IP Mdule

To support the reception of multicast |IP datagrans, the | P nodul e
MJUST be extended to maintain a |list of host group nenberships
associated with each network interface. An inconi ng datagram
destined to one of those groups is processed exactly the same way as
dat agrans destined to one of the host’s individual addresses.

I ncom ng datagrans destined to groups to which the host does not

bel ong are di scarded w thout generating any error report or |og
entry. On hosts with nore than one network interface, if a datagram
arrives via one interface, destined for a group to which the host

bel ongs only on a different interface, the datagram MJST be quietly
di scarded. (These cases should occur only as a result of inadequate
mul ti cast address filtering in a local network nodul e.)

An incomng datagramis not rejected for having an IPv4d tine-to-live
of 1 or IPv6 Hop Limt of 1. This field MJST not automatically be
decrenented on arriving datagrans that are not being forwarded. An

i ncom ng datagramwith an | P host group address in its source address
field is quietly discarded. An ICW/ICMPv6 error message
(Destination Unreachable, Tine Exceeded, Paraneter Problem Source
Quench, or Redirect) is never generated in response to a datagram
destined to an I P host group or SSMrange destination |IP address.
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The list of host group menberships is updated in response to

Joi nHost Group and LeaveHost Group requests from upper-I|ayer protocols
Each nenbership shoul d have an associ ated reference count or simlar
mechanismto handle nultiple requests to join and | eave the sane
group. On the first request to join and the |last request to | eave a
group on a given interface, the |ocal network nodul e for that
interface is notified, so that it may update its nulticast reception
filter (see section 7.3).

When supporting Level 2, the I P nbdule MJUST al so be extended to

i npl ement the | GWP protocol for |IPv4 and the M.D protocol for |Pv6
dependi ng on the version(s) of IP to be supported. |GW/ M.D are used
to keep neighboring multicast routers informed of the host group
menber shi ps present on a particular |ocal network.

Level 2 hosts and gateways MAY onit the sending of | GW nessages to
report nenbership for Link-Local |Pv4 host group addresses,
especially on networks known not to (be able to) use any formof | GwW
snoopi ng. This does also apply for the I Pv6 Link-Local all-hosts
group FFO2::1, but not to other Link-Local |IPv6 host groups. See

{#l evel 21} and Appendi x A 3.

Level 2/2L hosts and gateways SHOULD pernmanently join to the Link-
Local all-hosts group for the version of IP they inplenment. See
Section 10. 11.

7.3. Extensions to the Local Network Service Interface
I ncomng |l ocal network nulticast packets are delivered to the IP
nmodul e using the sane "Receive Local" operation as |ocal network
uni cast packets. To allowthe IP nodule to tell the local network
modul e which multicast packets to accept, the |ocal network service
interface is extended to provide two new operations:

Joi nLocal Group ( group-address )

LeavelLocal G oup ( group-address )
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where "group-address” is an | P host group address. The

Joi nLocal Group operation requests the |ocal network nodule to accept
and deliver up subsequently arriving packets destined to the given IP
host group address. The LeavelLocal Group operation requests the |oca
network nodul e to stop delivering up packets destined to the given IP
host group address. The local network nodule is expected to map the
I P host group addresses to | ocal network addresses as required to
update its multicast reception filter. Any local network nodule is
free to ignore LeavelLocal Group requests, and may deliver up packets
destined to nore addresses than just those specified in

Joi nLocal Group requests, if it is unable to filter incom ng packets
adequat el y.

The [ ocal network nodul e MUST NOT deliver up any multicast packets
that were transmtted fromthat nodul e; |oopback of multicasts is
handl ed at the IP | ayer or higher.

7.4. Extensions to an Ethernet Local Network Modul e

To support the reception of multicast |P datagrans, an Ethernet
modul e MUST be able to receive packets addressed to the Ethernet
mul ti cast addresses that correspond to the host’s | P host group
addresses. It is highly desirable to take advantage of any address
filtering capabilities that the Ethernet hardware interface may have,
so that the host receives only those packets that are destined to it.

Unfortunately, many current Ethernet interfaces have a small linmt on
the nunber of addresses that the hardware can be configured to
recogni ze. Neverthel ess, an inplenmentati on MUST be capabl e of
listening on an arbitrary number of Ethernet nulticast addresses,

whi ch may mean "opening up" the address filter to accept all

mul ti cast packets during those periods when the nunber of addresses
exceeds the Iimt of the filter

For interfaces with i nadequate hardware address filtering, it may be
desirabl e (for performance reasons) to perform Ethernet address
filtering within the software of the Ethernet nmodule. This is not
mandat ory, however, because the |IP nodule performs its own filtering
based on I P destination addresses.

7.5. Extensions to Local Network Modul es ot her than Ethernet
O her multicast networks, such as | EEE 802. 2 networ ks, can be handl ed

the sane way as Ethernet for the purpose of receiving multicast IP
dat agrams. For pure broadcast networks, such as the Experinenta

Et hernet, all incom ng broadcast packets can be accepted and passed
to the IP nodule for IP-level filtering. On point-to-point or store-
and-forward networks, nulticast |P datagranms will arrive as |oca
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9

9

9

net wor k uni casts, so no change to the |ocal network modul e shoul d be
necessary.

ROUTI NG MULTI CAST | P DATAGRAMS

| Pv4 datagrans with a Link-Local destination address MJST never be
forwarded to a different link by multicast routers, regardl ess of
their tine-to-live. See Section 10.10 for explanations.

The equi val ent requirenent are specified for IPv6 in [ RFC4291],
section 2.5.6.

Rul es for forwardi ng of non Link-Local IP nulticast packets are
out side the scope of this docunent.

St at us changes
1. Myving RFC1112 and I GWv1l to historic status

Thi s docunment noves RFC1112 to historic status which al so noves the
| GW version 1 protocol as specified in Appendix 1 of RFC1112 to
historic status, as it is not included into this docunent anynore.

Al'l other aspects of RFCL112 beside | GWv1l are kept and updated by
this docunment and maintain their current Internet Standard
designation from RFC1112 t hrough the normative status of this
docunent .

2. Backward conpatibility with | GWwv1l

Current or future versions of |IGW or other protocol s/ nechani sns

i ncludi ng but not necessary limted to [I1GWv2], [IGWv3] or
[1GWv3lite] do or may include backward compatibility with | GWv1l,
such as in [l GWsnoopi ng], which requires themto refer to the
RFC1112 specification of | GWwvl.

Thi s docunent does not ask for any change to any specifications or
i mpl ementations that includes any form of support for | GwWvl for
backward conpatibility reasons as long as it al so includes
conpatibility with a newer version of I1GW starting with [IGWv2].

Any new or updated specification that wants to maintain such backward
conmpatibility with IGwvl need to continue to reference RFClL112 as
the specification of | GwWvl.

Any future reference for new or updated work to any other definition
from RFC1112 (host extensions for |IP nulticast and/or Any Source
Mul ticast service) need to refer to this docunment instead of RFC1112.
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9.3. Update to RFC 791

Thi s docunent is an update to [ RFC791] because none of the core
procedures to send and receive IP nulticast packets described in this
docunent nmatch those defined for |IP unicast packets in [RFC791].
Instead, IP rmulticast is carving out parts of the |IP address space to
trigger completely new forwardi ng for conpletely new entities: host
groups in ASM channels in SSM. See Appendix B.3 for further

di scussi ons.

9.4. Update to RFC 1122

Thi s docunent updates [ RFC1122] section 3.2.3 by making support for
Level 2 conformance and hence support for | GW recomended instead of
optional as required by [RFC1122]. See Section 3.

9.5. Update to STD 5

Thi s docunent replaces RFC1112 in [STD5] which defines |Pv4
([RFC791]) including its core extensions.

Note: As there is no precedent for STD86 (I1Pv6) to include any
specifications for extension of IPv6, this docunent is not asked to
becone part of STD86.

10. Changes from RFC1112

Beyond the status changes described in Section 9, this docunent
i ntroduces the followi ng changes over RFC1112

Al'l requirenents changes are intended to rmake this specification
aligned with long-term nost wi dely inplemented, deployed and
standardi sed RFCs for IP nulticast, so that this docunent does not
create the need to change existing inplenentations or depl oynents, as
could be the case if RFC1112 (without |1GWv1) was to be inpl enented

t oday.

10.1. Normative | anguage
Thi s docunent introduces the use of normative | anguage through
capitalization. RFClL112 preceded [ RFC2119] and hence did not include
thi s | anguage.

10. 2. Ref erences to | GWv1l

Ref erences to I1GWvl in RFCl1112 are replaced with references to
[1GWv3] in this text.
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10.

10.

10.

10.

3.  New sunmary

The new Section 2.1 sunmarizes the scope of this docunent and the
core new changes over RFC1112.

4. Any-Source Multicast (ASM

Thi s update introduces the term"ASMIP nulticast" (ASM as a new
termfor the IP service interface specified in this docunment (and
previously in RFC1112) as explained in Section 2.1

5. SSM

Section 2.1 explains the relationship of this docunment to SSM

([SSM) .

Section 4 adds the specification that the termhost groups specified
in this docunent does not apply to destination addresses used for
SSM

No functional changes to the IP nmulticast service are incurred by
t hese changes, except that it acknow edges the exi stence of SSM whi ch
reduces the range of host group addresses used for ASM

6. Applicability to both IPv4 and | Pv6

This docunent is witten to apply to both IPv4 and | Pv6 by adding
detail for IPv6 where RFC1112 only covered |IPv4. This includes
addressi ng and protocols in support of the service - Milticast

Li stener Discovery [M.Dv2] for IPv6 versus |GW for |Pv4.

| Pv6 docunents such as [ RFC1883] and all its updates (e.g.

[ RFC8200]) are defining the necessary w re encodi ng aspects of IP

multicast in the assunption of the service of RFCl1112 for |Pv6, but
wi thout being able to refer to RFC1112, as it was only defined for
| Pv4. Future docunents can refer to this docunent as the IP

mul ticast / ASM service for both | Pv4 and | Pv6.

Addi tional text provides references for | ETF UDP socket API
specifications that instantiate the abstract APIs defined in this
docunent .

No functional changes to the IP nmulticast service are incurred by
t hese changes.
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10.

10.

10.

7. RFC1122 and Level 2L

[ RFC1122] did not require support for IPv4 nmulticasting ("there is at
this time no requirenent that all |P inplenentations support IP

mul ticasting"). Instead, [RFC1122] recomends support for |Pv4

mul ticast (according to RFC1112), but support for 1GW to be
optional, specifying that sending/receiving |Pv4d multicast fromto
the | ocal networks works without 1GW and that that is the
recomended formto support I1Pv4 nulticasting. See also

Appendi x A. 3.

Wth [ RFC1122] not even specifying the conbination of supporting
sendi ng/ receiving | Pv4 nmulticast but not supporting |GW, this
docunent now adds that option by specifying it as confornmance Leve
2L. Introduction of this text does al so not change |ong-term

depl oynent practices but only formalizes them

8. RFC4291 and Level 2L

According to [ RFC4291], |Pv6 nodes must support a variety of Link-
Local 1Pv6 multicast address. This translates into the requirenent
for 1Pv6 hosts to at |east support Level 2L, which is sufficient to
support Link-Local IPv6 nmulticast. Supporting only Level 2L is also
the only option in which an IPv6 host will not send M.D nessages for
Li nk- Local groups because MLD (unlike | GW) choose to mandate the
sendi ng of M.D messages even for Link-Local host groups.

This was done specifically to ensure that M.D snoopi ng swi tches coul d
constrain al so Link-Local host groups, considering also the potential
for local networks with IPv6 to potentially have many nore hosts on
themthan with | Pv4 because of the larger |Pv6 addressi ng space.

I mpl enenting only Level 2L for IPv6 is thus undesirable if MS
snoopi ng may be encountered in deploynments of the node. However,
there are easily al so node types that will never see this need, such
as radio-link only nodes. Hence the option to only support Level 2L
for |Pv6.

9. [P nulticast support

Wth [1GWv3] now being Internet Standard, there is sufficient
experience to al so make support for conformance Level 2 of |Pv4

mul ticasting recomended through this docunent. This is also
docunented as an update to the | GW support requirement in [RFC1122]
fromoptional to recomended. See Section 9.4).
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10.

10.

Unli ke [ RFC1122], [RFC8504] does not directly raise a requirenent
agai nst support for MD for every node supporting IPv6. Instead, it
expl ai ns the dependenci es against |Pv6 nmulticast and hence M.D for
core | Pv6 protocols used on nost |ink types (ND, SLAAC).

Wth [ MLDv2] now being Internet standard, and over two decades of
experience with IPv6 nmulticast availability and use on al nost al

| Pv6 impl enentations, this docunents now al so recomrends support for
Level 2 conformance for 1Pv6 nmulticast, see Section 3. Note that
this is not declared as an update to [ RFC8504], because it is outside
that BCP docunents scope

10. |1Pv4 Local Network Control Bl ock

RFC1112 defines the requirement for |Pv4 datagrams to the all-hosts
group 224.0.0.1 to never be forwarded beyond a single network. In
| ater RFCs, this behavior becanme the BCP for the whole | Pv4 Loca
Net wor k Control Block 224.0.0.0 - 224.0.0.255, naking it the Link-
Local host group address block for IPv4 nulticast. [RFC2365] and

[ RFC5771], section 4 are the BCPs covering this requirenent.

Thi s docunent formalizes this BCP behavior as a standard requirenent
in Section 8, superseding and enconpassi ng the nore specific
requirenent for just 224.0.0.1 from RFCl1112, and nmirroring the same
st andardi zed behavior for |1Pv6 Link-Local addresses. Because this is
actually a requirement against |IP rmulticast routers and not hosts,
this is now al so accordingly described in a separate section

Thi s requi renment does not incur changes over how IP nulticast is
i mpl ement ed or depl oyed.

11. Permanent nenbership for Link-Local all-hosts groups

RFC1112, section 7.2 introduced the requirenments for hosts to
permanently join 224.0.0.1. Its explains this requirenent to be in
support of 1GW (version 1).

[1GWv2], section 6. and [IGWv3], section 5. inherits this

requi renent, and [ M.Dv1l], section 6. and [ M.Dv2] section 6. also
define the sane requirenent for the I Pv6 Link-Local all-hosts address
FFO2: : 1.

RFC1112 explains this choice by being "(1) it is sinpler”, and "(3)
the all-hosts address may serve other routing-oriented purposes, such
as advertising the presence of gateways or resolving |ocal

addresses. "

Deering & Eckert Expi res 8 January 2026 [ Page 20]



I nternet-Draft I P Multicast Host Extensions and ASM July 2025

10.

Technically, there is no necessity to permanently join the Link-Local
all -hosts group. Like any other group, reception of packets could
enabl ed t hrough the Joi nHost G oup()/LeaveHost G oup(), as described in
Section 7.1. However, all known host inplenentations that support IP
mul ti cast since RFCL112 are based on its definitions and there is no
obvi ous benefit in changing this. Hence this functionality is a
shoul d requirenent in this docunent.

Note that one sinplification that this requirenment enables is to
avoi d supporting the Joi nHost G oup()/LeaveHost Group() APl inside an
operating system kernel, but still allow kernel |evel protocols to
recei ve packets to the Link-Local all-hosts group. This is for
exanmpl e conmon in support of ICMP/ICMPv6 echo: "ping 224.0.0.1" to
di scover I P hosts with IP rmulticast support on the |ocal network.
However, this functionality is not enabled by default anynore in
nodern systens for security reasons (e.g.: |inux:
net.ipv4.icnp_echo_ignore_broadcasts=1 default configuration).

The requirenents text in this spec therefore does not incur any
requi renents changes for inplenentations of these existing versions
of 1GwW/ M.D. By making the requirenent only a should, it is also
clear that future versions of |1GW/ M.D or new host stack

i npl ementations may change this if they find good reasons to do so -
wi thout requiring to update this specification.

Note that [1GWv3lite] omts this requirenent.
12. 1Gw/ M.D nessages for Link-Local |Pv4 host group addresses

RFC1112, Appendix |I. (1Gwvl), [I1GwWv2], [I1GWv3], [MDvl], [MDv2]
require hosts to not send | GW/ MLD nessages for the all-hosts group.
This would be in conflict of the general rules of RFC1112 (outside of
its GWv1 specific definitions) and equally this specification if it
was not enhanced. This specification therefore contains new text
that makes it conpatible with existing | GW/ M.D specification, and
with long tern established and depl oyed i npl enentati on practices.

New text in Appendix A 3 explains how after RFC1112, it becane a
common pl ace inplenmentation choice to not send | GW nessages for any
I Pv4 Link-Local host group address, and explains how this was done
with good technical reason at the tinme. This behavior is so common,
that [1 GWPsnooping] nmandates to explicit support it | GW snooping

i mpl ement ati ons.

Referring to that explanation, a new MAY requirenment in Section 7.2
all owi ng (but not recomrendi ng) this behavi or nakes existing

speci fications and depl oynents conpatible with this docunents
specifications. It is only a MAY even though it is conmmon in |Pv4,
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10.

11.

11.

because the experience with I Pv6 shows that it does work (of course)
equally well if this is not done, and can then support better MUD
snoopi ng than | GW snoopi ng.

13. Standard for IP nulticasting in controlled networks

Thi s docunent renopves the claimin the abstract of RFC1112, that
t hese host extensions are " the recomended standard for |

multicasting in the Internet."”

h
p

The reason for this is that [ RFC8815] deprecated the ASM service
across the Internet because there is no Internet Standard solution
for protocols to support interdonain ASM except for [RFC3956], which
is only applicable to I Pv6, and even that solution does not resolve
the chal l enges to source access control in interdomain deploynents.

In result, ASMis today "only" a recomended solution for controlled
networ ks including controlled federated networks for applications for
which SSMis not preferable.

However, these limtations to the applicability of ASM do not i npact
the applicability of any parts of the host stack described in this
docunent for other IP nulticast service interfaces, specifically
"Source Specific Multicast", [SSM, which inherits all aspects of ASM
specified in this docunent, especially the sending (Section 6,

Section 6.2) of IP multicast packets as well as the mapping to
ethernet (Section 6.4). It only amends the joining of IP nulticast
traffic on IP nulticast receivers with additional procedures fitting
into the host stack described in this docunent.

I ANA Consi derations
1. Protocol Nunmbers registry
I ANA is asked to replace the Reference field for the I GWwW protocol in
the Protocol Nunbers registry (https://ww.iana.org/assignnents/
pr ot ocol - nunber s/ prot ocol - nunbers. xhtm) from RFC1112 to [ TH S- RFC]
Expl anation: This protocol nunber is used by all versions of |GwW

including [1GWv2] and [I1 GWv3] and is unaffected by making | GW
version 1 historic.
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11.

11.

11.

11.

11.

12.

2. Internet G oup Managenent Protocol (IGW) Type Numbers Registry

I ANA is asked to replace the Reference to RFC1112 for the 0x11 /
"I GWP Menbership Query" entry in the "Internet Goup Managenent
Protocol (I GW) Type Nunbers Registry"

(https://ww. iana. org/assi gnnents/i gnp-type-nunbers/ignp-type-
nunbers.xhtm ) with "RFC1112, [RFC2236], [RFC3376]".

Expl anation: This type code nessages where introduced by RFC1112 but
nodi fi ed versions thereof where also introduced by [ RFC2236] and

[ RFC3376], so that it is clearer if all three RFCs are indicated.
Al'l other references to RFC1112 in this registry are specifically
referring to that RFCin it's role of defining |GW version 1 and
thus need to continue to refer to RFC1112 and not [ TH S-RFC

3. Milticast 48-bit MAC Addresses registry

I ANA is asked to replace the Reference field for the I Pv4 Milticast
range entry in the "I ANA Miulticast 48-bit MAC Addresses"
(https://wwv i ana. or g/ assi gnnent s/ et her net - nunmbers) from RFC1112 to
[ TH S- RFC] .

4. 1Pv4 Address range registries

I ANA i s asked to replace the Reference field for the 240.0.0.0/4
entry in the "I ANA | Pv4 Speci al - Purpose Address Registry"
(https://ww. i ana. or g/ assi gnnent s/ i ana-i pv4-speci al -regi stry/iana-
i pvd-special -registry.xhtm) from RFC1112 to [TH S-RFC]. The
Section 4 text stays unchanged.

I ANA is asked to replace the Reference to RFC1112 in the "I ANA | Pv4
Address Space Registry" (https://ww.iana. org/assi gnnents/ipva-

addr ess- space/ i pv4- addr ess-space. xhtm) with [ TH S- RFC

5. 1Pv4d Milticast Address Space registry

I ANA is asked to replace the three references to RFCL112 in the "I Pv4
Mul ticast Address Space Registry" (https://ww.iana.org/assignments/
mul ti cast - addresses/ nul ti cast-addresses. xhtm ) with [ TH S- RFC]|

6. |IP Flow Information Export registry

I ANA is asked to replace the two references to RFC1112 in the "I PFI X
Information El ements" registry

(https://wwv i ana. org/assignnents/ipfix/ipfix.xhtm) with [TH S-RFC].

Ref er ences
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HOST GROUP ADDRESS | SSUES

This appendix is not part of the IP nulticasting specification, but
provi des background di scussi on of several issues related to |IP host
group addresses.
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Group Address Binding

The binding of I P host group addresses to physical hosts may be

consi dered a generalization of the binding of |IP unicast addresses.
An | P unicast address is statically bound to a single |ocal network
interface on a single IP network. An IP host group address is
dynanically bound to a set of local network interfaces on a set of IP
net wor ks.

It is inportant to understand that an | P host group address is NOT
bound to a set of |P unicast addresses. The nulticast routers do not
need to maintain a list of individual nenmbers of each host group

For exanple, a nulticast router attached to an Ethernet need
associate only a single Ethernet nulticast address with each host
group having | ocal nenbers, rather than a list of the menbers

i ndividual | P or Ethernet addresses.

Al'l ocation of Transient Host G oup Addresses

This meno does not specify how transi ent group address are all ocat ed.
It is anticipated that different portions of the IP transient host
group address space will be allocated using different techniques.

For exanple, there may be a nunber of servers that can be contacted
to acquire a new transient group address. Sone higher-|eve
protocols (such as VMIP, specified in [RFCL045]) may generate higher-
| evel transient "process group” or "entity group” addresses which are
then algorithmcally mapped to a subset of the IP transient host
group addresses, simlarly to the way that |IP host group addresses
are napped to Ethernet nulticast addresses. A portion of the IP
group address space may be set aside for random al |l ocati on by
applications that can tol erate occasional collisions wth other
mul ti cast users, perhaps generating new addresses until a suitably
"quiet" one is found.

In general, a host cannot assune that datagrans sent to any host
group address will reach only the intended hosts, or that datagrans
received as a nmenber of a transient host group are intended for the
recipient. M sdelivery nust be detected at a | evel above |IP, using
hi gher-1level identifiers or authentication tokens. Information
transmtted to a host group address should be encrypted or governed
by adm nistrative routing controls if the sender is concerned about
unwant ed |i steners.
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A.3. Link-local IP multicast and | GW/ M.D

On networks, where IP nulticast packets are broadcast, such as (non-
switched) ethernet, IP nulticast packets will reach all level 2 IP
mul ti cast receivers without the need to use |GW or M.D. This
signaling is only necessary for IP multicast receivers when the
sender is in a different LAN so that IP nmulticast routers can forward
the P nmulticast traffic fromthe sender network to the receiver

net wor k.

I P multicast packet to a Link-Local IP nulticast destination address
do therefore technically never need any | GW or MD signaling on such
(non-swi tched broadcast) networks, because they are never forwarded
bet ween networ ks (Section 8).

During the early years of IPv4 nmulticast, this understanding resulted
in the requirenents of [RFC1122] and explained in Section 10.7 and
hence i npl ementations for protocols that receive Link-Local |Pv4
mul ti cast packet without inplenenting |GW. Exanples of such
protocol s include RIPv2 ([ RFC1723]) or OSPF ([ RFC2328]) and severa

ot her protocols, often running on I Pv4 routers which had no | Pv4

mul ticast routing inplenmentation at the tine and no I Pv4 nulticast
applications for which they needed to be I Pv4 nulticast receiver for
non Link-Local 1Pv4 nulticast addresses.

When these inplenentations |ater received inplenentations of |evel 2
I Pv4 nulticast support, those inplenentations excluded Link-Loca
host groups, so that those protocols would continue to run without

| GW as they had in before.

Contributing to these inplenentation choices was al so the fact that
IGW in the versions specified so far does not allow to keep track of
ongoi ng receiver nenbership status in the absence of an | GW router
side inplenentation, called an | GW querier. Wth the target (Link-
Local IPv4 multicast only) protocols being deployed in the absence of
any such I GW querier, the use of I1GW could also serve arguably no
pur pose except for conpliance with RFC1112

This situation changed towards the end of the 1990th with the

i ntroduction of ethernet switches that snoop | GW nessages to
constrain forwarding of IPv4 nmulticast packets for a particular |Pv4
mul ticast group to only those ports with hosts joined to the group
Thi s behavi or was |ater documented in [|IGWsnoopi ng] but was wi dely
depl oyed even earlier due to the co-existence of ports with the

di fferent speeds 10Mops, 100Mops and 1Gops, and the resulting need to
protect the slower speed ports frompotentially large rates of |Pv4d
mul ticast traffic between faster hosts.
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In result, |GV snooping switches had to flood traffic to Link-Loca
I Pv4 nulticast groups due to the common absence of | GW support for
them and this is accordingly al so recommended by [l GVWPsnoopi ng] .

Due to this long-termpractice, this docunent is thus pernmitting this
non-use of | GWP for Link-Local host groups by introducing a MAY for
it in Section 7.2.

Note that IP nulticast routers do not and can not typically report IP
mul ticast groups via |GV or M.D, because they are not joined to them
as an I P nulticast host, but sinply need to receive themas an |IP

mul ticast router to forward them Even when an |IP nulticast router
is joined to specific IP nulticast group as an |IP nulticast host,
reporting themvia | GW may sound futile because as an I P multicast
router it would still need to receive the IP nmulticast traffic in the
absence of such IGWP reporting, because it mght need to forward it.
However, this | ogic does not apply to Link-Local groups, because they
are never forwarded and could thus be filtered by |GW or M.D
snhooping switches if those switches could trust routers to report
them correctly. Wich they can not do for IPv4 due to its history.

In recognition of this situation, [M.Dvl] for IPv6 did enphasize the
need to report also Link-Local 1Pv6 group nenberships to avoid these
i ssues. Therefore this docunent al so has no equival ent MAY st at enent
for |Pv6.

Note that | GW/ M.D reporting for non Link-Local IP multicast groups
froman IP nulticast router joining it as a host is also not just a
superficial specification requirenment because of the assunption that
routers need to receive all non Link-Local |IP multicast packets.

Switches that do support snooping of IP rmulticast routing protocols
such as PIM may al so be able to determ ne which traffic needs to be
forwarded to an IP nulticast router but those can may not include the
groups that the IP nulticast router has only joined to only as a host
and is not reporting via | GwW/ M.D

Appendi x B. Di scussion and Expl anations (TO BE REMOVED)

[RFC-editor: Please renove this Appendi x after observing the
foll owi ng section addressed to you]

Pl ease refer to Section 10 for the non-process discussion of the
goal s of this docunent.
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B. 1. RFC- Edi t or notes

The kramdown tooling did not allow to have references for both STD5
and RFC1112, those fail because the STD5 reference creates an
"RFC1112" anchor. Thus there is no separate reference for RFCl1112 in
this version of the docunent. This needs to be fixed in XM. by
adding a full reference to RFC1112 and renoving the RFCl1112 anchor
fromthe STD5 reference.

B.2. Goals and evolution of this document

The initial goal of this document was to allow for | ETF to declare
the GWv1l protocol historic which today is a Full Internet Standard
due to it being defined in RFC1112. This should be achi eved wi t hout
changing the Full Internet Standard status of the |IP Host Extensions
for IP Miulticast and ASM I P Service interface specified in RFC1112
because those specification are as fundanmental to the definition of
IP multicast as RFC791 is for |IP (unicast).

The best way to achieve this seened to be an update to RFC1112 which
renoves all of 1GwWv1l, but maintains the rest of the docunment. None
of these renoval of | GwWvl changes changed the applicability or
requirenents to existing IP nulticast (plus its protocols)

i mpl ement ati ons or other specifications.

The next refinement was to rectify the situation that there is no
specification explaining the same details as RFC1112 for |Pv6

mul ticast even t hough RFC8200 (full internet standard) even
explicitly includes IPv6 nulticast, and a range of other RFC define
necessary code-points (such as for ethernet mapping) for |Pv6

mul ti cast.

Most of the text of this specification can hence can sinmply talk
about "IP" which in this specification inplies both |IPv4d and | Pv6,
and only in places where IPv6 differs, does the docunent now incl ude
new explicit text, nost often pointing to pre-existing RFCs

speci fying the necessary details for IPv6. Again, none of these
changes inpact other specs or depl oynments.

The third step of refinenent was add the necessary verbiage to
explain the differences between SSM and the specifications in this
docunment. None of these text enhancements incur any functiona
changes of long-term established practices. Instead, they are only
resulting in references to SSM RFCs, introduction of the term ASM
(which was previously only defined in SSM RFCs), and the Iimtation
of applicability of ternms in this docunent (such as host group) to
their use with ASM
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The [ ast round of changes added and refined details to be in-line
with |l ong-term established practices and renovi ng any possible
contradictions between the original RFC1112 text and newer standards
track specification such as | GWwv2/ M.Dv3 or |long term established

i npl ementation practices. This includes the limtation of scope of
ASMto controlled networks and the definition of the |IPv4 Link-Loca
address range, which so far had only been defined through BCP RFC
unlike in IPv6, where it’'s part of the architecture, as well as
permtting (but not recommendi ng) non-use of | GW for them

In summary, all changes in the docunent will make this docunment a
repl acenent of rfclll2 which nmuch nore reflects the full internet
standard nature of the technology than rfcl1112 did as of recent.

B.3. Update to RFC/91

This version of the text proposes that this spec is declared to be an
update to RFC791

The argument made in Section 9.3 to support this classification my
not be persuasi ve enough (because the according rfc791 text may be
read as a perfectly good extension point specification), in which
case the update status and related text shoul d be del et ed.

However, |f anyone where to come up with a re-use of 224.0.0.0/4 for
any non-1P nulticast purposes, havoc m ght ensure with devices that
do assume I P multicast semantics, so it may sinply be prudent to
include this declaration. It would also nake the relationship
between I Pv4 and I Pv4 nulticast be nore aligned with | Pv6, where |Pv6
mul ticast is included in RFC8200.

B. 4. Changel og
Thi s docunent is hosted at https://github.contoerless/rfclll2bis.
Pl ease submt issues with this text as issues to that github and
report themon pim@etf.org.

B.4.1. draft-ietf-pimrfclll12bis-05
Brian pointing to the requirenment to support link-Iocal |Pv6

mul ticast in RFC4291, section 2.8, accordingly changed the
requirenent to MJUST for Level 2L and expl anation about that.
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B. 4. 2.

B. 4. 3.

draft-ietf-pimrfclli2bis-04

Sone textual nit inprovenents - introduced "all-hosts" also for

I Pv6 (but be careful to only call it Link-Local, as there are
scope rel ative ones too), adding references to RFC8504, referring
to "host-side" inpleemtation of |GW/ M.D. Shoveling sentence in
4. to nmake readi ng nore | ogical

"Level s of Conformance": Made support for IP nulticast (Level 2 =
sendi ng/ recei ving) RECOMVENDED for all IPv4 / 1Pv6 host stack

For the past 36 years, there was only the RFCL122 requirenent
(see below) for IPv4. For |IPv6 there was no requirenent to
support IPv6 multicast at all. Instead, there was only a
dependency to support it when inplenenting wi despread |Pv6
protocol s (SLAAC, ND).

Section 3.4: Introduction of conformance Level 2L to describe

I Pv4 multicast with link-1ocal only sending/receiving. Prinarily
because RFC1122 specified it, but al so because there are
sufficiently many devices that do inplenment this at their core -
e.g.: router operating systems in suport of OSPF etc (mpst have
been updated to al so support | GW

Section 7.2: (re-)introduced permanent joining of all-groups as a
SHOULD requi renent .

Section 9.4 and header: Defining this doc as update to RFC1122 to
override the 36 year |ong reconmendation of only inplementing IP
mul ti cast without |GW

New sections 10.7 to explain RFCL122 and Level 2L

New section 10.8 to explain/justify recomendation to SHOULD
support IP nulticast on all hosts.

Rew ote Section 10.10 for pernmanently join all-hosts group
draft-ietf-pimrfcll12bis-03

Changed docunent text to nake the term"ASM apply only to the IP
service interface (extensions) specified by the docunent (and
shown and explained in existing text), instead of the whole host
ext ensions specified in this docunent (as it was witten up to up
to -02). This is the only correct senmantic, given how all the
host exensions specified in this document are shared by SSM only
the I P service interface i s changed/ anended by SSM
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2. Subdivided section 2 (I NTRODUCTION) into sections 2.1 (Summary),
whi ch contains new text fromthis spec, and 2.2 (Overview), which
i s unchanged RFC1112 text. Newy witten section 2.1 to
sunmmari ze the key content of this docunent. This was so far only
explained in the nuch | ater changes fromrfclll2 section
I ncludes | Pv4/1 Pv6 applicability, ASM SSM nam ng and nmi nt ai ni ng
nmost of RFCL112 text as a goal

3. Introduced text to define and explain link |ocal |Pv4 host group
addresses 224.0.0.0 - 224.0.0.255. This was triggered by trying
to fix the rfclll2 text sections that Brian Habernman was
concerned about, which did cover behavior for 224.0.0. 1.

As it turns out, the behavior for 224.0.0.1 was qui ckly adopted by
ot her protocols getting 224.0.0.0/ 24 addresses and there has been no
functional specification to explain the non-forwardi ng behavior for
these link-local addresses. Instead, only | ANA all ocation guideline
RFCs where introducing them This is nowrectified with new

expl anatory text in this spec. and a new MAY requirement to permt
non-use of 1 GW for those groups. See Section 7.2.

1. Changed references to IGwWv3 and M.Dv2 to the -bis drafts
currently in RFC-editor queue. Also triggered by Brian Habernan
ment i oni ng t hem

2. Inmproved wording in "(Normative) Status Change" section 9.

5.1 Renpoved "Update to rfc791" as an open issue and instead cl ai ned

it as fact in section 9.3. Added discussion about this point to the

di scussi on appendix that is to be renmoved by RFC editor

5.1 Al so added subsection to declare that this docunent repl aces
RFC1112 in STDS.

1. Enhanced/ New text in section 10., "changes from RFCl1112"

Especi al |y expl ai ning the changes in the normative section expl ai ned
above and below, triggered by Brian's review

1. Applying changes proposed by Brian Haberman during WGELC

7.1 Changed meaning of IP from"IPv4" to "IPv4 and | Pv6", accordingly
updated all text. Mkes a |ot of sense given the goal of show ng how
most of the IP nulticast host stack operates the sane for |Pv4 and

| Pv6.

7.2 Re-added requirenent for routers not to forward |Iink-Ioca
mul ti cast
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7.3 adding MAY requirenent to allow non-signaling of Link-Local scope
IPv4 nulticast and 1 Pv6 all-hosts group, and explanations howthis is
better than the prior definitions fromrfcll112. Also includes new
(length) Appendix A 3 to justify this for |Pv4.

7.4 text nits (thanks, Brian).
B.4.4. draft-ietf-pimrfclll2bis-02

Renoved unused references, fefresh - waiting for nore reviews. Added
| ANA section for updates from RFC1112 to RFCl112bis. Added
references to RFC5771 and RFC6034 because they actually are the
references for the ANA 224.0.0.0/4 registrations, which seens a bit
undocurent ed gi ven how RFC1112 did introduce the definition (before

I ANA) .

B.4.5. draft-ietf-pimrfclll2bis-01

Fix up reference for 1GWv3. Refined candi date open issues. Renoved
aut hor di scussi on.

B.4.6. draft-eckert-pimrfclll2bis-02
Changed core references fromnunbered style to nane style

Changed copyright clause to pre5378Trust 200902, which is the same as
used for RFC8200 due to the presence of text with simlar early
stat us.

To resolve Dino's concerns at | ETF116 with -01: Added hopeful ly
extensive explanation wt. to howto treat | GWwvl based on Dino’'s
feedback from | ETF117: This docunent does not ask for any renoval of
IGWvl in any | ETF specs which include it for backward conpatibility
reasons, it only effectively causes it to becone historic once
RFC1112 woul d be decl ared historic.

To resol ve Alvaros concerns at |ETF1116 with -01: Added normative

| anguage (MJST/SHOULD). Seens as if this is quite easy given how
"must” was witten appropriately in the original text. The |ogic of
appl yi ng MUST/ MUST- NOT was based on understandi ng by the author how
none of the MUST woul d actually put existing working inplenentations
out of conpliance.

Added explicit text to move rfcll12 to historic status.

Moved expl anati on of changes fromrfclll2 from appendi x to main text
as this seemto the comon practice for docunent updates
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I nternet-Draft I P Multicast Host Extensions and ASM July 2025
Added claimfor this docunent to be an update to rfc791. See open
i ssues section though.

B.4.7. draft-ietf-pimrfclll2bis-00
Just changed title, added github pointer

B.4.8. draft-eckert-pimrfcll12bis-01

Changed all use of IPv4 back to IP. Seens standard in | ETF specs.
Only 1Pv6 has in | ETF specs the distinction of including the version

Changed Steve Deerings address to a pseudo-enmil address at |ETF.
See prior section.

Converted docunent into krandownrfc2629 format for easier editing.

Clains that rfc2119 | anguage is not desired/used (to maintain naxi mum
original text w thout changes).

Rew ote section for updates to rfcl1112 to hopefully better notivate/
explain the reason for this docunent and detail what its changes are.

B.4.9. draft-eckert-pimrfclli2bis-00
Initial version based on RFCl1112 text version, edited.
Aut hors’ Addr esses

St ephen E. Deering

Retired

Vancouver, British Col unbi a
Canada

Enmai | : deering@oreply.ietf.org

Toerl ess Eckert (editor)
Fut urewei Technol ogi es USA
United States of Anerica
Email: tte@s.fau.de
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