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Abst ract

PI' M Fl oodi ng Mechanismis a generic Pl M nessage exchange mechani sm
that allows multicast information to be exchanged between PI Mrouters
hop- by-hop. One exanple is PIM Fl oodi ng Mechani sm and Sour ce

Di scovery which allows |ast hop routers to | earn about new sources
usi ng PFM nessages, without the need for initial data registers,
Rendezvous Points or shared trees.

Thi s docunent defines a new TLV for announci ng sources that allows
for Sub-TLVs that can be used to provide various types of
information. This docunent al so defines nethodol ogi es that enhance
forwardi ng efficiency in PFM depl oynents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 18 April 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Pl M Fl oodi ng Mechani sm [ RFC8364] allows a PIMrouter in the network
to originate a PFM nessage to di stribute announcenents of active
sources to its PI M neighbors [RFC7761]. Al PIM neighbors then
process this PFM nessage and flood it further on their PIMenabled
links. To prevent |oops, the originator address as defined in
Section 3.1 [ RFC8364] is used for RPF checking at each router. This
RPF check is defined in Section 3.4.1 [RFC3364]. Periodic PFM
messages are triggered, see Section 3.4.2 [RFC8364] and exchanged to
keep the nulticast infornmation updated across the PIM domain.

Firstly, the TLV used by PFM [ RFC8364] for source di scovery only
speci fies source and group information to announce an active source.
There is no convenient way to provide additional information about a
flow
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Secondly, a PIMrouter will flood a PFM nmessage on all its PIM
enabled links. It is the recipient’s responsibility to perform RPF
checks on all received PFM nessages and then deci de whether to accept
or drop a particular nmessage. This neans that if two routers have
Pl M nei ghbor shi ps over nore than one |ink, the sane PFM nessages are
exchanged or dropped over nore than one |ink between the same two
routers. This leads to extra processing at each PIMrouter,
periodically, or every tine a new source is discovered (in case of a
PFM SD i npl enentation). W can reduce the processing overhead for
the router-pair having Pl M neighborships over nmultiple |inks.

Thi s docunent di scusses two new i nprovenents in PFM nessage exchanges
bet ween PI M routers.

1. This docunent defines a new TLV for announci ng sources that
all ows for Sub-TLVs that can be used for providing various types
of information. This enhancenent is discussed in detail in
Section 2.

2. By leveraging PIMRouter-1Ds [ RFC6395], PIMrouters can optim ze
PFM nmessage exchanges when they maintain nultiple neighborships
with the sane peer router. This optim zation is particularly
beneficial for router pairs connected via several links. Wen
two routers are the sol e neighbors on nmultiple Point-to-Point
links, they need not exchange identical PFM nessages across al
these links. Instead, PFM can achi eve perfornmance inprovenents
by utilizing Router Identifiers [RFC6395] (Router-1Ds) announced
in PIM Hell o nmessages to identify such scenarios and restrict
nmessage exchanges to a subset of available links. This
enhancenment is detailed in Section 3. Note that PFM nessage
behavi or on shared LANs, where there are nore than one nei ghbor
on the sane |ink, remains unchanged.

These are i ndependent enhancenents and an inplenmentation could
support one but not the other, however it is RECOMVENDED to inpl enent
bot h.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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1.2. Termi nol ogy
RPF: Reverse Path Forwardi ng
FHR: First-Hop Router
PFM SD: Pl M Fl oodi ng Mechani sm and Sour ce- Di scovery
P2P:  Poi nt -t o- Poi nt

2. PIM PFM Sub-TLV
PFM SD [ RFC8364] defines a Group Source Holdtime (GSH) TLV for
announci ng active sources. However, it could be beneficial for PIM
routers to exchange additional data about these sources.

2.1. Goup Source Info TLV
Thi s docunent defines a new Group Source Info (GSI) TLV that is used
simlarly to the GSH TLV except that it only provides info for a
singl e source, and includes additional information about the flow in
Sub-TLVs. Note that the support for this TLV Type TBDl i s adverti sed

by PIMrouters using the PIMHello Option TBD2 and is discussed in
detail in Section 2.2
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T: If the Transitive bit is set to 0, a router MIST NOT forward the
message unless it supports this TLV and all the Sub-TLVs that are
present in the TLV in this nessage. |If the transitive bit is set
to l, it is forwarded even if the router does not support the TLV
or all the Sub-TLVs present.

Type: This TLV has type TBDL.

Length: The length of the value in octets.

Group Address: The nulticast group for which the source is being
announced. This address uses the Encoded- G oup format specified
in [RFC7761] .

Source Address: The source address for the corresponding group. The
format for this address is given in the Encoded- Uni cast address in
[ RFC7761] .

Hol dtime: The Holdtime (in seconds).

Type Sub-TLV 1..n: The TLV contains n Sub-TLVs, n MAY be 0. The

Gopal , et al. Expires 18 April 2026 [ Page 5]



I nternet-Draft Pl M Forwar di ng Enhancenents Cct ober 2025

total length of the TLV (the Length field) is used to derive how
many octets are used for Sub-TLVs. It will be at least 4 * n
octets if n Sub-TLVs are present. Type Sub-TLV indicates the type
of the Sub-TLV. The allowed types are Sub-TLV types that are
specifically defined for use in the Goup Source Info TLV.

Length Sub-TLV 1..n: The length of the Sub-TLV Value field in
octets.

Val ue Sub-TLV 1..n: The value of the Sub-TLV associated with the
type and of the specified | ength.

2.2. Goup Source Info TLV Hello option

A PIMrouter indicates that it supports the Goup Source Info TLV
specified in this docunent by including the new G oup Source Info TLV
Hell o option in PIM hell os.

0 1 2 3
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B T S i T s i i e e SEI S
| Opti onType = TBD2 | Length = 0 |
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Opti onType = TBD2
OptionLength = 0

2.3. Considerations for using the Goup Source Info TLV
All PIMrouters MJST track which nei ghbors announce this option.
This tracking is beneficial in heterogeneous networks where only
certain routers support the new TLV Type TBD1. Additionally, it is
RECOMVENDED t hat only Type TBD1 be used if support is avail able.

Consi der a router capable of exchangi ng PFM Type TBDl TLVs. It MJST
do the foll ow ng:

* |t MJUST advertise its capability by sending PIMHello with
Opti onType TBD2.

* It MJST track whether all neighbors on each of its PIMinterfaces
support this new TLV. Scope of this tracking is left to the
implementation. It MAY track this information even if the
capability on itself is renoved.
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* |f this router is a First Hop Router (FHR), while originating a
PFM nmessage, it MJST originate a Type TBD1 TLV if all neighbors on
the PIMinterface support Type TBDL.

* |f this router is an FHR, while originating a PFM nessage, it MJST
originate a Type 1 TLV [RFC8364] if at |east one neighbor on the
PIMinterface does not support Type TBDL.

* On the receipt of a Type TBD1 TLV on a Type TBD1-capabl e
intermedi ate router, this router MUST forward the PFM nessage as
is on the PIMinterfaces where all neighbors support this new

t ype.

* |f there are PIMinterfaces where at |east one router does not
support the new TLV, an internediate router that supports Type
TBD1 MJUST convert the Type TBDL TLV to Type 1 TLV [ RFC8364] and
forward it on only on those unsupported interfaces. The
conversion nechanismis largely left to the inplenmentation,
however, in a nutshell router MJST create and send TLV Type 1 with
the source group and holdtine fromthe Type TBD1 and ignore the
sub-TLVY. Also, if there are multiple sources for the sane group
then they SHOULD be put together in one TLV, and sent as Type 1.
However, it MJST still send Type TBD1 TLV on all interfaces where
t he nei ghbors do support it.

* A single PFM nessage MAY contain both Type 1 and Type TBD1 TLVs.
If so, when forwarding to nei ghbors that do not support Type TBD1,
the internmedi ate router MUST convert the PFM nessage to Type 1 TLV
if it has at |least one TBD1 TLV, and all instances of TBDl1 TLVs
MUST be converted to Type 1 TLVs.

3. PIMPFM forwarding optim zation
3.1. RFC 6395 Conpliance

For the forwarding optim zation in this docunent to be used, PIM
routers MJST announce a Router-I1D as specified in [RFC6395]. A PIM
router announces the sane 4-byte Router-IDin PIMhellos that it
sends to all neighbors on all links. 1t also caches the Router-1Ds
of its neighbors, when it receives Hellos from[RFC6395] Conpliant
Pl M nei ghbors. This can be used to determne that different PIM
nei ghbors are really the sane router. 1In a PIMVRF context, if the
router has multiple interfaces with only one nei ghbor per interface,
the router SHOULD check if those nei ghbors announce an [ RFC6395]
Router-1D. Note that the assunption is that Router-1Ds are unique
per router in a PIMdomain, and each device is advertising its own
uni que Router-IDin PIMhellos on each of its interfaces, otherw se
applying this optimization can cause PFMto break
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3.

3.

2.

3.

PFM optim zation Hello option

A PIMrouter indicates that it supports enhancenent nechani sns
specified in this docunent by including the new PFM optim zati on
Hel l o option (Option TBD3).

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Opti onType = TBD3 | Length = 0 |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Opti onType = TBD3
OptionLength = 0

Al PIMrouters supporting forwardi ng optim zati on MJST track whet her
it is supported by all PIM neighbors on each PIMinterface. This
tracking is beneficial in heterogeneous networks where only certain
routers support the optim zation.

Additionally, for each unique Router-ID received by a PIMrouter in a
PI M domain, the router MUST naintain a set of interfaces where the
following two conditions are net: 1. The neighbor with this Router-
IDis the only PIMneighbor on this interface and, 2. the neighbor is
advertising the PFM optim zation option TBD3 on this interface. This
set is referred to as the PFM OPT | F set for each Router-1D. PFM
nmessage exchange is optinized on the interfaces belonging to

PFM OPT I F for each Router-1D and is discussed in Section 3.4.

Sanpl e PFM Topol ogy
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Figure 1. Four Router Network Topol ogy Exanpl e
3.4. PFM message handling with Rel axed- RPF enabl ed

Consi der a topol ogy where two PIMrouters naintain nultiple PIM

nei ghbor shi ps over several links within the sane PI M donain, and are
the only two routers on these links, either a P2P link, or 2 PIM

nei ghbors on a LAN. On P2P links, each router sees only one

nei ghbor, but on shared LANs, routers may see nultiple neighbors. An
exanpl e of such a topology is illustrated in Figure 1. Between
Router A and Router B, there are multiple links - 3 P2P links and 2
shared LANs. Traditionally, each of the routers in Figure 1 will
send out PFM nmessages out over all the links to its neighbor. RPF
checks are one of the comonly used ways to prevent |oops, hence the
reci pient router perforns an RPF check and accepts only on one |ink,
t hereby droppi ng packets fromall the others. Since the sender does
not know which link will be chosen as the RPF-source on the nei ghbor,
it cannot choose one of the links, wi thout knowing its neighbor’s
decision. But this can be optinized as foll ows.

Assume both routers A and B are advertising their respective Router-
IDs on all links. Wen the optimzations specified in

Section Section 3.2 are in effect, On both routers A and B,

PFM OPT_IF = {L1, L2, L3}.
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If the Rel axed- RPF optim zation is advertised by both routers, the
sender MJST choose one link fromtheir PFM OPT I F set and send and
forward PFM nmessages to its neighbor using only that Iink. On shared
LANs, the sender MJUST send PFM nessages as normal since optim zation
cannot be applied when there are nore than two routers on the network
segnment. | n other words, the scope of optinization is linmted to
links present in the PFM OPT_I F set for each Router-1D.

For exanple, referring to Figure 1, if Router A is forwarding or
originating a PFM nessage, it MJST send the nessage on one |ink out
of Links L1, L2, or L3. Router A also MJST send the nessage on both
LAN 1 and LAN 2 to ensure Routers C and D receive the nessage. This
sel ective behavi or reduces PFM nessage processing overhead on the
Point-to-Point |inks. The mechanismto choose a link fromthe

PFM OPT_IF set is left to the inplenentation.

When a router that supports the Rel axed- RPF optim zation receives a
PFM nessage, it MJUST first determ ne the expected RPF interface for
the message using standard RPF cal culations. |f the nessage was
received on a link belonging to the PFM OPT_IF set AND both the
sender and receiver support Rel axed-RPF optim zation, the receiver
MUST accept the nmessage regardl ess of the RPF check result. 1In all

ot her cases, the receiver MJST performnormal RPF validation and only
accept the nessage if it arrives on the correct RPF interface.

The optim zation nechanismrelies heavily on a router’s insight into
whet her all nei ghbors on each PIMinterface support the TLV Type TBD3
and/ or Rel axed-RPF optim zation. All checks can be done at the tine
when a PFM nessage is forwarded, but it is possible to perform nost
checks when there are nei ghbor changes, so that the processing at
forwarding tine can be mininized. The follow ng scenarios MJST be
handl ed:

Addi ng a new nei ghbor on any link: [|f the neighbor being added is
the first neighbor on this link, the router MJUST check whet her
thi s nei ghbor supports the optim zation and announces a Router-I1D
If both conditions hold TRUE, this router MJST check whet her
PFM OPT_IF exists for this Router-1D. This neans that the newy
added nei ghbor is also the sol e neighbor on at |east one other
link. Therefore, forwarding optimzation MJST be enabled on this
link by adding it to the existing PFM OPT_|IF set for that Router-
ID. If PFM OPT_IF does not exist for this Router-ID, it MJST be
created, and this link MJST be added to the set. |[If the nei ghbor
bei ng added is the second nei ghbor on this link, and forwarding
optimzation was previously enabled for the first neighbor, it
MUST now be disabled for that Router-1D on this link. Hence this
l'ink MJUST be renoved fromthe PFM OPT I F set for the first
nei ghbor’s Router-1D.
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ghbor renoval on a link: Wen a PIMneighbor is renmoved on a
link, and there is exactly one renai ni ng nei ghbor, it MJST be
checked whet her the remai ni ng nei ghbor supports the forwarding
optimzation and is advertising a Router-1D. If all three
conditions hold TRUE ((i) sole renaining neighbor that (ii)
supports forwarding optimzation, and (iii) is advertising a
Router-1D), this router must check whether PFM OPT_ | F exists for
this Router-1D. If the PFM OPT IF set for this Router-ID does not
exist, it MJIST be created; otherwi se, the link MIST be added to
the existing set.

i ghbor starts/stops advertising Router-1D:  Wen a Pl M nei ghbor

starts advertising a Router-1D on this link, it MJST be checked
whet her this nei ghbor al so supports the forwarding optim zation
(TBD3) on this link and whether it is the sole neighbor on this
link. If both conditions hold TRUE, this router MJST check

whet her PFM OPT I F exists for this Router-ID. [If it does not
exist, create PFM OPT_IF for this Router-ID and this |link MJST be
added to the set. If PFM OPT_IF already exists, add this link to
the existing set. Wen a PIM neighbor stops advertising a Router-
IDon this link and is still forwarding optim zation capable while
bei ng the sol e neighbor on this link, this link MJST be renoved
fromthe PFM OPT I F set for this Router-I1D. If the PFM OPT_IF set
for this Router-ID becones enpty, it MJST be del eted

i ghbor starts/stops advertising forwardi ng optim zation: Wen a

Pl M nei ghbor starts advertising the forwarding optim zation (TBD3)
on this link, it MJST be checked whether this neighbor is the sole
nei ghbor on this link and whether it is advertising its Router-I1D
on this link. |If both conditions hold TRUE, this router MJST
check whether PFM OPT_I F exists for this Router-I1D. |If it does
not exist, create PFM OPT IF for this Router-ID and this |ink MJST
be added to the set. If PFM OPT_IF already exists, add this |ink
to the existing set. Wen a Pl M neighbor stops advertising the
forwarding optimzation (TBD3) on this link, while it is stil
advertising a non-zero Router-1D and is the sole neighbor on this
link, this link MJST be removed fromthe PFM OPT_IF set for this
Router-ID. |If the PFM OPT IF set for this Router-1D becones
enpty, it MJIST be del eted

The scenari os described above apply during network and
configurations changes as well as software upgrades or downgrades,
that could | ead to changes in neighbor capabilities. These
changes will be reflected in Hell o nessages with the rel evant
options. It is essential to consistently maintain the PFM OPT_IF
set for each non-zero Router-ID with any such changes.
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4. PFM nessage forwardi ng to sender

VWhen the TBD3 optim zation is enabled on a PIMrouter, the router
MUST NOT forward a PFM nessage on a link if both of the follow ng
conditions are true: (1) the link has only one nei ghbor, and (2) that
nei ghbor’'s Router-ID nmatches the Router-1D of the router that
originated the PFM nessage. It is sufficient for the neighbor to
advertise only the Router-1D, w thout any additional optimzation
options, since this information al one ensures the nessage i s not sent
back to its original sender, thereby reduci ng unnecessary PFM nessage
f orwar di ng.

5. Security Considerations

VWhen it conmes to general PIM nessage security, see [RFC7761]. For
PFM security see [RFC8364]. This optim zation relies on correct
Router-1D and capability advertisenent in PIMHellos, as well as
general PIMhello integrity. For the new PFM TLV, the security
consi derations are the same as for the existing PFM TLV defined in
[ RFC8364] .

6. | ANA Consi derations

Thi s docunent requires the assignment of a new PFM TLV Type TBD1 in
the "PI'M Fl oodi ng Mechani sm Message Types" registry.

Pl M Fl oodi ng Mechani sm Message Types

Type Nane Ref erence

TBD1 Group Source Info [ Thi s docunent]

Al so, a new registry "PIM Floodi ng Mechani sm Group Source Info
Message Types" registry needs to be created. Assignnents for the new
registry are to be made according to the policy "I ETF Review' as
defined in [RFC8126]. The initial content of the registry should be:

Pl M Fl oodi ng Mechani sm G- oup Source Info Message Types

Type Nane Ref er ence
0 Reserved [ This docunent]
1- 32767 Unassi gned

Thi s docunent requires the assignment of two new PIM Hello Options:
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PIMHello Options

Val ue Length Name Ref er ence
TBD2 0 PFM Group Source Info support [This docunent]
TBD3 0 PFM opti ni zation support [ Thi s docunent]
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