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Abst r act

Segnment Routing Point-to-Miltipoint (SR-P2MP) Policies are used to
define and manage explicit P2MP paths within a network. These
policies are typically calculated via a controll er-based nmechani sm
and installed via, e.g., a Path Conputation Element (PCE). |In other
cases these policies can be installed via using NETCONF/ YANG or CLI.
They are used to steer nulticast traffic along optinized paths froma
Root to a set of Leaf routers.

Thi s docunent defines extensions to Ping and Traceroute nechani sns
for SR-P2MP Policy with MPLS encapsul ation to provi de QAM
(Operations, Administration, and Mintenance) capabilities. The

ext ensi ons enabl e operators to verify connectivity, diagnose failures
and troubl eshoot forwarding i ssues within P2MP Policy multicast

trees.

By introduci ng new mechani sms for detecting failures and validating
path integrity, this docunent enhances the operational robustness of
P2MP nul ticast deploynents. Additionally, it ensures that existing
MPLS and SR-based OAM tools can be effectively applied to networks
utilizing P2MP Polici es.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 February 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

A P2MP Policy can have one or multiple Candidate Paths (CPs). The CP
wi th highest preference is designated as the active CP, while all
other CPs are the backup CPs. To enable seanl ess gl obal optim zation
a CP may consist of nultiple Tree Instances (TIs), allow ng for Make-
Bef ore- Break (MBB) procedures between an active Tl and a newy
established, optinmized TI. A Tl is the actual P2MP tunnel set up
fromthe Root to a set of Leaves via transit routers. ATl is
identified on the Root node by the Root-ID which is the Root’s node

I P address, treelD and TI's instance ID

To ensure reliable network operation, it is essential to verify end-
to-end connectivity for both active and backup CPs, as well as al
associated Tls. This docunment specifies a nechanismfor detecting
data plane failures within a P2MP Policy CP and its associated Tls,
enabl ing operators to nonitor and troubl eshoot multicast path
integrity.

Thi s specification applies exclusively to Replication Segments
(Replication SIDs) that use MPLS encapsul ation for forwardi ng and
does not cover Segnent Routing over |IPv6 (SRv6). The nmechani sns
descri bed herein build upon the concepts established in [ RFC6425] for
P2MP MPLS Operations, Adm nistration, and Maintenance (CAM. Al
considerations and limitations described in section 6 of [RFC6425]
apply to this document as well.

1. Term nol ogy

[ RFC9524] section 1.1 defines terms specific to SR Replication
Segnment and al so explains the Node term nology in a Milticast donain,
i ncludi ng the Root Node, Leaf Node and a Bud Node.

[draft-ietf-pimsr-p2np-policy] section 2, defines terns and concepts
specific to SR P2MP Policy including the CP and the TI

Conventions used in this docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
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3. Motivation

A P2MP Policy and its corresponding Replication Segments are
typically provisioned via a centralized controller or configured
usi ng NETCONF/ YANG or CLI. The root and the | eaves are discovered in
accordance with [draft-ietf-pimsr-p2np-policy] and the nulticast
tree is computed fromthe root to the | eaves. However, there is no
underl ay signaling protocol to distribute the P2MP Policy fromthe
root to the |eaf routers. Consequently, when a P2MP tree fails to
deliver user traffic, identifying the failure can be chall engi ng

wi t hout ping and traceroute nmechanisns to isolate faults along the
tree.

To address this chall enge, P2MP Policy ping and traceroute can be
utilized to detect and localize faults within the P2MP tree and its
associ ated Replication Segnents, as defined in [ RFC9524]. These OAM
tool s enabl e periodic ping operations to verify connectivity between
the root and the | eaves. |In cases where a ping fails, a traceroute
can be initiated to deternine the point of failure along the tree.
Thi s diagnostic process can be initiated fromthe node responsible
for establishing the P2MP Policy, ensuring proactive nonitoring and
rapid fault detection.

3.1. MPLS P2MP Policy Ping and Traceroute

Pi ng/ Tracerout e packets are forwarded on the P2MP Policy, on a
specific CP and its Tls toward the designated | eaf routers. These
packets are replicated at the replication point based on the
Replication Segnent forwarding i nformati on on the correspondi ng
router.

Thi s docunent specifically addresses Replication Segnents that use
MPLS encapsul ation. Future documents will extend support for
Replication Segnents using SRv6 encapsul ati on. Packets are processed
based on the standard behavi or when their Tine-to-Live (TTL) expires
or when they reach the egress (leaf) router. The appropriate
response i s sent back to the root node foll owing the procedures
outlined in [ RFC6425].

3.1.1. Applicability of current RFC to SR P2MP Pol i ci es

The procedures in [RFC6425] define fault detection and isolation
mechani sms for P2MP MPLS LSPs. These nechani sns extend the LSP ping
techni ques described in [ RFC8029] such that they may be applied to
P2MP MPLS LSPs, ensuring alignment with existing fault managenent
tools. [RFC6425] enphasizes the reuse of existing LSP ping
mechani sns desi gned for Point-to-Point P2P LSPs, adapting themto
P2MP MPLS LSPs to facilitate seam ess inplenmentati on and network
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operati on.

The fault detection procedures specified in [RFC6425] are applicable
to all P2MP MPLS protocols, including P2MP RSVP-TE and Miulticast LDP
and now P2MP SR Policy. Wile [RFC6425] highlights specific

di fferences for P2MP RSVP-TE and Multicast LDP, this docunent

i ntroduces consi derations unique to P2MP SR Pol i ci es, including:

1. Egress Address P2MP Responder Sub-TLVs: Milticast LDP, as per
section 3.2.1 of [RFC6425], does not allow for the inclusion of
Egress Address P2MP Responder Sub-TLVs, as upstream LSRs | ack
visibility into downstream | eaf nodes. Sinmlarly, P2MP SR
Policies often rely on a Path Conputation El enment (PCE) for
programm ng transit routers, meaning these routers do not have
know edge of the | eaf nodes. Only the Root node, where the P2MP
SR Policy is programed, may have visibility into the | eaf nodes.
Consequently, these Sub-TLVs SHOULD NOT be used when an echo
request carries a P2MP Policy MPLS Candidate Path FEC. [|f a node
receives these TLVs in an echo request, then it will not respond
since it is unaware of whether it lies on the path to the address
in the sub-TLW.

2. End of Processing for Traceroutes: In Milticast LDP LSPs, the
initiating LSR may not al ways be aware of all egress nodes,
unl i ke P2MP RSVP-TE. In the case of P2MP SR Policies, the Root
of the tree may have full visibility into the egress nodes if the
P2MP SR Policy is PCCGinitiated. If the P2MP SR Policy is PCE-
initiated, the Root may or may not have visibility into the
egress nodes, as this depends on the specific inplenentation and
configuration of the PCE. Based on this, a P2MP SR Policy SHOULD
foll ow the recomendations in Section 4.3.1 of [ RFC6425],
depending on the level of visibility the Root has into the egress
nodes. For exanple, in a PCC-initiated P2MP SR Policy, the Root
can learn egress node identities through Next-Generation MVPN
procedures and BGP, as described in [RFC6514]. |In contrast, for
a PCE-initiated P2MP SR Policy, the PCE may not provide the
egress node information to the Root, nmaking this process optiona
and i npl enent ati on-specific.

3. ldentification of the LSP under test: [RFC6425], in Section 3.1,
defines distinct identifiers for P2MP RSVP-TE and Miul ticast LDP
when identifying an LSP under test. As each protocol has its own
identifier, this docunment introduces a new Target FEC Stack TLV
specific to P2MP SR Policies to uniquely identify their Candidate
Paths (CPs) and Tree Instances (Tls). These nodifications ensure
that P2MP Policy OAM nechani sns are properly aligned with
exi sting MPLS ping and traceroute tools while addressing the
specific operational characteristics of P2MP SR Poli ci es.
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3.1.2. Conformance to Existing Procedures and Additional Considerations

In addition to major differences outlined in the previous section,
P2MP SR Pol i cies SHOULD foll ow to the common procedures specified in
[ RFC6425] for P2MP MPLS LSPs. Furthernore, this specification reuses
the same destination UDP port as defined in [ RFC8029] for consistency
with existing MPLS OAM nmechani sm

I mpl enent ati ons MJST account for the fact that a P2MP Policy may
contain multiple CPs, and each CP may consist of nmultiple Tls. As
such, inplenentations SHOULD support the ability to individually test
each CP and its corresponding Tl using Ping and Traceroute

mechani sms.  The Ping and Traceroute packets are forwarded al ong the
specified CP and its TI, traversing the associated Replication
Segnments. Wien a downstream node receives a Ping or Traceroute
packet, it MJST process the request and generate a response even if
the CP and its Tl are not currently the active path.

3.1.3. Considerations for Interworking with Unicast SR Domai ns

In certain deploynents, two Replication Segnents may be
interconnected via an internedi ate Unicast SR domain. In such
scenarios, proper TTL handling is required based on the hierarchica
MPLS TTL node being used (e.g., Pipe Mde vs. Uniform Mde). For
exanpl e, when a P2MP Policy Ping or Traceroute packet between two
Replication Segnent is transiting over a Unicast SR domain, it nust
be only processed on Replication Segnents, based on the Replication
SID and its TTL value. The SR dorain itself MJST be treated as a
single hop, nmeaning that the Replication SID TTL MJST be decrenented
by one before pushing the Unicast SR SIDs onto the Replication SID
stack. Failure detection within the SR domain itself is considered
out of scope for this docunent.

3.2. Packet format and new TLVs

The packet format used in this specification follow section 3 of

[ RFC8029]. However, additional TLVs and sub-TLVs are required to
support the new functionality introduced for P2MP Policies. These
extensions are described in the follow ng sections.

3.2.1. ldentifying a P2MP Policy

[ RFC8029] defines a standardi zed nmechani smfor detecting data-plane
failures in Miltiprotocol Label Swtching (MPLS) Label Switched Pat hs
(LSPs). To correctly identify the Replication Segment associ ated
with a given Candidate Path (CP) and Tree Instance (Tl), the Echo
Request nessage MJST include a Target FEC Stack TLV that explicitly
specifies the Candi date Path and Tree | nstance under test.
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Thi s docunent introduces a new sub-TLV, referred to as the P2MP
Policy MPLS Candi date Path sub-TLV, which is defined as foll ows:

Sub- Type Length Val ue Field

41 Vari abl e P2MP Pol i cy MPLS Candi date Path

2025

Further details regarding the structure and processing of this sub-

TLV are provided in subsequent sections.

3.2.1.1. P2WP Policy CP FEC Stack Sub-TLVs

The P2MP Policy MPLS Candi date Path sub-TLV value field follows the
format specified in Section 2 of [draft-ietf-pimsr-p2np-policy].
The structure of this sub-TLV is illustrated in the figure bel ow

0 1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
Address Famly | Address Length| Reserved |
i T o T i e S S S i S e S

I
Root ~
I

I

+-

I

I

i e e R e o o e i ol S N B S
| Tree-1D |
B i s T T i i o S o T Ji I
| I nstance-1D |

R i T S e E

Address Family: (2 octets) |Pv4/IPv6 ADDRESS FAM LY NUMBERS as
specified in [I ANA-AF] , indicating the address famly of the
Root .

Address Length: (1 octets) specifying the length of the Root
Address in octets (4 octets for IPv4, 16 octets for |Pv6).

Root: (variable I ength depending on the address fanmily field) The
root node of the P2MP Policy, as defined in
[draft-ietf-pimsr-p2np-policy]

Tree-1D: (4 octets) A unique identifier for the P2MP tree, as
defined in [draft-ietf-pimsr-p2np-policy]

Instance-1D: (2 octets) identifies the specific Path-1nstance as
defined in[draft-ietf-pimsr-p2np-policy]
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3.3. Limting the Scope of Response

As specified in section 3.2 of [RFC6425] , four sub-TLVs are used
within the P2MP Responder Identifier TLV included in the echo request
message

The Sub-TLVs for 1Pv4 and | Pv6 egress addresses of P2MP responder are
aligned with section 3.2.1 of [RFC6425].

The sub-TLVs for 1Pv4 and | Pv6 node addresses of the P2MP responder
are aligned with Section 3.2.2 of [RFC6425]

These nechani sns ensure that responses are appropriately scoped to
limt unnecessary processing and i nmprove the efficiency of P2MP QAM
pr ocedures.

4. I nplenentation Status

Note to the RFC Editor: please renove this section before
publication. This section records the status of known

i npl ement ati ons of the protocol defined by this specification at the
time of posting of this Internet-Draft, and is based on a proposa
described in RFC7942 . The description of inplenentations in this
section is intended to assist the IETF in its decision processes in
progressing drafts to RFCs. Please note that the listing of any

i ndi vi dual inplenmentation here does not inply endorsenment by the

| ETF. Furthermore, no effort has been spent to verify the

i nformati on presented here that was supplied by | ETF contri butors.
This is not intended as, and nust not be construed to be, a catal og
of available inplenentations or their features. Readers are advised
to note that other inplenentations may exist. According to RFC7942,
"this will allow reviewers and working groups to assign due

consi deration to docunents that have the benefit of running code,

whi ch may serve as evidence of val uabl e experinentation and feedback
that have made the inplenented protocols nore mature. It is up to
the individual working groups to use this information as they see
fit".

4.1. Nokia Inplenentation

Noki a has inplenented [draft-ietf-pimsr-p2np-policy] and [ RFC9524].
In addition, Nokia has inplenented P2MP policy ping as defined in
this draft to verify the end to end connectivity of a P2MP tree in
segnment routing domain. The inplenmentation supports SR-MPLS
encapsul ati on and has all the MJST and SHOULD cl ause in this draft.
The inplenentation is at general availability maturity and is
compliant with the latest version of the draft. The docunmentation
for inplementation can be found at Nokia help and the point of
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5.

contact is hoonan. bi dgol i @oki a. com
I ANA Consi deration

| ANA has assigned the follow ng code points TEMPORARY for sub-type
values to the foll owing sub-TLVs under TLV type 1 (Target FEC Stack)
fromthe "Miulti-Protocol Label Switching (MPLS) Label Switched Paths
(LSPs) Ping Parameters” registry, "TLVs and sub-TLVs" sub-registry.
This sub-type value is assigned fromthe standards Action range of
0-16383 for TLV type 1 (Target FEC Stack)

41: P2MP Policy MPLS Candi date Path
Security Considerations

Overall, the security needs for P2MP policy ping are the sane as

[ RFC8029]. The P2MP policy ping is susceptible to the sane three
attack vectors as explained in RFC8029 section 5. The sane
procedures and reconmendati ons expl ai ned in [ RFC8029] section 5
shoul d be taken and inplenented to mtigate these attack vectors for
P2MP policy Ping as well.
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