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Abst ract

Thi s docunent describes multipath support for Internet Goup
Management Protocol (1GwW) / Milticast Listener Discovery (MD) proxy
devices. The proposed extension allows | GW/ M.D proxy devices to
receive nmulticast sessions/channels through different upstream
interfaces. An upstreaminterface can be selected on the basis of
multiple criteria, such as channel/session IDs and interface priority
val ues. A nechanismfor upstreaminterface takeover that enables
switching froman inactive to active upstreaminterface is al so
descri bed.
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described in Section 4.e of the Trust Legal Provisions and are
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1. I nt roduction

The I nternet Group Managenent Protocol (IGW) [RFC3376][ RFC5790] for
I Pv4 and the Miulticast Listener Discovery Protocol (M.D)

[ RFC3810] [ RFC5790] for IPv6 are the standard protocols for hosts to
initiate the joining or leaving of multicast sessions. A proxy

devi ce device that perfornms | GW/ M.D based forwardi ng (as known as

| GWP/ MLD proxy) [RFC4605] nmintains nulticast nmenbership information
usi ng | GWP/ MLD protocol s on downstreaminterfaces and sends | GvwW/ M.D
menbership report messages via the upstreaminterface to upstream
mul ticast routers when the nmenbership information changes (e.g., by
receiving solicited/unsolicited report messages). The proxy device
forwards the appropriate multicast packets received on its upstream
interface to each downstreaminterface based on the subscription of
t he downstream recei ver.
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According to the specification of [ RFC4605], an | GwW/ M.D proxy has _a
single_ upstreaminterface and one or nore downstream i nterfaces.
Upstream and downstream i nterfaces on the | GW/ M.D proxy devi ce nust
be configured manually, and the upstreaminterface is expected to be
connected to a wider nulticast infrastructure. Therefore, |GW/ M.D
proxy devices performthe router portion of the |GW or MD protoco
on their downstreaminterfaces and the host portion of | GW/ M.D on
their upstreaminterface. They nust not performthe router portion
of I GW/ M.D on the upstreaminterface.

Conversely, there is a scenario in which | Gw/ M.D proxy devices
enable multiple upstreaminterfaces and receive nulticast packets
through these interfaces. For exanple, a proxy device with nore than
one interface may want to access different networks, such as a gl oba
network such as the Internet and | ocal -scope networks; a proxy device
with a wired link (e.g., Ethernet) and hi gh-speed wireless |ink
(e.g., 50 may want to have the capability to connect to the Internet
through both links. These proxy devices receive nmulticast packets
fromdifferent upstreaminterfaces and forward themto the downstream
interface(s). The applicability of 1GwW/ M.D proxies with multiple
upstreaminterfaces in Proxy Mbile IPv6 (PMPv6) [RFC5213] is
described in [ RFC6224].

Thi s docunent describes how | GW/ MLD proxy devi ces can receive
mul ti cast sessions/channels through different upstreaminterfaces.
The upstreaminterfaces can be configured with "channel - based
upstream sel ection.” By channel -based upstream sel ection, | GwW/ M.D
proxy devices select one or nultiple upstreaminterface(s) fromthe
candi date upstreaminterfaces "on a per channel/session basis."

Unl i ke the conventional approach [ RFC4605], when a proxy device
receives an | GW/ M.D report nessage on the downstreaminterface(s),
it exam nes the source and nmulticast addresses in the records of the
| GWP/ MLD report message and sel ects the appropriate upstream
interface(s) based on the aforenmentioned configuration. A dynanic
upstream sel ecti on nmechanismis introduced i n anot her docunent
[I-D.contreras-pimnultiif-config], whereas that document will be
integrated into this docunent.

In general, a proxy device selects "one" upstreaminterface fromthe
candi date upstreaminterfaces per session/channel. Furthernore, a
proxy device can configure to select "nore than two" upstream
interfaces fromthe candi date upstreaminterfaces per session/
channel. In this case, it can receive duplicate (redundant) packets
for the session/channel fromdifferent upstreaminterfaces

simul taneously, resulting in "robust data reception."”
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A mechani sm for "upstreaminterface takeover" is also described in
this document; when the selected upstreaminterface is goi ng down or
the state of the link attached to the upstreaminterface is inactive,
one of the other active candidate upstreaminterfaces takes over the
upstreaminterface (if configured).

A "dynani c upstream sel ection” is a mechanismthat selects an
appropriate upstreaminterface(s) for sessions/channels based on the
conditions of the network and adjacent routers. It is briefly
introduced in this docunent, whereas its detail ed specifications and
| GWP/ MLD protocol extension are described in
[I-D.contreras-pimnultiif-config].

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

In addition, the following ternms are used in this docunent.

* Selected upstreaminterface (or sinply, upstreaminterface): The
interface of a proxy device in the direction of the root of the
mul ticast forwarding tree. A proxy device perforns the host
portion of 1GW/ M.D on its upstreaminterface. An upstream
interface is selected froma list of candidate upstream
i nterfaces.

* Default upstreaminterface: An upstreaminterface for nulticast
sessions/channel s for which a proxy device does not sel ect other
upstreaminterfaces. The default upstreaminterface is
confi gurabl e.

* Active upstreaminterface: An upstreaminterface that has been
recei ving packets for specific nulticast sessions/channels during
a predefined active interval

* |nactive upstreaminterface: An interface that has not received
packets for specific nmulticast sessions/channels during a
predefined active interval.

* Downstreaminterface: An interface that is not in the direction of
the root of the nulticast forwarding tree. A proxy device
performs the router portion of I1GW/ M.D on its downstream
i nterfaces.
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* Candi date upstreaminterface: An interface that potentially
becones an upstreaminterface of the proxy device. A list of
candi date upstreaminterfaces is configured with channel/session
I Ds and/or priority values on an | GW/ M.D proxy devi ce.

* Channel /session ID: It consists of source and multicast address
prefixes for which a candidate upstreaminterface is assuned to be
an upstreaminterface for specified multicast sessions/channels.
The source or nulticast address prefix can be "null™

3. Upstream Sel ecti on Mechani sm
3.1. Channel -Based Upstream Sel ecti on

An | GW/ MLD proxy device selects one or nultiple upstream
interface(s) fromcandi date upstreaminterfaces "per channel/session"
based on the "channel/session ID' configuration. This nechanismis
known as "channel - based upstream sel ection". This nechani sm enabl es
| GWP/ MLD proxy devices to use one or nultiple upstreaminterface(s)
from candi date upstreaminterfaces "per channel/session" based on the
"channel / session I D" configuration

3.2. Miltiple UpstreamInterface Sel ection for Robust Data Reception

When nore than one candi date upstreaminterface is configured with
the sane source and nulticast addresses for the "channel/session |Ds"
and "interface priority values"” (this will be described in

Section 4.2) are identical, these candidate upstreaminterfaces act
as upstreaminterfaces for the sessions/channels and receive the
packets sinmultaneously. This nultiple upstreaminterface sel ection
approach i npl enents duplicate packet reception fromredundant paths.
This may inprove the data reception quality or robustness of a
sessi on/ channel , because the same mnulticast data packets can cone
fromdifferent upstreaminterfaces sinultaneously. However, robust
data reception does not guarantee packets conming fromdisjoint paths.
It only configures the adjacent upstreamrouters to differ

4. Candidate Upstream Interface Configuration
Candi date upstreaminterfaces are a set of interfaces fromwhich an
| GWP/ MLD proxy device selects as an upstreaminterface. The upstream
interface sel ection approach works with the configurations of
"channel /session ID'" and "interface priority value."
4.1. Milticast Channel Record

| GWP/ MLD proxy devices can configure the "channel/session ID" in the
mul ti cast channel record for each candi date upstreaminterface

Asaeda & Contreras Expi res 8 January 2026 [ Page 5]



I nternet-Draft Mul ti path Support for | GVWP/ MLD Proxy July 2025

Channel / session I D consists of source and nul ticast address prefixes.
Sour ce address prefixes MJST be valid unicast address prefixes, and
mul ti cast address prefixes MJST be a valid nulticast address
prefixes. A proxy selects an upstreaminterface fromits candidate
upstreaminterfaces based on the channel/session I D configuration

The default values of these address prefixes are "null." A nul
source address prefix represents a wldcard source address prefix,

whi ch indicates any host. A null nulticast address prefix represents
a wildcard nulticast address prefix, which indicates the entire

mul ticast address range (i.e., 224.0.0.0/4 for I1Pv4 or ff00::/8 for

| Pv6) .

The channel / session I D configuration conprises the source and

mul ticast address prefixes. A candidate upstreaminterface with a
non-nul |l source and nulticast address configuration is prioritized
for upstreaminterface selection. For exanple, if a proxy device has
two candi date upstreaminterfaces for the same nulticast address
prefix G p but one of themhas a non-null source address prefix S p
configuration, that candidate upstreaminterface is selected for the
source and nulticast address pair (i.e., (S_p,Gp)). The other

candi date upstreaminterface is selected for the configured multicast
address prefix, excluding the source address prefix configured by the
prior interface (i.e., (*-S p,Gp)).

The source address prefix configuration is prioritized over the
mul ti cast address prefix configuration. For exanple, consider the
case where an | GvwW/ M.D proxy device has a configuration with the
source address prefix S p for candidate upstreaminterface A and the
mul ticast address prefix G p for candidate upstreaminterface B
When dealing with an | GW/ M.D record whose source address (S) is in
the range of S p and whose nulticast address (G is in the range of
G p, the proxy device selects candi date upstreaminterface A, which
supports the source address prefix, as the upstreaminterface and
transmits the (S, G record via interface A

In sunmary, the options for selecting an appropriate upstream
interface are as foll ows:

* Association of (S, G to a specific upstreaminterface, inplying
that subscriber requests for specific content delivered froma
specific source should be received froma certain upstream
interface. This condition is prioritized second.

* Association of (S,*) to a specific upstreaminterface, inplying
that subscriber requests for specific content, independent of the
group identifying the content, should be received froma certain
upstreaminterface. This condition is prioritized third.
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* Association of (*,G to a specific upstreaminterface, inplying
that subscriber requests for specific content, independent of the
source of the content, should be received froma certain upstream
interface. This condition is prioritized fourth.

The sane address prefix can be configured on different candidate
upstreaminterfaces. When the sane address prefix is configured on
different candi date upstreaminterfaces, an upstreaminterface for
that address prefix is selected on the basis of each interface
priority value described in Section 4.2.

4.2. Interface Priority

An | GW/ MLD proxy devices can configure the "interface priority”

val ue for each candidate upstreaminterface. The priority is
indicated by an integer value and is part of the configuration. A

| ower value indicates a lower priority, and the default value of the
interface priority is zero

The interface priority value is reflected when the channel/session ID
is not configured as the candi date upstreaminterface or when

mul tiple candi date upstreaminterfaces configure the sane channel/
session ID. |In these cases, the candidate upstreaminterface with
the highest priority is selected as the upstreaminterface. As
stated in Section 3.2, if nultiple candi date upstreaminterfaces have
the sane priority value, they act as upstreaminterfaces for the
configured channel/session ID in parallel and may receive duplicate
packets.

4.3. Default Upstream Interface

Operators can configure "a default upstreaminterface" for al

i ncom ng sessions/channels in the | GW/ M.D proxy devices. A default
upstreaminterface is used as the upstreaminterface when candi date
upstreaminterfaces are not configured for the channel/session ID or
interface priority value. A default upstreaminterface is also used
if the proxy device detects configuration errors.

If a default upstreaminterface is not configured on an | GW/ M.D

proxy device, the candi date upstreaminterface with the highest |Pv4/
v6 address is selected as the default upstreaminterface.
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5.

6

Upstream | nterface Takeover

"Upstreaminterface takeover” is a function for proxy devices to
realize continuous multicast data reception. A proxy device can
simul taneously use nore than two upstreaminterfaces per session/
channel. |If a proxy device detects that one or sone of the selected
upstreaminterface(s) is/are going down or inactive, it disables the
interface(s) and only uses the active interface(s). Selection of
anot her active upstreaminterface is done with the highest priority
anong the candi date upstreaminterfaces covering the sane channel/
session ID. The list of candidate upstreaminterfaces (except the
di sabled interface) is recursively exani ned, and a new upstream
interface is selected fromthe list. |If another candi date upstream
interface is not configured, the default upstreaminterface is

sel ect ed.

The conditi on of whether the upstream adjacent router is active or

i nactive can be determ ned by checking the link/interface conditions
on the proxy device or by nonitoring the | GW/ M.D Query or PIM

[ RFC7761] Hell o message reception on the link. There are cases where
PIMis not running on the link or |1 GWwW/ M.D Query nessages are not

al ways transmtted by the upstreamrouter (e.g., when the explicit
tracking function [I-D.ietf-pimexplicit-tracking] is enabled).
[1-D.contreras-pimmultiif-config] describes howto detect Iink/
interface conditions.

An active interval is a period in which the sel ected upstream
interface on the proxy device remains active. The active interval of
each candi date upstreaminterface can be configured. Active interva
val ues vary dependi ng on whet her the network operators wi sh to
trigger via | GW/ M.D or PI M nessages. The default active interva

for detecting an inactive upstreaminterface MAY be approxi mately
twice the | GW/ M.D General Query interval and PIMHello interva
(TODO). However, defining the optimal tiner value for switching from
an inactive upstreaminterface to an active upstreaminterface froma
list of candidate upstreaminterfaces is out of scope of this
docunent. Note that it SHOULD be possible for operators to change
the tinmer value according to the network conditions or other factors.

Dynam c Upstream Interface Configuration
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6.1. Signaling-based Upstream Interface Configuration

Operators may want proxy devices to dynam cally configure upstream
interfaces for specific multicast channel s/ sessions.
[I-D.contreras-pimmultiif-config] describes a signaling-based
dynani ¢ upstreaminterface configuration nethod to support multiple
upstreaminterfaces for | GW/ M.D proxies. The dynam c upstream
interface configuration is enabl ed when network operators set it up
on their proxy devices; however, if upstreaminterface(s) are
statically configured, the static configuration is prioritized.

6.2. Controller-based Upstream I nterface Configuration

A centralized controller can instruct a proxy device on the upstream
interface to use for specific multicast channels.

The controller should configure a default upstreaminterface for
subscription requests that do not match an explicitly configured
behavior. |In case of an upstreaminterface failure, the default
upstreaminterface can take over the failed upstreamto provide
r edundancy.

To enabl e this type of configuration, sone control and nmanagenent
i nterfaces nust be supported by a proxy to receive configuration
instructions fromthe controller

The controller can interact with nmultiple proxies in the network. As
a centralized el enent, it can nake coordi nated deci sions to nmanage
mul ticast traffic in the network in a coordinated nanner.

6. 3. Updating YANG Model

Regardi ng the 1 GW/ ML.D YANG nodel proposed in [RFC9166], there is a
description of interfaces for 1GW (simlarly for MLD). However, it
is necessary to update the proposed YANG nodel to include all

i nformati on about the upstreaminterfaces discussed in this study and
to consider actions related to the dynam c upstreaminterface
configuration. [I1-D.zcl-pimmultiif-ignmp-md-proxy-yang] is a
potential data nodel proposal used for this purpose.

7. Security Considerations

Thi s document neither provides new functions nor nodifies the
standard functions defined in [ RFC3376] [ RFC3810] [ RFC5790]; therefore,
no additional security considerations are provided for these
protocols. Conversely, it is possible to encounter denial -of-service
(DoS) attacks to stop upstreaminterface takeover if attackers
illegally send | GW/ M.D Query or PIM Hello nessages on a LANwithin a
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shorter period (i.e., before the expiration of the active upstream
interface interval). To bypass such threats, it is recomended to
capture the source addresses of the 1GW/ M.D Query or PIMHello
message senders and exanm ne whet her these addresses correspond to the
correct adjacent upstreamrouters. These considerations are TBD.

8. Summary of Aspects Requiring Further Discussion
We have the follow ng open issues.

* Default active interval for detecting an inactive upstream
interface (Section 5).

* Interaction with signaling methods (i.e., |1GwW/ M.D nessages) to
configure the upstreaminterface(s) (Section 6).

* Security threats frompotential DoS attacks (Section 7).
They will be discussed in the future revisions of this document.
9. | ANA Consi derations
Thi s docunent has no | ANA actions required.
10. Acknow edgenents
TBD.
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Appendi x A, Proof of Concept

The support of multiple upstreaminterfaces for | GW/ M.D proxies was
experinental ly inplemented followi ng a controll er-based configuration
approach. The inplenmentati on was based on Linux using a software-
defined networking application running over a Ryu controller. This
application uses OpenFlow fromthe controller to control an Qpen

vSwi t ch, which relays downstream nulticast data flows and upstream

| GW/ MLD control traffic. The proof of concept is conprehensively
described in [ICIN xm].
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