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Abstract
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depl oynent of nulticast routing protocols. The docunent describes
the technical challenges di scovered from building these protocols.
Even though multicast has enjoyed success of deploynment in special
use-cases, this draft discusses what were, and are, the obstacles for
mass depl oynent across the Internet. Individuals who are working on
new nulticast related protocols will benefit by knowi ng why certain
ol der protocols are no |longer in use today.
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1.

1.

I nt roducti on

In the 1980’ s, Steve Deering devel oped a multicast service node
where packets froma group will only be received if explicity
requested by a receiver. Over the next several decades, nany

mul ticast protocols, related drafts and RFC' s were built around | Pv4,
| Pv6, tunnel and |abel based solutions. These protocols include
DVMRP [ RFC1075], PI M DM [ RFC3973], PIM SM[RFC7761], PIMBID R

[ RFC5015], PI M SSM [ RFC4607], MSDP [ RFC3618], MBGP [ RFC2858], MVPN

[ RFC6513], P2MP RSVP-TE [ RFC4875], M.DP [ RFC6388], BIER [ RFC8279],

LI SP [ RFC6830], MOSPF [ RFC1584] | GW [ RFC2236], M.D [ RFC3810] and
several others. Perhaps due to these many nulticast protocols, and
their perceived conplexity over unicast, there has been nmuch angst
over deploying IP Milticast over the last 30 years. It is not
uncommon, with technical topics on nulticast routing, for the

di scussion to evolve into what nmakes up a multicast address, whether
that address identifies the source content or the set of receivers,
does multicast create too nuch state on the network, why hasn’'t it
captured the heart of the internet, why is it so conplicated, what's
the best multicast protocol to use, anbngst many other questions.
Despite the existence of multicast related BCPs, the authors felt it
inmportant to have a draft which hel ps answer sonme of these questions
through identifying the | essons |earned fromnulticast devel opnent
and depl oynent over the last 30 years. This draft attenpts to
explain the current, and future, state of nulticast affairs by
review ng the distractions, hype and innovation over the years and
what was | earned fromthe evolution of IP Milticast.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

A ossary

PIM Protocol |ndependent Milticast

PIM DM PIM Dense Mde

PI M SM PI M Sparse Mde

PIMBIDIR PIMBi-Directiona

PIM SSM PIM Source Specific Milticast

DVMRP: Di stance Vector Milticast Routing Protoco
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MVPN: Mul ticast Virtual Private Network
MBSDP: Mul ticast Source Di scovery Protoco
MBGP: Multi-protocol Border Gateway Protoco
BIER Bit |ndexed Explicit Routing
| GWP: Internet G oup Management Protocol
MLD: Ml ticast Listener Discovery
P2MP RSVP-TE: Point-to-Miltipoint TE Label Switched Paths
MLDP: Mul ticast Label Distribution Protoco
MOSPF: Mul ti cast OSPF
MBONE: Ml ticast Backbone
3. Lessons learned about IP Milticast over the |ast 30 years

Various topics are addressed, in this section, which are rel evant
enough to warrant a di scussion around what was | earned since their
devel opment. New designers may come up with nulticast proposals and
then hear from nore experienced designers saying their proposals wont
work and it’s already been attenped. It’s inportant to docunent

hi story or past mstakes will be repeated. This draft will start
with one of the original nulticast routing protocols, that Steve
Deering devel oped, called D stance Vector Muilticast Routing Protoco

( DVVRP) .

3.1. DVMRP

DVMRP preserved Deering’s nulticast service nodel by sending the
mul ti cast packets throughout the domain (having no router state) and
then pruning where there was no interest. Pruning was the exception
in nmost financial networks of the tinme because npst people wanted the
financial data. DVMRP conmputes its own routing table to determ ne
the best path back to the source. DVMRP uses a di stance-vector
routing algorithm This algorithmrequires that each router
periodically informits neighbors of its routing table. DVMRP was a
uni cast routing algorithmbut it had tree building nessages which
formed distribution trees which could be pruned. There are no join
messages in DVMRP because the RPF-tree is the default distribution
tree. The Mone (Milticast backbone) was an experinmental virtua
network built on top of the Internet for carrying |IP multicast
traffic. The Moone intended to mnimze the amobunt of data required
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for multipoint audi o/ video-conferencing. DVMRP fornmed the basis for
t he Moone tunnels.

The fl ooding and pruning of DVVMRP was a good initial solution but it
was quickly realized that it wouldn't scal e when using increasingly
hi gher bit rates for multicast content. Using the network to

di scover sources was al so sonmething originally thought to be a good
i dea but later discovered to be resource and state intensive. DVMRP
is a flood and prune di stance vector protocol, sinmlar to RIP, that
relied on a hop count and depended upon itself as a routing protoco
to build the RPF table rather than using existing unicast routing
tables to build the rpf table as, the | ater devel oped, PIM SM does.
DVMRP wor ked good for small scal e depl oyments but began to suffer
when deployed in larger nulticast environments so a better
interdomain solution, like PIM was needed.

3.2. MOSPF

For customers running an ospf network, nulticast extensions that went
into the ospf unicast protocol were developed in early 90s. The | GwW
reports conmng fromreceivers provided Dykstra with the ability to
find out the exact branches. Wen Dykstra is built, for a particular
source sending to a group, you knew exactly what the tree was. The
packets would only go where they needed to go using the link state
dat abase. Join nessages, or any additional signalling, was not
needed to build the branches of the tree. This is where S, G state
was introduced by using a source tree only protocol simlar to DVVRP
Everyt hing was al ways rooted by the source. MOSPF would | ook at the
forward metrics towards the receivers rather than the RPF. But MOSPF
was linmted to OSPF and | ots of sources so could be a state probl em
Mul ticast customers wanted nmulticast and had to get it working using
the early routing protocols of RIP, 1GRP and EI GRP. Redistribution
was popul ar for unicast so devel opers needed to decide if it should
al so be created for multicast. But perhaps a multicast protoco
shoul d be created that is independent of unicast protocols. It could
even work interdomai n using BGP and have a distribution tree across
domai ns. This seened |like the right thing to do because brokerage
firms, that only had 5-10% pruni ng, wanted nulticast to flood
everywhere and be able to perform RPF on whatever unicast protocols
were in use. PIMdense nobde was increnentally devel oped from DVMRP
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3.3. Shared vs Source Trees

Wth PIMshared trees, all sources send to a root of a shared
distribution tree called the Rendezvous Point (RP). Wen nulticast
group nenbers join a group, they cause branches of the distribution
tree to be appended to the existing shared tree. New sources that
send to the nmulticast group, send their traffic to the RP so existing
receivers can receive packets. The path nulticast packets take, are
fromthe source encapsulated to the RP and then natively sent on the
shared-tree branches. Wen a better/shorter path is desired, the
source tree can be built. A source-tree is a nulticast distribution
tree routed at the source. As receivers on the shared-tree discover
new sources, they join those sources on the source tree. The path on
the source tree is determ ned by routing table | ookups for the
source’s uni cast address and is also known as the 'RPF path’. These
| ookups can use the actual unicast routing table, or include unicast
routing data specifically intended for deternmining the nmulticast RPF
path. Wth source trees, on the other hand, multicast traffic
bypasses the RP and instead flows fromthe nulticast source down the
tree towards the receivers using the nulticast forwarding table and
the shortest available path. There is machinery to allow the

mul ticast data to switch fromthe shared tree to a source tree once
the source is discovered. Shared trees were designed to reduce state
at a time when nmenory was scarce and expensive, while shortest path
trees were sinpler, and nore optinmal, but consuned nore state.

Uilizing the network to provide the discovery of sources and
receivers, and the machinery necessary to provide it, was an

i mportant devel opnent at the time. But there was no way to di scover
sources when adhering to this Deering nodel, The Deering nodel was

Ii ke an ethernet and sources could just send and receivers would just
recei ve the packets. \When Deering augnented multicast routing, the
recei vers then needed to be discovered, so he added I GwW. But then
he deci ded to not have source discovery and as he conti nued
devel opi ng the nodel, he added DVMRP where the sources still didn't
need to be discovered because their packets would fl ow down a default
distribution tree and then | ater pruned the per-group tree so packets
woul dn’t flow where there were no receivers. Wen PIMwas built, the
designers wanted to change the default behavior to where the
mul ti cast packets woul d go nowhere and hence explicit joins built a
tree. The flood-and-prune problemthat DVMRP had needed to be
solved. That problemwas fixed but didn’t provide any explicit
signaling fromthe source to discover them So the multicast routing
prot ocol discovered the sources (via the PIMshared-tree).

Havi ng two types of trees was the hard part. Switching fromone tree

(shared) to the other (source) was a difficult routing distribution
problem Because as you joined the source-tree, you had to prune
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that source fromthe shared-tree so duplicates wouldn't continue for
along tine. As protocol designers and inplenmentors, that was a
challenge to get right. It was |later realized that source trees were
needed whi ch were abl eto di scover the multicast source outside of the
networ k thus renoving the source di scovery burden fromthe network.
Sour ce-di scovery originally had to be perfornmed in the network
because the multicast service nodel did not have a signaling
mechanismlike with SSM and | GvWv3

Pl M Sparse Modde is the nost commonly used nulticast routing protocol
Pl M Dense Mode is also used. Bidirectional PIMis |ess w dely used.
Wth PIMBID R, there are no source-based trees and no (S, G state
There is no option for routers to switch froma shared tree to a
source-based tree. The forwarding rules are nuch nore sinple than in
PIM SM and there are no data-driven events in the control plane. The
mai n advantage of PIMBIDIR is scaling. It scales well when there
are nany sources for each group such as with videoconferencing and
many to many financial applications. However, with the |ack of

sour ce-based trees, the traffic is forced to remain on the
inefficient shared tree. There has been a | ack of vendor support for
PIMBIDIR features such as I Pv6 and M/PN al ong with TCAM scal ability
limtations.

During this process it was |learned that PIM SM (or nore generally ASM
(Any Source Miulticast)) is nore susceptible to DoS attacks by
unwant ed sources than is PIMSSM And address allocation with ASMis
much nore restrictive than it is with PI M SSM

3.4. 1GwW

IGWvl was the first protocol to allow end hosts to indicate their
interest in receiving a multicast stream There was no nmessage to
indicate the receiver has left receiving the nmulticast streamso the
router had to eventually figure it out. This caused bandw dth

probl enms especi ally when qui ckly changi ng channels. | GwWv2 provided
a | eave nessage to prevent wasted bandwi dth. And | GWv3 provi ded
support for source specific multicast. |1GwWv1l and | GWwv2 do not have
the capability to specify a particular sender of multicast traffic.
This capability is provided in | GWv3.

Mul ticast Listener Discovery (M.D) provides the corresponding
functionality for I1Pv6. MDvl is functionally simlar to | GWv2 and
M.Dv2 aligns with I Gwv3 including support for SSM

I'n hindsi ght ASM coul d have been easily devel oped with | GWv2 from
the start. Al an (S, G is, is a longer group address. |f |GwWv2
was changed to have a nore general encoding, |Pv6 groups, IPv6 (S, G,
and | Pv4 (S, G encoding woul d have been all created at the sane tine.
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And, if it was made a library, it would have |ikely been depl oyed
faster. Additionally, because "Integrated 1S-1S" and "I Pv6" were
bei ng worked on at the sane tine, one protocol could have been
devel oped - simlar to how BGP works today. PIMwas integrated but
it was devel oped as "ships in the night" with other protocols.

3.4.1. | Gw/ M.D Snhoopi ng

| GWP and M.D snooping are comonly inplemented in Layer 2 switches to
limt rmulticast flooding within a VLAN by observi ng nmenbership
reports exchanged between hosts and routers. Wen operating
correctly, snooping can significantly reduce unnecessary multicast
replication in bridged domains.

Oper ational experience shows that snooping introduces a dependency on
the presence of a functioning querier. 1In the absence of an active

| GWP or M.D querier, group state will age out and nulticast traffic
can be unintentionally blackholed. Ensuring that each multicast
enabl ed VLAN has a stabl e querier has proven to be a fundanental

depl oynent requirenent.

Snoopi ng behavi or during topol ogy changes has al so been a source of
transi ent outages. Events such as link failures, spanning tree
reconvergence or switch rel oads may invalidate | earned state.

I mpl enentati ons vary in recovery behavior and del ayed re-|earni ng of
menber shi ps has resulted in service interruption

Additional interoperability issues have been observed in sone

depl oynents, including incorrect handling of report suppression,
version differences or link-local nulticast groups. Operators are
advi sed to review the considerations in [ RFC4541] and validate
snoopi ng behavi or under failure conditions.

3.5. Data Driven State Creation and RPF

When a router, with a directly connected source (First Hop Router),
receives the first multicast packet of a stream it selects an
optimal route fromthe unicast routing table based on the source
address of the packet. The outbound interface of the unicast route,
towards the source, is the RPF interface, and the next hop of the
route is the RPF neighbor. The router conpares the inbound interface
of the packet with the RPF interface of the selected RPF route. |If
the inbound interface is the same as the RPF interface, the router
considers that the packet has arrived on the correct path fromthe
source and forwards the packet downstream |If a router does a | ookup
in the unicast routing table to performan RPF check on every
mul ti cast data packet received, systemresources would be
overwhel med. To save systemresources, a router first perforns a
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| ookup for the matching (S, G entry after receiving a data packet
sent froma source to a group. |If no matching (S, G entry is found,
the router performs an RPF check to find the RPF interface for the
packet. The router then creates a nmulticast route with the RPF
interface as the upstreaminterface towards the source and delivers
the route to the nulticast forwarding information base (MFIB). |If
the RPF check succeeds, the inbound interface of the packet is the
RPF interface, and the router forwards the packet to all the
downstreaminterfaces in the forwarding entry. |If the RPF check
fails, the packet has been forwarded al ong an incorrect path, so the
router drops the packet. The RPF is a functional requirenent of PIM
but it has caused sone problens. Wen there are RPF changes,

i nconsistencies in the MFIB are created which can cause forwarding
failures. Problems may occur when hosts (not ip forwarders) are al so
configured with RPF check. It is inportant to note that SSM doesn’t
have the data-driven state creation described above. It’'s also
important to note the subtle difference between a "state problent and
a "state problemon a particular platformfroma particular vendor".

PIMruns on a control -pl ane processor where the multicast routing
table is maintained, and (S,G state is downl oaded to data-pl ane
hardware forwarders. Wenever there is an RPF change, all routes
that had changed in the nulticast routing table have to get updated
to the hardware forwarders.

3.6. MsDP

In PIMSM there can be only one active RP for a given group. MSDP
was created to enable interdomain support for ASM given this
requirenent of PIMSM MSDP [RFC3618] is a protocol that enabled RPs
to exchange i nformati on about active sources with one anot her
Qperators at the time did not want to rely on a 3rd party for RP
service and it was inportant to themto be able to own and manage
their own independent RPs.

In addition to connecting RPs between donmi ns, MSDP al so all owed
operators to run multiple RPs within a domain. Anycast addressing
was used for these RPs to circunmvent the aforenentioned Pl M SM

requi renent that there can be only one active RP for a given group
So by sharing the sane | P address, Anycast RP using MSDP

[ RFC3446] al l owed multiple RPs within a domain to be active for a

gi ven group range, which enabl ed redundancy, | oad-bal anci ng and

| ocalization, as sources and receivers within a domain could use the
topologically closest RP (and re-route to the next closest RP if it
failed).
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MSDP depl oyment reveal ed a nunmber of operation challenges. First,
MBDP peers rely on a nechani smcalled Peer-RPF to select the correct
peer from which to accept an MSDP Source Active (SA) nmessage. Peer-
RFP uses a conpl ex set of forwarding rules that conpare the
originating RP in the SA nessage to the peer fromwhomit was

recei ved. Troubl eshooting Peer-RPF problens was often an exceedingly
curber some process

Next, MSDP was susceptible to SA Storns, which plagued Internet
mul ti cast deploynents in the early 2000s. SA Storns were usually
caused by Internet worns that would infect a host and propagate by
using these infected hosts to discover and attack other vul nerable
hosts. To discover other vulnerable hosts, they typically selected a
| arge bl ock of addresses at random and port scanned all hosts in that
block. In just a few mnutes, each infected host could scan hundreds
of thousands of other hosts. Unfortunately, many of these worm
coders were sloppy and didn’t confine this random selection to

uni cast ranges. That is, there was the potential that nulticast
address bl ocks mght be selected as destinati on addresses for these
port scans. For exanple, imagine a worminfected host selected a /16
of valid nulticast address space and sent a single packet to every
address in that block in an attenpt to discover other vul nerable
hosts. |If that host was on a nulticast-enabled network, its FHR
woul d send a PIMregister for each group address to its local RP

whi ch woul d then send an MSDP SA for each group to all its MSDP
peers. In a matter of mnutes, 65k SAs woul d be flooded across al
the MSDP-speakers on the Internet. To make matters even worse, in
order for MSDP to support bursty source applications, originating RPs
woul d encapsul ate and include the first data packet of the flow
within the MSDP SA nessage. These encapsul ated data packets woul d
generate forwarding entries in the FIBs of the routers, in addition
to control plane entries for SAs. This state explosion quickly
caused MSDP-speaking routers to run out of nenory and crash
Ironically, these attacks weren't even intentionally targeting the
mul ticast infrastructure
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I mpl enentations woul d later add throttling and policing mechanisnms to
protect against SA Storns, but by that tine many operators had | ost
confidence in Internet Miulticast and found depl oyment to not be worth
the effort and risk. Wen an interdomain ASM solution for |Pv6 was
sought, there was no appetite in the | ETF for adding |Pv6 support to
MSDP. | nstead, Enbedded RP [ RFC3956]was created to enabl e

i nterdonmain ASM | Pv6 capabilities by enbedding the RP address into
the actual group address, thereby obviating the need for RPs in
different domains to exchange information on active sources.

Conbi ned with Anycast RP using PIM[RFC4610], which used PI M
registers instead of MSDP SAs to exchange active source information
bet ween a set of Anycast RPs, the two functions of MSDP (connecting
RPs within and between domai ns) were conpletely replaced in |Pv6.

The story of MSDP is replete with teachabl e noments and | essons to be
| earned. MSDP has often been blaned for the nost egregi ous of

mul ticast’s chall enges. Indeed, Peer-RPF was exceedingly conplex and
data encapsul ati on of the first packet of a flow to support bursty
source applications was likely not worth the cost of forwardi ng pl ane
resources. But ultinmately, MSDP nay have been a scapegoat- any
protocol that attenpted to create a synchroni zed dat abase of every
active multicast source on the Internet in every RP would |ikely have
faced the sane problens. The ultinmate root cause of the probl emwas
the assunption that the network should be responsible for source

di scovery; MSDP was nerely a synptom Thus, the ultimate solution is
SSM which completely elimnates the need for MSDP since source

di scovery is not done by the network (typically, handl ed by the
application | ayer instead).

Additionally, MSDP provides an interesting counterpoint to the once-
heat ed argunments on "BGP Overloading." That is, over the years there
have been concerns about overextending BGP with functionality and
capabilities that create risk in a protocol so critical to the
Internet’s infrastructure. MSDP is an exanple of a new protocol that
was created instead of extending BGP (at the tine; it would be added
to BGP for MWPNs [ RFC6514]. The key observation is that a separate
protocol likely didn't yield any better results; ultimately, it’'s not
the nanme of the protocol, nor in what protocol the functionality
resides, but rather what the functionality ~does~ that will determ ne
how wel |l it perforns.

Anot her interesting observation is that MSDP remrains in Experimental
status, proving the durability of what was once considered a
tenmporary solution. Further it illustrates the point that
specification status does not tend to have an inpact on depl oynent,
as MBDP renmins in many networks today since it is the only way to
support multiple I1Pv4 RPs in different domains (and is probably the
nmost popul ar way of connecting nultiple Anycast RPs within a domain).
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MPLS MVPNs

Mul ticast was not originally supported with MPLS. That is a | esson

| earned in and of itself. The workaround was point-to-point GRE
tunnels from CE to CE which was not scal abl e when havi ng many CE
routers. MPN solutions were conplicated at tinmes in the ietf. The
MVPN conpl exity was organi c because PE based unicast VPNs were

al ready deployed. So it didn’t allow for sinpler nulticast designs.
The architecture was already built, multicast functionality was an

i ncremental add-on, which nmade it easier to deploy but the cost of
running the service was the sane, or worse, than running unicast

VPNs. There were years of debate about PIM based draft-rosen nmvpn vs
bgp based nvpn using P2MP RSVP-TE. Cisco wound up progressing an

i ndependent submission with [ RFC6037] because it defined procedures
whi ch predated the publication of | ETF nvpn standards, and these
procedures differ in sone respects froma fully standards-conpliant

i npl ementation. Eventually the pimand bgp based nvpn sol uti ons were
progressed together in Multicast in MPLS/BGP IP VPNs in [ RFC6513].

Per haps one | esson | earned here is that there will often be a
conflict between providing tinmely inplenmentations for custoner needs
vs waiting for the untineliness of standards to work thensel ves out.
A conbi ned draft fromthe beginning, providing multiple nulticast vpn
sol utions, would have been hel pful in preventing years of conflict
and non standard conpliant solutions. Another lesson is that it was
good to decouple the control plane fromthe data plane so that the
control plane could scale better and the datapl ane coul d have nore
options. Tunnels may now be built by PIM (any flavor), Milticast LDP
(p2nmp or np2np), RSVP-TE p2np and we can nap mul tiple provider

mul ticast service interface’s (PMSI) onto one aggregated tunnel

SD and SDR

SD and SDR were good initial applications but we didn’” t go far enough
with themto help source discovery since the app layer is indeed a
better place to handl e source discovery (than the network). SDRis a
session directory tool designed to allow the advertisenment and
joining of multicast streans particularly targeted for the Mone.

The Moone (nulticast backbone) was an experinmental backbone and
virtual network built on top of the Internet for carrying IP
multicast traffic. The Session Directory Revised tool (SDR) was
devel oped to hel p discover the group and port used for a multicast

mul ti medi a session. The original Session Directory (SD) tool was
witten by Lawence Berkley Labs and was replaced by SDR. SDRis a
mul ticast application that listens for SAP packets on a well known
mul ticast group. These SAP packets contain a session description,
the tinme the session is active, its IP nulticast group addresses,
medi a format, contact person and other infornation about the
advertised nultinmedia session. In hindsight we should have conti nued

i nacci, et al. Expi res 3 Septenber 2026 [ Page 12]



Internet-Draft Muilticast Lessons Learned from Decades o March 2026

developing SDR to nore fully help with source di scovery perhaps by
utilizing http. That would have been better than focusing on the
network to provide multicast source discovery.

3.9. Al or Nothing Problem

For multicast to function, every layer 3 hop between the sourcing and
recei ving end hosts nust support a multicast routing protocol. This
may not be a difficult challenge for enterprises and wal |l ed-garden
net wor ks where the benefits of nulticast are perceived to be nmuch
greater than the costs to deploy (eg, financial, video distribution,
M/PN SPs, etc). However, on the global Internet, where the cost/
benefits of nmulticast (or any service, for that matter) are not
likely to ever be universally agreed upon, this "all or nothing"
requirenent tends to create an insurnountable barrier. It should be
noted that I Pv6 suffers the sane chall enge, which explains why |Pv6
has not been ubi quitously depl oyed across the Internet to the sane
degree as | Pv4, despite decades of trying. Sinply put, any
technol ogy that requires new protocols to be enabled on every
interface on every router and firewall on the Internet is not likely
to succeed. One approach to address this challenge is to devel op
solutions that facilitate increnental depl oynent and m nim ze/
elimnate the need for coordination of nultiple parties. Overlay
networking is one such approach and allows the service to work for
end users w thout requiring every underlay hop to support nulticast-
only the layer 3 hops in the overlay topology require multicast
support. For exanple, AMI [ RFC7450] allows end users on unicast-only
networks to receive nmulticast content by dynamically tunneling to
devi ces (AMI Rel ays) on multicast-enabl ed networks. Another exanple
is Locator/|D Separation Protocol (LISP) [RFC8378], where multicast
sources and receivers can be on the overlay and work with a any
combi nation of unicast and/or native nmulticast delivery fromthe
underlay. Endpoint identifiers (EIDs) are assigned to end hosts.
Routing locators (RLOCs) are assigned to devices (primarily routers)
that make up the global routing system The LISP overlay nodes can
roam whi |l e keeping their same ElID address, can be nmulti-honed to

| oad-split packets across multiple interfaces, and can encrypt
packets at the overlay layer (freeing applications fromdealing with
security).

3.10. AMI and TreeDN

Automatic Miulticast Tunneling (AMI) [RFC7450] allows end users, on
uni cast-only networks, to receive multicast content by dynamically
tunneling to devices (AMI Relays) on nulticast-enabl ed networks. AMI
enpowers interested end users to enjoy the service while al so
enabling content providers and operators, who have depl oyed

mul ticast, to realize the benefits of nore efficient delivery while
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tunneling over the parts of the network (last/niddle/first mle) that
haven't depl oyed multicast. Further, this incremental approach can
provi de the necessary incentive for operators who haven't depl oyed
mul ticast natively to do so in order to avoid carrying duplicate
tunnel ed traffic.

TreeDN [I-D.ietf-nops-treedn] is a tree-based CDN architecture that
| everages AMI. TreeDN is essentially the synthesis of SSM pl us
overlay networking technologies |ike AMI. TreeDN is designed to
address the scaling challenges of live streamng to mass audi ences.
TreeDN enabl es operators to offer Replication-as-a-Service (RaaS) at
a fraction the cost of traditional, unicast-based CDNs- in sone
cases, at no additional cost to the infrastructure. |In addition to
efficiently utilizing network resources to deliver existing multi-
destination traffic, this architecture al so enabl es new types of
content and use cases that previously were not possible or
econom cal ly viable using traditional CDN approaches. TreeDNis a
decentralized architecture and a denocratizing technol ogy for content
di stribution.

TreeDN has several advantages over traditional unicast-based CDN
approaches. First, the TreeDN functionality can be delivered
entirely by the existing network infrastructure. Specifically, for
operators with routers that support AMI natively, nulticast traffic
can be delivered directly to end users w thout the need for
speci al i zed CDN devi ces, which typically are servers that need to be
racked, powered and connected to revenue-generating ports on routers.
In this way, SPs can offer new RaaS functionality to content
providers at potentially zero additional cost in new equi pnent
(rmodul o the additional bandw dth consunption).

3.11. Network Based Source Discovery

In ASM the network is responsible for discovering all mnulticast
sources. This responsibility | eads to nassive protocol conplexity,
whi ch i nposes a huge operational cost for designing, operating and
troubl eshooting nulticast. |In SSM source discovery is nmoved out of
network and is handl ed by sone sort of out-of-band nechani sm
typically in the application |ayer. By elimnating network-based
source discovery in SSM we elimnate the need for shared trees, PIM
regi ster nessage encap/decap, RPs, SPT-switchover, data-driven state
creation and MSDP, and the resulting protocol, PIMSSM is
dramatically sinpler than previous ASM routing protocols. |ndeed,
PIMSSMis merely a small subset of PIMSMfunctionality. The key
insight is that source discovery is not a function the network should
provide. One would never expect |1SIS/ OSPF and BGP to di scover and
mai ntain a globally synchroni zed database of all active websites on
the Internet, yet that is precisely what is required of PIM SM and
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MSDP for ASM This insight can apply nore generally to other
functions, |ike accounting, access control, transport reliability,
etc. One sinple heuristic for whether a function should exist in the
mul ticast routing protocol is to sinply ask what woul d uni cast do
(WAD)? |If unicast routing protocols |ike OSPF, 1SIS or BGP do not
provi de such a function, then multicast routing protocols like PIM
shoul d not be expected to provide that function either. Further,
moving functionality to the application layer, rather than in the
network |ayer, allows allows faster innovation and greater |evels of
creativity, as these two layers tend to have vastly different

requi renents, expectations (and, therefore upgrade cycles) for
stability, scale, functionality and innovation

3.12. Dynamic Milticast G oup Address All ocation

Approaches to multicast group allocation have been proposed in the
past including nDNS [ RFC6762], MADCAP [ RFC2730], MASC [ RFC2909],
along with the related I Pv6 Allocation Guidelines [ RFC3307]. The
probl enms are that they require manual configuration, are used on a
singl e subnet, are not decentralized and have probl ens associ at ed
with address collisions. MADCAP, for instance, is used to
dynanmi cal | y assign addresses but its reliance on a dedicated server
results in a single point of failure which is not acceptable for many
environments. It is also susceptible to Iink-1ayer address
collisions. It was later determined that nulticast addresses really
shoul d be dynam cally assigned by a decentralized, and zero
configuration, protocol for many of todays environnments.

Two sol utions have recently energed to inprove upon the limtations
of these previous solutions. One is Zeroconf Milticast Address

Al'l ocation Protocol [I-D.ietf-pimipv6-zeroconf-assignment] and the
other is Goup Address Allocation Protocol (GAAP)

[I-D.ietf-pimgaap]. Zeroconf works on any ipv4/v6 network (although
the initial effort has focused on I Pv6 marine networks). It delivers
zero configuration, is decentralized and provides active collision
detection by using a random nunber and saving state between power
cycles. Applications randomy assign nulticast group IDs froma
reserved range and prevent collisions by using nDNS to publish
records in a new "eth-addr. arpa" special -use domain. GAAP al so works
on any | Pv4/v6 network, is zero configuration, decentralized, and
provi des active collision detection using a hashing al gorithm

I nstead of extended an existing protocol, as with Zeroconf, GAAP is a
new | i ght wei ght protocol having a well-known UDP port nunber for the
GAAP protocol. It allocates one v4 and one v6 multicast address that
GAAP uses for nmessaging and allocates a nulticast address bl ock for
GAAP al | ocated group addresses.
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3.13. Reliable Milticast

I P Multicast uses UDP [RFC768] which is connectionless, best effort
delivery, ie, it does not guarantee the delivery of data packets.
Packets nay be dropped, delivered nultiple times, or delivered out of
order. The primary goal of multicast is to deliver data to a group
of recipients as quickly as possible and the lack of reliability in
UDP is typically not a significant concern. But reliable IP
multicast is a concern in situations where data needs to be
distributed to a | arge nunber of receivers sinultaneously, especially
when data | oss cannot be tolerated. The |IETF had a, now concl uded,
RMI' (Reliable Multicast Transport) working group whose purpose was to
standardi ze reliable multicast transport. They devel oped severa

RFC s which fall under either a NACK-based protocol or an asychronous
| ayered codi ng protocol that uses forward error correction. The base
protocols produced, in this W are the NACK-Oriented Reliable

Mul ticast (NORM transport protocol [RFC5740] and the reliable
content delivery protocol called the Asynchronous Layered Codi ng
(ALC) Protocol [RFC5775]. NORMessentially provides a reliable data
stream over unreliable IP Milticast, by utilizing negative

acknow edgments (NACKs) to request retransm ssions of m ssing
packets. ALC enables reilable delivery of content over IP nulticast
by each receiver potentially joining a data streamat different tines
and receiving data at their own pace based on their avail able

bandwi dth. Protocols, such as File Delivery over Unidirectiona
Transport (FLUTE) [RFC6726] were built on these base protocols.

The PI M working group | ater produced an experinmental extension to PIM
called the PIMover reliable transport (PORT) protocol [RFC6559] for
the reliable transm ssion of PIMJoin/Prune nessages. This
elimnates the need for periodic Join/Prune nessage transmi ssion and
processing by using TCP [ RFC793] or SCTP [ RFC4960]. PORT makes sone
fundanmental changes to how PIMworks in that Join/Prune state does
not require periodic updates, and it partly turns PIMinto a hard-
state protocol. Wen a router supports this specification, it need
not use the reliable transport nechanismw th every neighbor. It can
be negotiated on a per-nei ghbor basis.

3.14. Premature Optimzation

Premature optimnization can saddle the protocols with conplexity
burdens long after the optim zations are no | onger relevant or even
before the optinizations can be used. Typically those optim zations
are inplenented for scal e even though you don’t need or see a need
for themin early deploynents. But they nust be thought ahead of
time and planned for (that neans designed and inplemented up front).
Shared trees were born in the 1990s out of a (well-founded at the
tinme) concern for state exhaustion when nenbry was a scarce resource
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As nenory got cheaper and nore abundant, these concerns were reduced,
but the conplexity remained. It was once ironically noted that we
elimnated the state problem by naking the protocols so conplex that
no one deployed them Although, to be fair, other protocols also
have had state problens and private enterprises have successfully
used nulticast in their wall-gardens w thout state problens.

3.15. Kernel vs User Space

I'n hindsight, what we should have done with nulticast is the sane
thing QUC did which is inplenented as a library rather than in the
kernel. [|f we had done that, then when the app is depl oyed that
needs a network function, it cones at the same tinme (inside the app).
This is simlar to what we have done with AMI in VLC which was a
practical decision to get apps access to a native multicast cloud.

By packaging the protocol stack in the application, it allows a
devel oper to add features and fix bugs quickly. And get the updates
depl oyed qui ckly by havi ng users downl oad and update the app. This
rat her nodern way of distributing new code has proved successful in
may nobil e and cl oud based environments. Wth respect to nmulticast,
we coul d have made faster deployed changes to |GW as well as any
tunnel i ng technol ogy we felt useful

3.16. 802.11

We’ ve | earned many things over the years about the problens (such as
hi gh packet error rates, no acknow edgenents and | ow data rates) with
deploying nulticast in 802.11 (W-Fi) networks. W even created

[ RFC9119] specifically to address all the many ways nulticast is
probl ematic over W-Fi. Performance issues, for instance, have been
observed over the years, when nulticast packets transmt over |EEE
802 wirel ess nmedia, so much so that that it is often disallowed over
W-Fi networks. Various workarounds have been devel oped incl udi ng
converting nulticast to unicast at |ayer 2 (aka, ingress replication)
in order to nore successfully transit the wireless nedium There are
various optimizations that can be inplenmented to nmitigate some of the
many i ssues involving multicast over W-Fi. The |esson we’ve |earned
now is that we (vendors, |ETF) should have worked closely with the

| EEE many years ago on detailing the problens in order to inprove the
performance of nulticast transm ssions at Layer 2. The |EEE i s now
designing features to inprove nulticast perfornance over W-Fi but
it’s expensive to do so and will take tine.
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3.17. RPT-to-SPT Swi tchover Threshol ds

A common i nplenentation feature in PIMSMis the ability to configure
a bandwi dth or packet rate threshold that triggers the switch from
the shared tree (RPT) to the source tree (SPT). This is typically

i npl emented as a configurable paranmeter such as "switch to SPT when
exceeding X kbit/s of traffic for this (S, Q§".

VWil e the default behavior in nmpost inplenmentations is to switch to
SPT i mredi ately upon receiving the first data packet, this
configurable threshold feature was designed to give operators contro
over when to build source trees for high-bandwi dth fl ows. However,

it has proven to be operationally challenging. The challenges arises
from

* The need to accurately neasure traffic rates per (S, G entry
* The state machinery required to trigger and manage the transition

* Ensuring consistent behavior across different router
i mpl ement ati ons

* The potential for flapping between RPT and SPT if thresholds are
set too close to typical traffic patterns

While this feature provides granular control, many operators find the
default inmedi ate SPT-sw tchover behavior sufficient for their needs.
The operational experience has shown that the costs of inplenenting
and nanagi ng the threshold feature often outwei gh the benefits for
many depl oynent scenarios. Operationally, nost networks set the SPT
threshold to either O (imedi ate switchover) or infinity (no

swi t chover).

Thi s experience reinforces the broader |esson that features requiring
per-fl ow state and nmeasurenent can introduce significant conplexity
with linmted operational benefit. The fact that many depl oynents
operate successfully with the sinpler i mediate SPT-switchover
behavi or suggests that the additional conplexity of configurable

t hreshol ds was perhaps unnecessary for nobst use cases.

4. Concl usions

5. | ANA Consi der ati ons

N A
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